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Abstract

In the design of a data hiding method, one of the basic requirement that has
to be accounted for is robustness. Thus, a great effort has been spent by the
data hiding community to develop algorithms to achieve robustness against the
modifications that watermarked contents can undergo during their life cycle.
The core of this thesis is devoted to the analysis of the robustness for data
hiding methods with side information available at the embedder, i.e., where
the embedder takes advantage of deterministically knowing the content to be
watermarked. These methods have been extensively studied in the literature
in case of additive noise and in case of quite simple non-additive channels, such
as gain scaling. In this work we have studied side informed data hiding meth-
ods in case of more complex non-additive channels, that model most of the
processings commonly applied to media contents. Exploiting the properties of
rational dither modulation, which is a gain invariant quantization-based data
hiding method, novel methods robust to non-additive channels have been pro-
posed and theoretical analysis have been provided to identify their achievable
performance. Our study focused on the power-law channel and on the linear
time invariant filtering channel. For the former attack channel, a novel class of
data hiding methods theoretically invariant to this channel has been proposed
and a deep analysis has been provided for the so called Hyperbolic RDM. The
filtering on the channel has been faced by discrete Fourier transform - rational
dither modulation, but this technique exhibits a severe loss of performance
for non-white hosts. In this thesis the analysis of discrete Fourier transform
- rational dither modulation has been generalized to non-white hosts and a
reasonable explanation of the loss of performance has been provided. Then,
departing form this analysis, a novel extension has been developed to fill the

gap between the data rates achieved for white and non-white hosts.
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Introduction

Digital data hiding can be defined as the practice of embedding information in a digi-
tal signal that acts as a "host” or ”cover” signal. Since the second half of the 1990’s,
digital data hiding has received increasing interest from the information technology com-
munity. This attention was first triggered by its potential use in applications to protect
the intellectual property rights for digital multimedia contents, which is usually referred
as digital watermarking. However the range of applications using data hiding techniques
soon became largely increased and today there exists a number of companies successfully

exploiting data hiding technologies for different purposes.

1.1 A brief history

The invention of digital watermarking can be ascribed to Emil Hembrooke of the Muzak
Corporation, who in 1954 filed a patent [1] describing a method for the embedding of
inaudible codes into music signals with the objective of proving their ownership. However,
it was not until the eighties that the first discussions about digital watermarking can be
traced back. The term digital watermarking appears to be first used in 1988 by Komatsu
and Tominaga [2], even if the interest in digital watermarking technologies started to
grow significantly from the mid-nineties, how it is disclosed by the number of papers
published on watermarking by IEEE [3]. This increasing attention was motivated by the
beginning of Internet pervasiveness and by the wide spread of digital media distribution,
which revealed the need of protection for intellectual property rights of digital contents

and watermarking seemed to be a feasible option. Consequently, first digital watermarking
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techniques was mainly devoted to this aim, as originally conceived in [1]. However, the
potential applications rapidly expanded to include a wide range of new applications, such
as copy protection, metadata annotation, etc., and at the same time the watermarking
methods were applied to an increasing variety of digital content. All these applications
were contained in the general definition of ”information hiding” technologies.

At the end of nineties, the great effort of information technology community was
followed by the attention of several organizations, which began considering watermarking
technologies for inclusion in standards. The Copy Protection Technical Working Group
(CPTWG) [4] tested the adoption of watermarking technology in DVD to protect video
contents. The European Union sponsored some projects [5,6] to test watermarking for
broadcast monitoring. The Secure Digital Music Initiative (SDMI) [7] developed a system
for protecting music based on watermarking. In spite of this intense activity, in the
late nineties, digital watermarking fell into several failures (the SDMI challenge [8] is the
most famous) and some skeptical voices expressed serious concerns in opposition to the
effectiveness of watermarking technologies in real-world applications [9]. This criticism
brought to a deep reflection about watermarking within the scientific community [10,
11], that reacted in consequence [12], clarifying that digital watermarking was still an
open topic and far from being a mature technology and identifying new challenges for
information hiding. Some of these were focused in [10,11], where the scientific community
foresaw relevant interest in watermarking security [13] and in side information schemes [14].
In fact these were some of the topics of the Watermarking Virtual Lab (WAVILA) of the
European Network of Excellence for Cryptology (ECRYPT) [15], a project funded by the
FEuropean Community.

From the on, research activity on information hiding continues reaching unmistakable
results. Even if digital watermarking technologies have not successfully addressed some
of the challenges in the Digital Rights Management (DRM) field [16], they have found
market opportunities in other scenarios. For the moment, watermarking technologies
are successfully exploited by some companies in a wide range of applications, such as
broadcast monitoring, audience metering, video surveillance solutions, or audio and video
watermarking for forensic applications. Digimarc [17], Teletrax [18], Philips [19], Thomson
[20], Cinea [21], Verimatrix [22], Verance [23], GeoVision [24], MediaSec [25], TRedess [26],
Datamark [27], Civolution [28], Markany [29], Widewine [30], MSI Copy Control [31]
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and Aquamobile [32] are some examples of companies with business models based on
information hiding technologies.

Furthermore, the Digital Watermarking Alliance (DWA) [33] has been recently consti-
tuted by ”a group of companies that share a common interest in furthering the adoption
of digital watermarking and which are actively involved in commercialization of digital
watermarking-based applications, systems and services” [33]. This renewed interest is
justified by some reports [34] that foresee in the next years a rapid grow of identification

technologies, such as digital watermarking, surpassing US $ 500 million worldwide by 2012.

1.2 Applications

The first digital watermarking techniques were developed for digital images in the early
nineties, exploiting elementary image processing manipulations. During the last years, a
huge variety of digital data hiding methods have been proposed for a wide range of digital
contents. In fact in any kind of digital content a hidden information can be inserted as
long as the given work is suitable for being represented in two (or more) different ways
without significant differences perceived by the user. In literature, data hiding techniques
have been proposed for video, images but also for software and electronic text documents,
exploiting the properties of the different contents and formats; an overview can be found
in [35] or [6].

To get a general idea of what is under the wide term of digital data hiding, in this

section some applications of data hiding in digital contents will be briefly described:

e Demonstration of rightful of ownership: the author of a work embeds in it, as
soon as he creates the work, a watermark to prove unambiguously the ownership.
Obviously, the watermark has to be designed to survive the attacks that pirates could
perform to remove it [3,6,36]. Even if this application was one of the first to be faced,
it is also one of the most challenging, since the opponents are supposed to be aware

of the watermark existence and a wide range of attacks has to be considered [37].

e Fingerprinting: it is a way to achieve copy deterrence by providing a mechanism
to trace unauthorized copies of a protected work. In each copy of data that is
distributed, the owner inserts a distinct watermark, called fingerprint, which unam-

biguously identifies the buyer. In this way, if an unauthorized copy of the protected
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work is found, the owner of the copyright can retrieve the identity of the buyer that
illegitimately distributed the content [3,35,36].

Copy control: it aims at preventing users from making copies of a protected con-
tent, when this is not allowed. The embedded watermark describes the rights of
copying owned by the user and every recording device is supposed to be equipped
with a watermark detector, so that the device can prohibit recording whenever the
watermark that prevents copying is detected in the content. Similar systems were
studied by CPTWG and SDMI, for video DVDs and audio respectively [3,36,38].

Authentication: the availability of cheap and effective digital multimedia editing
tools makes easy the modification of original contents without leaving any perceptible
traces of tampering. In this way, a digital data can never be trusted to be authentic.
In this application, the embedded watermark, which is modified together with the
host signal, reveals when it has been tampered, even after small changes, so that
modifications on the watermarked content can be detected [3,36,39]. These schemes
are said to use fragile watermarks, in contrast to robust watermarks which must
remain unchanged by processing. As an example, they are used to guarantee the

integrity of automatic video surveillance data.

Data compression: combining data compression and information hiding has been
investigated to increase the effectiveness of the overall compression. The basic idea
is to compress only a part of the content and to hide the remaining part into the
compressed content itself [36]. As an example the chrominance component of an
image can embedded into the luminance component or the audio stream can be
embedded into the relative video stream [40]. This application is quite interesting
because, traditionally, data hiding and data compression are considered contradic-
tory operations, since ideal perceptually lossless compression aims at removing all
the information that cannot be perceived by a human user. But, since perceptual
equality does not mean mathematical equality, the effectiveness of data hiding in

presence of ideal perceptually lossless compression is an open issue.

Error recovery: transmission of data in compressed formats, such as JPEG or
MPEG, is vulnerable to transmission errors. A typical way to cope with these errors

is channel coding at cost of introducing a controlled amount of redundancy. A
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similar approach can be performed through data hiding, which allows to hide into
the content redundant informations that can be possibly used to recover from errors
at the decoder side [41,42]. As an example, the hidden redundant information can

be simply a low quality version of the content.

e Annotation watermarks: the data hiding schemes can be used as a way to insert
an annotation within the work to enhance its value. The capability of the embedded
information to survive digital to analog and analog to digital conversion allows the
annotation data to be associated to the work itself and format-independent [3, 36,
43,44]. As an example, a label describing a video object belonging to a MPEG-4
stream can be hidden within each object. In this way, the label is indissolubly tied
to the object it refers to and it can be used by retrieval systems to automatically

recognize the content of the video object.

e Covert communications: the ultimate goal of covert communications is to hide
the very existence of the hidden message, so that the major requirement for this ap-
plications is the undetectability of the presence of the message. The term steganol-
ogy is used to refer to both steganogaphy and steganalysis, which are respectively
the practice of undetectably altering a content to embed a secret message and the

practice of discovering the presence of steganogaphic channels [3,36].

e Broadcast monitoring: a label, which identifies a multimedia content to be broad-
casted, can be hidden within the content itself to systematically detect when it is on
air and to provide immediate reporting [5,45]. This application can be used by both
broadcasters, to track their playlists and copyright royalties, and by advertisers, to

verify the exact execution of their campaigns’ media planning.

e Link quality estimation: a fragile watermark has been also used to provide a
method for blind estimation of the quality of multimedia communication links at the
receiver side. This quality assessment system is based on the evaluation of the mean-
squared-error between the received and the actual watermark signal, providing a

quality measure of the effective status of the link without increasing the bit rate [46].

As a final comment, this brief overview cannot be clearly exhaustive and exact bound-
aries between applications are quite difficult to be drawn, since some of them can be

overlapping.
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1.3 General requirements

The development of a data hiding system, depending on the particular application, in-
volves several trade offs between unlike requirements. Generally, the watermark should be
imperceptible, the amount of conveyed information should be as large as possible, it should
be robust to content modifications and, in most watermarking applications, it should be

secure. As a consequence, in literature the most relevant requirements considered are:

e Payload: the amount of information (the number of bits) that the watermark is
able to convey. This requirement is strictly related with the application, as an
example annotation watermarks usually needs larger payload than fingerprinting,

where robustness and security are much more important requirements.

e Imperceptibility: a fundamental property of any data hiding system is that the
watermarked signal should be perceptually indistinguishable from the original one.
In other words, the embedding process has not to downgrade the quality of the
digital content. Perceptual analysis has been widely exploited to find the optimal
embedding domains and perceptual masks that maximize the power of the watermark

without impairing the perceived quality of the content.

e Robustness: it accounts for the capability of the hidden data to survive host sig-
nal manipulations. Attacks to robustness are those whose target is to increase the
probability of error of the data hiding channel [47]. In data hiding are considered
both non-malicious manipulations, which do not explicitly aim at removing the wa-
termark or at making it unreadable, including conventional signal processings and
digital format conversion, and malicious manipulations, which precisely aim at mak-

ing the hidden information no more retrievable.

e Security: it is defined as ”the inability by unauthorized users to access (i.e., to
remove, to read, or to write the hidden message) the communication channel” [48].
Security is usually related with the ability of a data hiding scheme to protect some
secret parameter, so that an attacker can not use it to access the watermark contents.
According to this definition, attacks to security are those aimed at gaining knowledge
(measurable as information) about the secrets of the system (e.g. the embedding

and/or detection keys) [47].
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It is worth noting that the above defined requirements are usually colliding [39]. As
an example, increasing the payload necessarily yields a decreased imperceptibility or a
decreased robustness of the watermark. Depending on the particular application, a trade-
off has to be reached to balance among the colliding requirements to best suit the faced

problem.

1.4 Classification of attacks

An attack can be every processing applied to the marked content, as long as the attacked
content has an acceptable perceptual quality. So defined, the attack can be both common
signal processing operations, that can occur during the normal life cycle of a digital content,
and ad-hoc attacks performed by malicious users aiming at removing, reading or modifying
the hidden data. A possible classification of the various attacks is here outlined. We can

distinguish between malicious and non malicious attacks:

e Non malicious: non malicious attacks are considered those attacks that can occur
during the normal use of the marked content and consequently their nature and
strength is strongly application dependent. Among these we have lossy compression,

digital to analogue conversion , processing aimed at enhancing the quality, etc. .

e Malicious: malicious attacks are processing performed with the explicit aim of
remove the watermark or impair its retrieving. These attacks can be divided in blind
attacks, where the attacks is performed without exploiting any knowledge about the
particular watermarking method, and informed attacks, where the effectiveness of

the watermarking system is impaired using some information about the algorithm.
A more fitting categorization has been given in [49], where the attacks are classified in

e Watermark removal: in this class of attack, the attacker is not necessarily con-
cerned with the semantics of the bits carried by the watermark. He is only concerned
with removing the message, without aiming at knowing it, also because he can al-
ready know the message (i.e. ’'you may not copy’). Hence, the purpose is to modify
the marked content such that the perceptual quality of the media is retained, but
that the watermark detection is impaired. From the above definitions, the removal

attacks are the typical attacks to robustness.
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e Unauthorized watermark estimation or detection: the aim of this type of
attacks is to estimate the watermark signal. Very often, convenient filtering is used
to estimate a good approximation of the original content, so that the difference
between the watermarked item and the estimated original is taken. Removal attacks
and estimation attacks are strictly related, since any estimation attack can be used
to build a removal attack and any removal attack can be used to build an estimation

attack.

e Unauthorized watermark writing attack: the Copy Attack [50] is an example
of this class. The watermark signal is firstly estimated from the watermarked content
and then it is embedded in unmarked content. This attack typically succeeds for
watermark signals that are independent of the content to be marked, such as simple

additive spread-spectrum technique.

However, any classification of attacks cannot be exhaustive because the distinction
between different classes is sometimes a fuzzy one and because the attacks are highly
dependent on the particular application. First of all, different applications need to be
resistant to different attacks, as an example annotation watermark will not have to care
about malicious attacks. Moreover the possible attack are strictly related with the content
type where the information is embedded. In image data hiding techniques, geometric ma-
nipulations have to be taken into account, while a relevant attack for video watermarking
can be temporal scaling, such as temporal resampling or frame insertion and deletion.

An overview of attacks on generic data hiding systems can be found in [36] and [3], while
a classification of attacks to security can be found in [13]. Finally, a brief categorization of

existing attacks for images, video and audio can be found respectively in [37], [51] and [52]

1.5 Summary and thesis objectives

As described above, robustness is a fundamental requirement for watermarking/data hid-
ing schemes. Even if a great effort has been spent in this topic by the research community,
there are still open problems and this is not surprising. In fact a multimedia content can
undergo a huge variety of processing and each of them can impair in a different way the

correct hidden information retrieving. On the other hand, the data hiding methods are
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constrained by the imperceptibility requirement to embed low-power signals in order to
slightly modify the content.

As a consequence, the main topic of the thesis is the study of data hiding methods
that provide robustness against non-additive attack, guaranteeing at the same time high
capacity capability and preserving the content fidelity. This study has been motivated
by the fact that, for the class of quantization-based embedding methods, there is much
less studied about non-additive attack channels, which model most of the processings in
a real context. Consequently, achieving robustness to non-additive attacks is an essential
requirement to develop practical data hiding applications based on this class of methods.

This thesis concerns the development of novel data hiding methods, within the class of
quantization-based, intrinsically invariant to the non-additive attacks taken into account.
The proposed methods have been tested with real signals, such as images and audio tracks,
and theoretical analysis are also developed for them in order to prove the achievable
performance.

The remaining chapters are organized as follows.

e Chapter 2 describes how the information hiding problem is, in essence, a classical
communications problem. The spread spectrum-based and the quantization-based
embedding methods are shortly described, highlighting the respective properties.
Then the wide class of desynchronization attacks is presented and the ability of
the different embedding approaches in coping with these attacks is discussed. A
spread spectrum-based watermarking method robust to geometric distortions, such
as rotations, is here presented showing that robustness against complex distortions
can be quite straightforwardly achieved using these techniques. This method for
image watermarking has been published in a conference paper [53] and in a journal

paper [54].

e Chapter 3 presents the dither modulation, which is the basic quantization-based data
hiding algorithm, and its high robustness to additive white Gaussian noise channel is
demonstrated. Then the weakness of these methods against valumetric distortions,
such as gain scaling, is discussed and the different approaches to achieve robustness
to this class of attacks are presented. Eventually, the Rational Dither Modulation
is described as a method to achieve asymptotically the performance of DM against

additive noise and, at the same time, theoretical invariance to constant gain scaling.
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e Chapter 4 studies the power-law attack, which consists of a constant exponentiation
and a constant gain scaling. Then it is presented a class of data hiding methods the-
oretically invariant to this nonlinear valumetric attack. This property is achieved de-
veloping a proper extension of any gain invariant quantization-based algorithm which
consists of performing the embedding in a convenient invariant domain. Among this
class, the method called Hyperbolic RDM is deeply analyzed to identify the lower
bound of the decoding error probability and to quantify the embedding distortion.
The obtained results have been published so far in a conference papers [55], and in

a journal paper [56].

e Chapter 5 addresses the problem of coping with filtering for quantization-based tech-
niques. The discrete Fourier transform - rational dither modulation was proposed to
achieve robustness against filtering without assuming any previous knowledge about
the attack filter. Here the analysis of this method is generalized for non-white hosts
to provide a reasonable explication of the loss of performance when it is applied to
this class of signal. Departing from this generalized analysis, an extension of discrete
Fourier transform - rational dither modulation is presented to improve its perfor-
mance for non-white hosts. Moreover, the expected performance improvement is
also verified for real audio signals, that are nonstationary, non-Gaussian and colored

hosts. A conference paper [57] and a journal paper [58] are to be published.

e Finally, Chapter 6 summarizes the main conclusions that can be extracted from this
thesis and presents a series of improvements and open topics that deserve further

analysis in the future.

10



Watermarking as communications:
channel models and embedding

strategies

Abstracting from the particular content type where the information has to be hidden,
the information hiding problem is, in essence, a classical communications problem. In
fact, information hiding aims at transmitting an information (the watermark) through a
channel (the host document) by means of a modulator (the embedder) and at recover it
at the receiver (the watermark detector).

Consequently digital communications played a fundamental role in the development of
watermarking technology, providing the modeling of watermarking as a communications
problem, inspiring the most relevant embedding techniques and suggesting the approach
to perform rigorous performance analyses.

First, Section 2.1 presents the general communications model for digital data hiding
that will be used throughout this thesis. Section 2.2 defines a common set of objective
measures to evaluate the attack strength and the distortion introduced by embedding func-
tions. In Section 2.3 the spread spectrum paradigm for data embedding is presented, while
in Section 2.4 the class of side-informed data hiding schemes is introduced. The desynchro-
nization attacks, their effect on basic data hiding decoding performance and the strategies
to cope with such impairments are addressed in Section 2.5. A spread spectrum-based
watermarking technique for still images robust to geometric transformations is presented

in Section 2.6 to show the resilience of this class of embedding methods against complex

11
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desynchronization transformations. Some final considerations are summarized in Section

2.7.

2.1 Watermarking as communications

During the first years of research on data hiding, algorithms flooded the literature, in
most cases, with weak theoretical grounds and with little concern about robustness or
performance [59,60]. A relevant milestone in data hiding research is a paper by Cox
et al. [61], where it is recognized that data hiding itself was in fact a particular case
of communications, suggesting the way for using well-known techniques and facilitating
subsequent performance analyses. In [49], Kalker define watermarking as ”a mechanism
to create a communication channel that is multiplexed into original content”. In Fig. 2.1

the model of a digital data hiding system as a digital communications problem is shown.

Secret key Secret key
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Figure 2.1: Watermarking as communication channel.

In a generic scheme, the watermark is embedded in a host signal, which is here arranged
in an one-dimensional vector denoted by x. The host signal can be assumed to be computed
from the digital content to be marked in order to have a suitable set of features for the
embedding. As an example, the host signal can be a collection of coeflicients of the digital
content in a transformed domain, such as DCT, DWT or DFT. The message samples to
be embedded are denoted by my and they are assumed to belong to a p-ary alphabet. The
other input to the watermark embedder is the secret key, which is usually a secret shared
with the decoder, and it allows the randomization of the embedding function in order to

guarantee the security of the hidden information.
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The watermark embedder, from the knowledge of the message and of the secret key,
modifies properly the host signal x to give the watermarked signal y, that is mapped
back to the original domain (if it is needed) to have the actual watermarked content. The
watermarked signal y produced by any data hiding scheme can be seen as the summation
of the host signal x and the watermark signal w, which conveys the hidden information,

so that we can write

y=X+WwW (2.1)

Once the marked content is generated, it undergoes the channel, where it is subject
to attacks, which are usually modeled by means of a probabilistic channel. An attack
can be every processing applied to the marked content, as long as the attacked content
has an acceptable perceptual quality. So defined, the attack can be both common signal
processing operations, that can occur during the normal life cycle of a digital content, and
ad-hoc attacks performed by malicious users aiming at removing, reading or modifying
the hidden data.

After the possible attacks have taken place, the attacked content is presented to the
decoder. Here the attacked feature host vector z is computed performing the same op-
erations that are performed at the embedder to have the host signal departing from the
original content. From the attacked host z, the decoder produces an estimate m of the
the embedded message. We remark that only blind decoding [36] will be here taken into
account, which means that the decoder is assumed to not have access to the original host
signal x.

It is worth introduce here some notations. The host vectors are assumed to be arranged
in one-dimensional vectors and, as it has been shown previously, boldface fonts will be
used to denote vectors or sequences, so that the host signal is x = (z1,22,...,22)"
and its kth sample is x;. Moreover, in order to analyze the data hiding problem from a
theoretical point of view, the signals involved in the system will be modeled as random
variables. Heretoafter, the random variables will be denoted by capital letters X and
random vectors by X = (X1, Xo,...,Xas)?, while their instantiations will be denoted by
respective lowercase letters. The probability density function of a random variable X will
be referred as fx(z).

13
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2.2 Distortion measures

As it has been discussed in Section 1.3, one of the fundamental requirements of data hiding
is the imperceptibility of the watermark, which is equivalent to require that, even if the
information embedding introduces a distortion, the host signal and the watermarked signal
have to be close enough, according to a given metric. The definition of a common set of
objective measure to evaluate the distortion introduced by the embedding function, as
well as the attack strength, is needed to compare data hiding systems based on different
embedding and decoding rules. According to the digital communication approach, the
distortion measures are usually mean square error (MSE) based.

To evaluate the embedding distortion of the data hiding method, the Data to Water-
mark Ratio (DWR) is used, which is defined as the ratio between the power of the host
signal and that of the watermark signal. Expressing the distortion measure as a ratio has
been motivated by the consideration that a stronger signal can accommodate a stronger
hidden signal, preserving the perceived quality. Hence the DWR for the host signal x and

the relative watermark signal w is defined as

po WML, o
(1/M) S0 w?

However a so computed distortion measure is strictly inherent to the particular host and

(2.2)

watermark signal. To quantify the distortion introduced by the embedding method itself,
it is more useful to get a global measure of the embedding distortion for a given algorithm
by averaging the power of the host signal and the power of the watermark signal over all
possible hosts and watermarks. Considering the average power for both the signals and

modeling the sample as random variable, the average embedding distortion is defined as

po M) B X
M 2
(/M) 32 Wil

where E[-] denotes the statistical expectation. Throughout the thesis, the average power

(2.3)

of the watermark signal will be also referred as embedding distortion, which is by definition
equal to Dy, £ (1/M) S0 B (W)

Similarly, the strength of the attack is usually measured by the Watermark to Noise
Ratio (WNR), which is the ratio between the power of the watermark signal and the

attacking distortion, which is generally defined as the power of the noise introduced by
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the attack. Abstracting from the particular attack performed on the channel, for noise it
is intended the signal difference between the attacked signal and the watermarked signal
N =Z —Y. For a particular watermark signal and a particular noise vector, the WNR is

given by

a (1/M) Zﬁil w,%
R = 24
(1/M) S0 n? 24

Assuming the noise samples modeled as random variables, the average WNR is defined as

e WA S EW?
(/) S, NP

that is obtained by averaging over all watermarks and all noise vectors to measure the

(2.5)

attack strength on the random additive channel. The attacking distortion is then given
by Do £ (1/M) 330, E [N

Another measure of the attack strength is the Data to Noise Ratio (DNR), which is
defined as the ratio between the power of the host signal and that of the noise introduced
by the attack. This measure is useful in scenarios where it is important to evaluate
the maximum allowable distortion that an attacker can introduce without degrading the
marked content.

However, these simple MSE-based measures have the advantage that can be used inde-
pendently of the particular content type and the particular domain where the embedding
is performed, even if they does not take into account the perceptual characteristics of the
introduced distortions, which are strictly related with the content type. In fact, MSE
describes the total power devoted to the watermark and it should be handled with care
when dealing with perceptual constraints, since masking phenomena affecting perception
and exploited for the hiding of information generally respond to local effects. On the other
hand, defining constraints on the power of watermark signal is very convenient from an

analytical point of view, as it will be shown in the following.

2.3 Spread Spectrum watermarking

In the data hiding channel modeled as in Fig. 2.1, the watermark signal is directly mixed
with the host so that the host itself is treated as an additional noise source impairing

the transmitted signal, which is the watermark. Moreover, given the imperceptibility
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constraint, the watermark signal has a much lower strength than the host, which acts as
a noise source. In digital communications, systems which have to cope with very noisy
channels, possibly affected by intentional disturbs such as jamming or interferences, are
usually based on spread spectrum (SS) technology [62]. Hence, in early years, many of the
watermarking algorithms used a similar technique to code the to-be-hidden information,
as it was firstly proposed in [61].

In agreement with the spread spectrum paradigm, the message m is transformed into
a pseudo random sequence s(™), named spreading sequence, whose length is usually much
larger than that of m and whose elements are random variables drawn from a given pdf.
Then s(™) and the selected host feature sequence are mixed to perform the embedding.
Among the different embedding functions [36], the most common and simple approach is

the additive one:

y = x+ As(™) (2.6)

where A is a scaling factor which allows to control the watermark strength, being the
introduced distortion D, = A\2(1/M) 22/[:1 [Sk]?.

All the possible spreading sequences are assumed to be known to the decoder. The de-
coder’s task is to determine whether a watermark sequence is present in the received signal
and/or which sequence is within it. A correlation measure of the received signal with all the
the possible spreading sequences is usually employed to estimate the watermark presence
and to make an estimate of the embedded message m. Under the assumption that the host
features are drawn from i.i.d. Gaussian random variables and an Additive White Gaussian
Noise (AWGN) channel is take into account as the only attack, correlation-based decod-
ing is optimum, in both the minimum error probability and missing watermark detection
sense [63]. In Fig. 2.2, the watermarking channel model under the above assumptions is
depicted describing the involved signals as random variables.

As in communications [64,65], information theory is a very useful tool in establishing
the fundamental limits of the considered communications problem. Consequently water-
marking schemes can be evaluated with respect to the channel capacity, which is defined
as the maximum amount of information that can be transmitted through the channel and
decoded without any errors.

Hence, being X ~ N(0,0,) and N ~ N(0, 0,,), by definition the capacity of the channel
in Fig. 2.2 is defined as
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Figure 2.2: Gaussian channel for spread spectrum watermarking.

C = max [ (W;2) (2.7)
fw (w)

and it can be shown [66] that for W ~ N(0, o,,) the maximum is achieved

0= Mog (1470 (2.8)
= — 10 .
9 08 o2+ o2

leading to the result that Gaussian watermarks are optimal when the host signal and
attack channel are both Gaussian.

However the main consideration that can be drawn from eq. (2.8) is that, treating the
host as an additional noise source, spread spectrum watermarking schemes can achieve
good performance in case the host variance is small in comparison to the watermark signal
variance. Actually in real applications, since the watermark distortion is constrained to
preserve the quality of the marked signal, we have 02 > o2 . Moreover, assuming the attack
strength also constrained to not degrade the content quality, a;f. > 0'7% can be reasonably
assumed. From these considerations the main limitation of SS-based watermarking against
AWGN channel dramatically comes to light, since a small capacity is reasonably expected
for o2 > o2, 02 [67,68].

It is worth remarking that Gaussian channel is commonly used in the analyses of data
hiding schemes not only in analogy with communications, but also since it can be easily
applied to any watermarking method allowing to identify the upper capacity bound [69].
Moreover Gaussian noise is a good model for those applications in which robustness against

unintentional attacks is required [67].
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2.4 Watermarking as communications with side information

at the transmitter

The second fundamental milestone in watermarking research can be identified in a paper
by Cox et al. [14], where it was realized that the host, even if it is totally unknown
at the decoder side, is perfectly known by the embedder. Then, a power-constrained
communication channel with side information at the encoder, shown in Fig. 2.3, was
recognized as a more fitting model for the watermarking channel, since the transmitted
signal is impaired by two noise sources and one of them is known by the encoder; this
paradigm is usually termed as side-informed data hiding and it was further developed in

other works too [70,71].
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Figure 2.3: Watermarking as communication channel with side information at the encoder.

The research effort spent in the past years studying side-informed data hiding has been
motivated by a surprising result by Costa [72], that was rescued by Chen and Wornell.
In [72] it is proven that for the case of i.i.d. Gaussian host features, that are non-causally
known by the encoder and unknown by the decoder, and i.i.d. Gaussian noise channel

independent of the host signal, the channel capacity is given by

1 2
C = 5 log <1 + Z—Ej) (2.9)

n

which is the same capacity that can be obtained for the i.i.d. Gaussian noise channel with-
out the additional noise source known by the encoder. This result proves that is possible,
at least theoretically, to transmit the information data rejecting the interference of the

host signal, even if it is totally ignored at the decoder side, by applying channel coding
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with side information at the encoder. The main problem of Costa’s scheme is that the
capacity in eq. (2.9) is reached with a channel code obtained by random construction, so
its complexity makes its implementation unfeasible in real applications. In fact, the infor-
mation theoretic analysis of communications with side information is not a constructive
one: the existence of codes able to achieve the capacity is demonstrated but their practical
construction is not provided.

However, the theoretical results shown above gave inspiration to look for practical
schemes able to reject, at least partially, the interference between the host and the hidden
signal exploiting the side information at the encoder. So far, the proposed side-informed
data hiding schemes can be summarized in those based on structured codebooks [67,
73], named quantization-based methods, and those based on Trellis [74, 75], named dirty-
paper trellis code watermarking methods. The quantization-based framework was firstly
proposed by Chen and Wornell in [67], where the Distortion Compensated-Quantization
Index Modulation (DC-QIM) was presented. The basic procedure of DC-QIM involves
the quantization of the host signal using a multidimensional quantizer Qu, () belonging to
a finite set of available quantizers and indexed by the message m € M to be embedded.
Then the watermarked signal is obtained by adding back to the quantized host signal the
quantization error scaled according to a tunable parameter «; this operation, which is
referred as distortion compensation, makes DC-QIM equivalent to Costa’s scheme. The

DC-QIM embedding rule is thus given by

Y = Qm (ax) + (1 — @) (x — Qm (ax)) (2.10)

The parameter « has to be properly chosen to yield the achievable rate under additive
white Gaussian noise independent of the host signal [67,72]. The block scheme of the
DC-QIM embedder is shown in Fig. 2.4.

The DC-QIM decoder acts by quantizing the received signal using the same set of
multidimensional quantizers that are used at the encoder side. The estimated embedded
message is the one that indexes the quantizer having the minimum distance form the

received signal, according to a convenient distance metric:

m = arg mi%[ dist (az, Qm (az)) (2.11)
me
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Figure 2.4: DC-QIM embedder.

Moreover, Chen and Wornell also gave the first proposal to put DC-QIM into practice
with Distortion Compensated-Dither Modulation (DC-DM) [67,73]. In DC-DM the set of
quantizers are dithered (shifted) versions of a basic one and, due to the implementation and
design issues associated to multidimensional quantizers, this basic quantizer usually relies
on a lattice. In most of practical implementations, the lattice is obtained as the Cartesian
product of scalar uniform quantizers, that makes the DC-DM both straightforward to
be implemented and analyzable with probabilistic tools. Full description of DM-based

embedding will be given in Section 3.1.

2.5 Desynchronization attack channel

In a communication system, the synchronization issue is a key point and the same applies
also in information hiding systems. Indeed, a signal bears information only relatively to
its original references and modifying the references results in a damage of the conveyed
information. In the classification of attack channels that can be considered in a data hid-
ing system, the class of desynchronization attacks has particular relevance since commonly
employed encoders and decoders have often a limited resilience against them [39, 76-78].
On the other hand, among the desynchronization attacks, very common and simple pro-
cessing operations can be included, such as filtering, amplitude scaling, gamma correction,
time varying delays and spatial warping. The perceptual effects of such operations are
normally quite weak, but the effects on the hidden data retrieving performance can be

devastating due to the introduced desynchronization [79,80].
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Figure 2.5: Model for desynchronization attacks.

From a theoretical point of view, any attack channel can be modeled by a condi-
tional distribution p (z]y). To take into account both memoryless impairments and more
complex transformation, the attack channel can be decomposed in a memoryless chan-
nel A (vl]y) followed by a parametric desynchronization transformation Ty(-) [39]. The
vector ¥ contains the desynchronization parameters whose dimensionality is independent
of the dimensionality of y. The described model for desynchronization attack channel is
depicted in Fig 2.5. The memoryless channel can model the addition of a white Gaussian
noise independent of both the the watermarked signal and the desynchronization param-
eter. Oppositely the parametric desynchronization transformation can model a variety of

attacks, such as:

o Offset: yr =V + .

Amplitude scaling: y; = Vx,.

9

e Gamma correction: y; = z,.

e Temporal shifts: y, = >, hi(V)x,_;, where 9 is generally not an integer and h;(¢)
are the taps of an interpolation filter.
e Linear Time Invariant (LTT) filtering: y; = hy(9) % zj, where % denotes convo-

lution and A(¥}) is the impulse response of a real valued LTT filter.

Other than these quite simple attacks, in the class of desynchronization attacks, more
complex transformations of the watermarked content can be included. For instance, in
the case of still images, any geometric transformation which the watermarked data can un-
dergo is an attack that could desynchronize the decoder and the hidden information [81].

Achieving robustness for watermarking schemes against geometric transformations is a
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very difficult task and in the last ten years in the watermarking community a great re-
search effort has been devoted to look for techniques able to guarantee the synchronization
between the embedder and the decoder against complex geometric distortions [82-87] as

well as to propose universal decoders for coping with them [88].

2.5.1 Performance of basic decoders

We focus now on the performance of the basic decoders for spread spectrum-based and
quantization-based data hiding techniques against desynchronization attack according to
[39], where the attacked signal is defined as z = Ty(y) + n, being n a vector of i.i.d.
Gaussian noise samples independent of the host signal. This channel can be considered a
particular case of the channel model shown in Fig. 2.5. The aim of this Section is to give
an intuitive understanding of the impact of desynchronization on basic decoders, without

trying to be exhaustive due to the variety of both attacks and data hiding algorithms [3,36].

e Spread Spectrum: according to the the SS embedding formula and to the above

described channel model, the attacked signal can be written as

z=Ty(x+ As)+n (2.12)

The basic SS decoder computes the correlation statistic between the received vector
z and all the possible spreading sequences s. For desynchronization attacks such
as amplitude modulation or time warping, according to [39], the following linear

approximation can be considered

Z = qu(X + /\S) ~ Tﬁ(X) + )\Tﬂ(S) (2.13)

To mitigate the effects of on the correlation statistics, we would like to have Ty(s) ~ s
. Hence, for the basic correlation decoder to perform as intended, the watermark

itself should be nearly invariant against desynchronization attacks.

e Quantization Index Modulation: using minimum distance based decoding, QIM-
based systems essentially depend on the strength of the overall additive noise at the
decoder. In the considered scenario, a further distortion term e(¥) = (Ty(y) —y)
is added to the white Gaussian noise independent of the signal. Consequently the

attacked signal is defined as
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2.5 Desynchronization attack channel

z=Ty(y)+n=y+e()+n (2.14)

Hence, depending on the particular distortion attack, different impairments will be
produced. As an example, for an offset attack, we have e(¢) = ¥ and the mean-

squared error (MSE) of the attack noise is increased from o2 to o2 + 92, which

can be significant if |¢] > y/o2. Otherwise, for an amplitude scaling attack, a
signal dependent noise is produced e(¥) = (¥ — 1)y and, assuming F [NTY] =0,
the MSE of the attack noise becomes o2 + (9 — 1)205, whose effect is significant if
(1 —1)? exceeds the noise-to-host power ratio o, /oa. In the following chapters other
examples and experimental results about the extreme sensitivity of QIM decoding

against desynchronization transformations will be shown.

Therefore, the effect of even mild desynchronization attacks on basic QIM decoders
can cause a dramatic increase of the error probability and that is why robust

quantization-based algorithms are needed to employ them in real applications.

It is worth recalling that a dramatic performance decrease for desynchronization at-
tacks is not surprising, since already in [71] it was shown that, under squared-error con-
straints, the data hiding system capacity when the attacker is restricted to additive attacks
is strictly larger than the capacity for an attack channel specified by a conditional distri-

bution.

2.5.2 Achieving robustness to desynchronization attacks

In the literature various approaches have been proposed to better cope with desynchroniza-
tion attacks. Even if SS-based methods and QIM-based methods are profoundly different,
the strategies to have a decoding resilient to the lack of synchronization between embedder

and decoder are essentially the same. We can roughly classify them in three main classes:

e Two-steps decoders: the desynchronization parameter ¢ is firstly estimated, pos-
sibly using a large search over its space. Then, having the estimate available, the
desynchronization attack can be inverted and the resulting sequence is fed into the
basic decoder [?,89-95]. The main problem of this approach is the potential com-

putational complexity of the search.
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2.5 Desynchronization attack channel

e Pilot sequences: the basic idea is to embed a known sequence in the host (in ad-
dition to the watermark message) that can be used at the decoder to estimate the
desynchronization parameters from the received data [73,96-100]. If the dimension-
ality of 1 is small relative to the dimensionality of the host, reliable estimates can
be obtained using the method of maximum likelihood or some other consistent esti-
mators. The main weakness of this approach is that also the pilot sequence can be
subjected to custom attacks aimed at removing it. Moreover the pilot insertion will
unavoidably modify the host signal without conveying information, so less power is
available for the information-bearing signals. On the other hand, it has been proven

that pilot-based schemes are theoretically suboptimal [101].

e Embedding in invariant domain: according to this approach, the embedding
and the decoding are performed both on the host signals transformed in a domain
which is proven to be invariant to such distortions [82,102-107]. Consequently, the
difficulty with these methods is to construct suitable invariants for the considered
desynchronization attacks. Even if this has been done for operations such as scaling,
translation, and rotation, extend this approach to more complex transformation is

a problem still open.

While promising results have been achieved in limited settings, focusing on particu-
lar attacks and/or particular content type, the gap between theory and practice is still
significant.

However, as it has been outlined in Section 2.5.1, the deployment of data hiding algo-
rithms resilient to desynchronization attacks is quite simpler for SS-based methods, due to
the adopted decoding strategy, allowing the development of systems invariant to complex
transformations [82-84, 86, 87], as it will be also shown in Section 2.6. Obviously, using
SS-based techniques, the side information at the transmitter is not exploited, renouncing
to the advantages in terms of embedding distortion and achievable capacity.

Consequently, much research is going into the design of QIM-based algorithms that
can survive desynchronization attacks. This effort is motivated by the fact that QIM is
proven to be robust against AWGN channel and to have the high capacity capability,
always preserving the host signal fidelity.
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2.6 Spread Spectrum based watermarking resilient to geo-

metric distortions for still images

We present here an example of an SS-based watermarking method resilient to geometric
distortions for still images with the aim to show that robustness even against complex
transformations can be achieved using this embedding approach. The spreading sequence
is embedded in a conveniently selected subset of coefficients from the image Fourier trans-
form (FT). Will show here that, using a correlation-based detector, to correctly identify
the inserted spreading sequence is sufficient to feed the detector with the received co-
efficients in the Fourier domain where the watermark has been embedded, even after
desynchronization attacks.

Recalling the well known property of the 2D Fourier spectra, which states that the F'T
of a rotated image is the rotated version of the FT applied on the not-rotated image, the key
idea is to properly define an embedding region in the Cartesian double transformed Fourier
domain able to achieve rotation invariance avoiding the need of a log-polar mapping, unlike
in techniques which are based on embedding in the Fourier-Mellin domain, such as [103]
and [82]. As a consequence, the computational complexity is considerably reduced with
respect to these methods. A single invariant direction is extracted from the image spectrum
to synchronize the detector and the watermark.

The invariant direction is defined as the straight line, passing for (f, =0, f, = 0), along
which the function |I(fy, f,)| has its maximum cumulated value, denoting by I(f;, fy) the
Fourier transform of an image i(x,y) (heretoafter it is intended that the ”zero” frequency
location is (f; = 0, fy, = 0)). Hence the invariant direction is uniquely identified by the
angle 60;,, formed by the extracted line with a reference direction.

The placement of the invariant direction in the Fourier domain is motivated by two
reasons. Since the embedding is performed in the Fourier domain, it is reasonable to
extract a resynchronization feature in the same domain. Moreover, a watermarked image
can undergo attacks modifying either the whole image or circumscribed part of it, hence
the Fourier domain has the advantage that local modifications in the spatial domain are
always spreaded.

The invariant direction is used as resynchronization feature, which enables the water-

marking system to identify the same direction from every distorted I'(fz, fy); in this way,
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even if the image has been rotated by an angle «, the invariant direction (0, + «) is
extracted, so that the detector and the watermark signal will be always synchronized.

As it has been discussed in Section 2.5.2, the strategy to achieve robustness to desyn-
chronization attacks for SS systems is to make the watermark nearly invariant against
desynchronization attacks. Hence, recognizing exactly the embedding region at the de-
coder through the invariant direction, the correlation detector is expected to identify the
correct watermark sequence.

Actually the problem is that the extraction of the invariant direction is performed both
at the embedding and detection sides; between the two operations the cover image could
have been modified by the channel. In order to make the extraction method as robust as
possible, a pre-processing step is applied to the image both at embedding and decoding
side to get a spectrum which is as less dependent as possible on these modifications. The
pre-processing operation will be described in Section 2.6.1.

In the diagram depicted in Fig. 2.6 the processing chain to identify the invariant

direction from on the pre-processed image is shown.

Pre-conditioned Zero

Circular ) Radon
image padding

windowing transform 0;

—» DFT |

Figure 2.6: Block diagram of the direction extraction method.

The image is firstly checked to have the same dimensions; if N # M, where N and
M denote the image dimensions, the shortest dimension is padded with zeroes to obtain
a square matrix before the computing of the DFT.

Invariant direction extraction is performed using the Radon transform [108] on I( f5, fy)-
According to the definition of invariant direction, the Radon transform is computed only

on directions passing through the zero frequency:

ROt = [ [ 1000y - £ vane) diodfy,  (215)

Actually a Discrete Radon Transform is computed on the image DFT, using a simple
sum approximation. The Radon transform on a finite rectangular domain does not consider

that, on different lines, different amounts of pixels lie and consequently diagonals are

26



2.6 Spread Spectrum based watermarking resilient to geometric distortions
for still images

Image pre-processing
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filter gradient windowing | extraction
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Figure 2.7: Block diagram of the pre-processing.

privileged directions, causing mistaken estimation. The circular windowing before the
Discrete Radon Transform can prevent misleading results since along every line a fixed
amount of non-zero terms lies [109].

Computing of Radon transform in a discrete context implies that a finite set of direction
equally spaced between [0, 7[ has to be defined as p; =i-Ap, i =0,1,--- ,(|7/A¢] — 1)
and consequently eq. (2.15) is written as

N-1

RO, D[ (fo, )] = Afe Y [k Afr,tan(p;) k Afy)] (2.16)

k=0

where Af, and Ap set the sampled lines along which the cumulated value of Radon
transform are computed. The invariant direction angle 6;,, is then given by

Oiny = arg max {R(0,4)[|I(fz, fy)[]} (2.17)
pi€[0,7[

2.6.1 Image pre-processing

The pre-processing is needed to get a spectrum which is less dependent on the modifica-
tions that the image can undergo, aiming at providing robustness to invariant direction
extraction method.

To get an image representation invariant to channel modifications, the edge feature is
pointed out, since edges generally survive (even if distorted) to both geometric distortions
and usual image processing. In Fig. 2.7 the pre-processing chain scheme is fully depicted.

The basic tool used for edge extraction is the cascade of a Gaussian low-pass filtering

and a morphological gradient, i.e. a morphological operator revealing sharp luminance
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transitions. This cascade is quite similar to a Laplacian of a Gaussian filtering, usually
adopted for edge extraction, being the Laplacian operator here substituted by the mor-
phological gradient operator [110]. Morphological operator has been here preferred to
Laplacian one since the latter associates zero-crossing of second derivatives to an edge,
whose location is as close as possible to the real edge [111], and it is typically followed by
a thresholding to convert a gray-scale image into a binary edge image. In this application,
rather than in an accurate location of edges with a binary image, we are interested in an in-
variant (and possibly robust against noise) feature extraction through edge enhancement;
moreover we aim to get edges with thickness as invariant as possible to modifications on
image. For this purpose a Gaussian low-pass filtering together with a suitable morpho-
logical gradient operator, able to enhance and to widen the edges, has been proven to fit
better.

The circular symmetric windowing is performed on the enhanced edge image to reduce
aliasing effects in the discrete Fourier domain. In fact the FT and the rotation are op-
erations that do not exactly commute in a discrete domain [112], so we do not expect a
perfect identity between the rotated version of the DFT of the image and the DFT com-
puted from the the rotated image. Hence, aliasing effects can be just reduced smoothing

the boundaries with a circular and symmetric window [112].

2.6.2 Embedding and detection

The spreading sequence is inserted into a sorted subset of the middle frequency coefficients
of the doubly transformed domain, obtained as the intersection of a circular crown region

with a finite subset of straight lines belonging to a sheaf:

Rmin S (fx2 + fy2) S Rmaa:
(fo, fy) t-c. £ = tan(Bm 41 AD) - fo (2.18)
i=0,-,(l7/A0) - 1)

where 0;,,,, is the invariant direction extracted in (2.17). In the embedding process it is
essential to keep the complex conjugate symmetry of the FT of the image, since it is a
real signal. Therefore the same spreading sequence is properly embedded both in the real
part, keeping the even symmetry, and in the imaginary part, keeping the odd symmetry.

The whole embedding scheme is depicted in Fig. 2.8.
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Figure 2.8: Embedder block scheme.

It is worth remarking here that the detector and the embedder can be assumed syn-
chronized until they extract the same invariant direction, indexed by 6;y,, so that the
straight lines belonging to the sheaf are considered in an ordered sequence starting with
the same one.

Also, we remark that the angle step size A between two subsequent lines belonging to
the sheaf is not related with the angle step size used by Discrete Radon Transform Ay in
direction extraction. In fact, while the latter affects uniquely the accuracy of the Radon
Transform, the former sets the number of lines which compose the embedding region and
consequently the length of the message that can be accommodated.

Denoting by x the whole host sample sequence, which consists of the DFT coefficients
corresponding to the frequencies described by eq. (2.18), and being s = {s1, 92, ,s.} a
pseudo-random spreading sequence where S ~ N(0, 1), according to [113], the multiplica-

tive embedding rule is given by

Yk =Tk +g S,Em)|$k! (2.19)
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where g is a constant gain factor modulating the embedding strength. However this is not
the optimal choice. In fact usually in image spectra the energy is not uniformly distributed:
the magnitude of low frequencies is usually much larger than the magnitude of middle and
high ones. On the other hand the Human Visual System (HVS) is more sensitive to the low
frequencies than the higher ones [36]. Thus, using a multiplicative embedding rule with
a constant gain, the distortions undergone by low frequency coeflicients are considerably
much larger than higher frequencies variations, decreasing the perceptual quality of the
watermarked image as demonstrated in Section 2.6.3.2. In order to bound this effect, it
is reasonable to use a variable gain factor gp, changing its value along every insertion

direction in inverse relation to frequency. For this purpose a very simple linear law is

proposed:
1 3 k
=g-|{-+--= 2.20
9k =9 ( 1t L> (2.20)
where £ = 1,2,--- , L spans the samples on every line of the embedding region. However

more complicated functions can be thought to improve the visual masking effect without

losing a sufficient level of robustness against attacks.

Watermarked
image
\ \
Pre Weighted
conditioning windowing
IW
\ 4 \ 4
Direction DFT Message
extraction codebook
IWR IW/
9, \ \ 4 "
inV_y! Detection | w

l

n

zZ

Figure 2.9: An intuitive insight of DM embedding.

The detector, which is depicted in Fig. 2.9 is built so that, given a possibly attacked

image in input, once the invariant direction has been extracted, it can retrieve the marked
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sample sequence from DFT domain. Then the detector verifies what message has been
inserted computing a correlation coefficient between the marked, and possibly corrupted,
sample sequence extracted from the image and every codeword belonging to a shared
watermark codebook, known both at embedder and at detector sides. Being C' the number
of codewords in the spreading sequence codebook C and being M the length of each

sequence, the estimated one is given by

| M1 -
8 = argmax (M ,;) 215}, ) (2.21)

2.6.3 Results

Herein some experimental results are shown, obtained processing standard images, whose
size is typically 512x512 pixels, and embedding a mark sequence of length 9800 samples
along 70 directions spaced by Af = 2.57 deg into the DF'T domain.

2.6.3.1 Effectiveness of direction extraction

The effectiveness of the direction extraction method is a necessary condition for the decoder
and the mark to be synchronized. The following results were obtained computing the
Radon transform of the windowed DFT of a pre-processed image along a finite set of
directions equally spaced with a step Ay = 0.5 deg and choosing the direction with the
maximum cumulated value, as described in eq. (2.17).

In Figs. 2.10(a)-2.10(d) the right working of the proposed direction extraction method
is exhibited (for an original picture of Boat image see Fig. 2.7). In Fig. 2.10(a) the pre-
processed Boat image is depicted while in Fig. 2.10(b) its windowed spectrum is shown and
the extracted invariant direction is highlighted. Rotating by an angle of 30 deg the Boat
image, we had the pre-processed image and the windowed spectrum depicted respectively
in Figs. 2.10(c) and 2.10(d). Comparing the highlighted directions in Figs. 2.10(b) and
2.10(d), the rotation of the invariant direction according to the rotation of the original
image is noticeable.

In order to measure the effectiveness of the direction extraction method, we compared
the extracted invariant directions before and after embedding and attacks. We tested the
algorithm against both common signal processing techniques (Additive White Gaussian

Noise, JPEG compression and smoothing) and geometric distortions (rotation, scaling

31



2.6 Spread Spectrum based watermarking resilient to geometric distortions
for still images

(a) Pre-processed (b) Invariant direc- (¢)  Pre-processed (d) Invariant direc-

image tion rotated image tion

Figure 2.10: Example of pre-processing on Boat image with extraction of invariant direction

for both original and rotated cases.

and cropping). Cropping attack was performed cutting away both symmetrically and
asymmetrically the framing part of the marked image, but preserving the image center
(where the most relevant information is supposed to be located).

The experimental results are listed in Table 2.1, where Ab;p, = 0., — (0iny + @)mod 7
is the difference of extracted directions at the detection and embedding sides. The angle
values are expressed in deg, while the results for cropping attacks are indexed by the
percentage of pixels constituting the cropped image with respect to the original one.

Moreover, the direction extraction method performs well against random line removal

attack too (experimental results are here not shown).

2.6.3.2 Imperceptibility

To assess the embedding distortion, the fidelity of the watermarked image has been eval-
uated. For this purpose in watermarking literature the mean square error based metrics
are widely used, even if these metrics does not exploit the properties of the HVS and
they can give measures that depart from the perceived quality, as it is shown in [114]
and as it has been discussed in Section 2.2. In order to assess the imperceptibility of the
watermarking method, between the various existing quality assessment methods based on
known characteristics of the HVS, the Watson’s distance [115] is here used and its results
are compared with DWR.

The introduced distortion has been evaluated performing the embedding in the stan-
dard images with 1000 different watermarks and computing the average values of the
adopted measures. Moreover, to verify the enhancement in the perceptual quality result-

ing from the use of a variable gain factor, the embedding distortion has been established
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Table 2.1: Invariant directions extracted from attacked images.

Image Lena Peppers Boat

Invariant direction 145 173.5 113.5

Attack Abiny Abiny Abin

o =10 -0.5 0 0

AWGN oc=15 -0.5 0 0

o =20 0 0 0

quality = 50 -0.5 0 0

IPEG quality = 30 0 0 0

quality = 20 0 0 0

quality = 10 0 0 0

Average 0 0 0

Smoothing Gaussian 0 0 0

Median 0 0 0

a=1 0 0 0

a=2>5 -0.5 -0.5 0

a =45 -0.5 -1 -0.5

a =60 -0.5 -0.5 -0.5

a=90 -0.5 0 0.5

a =120 -0.5 -0.5 0

. a = 160 0 -0.5 -0.5
Rotation

a=-1 0 0 0

a=-5 -0.5 -0.5 0

a = —45 -0.5 -1 -0.5

a = —60 -0.5 -0.5 0

a=-90 -0.5 0 0.5

a=-120 -0.5 -0.5 -0.5

a = —160 0 1 0

scale = 0.5 1.5 0.5 0

) scale = .75 1.5 0 0
Scaling

scale= 1.5 0 0 0.5

scale = 2 0 0.5 0

rem% = 85 1.5 0 0

Cropping rem% = 78 1.5 0 0

rem% = 65 -2.5 0 0

rem% = 53 -2.5 0 0
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(a) Host image (b) Constant gain (c) Variable gain

Figure 2.11: Comparison of a detail of the standard image Boat marked using constant gain

and variable gain.

in case of both a constant gain and of a variable gain. To have a fair comparison in terms
of mean square error, we have set the constant gain g, = v/2/2, while in the variable
gain function (2.20) we have set ¢ = 1. In this way, under the unreal hypothesis that
the image spectrum is white, the two different gain functions would produce watermark

signals having the same power.

Table 2.2: Comparison of DWRs and Watson’s distances for constant gain and variable gain.

Image Lena Peppers Boat
. DWR 34.13 32.25 36.42
Constant gain
wat 24.15 45.94 26.02
. . DWR 38.35 35.91 40.94
Variable gain
Dyt 12.82 25.32 13.36

From Table 2.2, where the measured embedding distortions are presented, the quality
enhancement deriving form the use of a variable gain function is confirmed. In fact the
Watson’s distance is considerably higher in case of constant gain for all the standard
images. As a confirmation, in Fig. 2.6.3.2 it is shown a detail of the standard image Boat
which reveals as the visible artifacts, that are evident in case of constant gain, are masked
using a variable gain. Hence in the forthcoming results, it is implied the use of the variable

gain function.
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2.6.3.3 Robustness

Afterwards the robustness of the whole watermarking system has been checked; for this
purpose some gray scale standard images were watermarked and both signal processing
and geometric attacks were applied to these images. The detector output reveals the
estimated embedded message as the one having the greatest correlation coefficient with
the sample sequence extracted from the marked and possibly corrupted image. Thus, from
the detector response to all the codewords belonging to the codebook, we measured the
first-to-second peak ratios (P;/P,) in decibel.

In the experimental results, listed in Table 2.3, the index n represents the codeword
retrieved from the attacked image by comparison of the correlation coefficients. These
results were obtained processing the standard image Boat, but similar results have been
obtained with other standard images. Here the results for the cropping attack are related
only to symmetrical cuts of the framing part of the marked image, since for asymmetrical
cropping the watermark retrieving have shown to fail.

By inspection of the results listed in Table 2.3 it is verified the robustness of the
proposed scheme against almost all the tested attacks. In particular the correct mark
retrieving is guaranteed even if a slight error in extracted direction occurs. Hence, even
if a rough synchronization is guaranteed by the invariant direction, the detector is still
robust to complex geometric distortions, i.e. rotations, due to the intrinsic robustness of
correlation detector, as it has been discussed in Section 2.5.2. On the other hand, even
if the invariant direction is exactly retrieved, geometric distortions and the consequent
interpolation in the pixel domain considerably modify the image spectrum, demonstrating

that robustness to desynchronization transformations relies also on the detector.

2.7 Concluding remarks

In this chapter we have presented the information hiding as a classical communications
problem, showing as digital communications played a fundamental role in the develop-
ment of watermarking technology inspiring the most relevant embedding techniques and
suggesting the approach to perform rigorous performance analyses. This has been widely
discussed for spread spectrum and quantization based data hiding methods, comparing

their characteristics and the theoretical achievable capacity.
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Table 2.3: Detection results on the attacked image Boat (DWR & 40.94 and D, ~ 13.36).

Embedded codeword index n = 259
Correlation detector
Attack n P,/P,(dB)
o =10 259 3.99
AWGN oc=15 259 4.61
o =20 259 4.38
QF= 50 259 3.64
JPEG QF= 30 259 3.38
QF= 20 259 2.61
Average 259 3.35
Smoothing Gaussian 259 3.55
Median 259 3.15
a=1 259 3.73
a=2>5 259 3.82
a =45 259 3.69
a =60 259 2.22
a =90 259 3.69
a =120 259 3.75
Rotation a = 160 259 1.98
a=-1 259 3.83
a=-5 259 3.56
a = —45 259 4.05
a = —60 259 4.66
a=-—90 259 3.69
a=-120 259 4.18
a = —160 259 4.26
scale= 0.5 Fail -
. scale = .75 Fail -
Scaling _
scale= 1.5 Fail -
scale = 2 Fail -
rem% = 85 259 4.50
Cropping rem% = 78 259 4.08
rem% = 65 259 3.35
rem% = 53 259 2.95
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2.7 Concluding remarks

Then the class of desynchronization attacks has been introduced, the robustness of
basic decoding strategy against these attacks has been discussed and the main strategies
to cope with them have been outlined.

This chapter ends with the description of a proposed spread spectrum watermarking
method for images robust to some geometric distortions. The experimental results show
how, even if the marked image undergoes complex desynchronization attacks, basic SS
detector is able to retrieve the embedded information. The ease with which SS based data
hiding methods guarantees robustness against desynchronization attacks is even more
evident in comparison with the vulnerability of quantization based. The existing gap in
these scenarios between different embedding approaches stimulates research activity in the
field of quantization based methods, developing new strategies to provide them invariance

to such attacks.
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3

Quantization-based embedding

and scaling vulnerability

In this chapter, a deep description of basic quantization-based data hiding methods is
given and the problem of vulnerability to valumetric distortions is faced. We start from
the description of Dither Modulation (DM), which is a scalar and binary QIM-based
algorithm, since its theoretical analysis allows to identify the achievable performance of
quantization-based methods against additive noise. However, even if these embedding
techniques exhibit high robustness to additive white Gaussian noise (AWGN) channel and
high capacity capability while preserving the host signal fidelity, their main weakness is
the extreme sensitivity to valumetric distortions, such as gain scaling. Since very common
processings, such as brightness change or loudness change, are modeled by gain scaling
of the host signal, the development of data hiding schemes able to cope with this attack
has been an interesting challenge for the research community and at the moment the gain
attack can be considered somewhat solved.

Among the various methods that have been proposed, a deep description is given of
Rational Dither Modulation (RDM). The interest in this algorithm is motivated by the
fact that here theoretical invariance to constant gain scaling is achieved preserving the
fundamental properties of DM. Also, it is proven that RDM is able to asymptotically
achieve the performance of DM, so that the same error probability can be reached under
the same conditions. This behavior reveals the reason why RDM has been exploited in
several subsequent algorithms and it can be adopted as basic component to develop data

hiding methods to cope with more complex distortions.
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3.1 Dither modulation

This chapter is organized as follows: in Section 3.1 dither modulation is presented,
while in Section 3.2 the problem of the vulnerability to gain scaling is discussed and an
overview of the different approaches to cope with this attack is given. Then, rational
dither modulation is described in Section 3.3 and finally some considerations are drawn

in Section 3.4.

3.1 Dither modulation

To introduce the practical methods belonging to the wide class of QIM-based [67], whose
principles have been outlined in Section 2.4, the basic approaches for the binary unidi-
mensional case will be firstly presented. We will focus on the binary dither modulation
(DM) [116], in which it is assumed that only one binary digit of information my € {—1,+1}
per host sample is hidden by the adopted scalar quantizer. Hence the basic procedure is to
quantize the current host sample x; using one of two quantizers, depending on the binary
value to be embedded. The interest received by DM is due to the fact that it can be easily
analyzed, clearly identifying the achievable data rate against additive noise. Moreover the
same kind of analysis developed for DM can be extended to other quantization approaches.
DM is essentially based on the definition of an unidimensional shifted lattices

Am:2AZ—m%, m=-1,1 (3.1)
which describes the centroids for a couple of Euclidean distance based quantizer Q,,(-),
being A a fixed quantization step size. Given the kth symbol my € {—1,1} to be hidden,
the indexed dithered quantizer is used to perform the embedding into the kth sample, so

that the watermarked sample is obtained using the rule

A + mp— (3.2)

2

U = O (2) = 20 {WJ A

where |-| denotes rounding to the nearest integer. Thus, the watermarked sample y;, turns
out to be the quantization centroid closest to the corresponding host sample x; and the

watermark signal is just the quantization error

W, = Y — Tk = Q. (Tk) — T, (3.3)
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Figure 3.1: An intuitive insight of DM embedding.

According to the shifted lattices construction, Fig. 3.1 gives an intuitive insight of DM
embedding: the sum of the kth dither sample my; A/2 and of the host sample zj is quan-
tized with step-size 24, then the quantized value is perturbed to move the watermarked
sample y to the closer quantization centroid related with the symbol mj to embed. The
quantization step-size A is usually chosen to produce the desired embedding distortion on
the watermarked signal in term of mean square error.

Assuming that the quantization bins are small and the host pdf f,(x) is smooth enough,
leading to the validity of Schuchman’s condition [117], the host pdf can be assumed flat and
the watermark can be also considered to have a pdf that is roughly a constant within each
individual bin. Hence, the host pdf in each quantization bin x € (2Ai,2Ai + 2A) i € Z can
be assumed constant and equal to fx(z) ~ f;. Consequently, the watermark samples Wy
can be assumed to be uniformly distributed in (—A; A), so that the embedding distortion
for a given cell corresponds by definition to the variance of this uniformly distributed
random variable, which is equal to A?/3. As both quantizers Qp, (-) are uniform, the
average embedding distortion will be

M 2
Dy = % ;E W] = % (3.4)

At the decoding side, having observed the possibly attacked sample zp, the estimated

kth bit 1y is retrieved quantizing the received sample with a quantizer with fixed step-size

A. This is equivalent to decide rmy, according to a minimum Euclidean distance rule

Mg = argmin |2, — Qmy (21)| (3.5)

)

The decoding error probability can be easily defined for such a decoding rule and an

additive random noise on the channel, whose pdf is denoted by fx(n). Being the received
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3.1 Dither modulation

samples zp = yr + ni and denoting respectively by R_; and R; the decision regions

associated with mj; = —1 and my = 1, the error probability is given by

Pe = P{lzr — Q1(z1)| < |2, — Q-1(2k)| [my, = —1} =

(3.6)
= P{z € Ry |my, = —1}

Recalling that fx(x) is assumed constant in each quantization bin, for high DWRs the
random variables Y} are expected to have a flat pdf in each quantization bin. Thus, given
the periodicity in Ry, the error probability can be reasonably assumed independent of the
particular quantization bin of @Q_1(:) in which the sample lies. Consequently, to obtain
an integral expression of P,, it is sufficient to compute P. by conditioning x; to lie in a
given bin, which is equivalent to know the watermarked sample yr = Q_1(xx). Eventually,

being by definition N, = Z; — Y}, the error probability can be computed as

. /R F2(21 b= —1: Qy(ax)) =

(4i+3)A/2
/ fn(n)dn
(4i+1)A/2

(3.7)

o0

-/, fn(n)dn =Y

1=—00

In case of the additive random noise on the channel is a white Gaussian noise with variance

o2, the decoding error probability of DM can be analytically computed and is given by

o0 (4i+3)A/2 4 n2
P = / exp (——) dn =
‘ i:z:m “it1)A/2 V2o, 207 58)
3.8
= (4i +1)A (4i + 3)A
=3 [o(Hrns) (e
. 20, 20,
i=—00
As it is stated in [67], QIM, and consequently DM too, has been defined as a ”provably
good” method. This is motivated by the fact that, for certain amplitude bounded attacks,
the decoding error probability is zero. As an example, in the case of Ny have a fy(n) =0
for |n| > A/2, no decoding errors occur.
To provide security to DM, a secret dither sequence can be added to randomize the

shifted lattices giving the quantization centroids [73]. Being dj a random sequence drawn
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3.2 Gain attack and countermeasures

from a random variable having value in the range [0,1), randomized shifted lattices are
defined by
A
Am:2A(Z+d)—m§, m=-1,1 (3.9)

without modifying any properties of the DM embedding method. On the other hand, only
the knowledge of the secret dither sequence is supposed to allow the correct decoding of
the hidden information, which relies on the knowledge of the quantization centroids. For
more details on security issues for quantization based algorithms, refer to [118].

The above described algorithm is the simplest within the class QIM-based methods,
but it can be easily extended to more general construction. The distortion compensation
capability can be added to standard DM giving rise to DC-DM [67], aka scalar Costa

scheme [73], whose embedding rule is given by

Yr = Tp + a (Qmy, (T1) — 1) = T + Wy (3.10)

where the distortion compensation « € [0, 1] is a parameter to be optimized. In this way,
a scalar implementation of QIM, which has been outlined in Section 2.4, is obtained. It
is worth noting that for a = 1 DC-DM reduces to DM. In DC-DM with « € [0, 1], it
can be demonstrated that the watermark signal is uniformly distributed in (—aA, @A),
so that the embedding distortion is equal to D,, = o?A2%/3 and the error probability can
be analytically derived [119].

Also, DM can be extended to the vector case, as it was proposed by Chen and Wornell
[67], by replacing the scalar quantizer of DM with a convenient vector quantizer. The
more general construction of quantization-based embedding, which encompasses most of
the proposed QIM formulations and it is usually referred to as ”lattice data hiding”, is
based on L-dimensional nested lattice codes [39]. Other related family of quantization-
based methods is Spread Transform - Dither Modulation (ST-DM) [67,73,119], which
combines certain characteristics of spread spectrum and QIM methods, although it is not

specifically addressed in this thesis.

3.2 Gain attack and countermeasures

From the beginning of the research on quantization-based data hiding it was recognized the
extreme sensitivity of such methods to valumetric distortions [73], which are encompassed

in the wide family of desynchronization attacks presented in Section 2.5. A valumetric

42



3.2 Gain attack and countermeasures

distortion can be defined as a generic function f(-) applied pointwise to all of the host
samples modifying their original values [120]. The distortion function can be either linear
or nonlinear.

Lattice-based schemes are vulnerable to amplitude varying attacks because these at-
tacks make the encoder and decoder lattice volumes no more matching. In other words,
modifying the amplitude of the watermarked samples is equivalent to modify accordingly
the quantization bins used by the embedder, but since the quantization bins at the decoder
are fixed, an amplitude desynchronization between embedder and decoder is produced that
dramatically increases the BER [78]. Referring to basic DM, it is reasonably expected that,
if yr — f(yx) > A/2, an error will probably occur for the kth sample.

(a) Original image (b) Brightness change (¢) Gamma correction

Figure 3.2: Illustration of valumetric distortions on standard image Man.

The relevance of valumetric distortions in data hiding relies on the fact that a variety of
processing that are commonly applied to image, video and audio signals lie on pointwise
amplitude scaling. For instance brightness and contrast change for images and video
are a gain scaling of the host samples amplitude as well as loudness change in audio.
On the other hand these kinds of distortions usually do not introduce significant fidelity
degradation or even they can improve the perceived pleasantness of the signal. An example
of the perceived quality of an image after brightness change and gamma correction is
shown in Fig. 3.2, where it can be appreciated the limited perceptual degradation that is
introduced by valumetric distortions.

It is worth noting that non-additive attacks are not efficiently taken into account by
MSE-based measures, such as the attack strength as it has been defined in Section 2.2.
In fact, even if significant variations of the host samples amplitude may produce very

large MSE values, the resulting perceptual modifications cannot be significant. As an
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(a) Original image (b) AWGN

Figure 3.3: Illustration of white Gaussian noise addition on standard image Man.

example, it can be noticed that, in spite of the fidelity of Fig. 3.2(b) and Fig. 3.2(c), the
measured DNRs are equal to 10.5 dB and 12 dB, respectively. On the other hand MSE-
based measures are well-fitted to additive noise as it can be seen in Fig. 3.3. Here the
Man image is corrupted by white Gaussian noise addition to have DNR=11 dB and the
resulting perceptual quality is dramatically downgraded. Thus, in a similar framework,
the valumetric distortion is often considered as imperceptible and then it is reasonable to
disregard it when the effects of noise addition are evaluated using a MSE-based measure.

The simpler and more studied valumetric distortion is the the gain attack, consisting
of the multiplication of the host feature sequence by a gain factor p, which is unknown
at the decoder. If p is constant throughout the watermarked signal, the so called Fized
Gain Attack (FGA) is obtained, as illustrated in Fig. 3.4. On the channel also a zero-
mean additive white noise N with variance o2 and independent of the watermarked signal
is considered to compare gain invariant schemes with other DM-based methods. The

attacked signal is then given by

Z=p(Y +N) (3.11)

where it is assumed p > 0. According to the considerations drawn above, the valumetric
distortion is considered as imperceptible and as a consequence the attacking distortion has

to be made independent of p, so that the attacking strength D, is defined as
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1 M 1 2
D= ;Eﬂp Ze-vil’| =

(3.12)
1

M

M=

E[N}] =o?

i

1

For sake of completeness, we remark here that in literature the FGA channel has been
also defined as Z = pY + NN [73].

X, fixed gain attack
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Figure 3.4: Fixed gain attack channel.

Motivated by the relevant drawback represented by the vulnerability of quantization-
based techniques against gain scaling, a great effort has been spent in the last years by the
data hiding community to cope with this attack and at the moment it can be considered
somewhat solved. The various techniques that have been proposed can be roughly classified
into three categories: a class of watermarking systems tries to estimate the amplitude
scaling factor using or auxiliary pilot signals [121] or blind estimation methods [90,92,122].
In the former approach, the scaled quantization step-size is estimated at the decoder
analyzing the histograms of the received pilot samples; in the latter approach the amplitude
scaling factor is blindly estimated from the pdf of the received, and possibly attacked,
host. Another possible solution is the adoption of codes having the codewords placed
on a high-dimensional hypersphere [74,123], which were proposed as a different way to
realize the side informed paradigm and which are invariant to gain scaling by construction.
The latter class encompasses algorithms performing the embedding in a convenient gain
invariant domain. In the method proposed in [106], which will be briefly described in
Section 3.2.1, a possible gain invariant domain has been recognized in the angle formed
by a vector of host signal samples in a hyperspherical coordinates system. Comesana et
al. have lately proposed in [107] to perform standard DM embedding in the logarithmic
domain. Here, a scaling resistant scheme is proposed by embedding the watermark into

the difference between two successive samples in the logarithmic domain. A brief overview
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of DM in the logarithmic domain will be given in Section 3.2.2. Belonging to this class
can be considered the methods proposed by Oostveen et al. [124] and Cox et al. [114] for
image watermarking, in which the quantization step size is scaled by a factor computed
according to a perceptual model. In [114] the Watson’s model [115] is modified so that
the slacks, which determine how much each DCT coeflicient can be altered, scale linearly
with valumetric gain. The slacks are then used to adaptively adjust the quantization
step sizes for QIM-based embedding into the DCT coefficients, achieving gain scaling
robustness in conjunction with high perceptual quality of the marked image. Finally,
Rational Dither Modulation (RDM) has been proposed in [104] providing a simple and
effective gain-invariant method. The relevance of RDM lies on the fact that it retains the
main properties of DM and, under some conditions, it has been proven to asymptotically

achieve the same performance of DM.

3.2.1 Angular quantization index modulation

In communications, a relevant performance improvement is obtained modulating the car-
rier’s phase (FM) instead of amplitude (AM). Similarly, phase modulation schemes can
be used in data hiding to improve the performance in case of gain scaling on the channel.

In Angular Quantization Index Modulation (AQIM) the hidden information is em-
bedded by quantization of the angle formed by the host signal vector with the origin of a
hyperspherical coordinate system. In the 2-dimensional case, given two successive samples
of the host signal x, they can be mapped in polar coordinates representation (r, ), that

are respectively computed as

0 = arctan ( Tk > (3.13)

Tk—1

= .11

Then the DM embedding is applied to the angle 6, obtaining the quantized value Gkg,
which is given by

— mpQAg/2 A
91322&9{016 mEAg/ J—I—m—e

20 D)
with Ay = w/M. The factor M has to be chosen as a trade-off between the embed-

(3.15)

ding distortion and the robustness to additive noise. Since the radius coordinate remains
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unchanged in the embedding process, the watermarked samples in the host domain are
obtained by inverting eqgs. (3.13) and (3.14), so that yj, = rj, sin(67) and yx_1 = 75 cos(62).

When the whole watermarked signal y is scaled by the same gain p, the 2-dimensional
angular coordinates does not change at all, so that DM embedding is proven to be theo-
retically invariant to a pure gain attack. In fact at the decoder, the hidden information is

retrieved through DM decoding from

z
0), = arctan (—k> =
k-1

p(yx + nk) > _

P(Yr—1 + np—1) (3.16)

= arctan (

_ ( Yr + N >
= arctan | ——

Yk—1 + g1
which is perfectly equal to 9,? in case of no additive noise on the channel.

In [106] the AQIM embedding method is described also in the generic L-dimensional
case, in which L — 1 bits are embedded in the angles formed by a length-L host samples
vector (g, Tg—1,--.,Tk—r+1). Moreover in [125] the decoding error probability for AQIM
under AWGN has been analytically derived, while in [126] the data to watermark ratio

has been defined as a function of the angle quantization step-size

Ay
2(L —1) (Ag —sin (Ay))
In Fig. 3.5 the empirical BERs of AQIM evaluated using different values of M are

DWR ~ (3.17)

presented for X Gaussian distributed and additive white Gaussian noise as attack on the

channel.

3.2.2 DM in the logarithmic domain

A brief overview of DM in the logarithmic domain [107] is here given. This is also motivated
by the fact that the comparison of DM in the logarithmic with hyperbolic RDM, which will
be presented in Section 4.3, will be very useful in the next chapter to clearly understand
the achievable performance of hyperbolic RDM against additive noise. For sake of brevity,
heretoafter DM in the logarithmic domain will be referred as logarithmic DM.

In [107], the embedding is realized by quantizing the host signal in the logarithmic

domain, which means that the embedding rule is given by
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Figure 3.5: Empirical values of the error probability of AQIM as a function of o, for different
values of M.

log([yx[) = Q. (log(lzx[)) (3.18)

Exploiting the properties of logarithmic function, a gain invariant scheme is obtained
quantizing the difference between the current host sample and the previous marked one,
so that we have

log(|ykl) = Qm,, (log(|zx| — log(lyk-11)) (3.19)

which will be named differential logarithmic DM. In both cases the kth watermarked
sample has to be mapped back to the original host domain; the inverse mapping function

is defined as

yx. = sign(z) exp (log(|yk|)) (3.20)

The gain invariance property for the differential scheme is guaranteed by the properties

of logarithm. In fact, at the decoder side, the DM decoding is applied to the difference
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between the absolute value of two successive received samples, so that the possible gain

scaling is canceled out by the logarithm:

log(|z|) — log(|zx—1]) =
= log(|p(yr. +nx)]) — log(|p(yr—1 + nk—1)|) = (3.21)
= log(|(yr + n)]) — log(|(yr—1 + n&—1))

As a consequence the decoding results intrinsically invariant to gain scaling on the channel.

A quite interesting property of both the differential and the non-differential logarithmic
DM is that the embedding distortion is approximately equal to D,, ~ 0% A?/12, for any
distribution of the original host and for A <« 1, which are reasonable values due to
imperceptibility constraints. Thus, the data-to-watermark ratio is independent of the

host signal power and is given by DW R = 12/A2.

10°

——6— logarithmic DM
— 8 — differential logarithmic DM

i

WNR

Figure 3.6: Empirical values of the error probability for differential and non-differential
logarithmic DM (DWR=25 dB).

Also, in [107] the probability of decoding error has been analytically derived. In Fig.
3.6 the empirical BERs for logarithmic DM methods are shown for X Gaussian distributed
with o, = 100, DWR=25 dB and additive white Gaussian noise as attack on the channel.
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3.3 Rational Dither Modulation

Eventually, logarithmic DM has been proven to shape the watermark to be compliant
with the Human Visual System (HVS). Due to logarithmic function, the equivalent quan-
tization step-size in the original domain is scaled according to the magnitude of the host
sample to be quantized, so that a larger watermark sample is accommodated in a larger
host sample. In fact, denoting by v the watermark signal in the logarithmic domain, we

have that the magnitude of the kth watermark sample in the original domain is given by

Wk = Yk — Tk =
= sign(zy) exp (log(|zk| + vk)) — 2 = (3.22)
=y, (1 — exp (vr)))

for large DWRs and then for A < 1 we can approximate 1 — exp(vg) &~ —vy, so that we

have

wy = x (1 — exp (vk))) = (—vk) (3.23)

From the perceptual point of view, this behavior is very appreciable since it reflects
the contrast masking effect of HVS [36], which has been largely exploited in multiplicative
spread spectrum watermarking. For more details on the perceptual masking property of

logarithmic DM as well as some experimental results, refer to [107].

3.3 Rational Dither Modulation

Rational Dither Modulation (RDM) is based on the use of a gain-invariant adaptive quan-
tization step size which is computed at the embedder and which can be blindly estimated
at the decoder from the received, and possibly attacked, host signal. The key idea is
to compute the adaptive step size from the L previous watermarked samples, which are
available at decoding side, even if corrupted. The memory L of such a function is a crucial
design parameter: small memory is useful when the target is to cope with varying gains,
while large memory allows to reach high performance against additive noise, due to the
more robust step-size estimation.

In the Lth-order RDM, the kth information bit is embedded with a scalar quantizer

into the kth host sample using the L previously watermarked samples; the step-size of
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the DM quantizer is scaled by ¢g(yx—1), being the vector yx—1 = (Yx—1,Yrk—2,"** ,Yk—1L), SO
that the kth watermarked sample is given by

Yk = 9(Ye-1) Qmy (ﬁ) (3.24)

where the function g : R — R, L > 1, belongs to the set G, whose elements have the
following property:

9(py) = pgly) Vp>0,yeRl (3.25)

At the decoder side, the hidden bit is retrieved from z; by applying the standard DM
decoding rule to the rational function zj/g(zi—1), where z_1 = (2k—1, 2k—2,"** » 2k—1L)-
Ideally we should divide the received sample by g(yx_1) to recover the same quantized
quantity at the encoder, but, due to the unavailability of yi_1, we use z;,_1 as its estimate.

Hence the hidden information bit is estimated according to

s~ (7)) 20

The embedding/decoding scheme is fully depicted in Fig. 3.7. It is worth noting that

mi = arg  min
mke{_lvl}

the system needs to be initialized to a state shared by the embedder and the decoder.

m
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Figure 3.7: Block diagram of Lth-order RDM.

The decoder output is intrinsically invariant to scaling applied to the watermarked

signal since the gain p is canceled out by the ratio z/g(z;—1) in the decoding rule; in fact
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if Z = p (Y + N), recalling the properties of the function g € G, we have

% _ p(yx + 1) _ Y +
9(zk—1) g (p(Yk—1 +1n5-1)) 9(yr—1 +np_1)

(3.27)

It is worth noting that the main element in RDM is the function g € § and a significant
parameter is the system memory L. In [104] the [, vector-norms is adopted as function g,

given by:

1 I 1/p
9(yr-1) = (f > |yk—i!p> (3.28)
i—1

In [104] the selection of the parameter p that determines the [, vector-norm is related
with the distribution of X} in order to minimize the discrepancy between g¢(z;_1) and

9(yk—1). When X} follows a generalized Gaussian distribution with shape parameter
2

2, it is suggested to choose p = ¢, while for ¢ < 1 a reasonable

¢ € [1,00) and variance o
election is p = 1.
Increasing L the influence of the attacking noise on the decoding quantization step-size
decreases [104]; in fact for large L, g(z_1) = g(yr_1) and consequently the embedding and
decoding step-size become very close in spite of the additive noise source in the channel.
The most interesting properties of RDM are noticeable when the memory size L is large
enough to approximate the function g(Yj_1) as a constant value and g(Zg_1) ~ g(Yx—_1).

For large L, we have {g(Yr—1)} — ¢g(Y) and its pdf has been computed in [104] as

_pst! (P = Myp)®\ 1
fg({{)(s) ~ e exp (_T?,yp ~ 6(3—My][{p> (3.29)

being My, = E[|Y|P] and 02 £ (1/L)E[|Y|*] — (1/L)E?[|Y|P]. Moreover, for DWR
sufficiently large, it can be reasonably assumed M, ~ M,, and o2 = (1/L)E[|X|?] —
(1/L)E?[| X|P). Hence, recalling the RDM embedding function, it is clear that for large
L it behaves as a DM embedding function with step-size 2AM§I§p and, if DWR is large
enough to assume X having an almost flat pdf within each quantization bin, according to
eq. (3.4) the embedding distortion can be written as

A2 M

D, = = 3.30
3 (3.30)

Moreover, increasing L the influence of the attacking noise on the decoding quanti-
zation step-size decreases [104]; in fact for large L, g(Zi—1) ~ g(Yk—1) and fg(z)(s) ~

fg(g()(s)), so that the embedding and decoding step-sizes become very close in spite of
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the additive noise source in the channel. Under these hypothesis, the analytical error

probability of RDM has been computed as

P, = /0 fg(z)(s)PDM(ZAs)ds (3.31)

where Ppyr(2As) is the error probability of DM as it has been written in eq. 3.7. Hence
the analytical error probability of RDM can be obtained by averaging that of DM for
all the possible values of the step-size. However, for L large enough to approximate
fg(z)(s) ~ 0 (s — M%ZO), P, ~ PDM(QAMylép) so that the same performance of DM are
expected.
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Figure 3.8: Empirical values of error probability of RDM against FGA (p = 1.05) for different
values of L, Gaussian host and DWR=25 dB.

In Fig. 3.8, the error probabilities of RDM for different values of L are shown con-
sidering the host samples generated as i.i.d. Gaussian random variables, [,-norm with
p = 2 as ¢g(-) function and DWR=25 dB. The error probability of DM with DWR=25
dB against AWGN channel have been also plotted as reference. Here it can be seen that
it is possible to reduce the performance loss of RDM w.r.t. DM for the same DWR by

increasing the memory size. On the other hand, the error probability of RDM is proven
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to be invariant to constant gain while, as it is shown in Fig. 3.8, the error probability of
DM is approximately equal to 0.5 already for gain scaling p = 1.05.

However, a great variety of data hiding methods have been proposed to achieve ro-
bustness to gain scaling, as it has been discussed in Section 3.2. Even if, as it is stated
in [104], the comparison of RDM with watermarking methods that provide robustness to
gain scaling through other approaches is quite difficult, RDM has undeniable advantages
w.r.t. techniques based on spherical codewords and those based on pilot insertion. First
of all, RDM may work in a scalar fashion, so that its complexity is much less than algo-
rithms based on spherical codewords. On the other hand, pilot-based algorithms waste

some payload for the pilot embedding, while RDM does not incur in this penalty.
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Figure 3.9: Empirical values of error probability for different gain invariant quantization-
based techniques, for Gaussian host and DWR=25 dB.

A fair comparison can be conducted with respect to other scalar quantization-based
methods able to cope with gain scaling on the channel. The outstanding performance of
RDM in case of AWGN channel and Gaussian host can be noticed in Fig. 3.9, where
the BER of DM has been depicted as reference. Here we have compared RDM with
AQIM [106] and differential logarithmic DM [107], fixing the DWR to 25 dB in all the
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simulations. We want to remark that the payload of AQIM is half the payload of RDM
and differential logarithmic DM. From these results, it can be see how RDM combines
the properties of basic scalar quantization-based embedding with gain scaling invariance,

containing the loss of robustness to additive noise.

3.4 Concluding remarks

The most interesting result introduced by RDM is without any doubt that, for large L,
a gain invariant quantization-based method is able to asymptotically achieve the perfor-
mance of DM against additive white Gaussian noise. The considerations drawn in the
previous Section clarify why, since RDM was proposed, it has received quite a lot of in-
terest from the data hiding community. Moreover, in [104], RDM was supported by a
deep theoretical analysis which proves its performance and provides an useful basis to de-
velop practical applications and improvements. So far, several other subsequent methods
have exploited the properties of RDM combining it with channel coding [127] or source
coding [128] and applying RDM to image data hiding with Watson-like perceptual dis-
tances [114], to audio data hiding [129] and to video data hiding [130]. Recently RDM has
been also adopted in a buyer-seller watermarking protocol [131].

However, considering the gain attacks somewhat solved for quantization based schemes
by the various algorithms proposed following different approaches, research interest has
moved to other desynchronization attacks. In fact gain scaling can be considered the
simpler valumetric distortion that the host signal can undergo on the channel. Extending
robustness of DM-based methods to more complex valumetric desynchronization attacks
is an essential requirement to develop practical data hiding applications based on them.
RDM is theoretically proven to be invariant to gain scaling and it retains the fundamental
advantage of DM, which can be identified in satisfactory trade-off between robustness to
the AWGN channel, capacity capability and host signal fidelity. Hence it can be usefully
exploited as basic tool to account for more complex desynchronization attacks. Recently,
some data hiding methods based on RDM have been proposed that achieve robustness
against nonlinear distortions [55,56] and linear time invariant filtering [58,105]. Moreover,
starting from the theoretical framework provided in [104] for RDM, a solid theoretical
analysis has been furnished also for the proposed extension of RDM, clarifying their actual

achievable performance.
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Providing invariance to nonlinear
valumetric scaling for quantization
based data hiding

In this chapter, it is presented a class of data hiding methods to counteract a nonlinear
valumetric channel. The theoretical invariance property to nonlinear valumetric attack is
achieved developing a proper extension of any gain invariant quantization-based algorithm.
Among the wide class of nonlinear distortion, the power-law attack is here defined, which
consists of a constant exponentiation and a constant gain scaling of the watermarked
signal. The interest in this attack relies on the fact that it models common processings
for image and video, such as gamma correction.

To provide invariance to power-law attack, the proposed method amounts to perform
a mapping of the host samples in a convenient transformed domain where the watermark
can be subsequently embedded using any gain invariant QIM-based technique. Even when
used in this framework, RDM exhibits better performance than any other gain invariant
methods and consequently a deep study has been carried on the proposed scheme using
RDM, which has been named hyperbolic RDM. A theoretical analysis has been provided
for hyperbolic RDM to identify the lower bound of the decoding error probability and to
quantify the embedding distortion. Moreover, the results of several experiments for both
Gaussian host and real images have been provided to verify the invariance to power-law
attack and to confirm the exactness of the theoretical analysis.

The power-law attack and the proposed framework are defined in Section 4.1. In
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4.1 The power-law attack

Section 4.2 the domain invariant to both gain scaling and exponentiation is presented and
the experimental results for some gain invariant QIM-based techniques are shown. Section
4.3 is devoted to the theoretical analysis of hyperbolic RDM and then the empirically
evaluated decoding error probabilities are compared with the analytical approximation.

Eventually, some final considerations are summarized in Section 4.4.

4.1 The power-law attack

Among the wide class of valumetric distortions, as defined in Section 3.2, one of the
basic attacks consists of a constant gain scaling the watermarked signal, namely the fixed
gain attack. However, nonlinear functions are a more-widely used distortion class; as
an example, the gamma correction I'y(p) is especially relevant for video watermarking
applications in case the signal has passed through DA /AD conversions. Gamma correction

function is given by

Ts(p) = P ( p ) (4.1)

pmaac

where ppqz 18 the maximum value of a pixel.

The power-law attack, which is defined as a constant exponentiation and a constant
gain scaling of the amplitudes of the watermarked signal, is a nonlinear attack channel, as
illustrated in Fig. 4.1; gamma correction is then a particular case of power-law attack. We
assume that on the channel a zero-mean additive white Gaussian noise N with variance
o2 and independent of the watermarked signal is added too. In this way the context of a
watermarked signal affected by a nonlinear distortion can be compared with other QIM-
based methods, even those non-robust against valumetric distortions. Let p > 0 denote

the gain parameter and v > 0 the exponent; the attacked signal is written as

Z=p(Y+N) (4.2)

X, power-law attack

decoder — ——> M,

=
+
=
S
q
Xr—o

Figure 4.1: Power-law attack.
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4.1 The power-law attack

It is worth recalling here the considerations drawn in Section 3.2 on the inability for
MSE-based distortion measures to account for non-additive attacks. For the power-law
attack, both the scale factor and the exponentiation may produce very large MSE values,
but the resulting perceptual modifications on the attacked signal can be not significant,
as it is shown in Fig. 3.2. Hence, also in this framework the valumetric distortion is
considered imperceptible and it is reasonable to disregard it when the effects of noise
addition are evaluated. In case of power-law attack, the attacking noise distortion D, is

then conveniently defined so that it is independent of p and ~:

D, = % %E [((ple)_’y—Yk)T -

=1 (4.3)

S
M

M=

E[NZ] = o?

n

el
Il

1

In the previous chapter, various approaches and techniques to make quantization-based
data hiding robust to gain scaling have been presented. But these techniques, developed
all to cope with gain attack, lack of any property to counteract nonlinear distortions, which
can severely impair the watermark decoding. Consequently, in case of power-law attack,
the error probability for gain invariant quantization-based schemes are expected to be
nearly 0.5. hence, methods to preserve the watermark information when the watermarked
signal undergoes these kind of distortions are obviously welcome as not much literature
exists on this problem. Among these, Guerrini et al. [132] present a method which embeds
the watermark samples into the kurtosis of selected image blocks since this parameter
remains approximately constant if the image content is not modified significantly. However
the proposed decoding method is able only to verify the presence of the watermark (one-
bit watermarking). In [120] Bas proposes a method which uses a proper set of quantizers,
named floating quantizers; here the quantization step size is a function of the minimum and
the maximum of a triplet of pixels. In this way the quantizers use a content-dependent
quantization grid, whose variations in case of nonlinear distortions do not impair the

hidden message detection.
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4.2 Hyperbolic transformation providing invariance to power-law attack

4.2 Hyperbolic transformation providing invariance to power-

law attack

To make quantization-based data hiding robust to power-law attack, a possible approach is
to define a convenient domain proven to be invariant to such attack, where the embedding
and the decoding are performed to successfully retrieve the hidden information.

Here, a domain invariant to both gain and exponentiation is presented. Mapping the
host samples into this convenient domain, the information embedding can be performed
according to a rule within the class of gain invariant QIM-based methods. Therefore any
gain invariant QIM-based algorithm can be made invariant to the power-law attack.

We recall here how a point (s,¢) in the first quadrant of a two dimensional Cartesian
plane can be described by its hyperbolic coordinates representation (v, u). The mapping
from Cartesian to hyperbolic plane is a function {f : (R*,R") — (R*,R)} whose coordi-

nates are given by:

v=1/st (4.4)

"= —% log (é) (4.5)

where u is the hyperbolic angle and v is the geometric mean.
The inverse mapping (s,t) = f~!(v,u) to the Cartesian coordinates representation
gives

s =wvexp(u) (4.6)
t = vexp(—u) (4.7)

For the forthcoming discussion it can be shown that the hyperbolic angle, computed
from (s, t) according to (4.5), exhibits an interesting behavior against power-law scaling of

both Cartesian samples. In fact given f(s,t) = (u,v), the hyperbolic angle corresponding

1 pt? 1 t
/ — __1 —_ 1 — fd 4.8
u 5 108 <p57) 57 1log <S) Tu (4.8)

Eq. (4.8) shows that mapping two samples (ps?, pt”) in hyperbolic angle, the gain p is

to (ps?, pt7) results

canceled out by the ratio and the exponent v becomes a scaling gain. Hence the basic idea
is to apply a gain invariant QIM-based scheme to the transformed variable u, so that the

message embedding is performed in a domain intrinsically invariant to both gain scaling
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4.2 Hyperbolic transformation providing invariance to power-law attack

and exponentiation. Since only the hyperbolic angle coordinate constitutes the domain
invariant to both gain and exponentiation, a formal representation of the mapping as
a transformation in a hyperbolic domain seems to be not essential; however throughout
the thesis, the name hyperbolic and the aforementioned notation will be used to clearly

distinguish the proposed algorithms from the others in literature.

4.2.1 Embedder

Let x; denote the current sample to be marked and yj;_; denote the vector containing
the Lj previously watermarked sample, i.e. yr—1 = (Yk—1,Yx—2, - ,Yk—r). Here, the
couple of variables (s,t) = (z, h(yr—1)), composed by the kth host signal sample and a
proper function h(-) computed on the L; previous watermarked samples, is mapped into

the transformed domain as

. =~ log (1)) (1.9)

2 T
A set H of functions h : R — R, with Lj, > 1, is needed, which have the property
that
h(py?) = ph(y)Y ¥Yp>0,Yy>0,yeR (4.10)

The function h € H has to be properly chosen since the whole processing depends on its

behavior. An example of function belonging to the set H is the geometric mean:

1/Ly,

Ly,
h(yk-1) = <H |yk—z|> (4.11)
i=1

which will be used in the forthcoming discussion. However other, more or less complicated
functions could exist. The main weakness of the geometric mean h(zj_1) is its proneness
to drift away from the desired value h(yi_1) in case of additive noise. Choosing Ly = 1,
would result h(yx—1) = |yg—1|, so that the kth sample in the transformed domain wuy
depends on two subsequent sample, without the need of the function h(yx_1). But, as it
will be verified in the experimental results in Section 4.3.4, for small values of L the drift
caused by noise is expected to dramatically reduce the system performance.

As sketched in Fig. 4.2, the kth information bit m; is embedded into kth sample ug

by the chosen QIM-based encoding rule, obtaining the relative quantized sample u,?
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4.2 Hyperbolic transformation providing invariance to power-law attack
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Figure 4.2: Block diagram of the hyperbolic watermarking system.

Then the marked sample u,? has to be converted back to Cartesian coordinates. If the
inverse mapping were performed using the equations (4.6) and (4.7), then the embedded
watermark sample (u,? — ug) would spread over both Cartesian coordinates. However
the second coordinate h(yx—1) cannot vary since it depends uniquely on the previously
watermarked samples. Since we need to map back only the hyperbolic angle coordinate,
where the kth bit was embedded, the inverse mapping equation actually used is obtained

by inverting eq. (4.9):

yr = h(yx—1) exp (2 u;?) (4.12)

where g, is the kth watermarked sample in the host domain.

4.2.2 Decoder

At the decoder side, the information bits are retrieved applying the chosen gain invariant
QIM-based decoder to the estimated marked samples after hyperbolic transformation.
Hence, given the kth received and possibly attacked sample zj, the decoder has to map
this sample into the transformed domain and retrieve the embedded information bit using
the decoder of the chosen QIM-based method, as shown in Fig. 4.2. To recover exactly
the kth sample in the transformed domain, the decoder should ideally compute w) from
(2, h(yr—1)), but the unavailability of h(yx_1) forces the use of h(zp_1) as an estimate of

it. Hence the received kth sample in the transformed domain is computed as

= —%log <M> (4.13)

2k

The whole embedding/decoding scheme is sketched in Fig. 4.2.
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4.2 Hyperbolic transformation providing invariance to power-law attack

The decoder output is intrinsically invariant to a power-law attack applied to the
watermarked signal. In fact the gain p is canceled out by the ratio between the current
received sample and h(zj_1), which is performed within the mapping function; the power
exponent becomes a gain scaling in the hyperbolic angle representation and a QIM-based
algorithm robust to gain scaling can counteract this attack. Thus, recalling the property
of h € H and (4.5), in case of a power-law attack Z = p (Y + N)7, the kth received sample

in the transformed domain can be written as

;1 hze-1)\ _ 1, (Rl +0i0)) _
e QIOg( 2k >_ 21g< p(Yr + ng)? >_

(4.14)
1 ph(yr—1+mnp_1)"\ 1 h(yr—1)
= ——log =—y-log | ———=
2 Pk + 1) 2 Yk
Inserting (4.12) in (4.14) and neglecting the noise contribution we have
u), = yu (4.15)

As it was expected the received sample in the transformed domain wj, is a scaled version
of the equivalent sample at the embedder side wug, from which a gain invariant QIM-based

method is able to retrieve the correct information bit.

4.2.3 Experimental results

In this section it is exhibited the effectiveness of the proposed transformed domain invariant
to the power-law attack and the results obtained for different QIM-based techniques are
compared. We have tested the proposed algorithm using RDM, logarithmic DM and
AQIM, that have been described in the previous chapter, to embed the hidden information
in the transformed samples.

Even if the proposed algorithm can be applied to any host signal, independently of
the particular content type, it is well suited to be used in image data hiding to make the
watermark robust to gamma correction. Hence the host samples x; can be considered as
generated according to a random variable X which resembles the pixel image distribution,
since the valumetric distortions are typically performed in the space domain. X are then

assumed independent and identically distributed (i.i.d.) Gaussian random variables with

2
T

In all the experiments, the DWR was fixed at 25 dB. The strength of the noise addition
attack is measured by the WNR, as defined in eq. (4.3).

mean /i, and variance oz, constrained to have real value within the range [0, 255].
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Figure 4.3: Empirical values of the error probability for power-law attack with p = .7 and
~=1.2 (DWR=25 dB).

Fig. 4.3 shows the empirical values of the BER for RDM, logarithmic DM and AQIM
applied in the transformed domain in case of power-law attack. Moreover in Fig. 4.3 it
is also shown the error probability for RDM directly applied in the host signal domain
undergone to the same attack, which is roughly equal to 0.5 as it was expected. The
experimental results confirm the invariance to power-law attack of the proposed scheme
for every QIM-based embedding since the error probabilities are equal to the ones measured
for the Gaussian noise addition alone (p =1 and v = 1), here not presented.

Moreover from Fig. 4.3 it can be noticed that RDM applied after hyperbolic transfor-
mation, that we shall name hyperbolic RDM, outperforms the other schemes to perform
the embedding in the transformed domain. Such a behavior is expected since RDM has
lower error probabilities against additive noise also in case that it is directly applied to the
host, as it has been discussed in Section 3.2. Reasonably, starting from these preliminary
results, the research activity was devoted to investigate in deep hyperbolic RDM and to

develop a theoretical analysis to prove its achievable performance.
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4.3 Hyperbolic RDM

4.3 Hyperbolic RDM

Hyperbolic RDM is an extension of basic RDM to provide invariance to power-law attack
by mapping the host samples in the convenient domain described in Section 4.2. The
whole embedding/decoding scheme is depicted in Fig. 4.4.

nmy

|

1 hy,_ u u . z 1 h u ~
X _E,Og[ (y“)]_, rom LWL ) Vi i ‘z'%( (zH)] of o |

z, decoder

=

Figure 4.4: Block diagram of the hyperbolic RDM embedding/decoding scheme.

It is worth noting that in hyperbolic RDM we need to initialize both the inner and the
outer memory vectors, which feed the functions g € § in RDM embedder and h € H in
hyperbolic mapping, respectively. The whole initial state has to be shared by the embedder
and the decoder. If the basic RDM decoder needs to receive L samples to update every
element of the memory vector, in the proposed scheme the latency will be greater since, for
the decoder memory to be updated, not only the outer memory but also the inner memory
vector must be filled and updated with the received samples. Consequently the state of
the system depends uniquely on the received samples after that (L + Lj — 1) samples have
been processed. It will be shown however that reasonable values of the inner and outer
memory lengths do not impair too much on the system performance, since the length of
the feature vector is typically much greater than L + Ly,

A theoretical analysis of hyperbolic RDM has been developed to compute the embed-
ding distortion as a function of the quantization step-size A and to provide a lower bound
for the decoding error probability. Being hyperbolic RDM an extension of RDM, the de-
veloped theoretical analysis is based on that presented in [104]. For analytical purposes
the samples zj, are considered as generated according to a random variable X, so that X}
are assumed independent and identically distributed (i.i.d.) Gaussian random variables

with mean s, and variance o2. In the experiments, the value assumed by the Gaussian
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4.3 Hyperbolic RDM

random variables X}, has been constrained within the range [0, 255] to resemble the usual

8-bit pixel image dynamic.

4.3.1 Embedding distortion

To evaluate the embedding distortion, we start from recalling the properties of RDM
embedder fed by the host samples in the hyperbolic domain ux. According to the analysis
carried out in [104], for large L and large DWRs, RDM behaves similarly to a classical
DM with step-size QAM%Z’ . My, is the pth absolute moment of the random variable U
and then it is defined as M,, = E[|U[P]. Thereby, under these hypothesis, denoting by
v £ u?—u the watermark signal in the hyperbolic domain, V can be assumed independent
of the host signal U and its steady-state variance results o2 ~ (AZM%’) /3). Hence we can

write the kth watermarked sample as

Yk = h(yr—1) exp 2 (ug + vi)] = 21 exp (2vy) (4.16)

We are interested in establishing the power of the watermark signal in the host domain

o2 = E[|Y — X[*]! which, for large DWRs and then for A < 1, can be written as

+o00 AM&{,I)
/ [ a1 = exp@o)? o) fu(w)dzdo

1
AMH{,P

/ N / AM%p (—20)? fu(@) fulv)dz dv =

AM%” (4.17)
72 AMqp" 2
_ / ) d / oy (20 ol =

2 AN

m2(4o?) = S

as a consequence the data-to-watermark ratio is given by
DWR=E %= — " (4.18)

and it can be noticed that, for any distribution of the host signal, the DWR is independent
of the power of the original host, even if it depends on the pth absolute moment of

the hyperbolic angle. This behavior, which has been already recognized for logarithmic

'Note that D, =~ o2, in steady-state, according to the fact that the watermark signal can be assumed

stationary.
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4.3 Hyperbolic RDM

DM in Section 3.2.2, can be reasonably ascribed to the logarithmic transformation, since
hyperbolic mapping is also based on the logarithmic function.

The pth absolute moment of the random variable U in (4.17) can be computed from
the knowledge of the distribution of the hyperbolic angle random variable. Under the
hypothesis of embedding with large DWRs, the pdf of Y should reasonably resemble the
pdf of X. The hyperbolic angle, according to (4.9), can be written as

1 X 1 1 &
U= 5 log <W> a5 log (X) — 3L, zZ;log (Xi) (4.19)

Assuming X ~ N(pg,0,) and (305/p5) < 1 the logarithm can be approximated using

a series expansion:

log(1+z) = Z(—1)”—1i—n, lz| < 1 (4.20)

so that, truncating the series expansion to the second term, we have
log (X) = log (pa + N(0,0%))

Oy =
= log (p1z) +log (1 +N(0,0.)/pz)) = (4.21)
Ug 2
ﬁXl

T

~ log (pa) + N(0,04)/1z) —

where x2 denotes a chi square variate with n degrees of freedom. Being (0, /p,) < 1, it is
a rationale to neglect the chi square term since it is scaled by (0'323 /2 ,ui) < L
Using the above approximation and exploiting the independence of the original host

components, the random variable U is now given by

U 5 N0 1) = 5 (N0, v/ T ra ) (4.22)

N =

The knowledge of the distribution of the hyperbolic angle random variable allows to
numerically evaluate the value of M,, and consequently the DWR can be computed as a
function of the quantization step-size A, according to eq. (4.18).

To verify the exactness of the analysis above, DWRs numerically computed from eq.
(4.18) have been compared with experimentally evaluated DWRs. In Figs. 4.5 and 4.6
are shown the DWRs evaluated for different values of A and for different values of Lj;, and
L, respectively. As it was expected, the DWR decreases linearly with the logarithm of A;
moreover the DWR increases if bigger L;, and L are used, even if this behavior saturates

very quickly.

66



4.3 Hyperbolic RDM

DWR

oLl ®
10H . —g— 1,710 W

'\b

— o -L,;=50 l;%
: L \

o

5H...%.. L7100

Analytical approximation
0 n n n n T i i i i i P | i

-1 0

10 10

Figure 4.5: Comparison of the empirical values of DWR for different values of L; with the

analytical approximation.
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Figure 4.6: Comparison of the empirical values of DWR for different values of L with the

analytical approximation.
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It has to be noticed that embedding techniques that use a varying step size, like RDM,
may suffer considerable peak embedding distortion, since if the step-size is momentarily
large, the watermark sample will result also large. Hence, since the DWR is not able
to assess this effect, another distortion measure could be adopted. In [104] the so called

peak-to-average ratio (PAR) is used to evaluate peak embedding distortion:

2
PAR = % (4.23)

w

where w is the magnitude exceeded by 1% of the watermark samples. For DM, since the
watermarks are uniformly distributed in [—-A, A), the PAR is equal to 4.68 dB, while for
logarithmic DM we have empirically measured the PAR and it resulted about 6.8 dB. The
increased PAR of DM in logarithmic domain with respect to DM is motivated by the fact
that in the former method the step size reported in the original domain increases with the
magnitude of the host sample. On the other hand this behavior causes a perceptual shaping
of the watermark, as it has been discussed in Section 3.2.2, since a larger watermark
amplitude is introduced when the host sample takes a larger value. Obviously this effect
cannot be taken in account by the PAR index.

Fig. 4.7 shows the embedding PAR for hyperbolic RDM as a function of L, for Gaussian
host, DWR of 25 dB and L; = 100. The empirical results in Fig. 4.7 demonstrate as,
increasing L, the PAR for hyperbolic RDM approaches the PAR for logarithmic DM.
Eventually, it can be inferred that for large L the gap in peak embedding distortion
between hyperbolic RDM and DM is mainly due to the hyperbolic transformation; on
the other hand the watermark samples embedded by hyperbolic RDM result perceptually
shaped too.

4.3.2 Analytical derivation of the bit error rate

In this Section a statistical analysis of achievable BER for hyperbolic RDM against AWGN
channel is outlined. Since hyperbolic RDM is intrinsically invariant to gain and exponen-
tiation attacks, we assume p = 1 and v = 1 in the BER analysis, so that Z =Y + N. It is

worth recalling that the host signal samples are assumed i.i.d. Gaussian random variables
2

with mean p, and variance o7.
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Figure 4.7: Empirical embedding PAR, as a function of memory size L, for a Gaussian host
and L; = 100.

In [104] the error probability of RDM for large L is analytically derived and, as it has

been shown in Section 3.3, it is given by
P, = / f,2)(5) Poar(20s) ds (4.24)
0

where fg(z)(s) denotes the pdf of g(Z), being Z = limg oo {( Zg, - - - ,Zk_L+1)T} the
random vector modeling the signal which feeds the RDM decoder. Pps(2As) denotes the
error probability of DM for step-size 2As, which is defined in eq. (3.7).

Our purpose is to exploit the decoding error probability in (4.24) within the proposed
method. However eq. (3.7) and eq. (4.24) allow to compute the decoding error probability
only in case of additive noise at the decoder input. In the considered framework, the noise
is added to the watermarked signal and then the noisy samples are mapped to hyperbolic
angle prior to RDM decoding, so that the noise at the RDM decoder input is no longer
additive.

Thus, we need to define an equivalent channel where the additive noise source is moved

just ahead of the RDM decoder, as it is sketched in Fig. 4.8(b). Because of the logarithm
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Figure 4.8: Illustration of original and equivalent channel at the decoder.

properties, it is convenient to represent the difference between the encoded and the received
samples with a multiplicative factor:
2k Yk + g Yk
= = pN —— 4.25
h(zk-1)  h(yr-1+ng-1) h(yk-1) (4.25)

where py is defined by

R e Y)
e h(yg-1+mng-1)
According to eq. (4.25), the hyperbolic angle samples at the decoder can be written as

PN (4.26)

1 h(ys_ 1
= —log <M) + - log (pw) =
Yk 2

2
1 n 1 h(yi_1) (4.27)
Q k Yi-1
=uy +=log|1+— |+ =1o =
b2 g( yk) 2 g<h(}’k—1+nk—1)>
Ly,

1 n 1 1 Ng_j

Q k k—i

—u2+ 110 <1+_>__Z_1o <1+ )
ETRE Yk Lp =2 : Yr—i

In eq. (4.27), it is exhibited a straight relation between the RDM watermarked samples
and the received ones with two additive noise terms in the hyperbolic angle domain.

The noise terms log (1 + ng/yx) can be simplified using the series expansion of loga-
rithm function in (4.20), being reasonably (nj/yr) < 1. Hence we can approximate the
logarithm truncating the series at the first term (1/2)log (1 + ng/yx) ~ ng/(2yx); the
noise term 7, = ny/(2y) is the ratio of two independent Gaussian random variables,

whose pdf is equal to

+oo
frt) = [l oyt ulior) du =

+o00
oo wl (w—2p;)*  (wr)?
B /oo Admogoy P <_ 802 202 > dw
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Here the approximation is valid under the hypothesis of large DWRs. If the DWR is large
enough and the original host components X are independent, the noise samples Ry are
independent too.

Then the kth received sample in the hyperbolic angle domain can be written as

Ly,
1
I 9 = o~ Q9
w, A oup 4Ty I ;rkl Noug + T (4.29)
where the further approximation is motivated by the fact that for large L; we can invoke
the Central Limit Theorem for the sum of i.i.d. components so that this noise source can
be assumed approximately Gaussian with zero mean and variance (03 / Lh) < ol
Rearranging properly eq. (4.24), the decoding error probability for hyperbolic RDM

is given by
Pe = / fg(ﬁf,) (S) PDM(2A3> ds (430)
0

where Ppys(2As) is computed for the equivalent additive noise pdf fr(r) in the hyperbolic
angle domain.
Recalling the considerations in [104] and under the large DWRs hypothesis, fg(ﬁ,)(s)

can be approximated for large L as

psP~1 (sP — Mup)2
~ ~ -~ R —_ > )
fg(U’) (8) fg(U) (8) \/%Jt exp < 20}2 ;520 (4 31)
being U = limy o {(Ug,++ ,Ug—r41 )T}, p is the parameter depending on the chosen [,

vector-norm, My, £ E[|U|P] and o7 £ (1/L) E [|U|??] — (1/L) E* |U|7].

Since the pdf of the random variable U is known (see section 4.3.1), the analytical
approximation for large L and Lj of the error probability of hyperbolic RDM against
AWGN can be numerically computed from (4.30). In Fig. 4.9 the analytical approximation
of the error probability has been compared with experimentally evaluated decoding error
probabilities for DWR=25 dB. In the experiments, the memory vectors have length L =
L = 500, so that they are large enough to approach the analytical approximation. The
excellent matching of the empirical and analytical BERs is here noticeable and it proves

the exactness of the developed theoretical analysis.

71



4.3 Hyperbolic RDM

%  empirical (L=500, L, =500)

analytical

107 1 I I I I I | I I
2 4 6 8 10 12 14 16 18 20
WNR (dB)

Figure 4.9: Empirical and analytical decoding error probabilities for hyperbolic RDM
(DWR=25 dB).

4.3.3 Alternative scheme for memory reduction

It is possible to simplify the proposed scheme for hyperbolic RDM removing the inner
memory vector, so that the overall memory size is reduced. In the RDM encoder and
decoder, instead of using the function g(-) computed on the previously marked samples
in the hyperbolic angle domain 11/?,17 a function g can be used, that is fed by the same
previously marked samples y,_1 that feed the function h(-).

The function gj, : R» — R, Ly, > 1, must obey to the following property

gn(py?) =gn(y) Vp>0,Yy>0, ycR" (4.32)

Thus, in the RDM encoder and decoder, the sample to be marked is divided by the function
9n(¥k—1), computed on the previously marked samples yj_1 collected in the outer memory
vector. The above proposed encoding scheme is sketched in Fig. 4.10. The advantage of

this alternative scheme is that only the outer memory vector is needed. As an example, a
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Figure 4.10: Alternative scheme for memory reduction at the encoding side.

function g, (-) having the previously explained property is

Lp

1/pn
9n(Yk-1) = (Lih > [log (yx—i) — log (h(}’k—l))|ph> (4.33)

i=1

where pp, € N.

4.3.4 Experimental results

In this section it is exposed the effectiveness of the proposed method against power-law
attack, for both Gaussian host and real images. Firstly, we illustrate how the memory sizes
L and L, affect the system performance against noise addition. Afterwards, we outline the
robustness against additive noise, comparing the empirically measured error probabilities
for hyperbolic RDM with the analytical approximation of the achievable BER for memory
sizes going to infinity and large DWRs. The decoding error probabilities for classical DM,
RDM and logarithmic DM have been considered as reference. Eventually the results for
some experiments carried on real images are presented and some considerations are drawn

To evaluate the fidelity of the watermarked signal, the document-to-watermark ratio
is used and, unless otherwise specified, it is fixed at 25 dB in all the experiments.

A crucial task in the analysis of hyperbolic RDM is to understand the relation between
the size of memory vectors and the system performance. For this purpose the error prob-

ability of the whole encoding/decoding scheme was measured under additive noise attack
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4.3 Hyperbolic RDM

using a fixed quantization step size. We did not perform this test under power-law attack
since the proposed scheme is intrinsically invariant to the corresponding modifications.
The error probability obtained for different WNRs and different values of L and L;, are
exhibited in Figs. 4.11 and 4.12, respectively. Also, the analytical approximation of BER

is plotted as reference.
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Figure 4.11: Analytical approximation and empirical values of the error probability for
different values of L (here Ly = 50).

From inspection of Fig. 4.11, it can be noticed that increasing the RDM memory size
L for values larger than L = 25, the performance slightly increase. On the other hand, in
Fig. 4.12 it is shown that the BER is affected by unimportant changes for values bigger
than L, = 25. For the forthcoming experiments we have then chosen empirically the
values L = 50 and Lj; = 25 as a trade-off between memories sizes and robustness to noise.

Afterwards we have compared the empirical and the analytical BER for hyperbolic
RDM w.r.t. DM and RDM (L = 50) under noise addition. In Fig. 4.13 the results are
depicted. As it is expected, DM and RDM have a similar behavior, since RDM approaches
DM for memory size going to infinity [104], and both of them outperform hyperbolic RDM.
This is motivated by the fact that DM and RDM have been designed to cope with AWGN
channel, as it has been discussed in Section 3.3. The performance loss of hyperbolic RDM

can be firstly ascribed to the hyperbolic transformation itself. The white Gaussian noise
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Figure 4.12: Analytical approximation and empirical values of the error probability for
different values of Lj, (here L = 50).

is indeed added to the watermarked signal and then the noisy samples are mapped to
hyperbolic angle prior to RDM decoding; in this way the noise at the RDM decoder input
is no longer Gaussian and, above all, no longer additive (see Section 4.3.2). The lower
performance can be ascribed, in minor part, also to the drift of the geometric mean h(zx_1)
at the receiver from the corresponding value h(yj_1) at the encoder caused by the noise
when memory sizes are not very high.

A further confirmation of the above explanations about the system performance against
additive noise can be inferred by the comparison provided in Fig. 4.13 of the experimental
BERs of hyperbolic RDM and logarithmic DM with the analytical approximation of hy-
perbolic RDM. As shown, hyperbolic RDM approaches logarithmic DM for memory sizes
going to infinity and this behavior is expected since RDM approaches DM for memory size
going to infinity. However, the achievable BER for both hyperbolic RDM and logarithmic
DM is lower than that of classical DM. Then it is possible to conclude that noise sensitivity
can be ascribed mainly to the logarithmic transformation.

Finally, since the hyperbolic RDM is intrinsically invariant to power-law distortion,
we expect superior performance w.r.t. DM, RDM and logarithmic DM in case the wa-

termarked signal undergoes such an attack. Experimental results sustain this hypothesis.
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Figure 4.13: Analytical approximation and empirical values of the error probability for DM,
RDM, logarithmic DM and hyperbolic RDM (DWR=25 dB).

In Fig. 4.14 are shown the empirical error probabilities for different watermarked signals
against power-law attack Z = p (Y + N)? with p = .7 and v = 1.2. Under this attack,
the other DM-based decoders fail and the relative error probabilities are roughly a half
because these schemes totally lack in properties to cope with nonlinearity.

The alternative scheme for memory reduction, described in Section 4.3.3, was tested
too. The measured error probabilities of the whole encoding/decoding method for different
memory length and DWR equal to 25 dB are depicted in Fig. 4.15; here it is shown that
the BER suffers unimportant changes for Lj bigger than 25. Moreover by comparison
of the results in Fig. 4.11 and in Fig. 4.15, it is noticeable that the performance of the
alternative scheme for the selected values of L; are approximately equivalent to the ones
of the basic scheme with two memory vectors.

Hyperbolic RDM has been tested also using real images as host signal. In order to
apply the proposed watermarking method to images, embedding is performed in the space
domain, inserting one bit per pixel. Prior to perform the embedding, the 2-D host has
to be arranged in a 1-D vector x. If the arrangement order is lexicographical, subsequent
xy, are highly correlated and both the relative geometric mean and [, norm will follow

the signal trend. The resulting low variability of the hyperbolic angle reduces the system
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Figure 4.14: Empirical values of the error probability for power-law attack with p = .7 and

v =1.2 (DWR=25 dB).
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Figure 4.15: Empirical values of the error probability for the alternative scheme and different
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4.3 Hyperbolic RDM

performance. Then, before the embedding is performed, the host vector is scrambled
changing the sample order. Now subsequent x; will result highly uncorrelated and both
the geometric mean and [, norm will have small variations around the respective global
mean values. By embedding the message into the scrambled image vector, the system
performance are approximately similar to the ones obtained in the ideal case of Gaussian
host vector.

Furthermore this approach is motivated by the fact that, designing a watermarking
method for real images in the space domain, it is a customary to select a feature vector
whose samples are a subset of the image pixels taken according to a proper law. On the
other hand this is equivalent to perform the embedding into the whole scrambled host
vector, since in both cases subsequent samples are not highly correlated.

The measured error probabilities have been computed averaging the results obtained
using 10 simulations and the standard images Lena and Baboon as host signal. In all

experiments one bit per sample has been embedded.

10° T T

10 |

10 “F
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- —0-Lena » N
—+&— scrambled Lena o
— & — Gaussian host
T 1 1 1 1
0 5 10 15 20
WNR (dB)

Figure 4.16: Empirical values of the error probability for different ordering of Lena host
vector (DWR=25 dB).

In Fig. 4.16 are depicted the system performance in case the image samples are ar-
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Figure 4.17: Empirical values of the error probability for scrambled Lena host vector and
scrambled Baboon host vector under gamma compression with v = 1.3 (DWR=25 dB).

ranged both in lexicographical order and in random order. It can be noticed that, embed-
ding the watermark in the scrambled image vector, the measured error probability under
noise addition is considerably lower.

The robustness of the proposed method under gamma correction, as defined in (4.1),
was tested in case of real image host vector. Since gamma correction resembles a power-
law attack, the empirical error probability is expected to be independent of the nonlinear
distortion. Into the scrambled Lena vector and into the scrambled Baboon vector the
watermark has been embedded using DM, RDM and hyperbolic RDM; the error proba-
bilities evaluated from these watermarked signals, after gamma compression with v = 1.3,
are depicted in Fig. 4.17. Only hyperbolic RDM exhibits robustness against this attack,
as it is expected.

Even if perceptual considerations go beyond the topic of the proposed study, whose
aim is to develop a power-law invariant algorithm for a generic host signal, the standard
image Lena and Baboon marked by hyperbolic RDM are here shown. Figs. 4.18 and

4.19 expose the comparison of the original images Baboon and Lena, respectively, and the
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(a) Original image Baboon (b) Watermarked image Baboon

Figure 4.18: Comparison of original image Baboon and hyperbolic RDM watermarked image
Baboon (DWR = 25 dB and Watson distance of 17).

(a) Original image Lena (b) Watermarked image Lena

Figure 4.19: Comparison of original image Lena and hyperbolic RDM watermarked image
Lena (DWR = 25 dB and Watson distance of 24).

corresponding watermarked image using hyperbolic RDM as it has been described above
with DWR=25 dB. It is worth noting that the watermark has been embedded in the pixel
domain and that no perceptual masking techniques [36] have been used. The watermarked
image Baboon in Fig 4.18(b) exhibits high fidelity in comparison with the original image
Baboon and this is confirmed by the Watson distance, which is approximately equal to 17.
On the other hand, the distortion introduced by the watermark embedding is noticeable
for the watermarked image Lena in Fig 4.19(b), whose Watson distance w.r.t. the original

image Lena is approximately equal to 24. From Fig. 4.19 it can be seen that the watermark
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is more visible in flat areas, where the marked image appears noisy. This effect is not
appreciable in the standard image Baboon since it has not large flat areas. This noisy
appearance of the watermark is reasonably due to the scrambling operation that changes
the sample order and consequently neighboring pixels can be assumed RDM-quantized
with independent quantization step-sizes, since it depends on the L previous watermarked
samples. Remarking that the embedded watermark has not been perceptually shaped and
that the scrambling operation is not mandatory, the development of practical data hiding
applications for images based on hyperbolic RDM is still an open issue.

Regarding the comparison of hyperbolic RDM with other methods that are also de-
signed to cope with nonlinear distortions, it must be said that it is quite difficult to find
a set of fair conditions to establish such a comparison. The method proposed by Guerrini
et al. [132] belongs to the class of one-bit watermarking, since it detects the presence of
a known watermark sequence within the received host signal. Hence, it is not possible
to compare fairly the method in [132] with hyperbolic RDM, whose decoder retrieves an
estimate of each symbol hidden by the embedder. On the other hand the method proposed
by Bas in [120] has the disadvantage that just one watermark symbol is embedded in a
triplet of pixels, hence its payload is a third of that of hyperbolic RDM. Moreover, using a
fractal set of quantizers as in [120], the watermark signal is not theoretically invariant to
power-law attack and the strength of the distortions caused by the channel is constrained

to be in a given range, according to some hypothesis in [120].

4.4 Concluding remarks

An extension of any gain invariant QIM-based algorithm to achieve invariance against
power-law attack has been here proposed. This study is motivated by the fact that non-
linear valumetric distortions cause a dramatic increase of the decoding error probability
for quantization-based data hiding schemes, due to the desynchronization introduced on
the decoding lattice volumes. The proposed extension is proven to be intrinsically invari-
ant to both gain scaling and exponentiation and it can be applied to every existing gain
invariant quantization-based method.

Also, hyperbolic RDM has been proposed and it has been provided a theoretical anal-
ysis to have a lower bound of the achievable decoding error probabilities. It has to be

noticed that a performance loss w.r.t. DM and RDM against additive noise has been
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evaluated and a reason for this behavior has been found to be due essentially to the log-
arithmic transformation. However, even if hyperbolic RDM exhibits lower BERs against
additive noise, it guarantees invariance to power-law attack. Moreover some experiments
have been conducted for hyperbolic RDM applied to standard images, even if the applica-
tion of the proposed method to real-world signals constitutes an open research issue and
a considerable amount of work is necessary to tune hyperbolic RDM to the requirements
of practical systems.

Although power-law attack is a well-defined attack and reasonably hyperbolic RDM
could be vulnerable against other valumetric distortions, RDM has been proven to be
easily extended to provide robustness to attacks different from gain scaling. Moreover,
as it can be seen in Sections 4.3.1 and 4.3.2, the theoretical analysis for hyperbolic RDM
has been developed starting from that provided for RDM in [104]. Thus, the thorough
analytical assessment of the performance of RDM has been proven to be an useful tool to

analytically validate an extension of RDM.
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High-rate data hiding robust to

linear filtering

The vulnerability of quantization-based data hiding methods to desynchronization attacks,
such as filtering, has been discussed in Chapter 2. Considering the wide use of linear
filtering in processing for every kind of media, the development of practical data hiding
applications based on QIM requires to guarantee robustness against filtering.

To this purpose the discrete Fourier transform - rational dither modulation (DFT-
RDM) has been proposed in [105]. There, the robustness against linear-time-invariant
(LTT) filters is achieved combining the properties of discrete Fourier domain, which con-
verts a filtering in time domain into an approximate multiplication on each frequency
channel, and the gain invariance of RDM. Through experiments and theoretical analysis,
DFT-RDM has been proven to give high data rate for white Gaussian host, but those
rates considerably decrease for non-white hosts.

To understand the rationale behind this behavior, the theoretical analysis of DFT-
RDM is generalized to colored Gaussian hosts and a frequency-domain approach is adopted
to separately evaluate the performance on each RDM channel. Departing from this gener-
alized analysis, an extension of DFT-RDM is presented to improve its performance for col-
ored hosts without assuming any knowledge on the attack filter. Moreover, the expected
performance improvement is also verified for real audio signals, that are nonstationary,
non-Gaussian and colored hosts.

The chapter is organized as follows. The LTI filtering attack is defined in Section 5.1

and an overview of the discrete Fourier transform - rational dither modulation is given in
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Section 5.2. In Section 5.3 the performance analysis of DF'T-RDM is extended to non-
white Gaussian hosts, while the proposed extension is described in Section 5.4. Finally,

some concluding remarks are given in Section 5.5.

5.1 LTI filtering attack

In multimedia processing, probably the most common operation is the linear-time-invariant
(LTT) filtering. Within the wide class of LTI filtering, we can recall as some examples equal-
ization for audio signals, denoising, deblurring and interpolation for images. In the context
of data hiding, LTI filtering can be considered an unintentional attack to robustness which
impairs the watermark retrieving.

LTI filtering attack is here defined as z; = y; * h;, where * denotes convolution and h;
is the impulse response of a real-valued LTI filter. As customary in the thesis, y; denotes
the Ith watermarked host sample and z; denotes the [th attacked host sample. For sake of
simplicity, the cursor of the attack filter (i.e., the largest magnitude coefficient) is assumed
to be located at the origin. No other attacks such as noise addition are taken into account
in the LTI filtering attack as it is defined in Fig. 5.1, due to the fact that the host-
dependent noise produced by filtering is considered the dominant impairment. However,

additive noise on the channel could be easily incorporated in a subsequent improved model

—/L LTI filtering attack
W Vi z, ~
h /

bl—' encoder {(+) decoder — bl

of the attack.

Figure 5.1: LTI filtering attack channel.

In spite of the simplicity and of the pervasiveness of the LTI filtering attack, existing
quantization-based data hiding methods have not been designed to survive such attacks.
To give an idea of the effect of filtering on decoding error probability, consider the outcome
of the following experiment on binary time-domain DM when the host signal is white,
DWR is approximately equal to 25 dB and the watermarked signal is attacked by an ideal
lowpass filter of variable cutoff frequency. To have a decoding error probability of 0.5 it is

sufficient a cutoff frequency equal to 0.997 rad, while, increasing the cutoff frequency to
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0.9997 rad, the BER is still 0.11 [105]. The dramatic effect of this attack is as much evident
as the distortion introduced on the signal is expected to be perceptually unnoticeable, due
to the tiny fraction of bandwidth that is thrown away.

Also LTI filtering attack can be considered belonging to the class of desynchronization
attacks, since the distortion error due to filtering moves the watermarked signal away
from the correct quantization centroids and a dramatic increase of the decoding error
probability is produced. Recalling that spread spectrum-based methods are quite easily
made robust to filtering attack, as it has been discussed in Section 2.5.1, they are quite
straightforwardly used in real applications. Consequently, in order to develop practical
data hiding applications based on QIM, achieving robustness against filtering is an essential
requirement.

In contrast to the performance of quantization-based methods against AWGN attacks,
where it has been proven that the host signal power is virtually irrelevant for most cases of
practical interest (see Section 3.1), the distortion introduced by filtering attack is as more
dangerous as host power is larger. In fact distortion error due to filtering increases with
the host signal power, so that, for a fixed watermark power, higher BER are expected for
larger host power. In [105] the distortion error due to the filtering is referred as filtered-
host interference (FHI) and the attack strength can be measured by the watermark-to-
interference ratio (WIR), which is defined as the power ratio of the watermark signal and
of the FHI. The filtered-host interference can be easily identified by writing the [th received

sample as
a = yixhy = hoy+Y hiyii & hoyr+ Y hiwi (5.1)
i#0 i#0
where the approximation is valid under the assumption of large DWR. The FHI corre-
sponds to the term ), 20 hi @i—;. Assuming for simplicity ho = 1, the WIR is then given
by
it B’
i 2
21 [Zi;ﬁo hi X

under the hypothesis of i.i.d. host samples, we have that the Watermark to Interference

WIR =

(5.2)

Ratio (WIR) is inversely proportional to the DWR. The main consequence of this depen-
dence is that, if the DWR is increased to make the watermark less perceptible, the WIR

and the robustness to FHI will be correspondingly decreased.
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As it is proposed in [94], a possible approach to counteract the filtering attack is to
estimate the filter, so that it can be equalized prior to the hidden information decoding.
The estimation capability requires either transmitting pilot signals or dealing with a very
large number of samples at the decoder to blindly estimate the filter. As a consequence,
this approach seems only feasible for relatively simple filters and for a decoder with some
prior knowledge about the attack filter. In fact, the data hiding method proposed in [94] is
able to cope with a two-band filter in which the high-frequency band is amplitude-scaled,
but the decoder is assumed to know the filter coefficients except for a gain factor. Then, at
the decoder, the gain in high-frequency band is estimated using the maximum-likelihood
criterion. The drawbacks of this approach are the large number of samples that are needed
to accurately estimate the high-frequency gain and the hypothesis on the knowledge of

the filter, which may be not realistic in some practical scenarios.

5.2 Discrete Fourier transform RDM

In [105] a new algorithm is proposed for constructing a quantization-based data hiding
scheme robust to LTI filtering without assuming any prior knowledge about the attack
filter. The key idea behind this method is to combine the gain-invariance property of
RDM and the convolution theorem [133], that allows writing in the Fourier domain the
output of the filter as the multiplication between the input signal and the filter response.
As a consequence, at least in principle, linear filtering can be addressed by applying RDM
in the Fourier domain. The method in [105] is named discrete Fourier transform - rational
dither modulation (DFT-RDM), due to the fact that in a real application DFT-RDM uses
the discrete Fourier transform in a block-by-block basis instead of the full-sequence Fourier
transform.

As in the previous chapters, the host is assumed to be arranged in a 1-D vector x,
however the analysis of DFT-RDM can be easily extended to 2-D host even if it is not
pursued here. Heretoafter, to denote a variable in the DF'T domain, the tilde will be used,
so that the random variable ka is the kth coefficient of the DF'T computed on the mth
block of the host signal. Similarly, if &; is the impulse response of a real-valued LTT filter,
H () denotes its Fourier transform so that we have hy, 2 H(el2™/N),

As it is stated above, DFT-RDM uses discrete Fourier transform in a block-by-block

basis instead of the full-sequence Fourier transform. A former reason for this choice is that
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5.2 Discrete Fourier transform RDM

working on full-sequence is impractical due to computational complexity, the latter is that
RDM requires a vector of past samples to feed the function g(-), that cannot be available
in a full-sequence fashion. The practical solution is then to operate in a block-by-block
basis using the DFT as an approximation of the Fourier transform. But in this practical
framework the exact multiplication in the DFT domain would only be achieved with a
circular convolution between the watermarked signal and the filter, whereas the filtered
signal is obtained through an ordinary convolution, by definition. As a consequence,
the effect of filtering on each DFT channel cannot be modeled by a pure scaling, but
a host-dependent error has to be considered too. It is worth noting that well-known
techniques, such as zero padding and cyclic prefixing [62], which are usually adopted to
convert ordinary convolution into circular one, cannot be used for the analogous problem
in data hiding context, because they would heavily distort the host signal.

Assuming non-overlapping DFT blocks of length NV, let x,, be the mth block of the
host signal and Z,, ;, the kth coefficient of the DFT of such block, which is computed as

i 2k
Ty = D Ty eXD (—jTl> (5.3)
=0

The mth block of information bits b,, ;. is embedded into the absolute value of the DE'T
coefficients, taking care in preserving the symmetry of the DF'T for real signals. Essentially,
on each of the first N/2 + 1 discrete frequencies an RDM-like channel is constructed so

that the absolute value of the watermarked signal is

~ _ ~ |jm,k| > 5.4
il = 9Fme1.) Qo (5240 (5.4

where ¥,,-1 k £ (gm,l,k,gm,m,...,gm,L,k)T and 0 < k < N/2. The phase of g, is
set equal to the phase of Z,, so that the embedding distortion is minimized; in order
to preserve symmetry, the remaining DFT coefficients are updated according to the rule
Umhk = gj;’;L N for N/2 +1 < k < N, where the superscript * denotes the complex
conjugate. The watermarked signal is then mapped back into the original domain through

a non-overlapping block-by-block inverse DFT of the marked coefficients:

1 N 27l
Ymi = 37 kzo Ym,k €XP <‘]Wk) (5.5)
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We want to remark here that DEFT-RDM transmits N/2+1 bits per DFT block of size
N, so that an approximate rate of 1/2 bits per host sample is achieved, that is half of that
attainable with time-domain binary RDM. This payload loss is due to choice of embed the

watermark only in the magnitude in the DFT domain, which is motivated in [105].

im0 Zm.,0
x DFT [ Zmk | k) IDFT | 3 Y H (edw)| 2 DFT [Zmk | RDM b
: : : : decoder ™k
Tm:N/Q exp(jLEm, k) ng/z’ 5_m,’N/2

Figure 5.2: Block scheme of the whole embedding/decoding chain for DFT-RDM.

At the decoder, with z,, denoting the mth block of the received signal, the relative DF'T
coeflicients are computed and the standard RDM decoder is then applied to each discrete
frequency to estimate the embedded information bits. The whole embedding/decoding
block scheme is shown in Fig. 5.2.

Assuming z; = y; * h;, under the hypothesis of N sufficiently large to approximate
an ordinary convolution, we have Z,, ; ~ ﬁkgjmk, from which the RDM decoder is able
to recover the correct information bits. However this approximation is more accurate for
larger value of N and smoother frequency response of the attack filter.

Due to the orthogonality of the DFT, the DWR in the DFT domain is expected to be
identical to that in the time domain. Hence DFT-RDM inherits from the standard RDM
the relations between quantization step-size, power of the watermark signal and DWR.

As it has been widely discussed in Section 3.3, for memory size sufficiently large and
DWR large enough to have an approximately flat host pdf in each quantization bin, time-

domain RDM has data-to-watermark ratio equal to

3 2
DWR=—"% (5.6)
A2MEP
that for p = 2 in the g(-) function can be written as DW R = 3/A2. In DFT-RDM, due to
the orthogonality of the DFT, it can be observed that the relation between DWR and A in
not changed by the DFT itself, so that the same DWR is obtained by applying RDM with

the same quantization step-size in time domain or in DFT domain, which is computed

inverting eq. (5.6), given the target DWR.
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The above relations hold in the time domain, but we are also interested in deriving the
per-DFT channel DWR. In DFT domain the variance of the random variable modeling
the host samples on the kth channel easily follows from (5.3):

U?((k) = No?

T

(5.7)

Recalling the formula of the embedding distortion for RDM in eq. (3.30) for p =2 in

the g function, the per-channel watermark signal power is
AQ
a%/(k‘) = ?a?((k:) (5.8)
where the quantization step-size A is set to have a watermarked signal with the desired
DWR according to (5.6). In this way, it can be noticed that in each DFT frequency the
per-channel DWR is equal to 0%(1{) / U%/(k) = 3/A2, which corresponds to the overall
DWR in time-domain.

5.2.1 Analytical derivation of the bit error probability

In this Section the analytical derivation of the per-channel bit error probability given
in [105] is presented. The upcoming analysis is developed for i.i.d. zero-mean white
Gaussian host samples with variance o2. In DFT-RDM, a different error probability is
expected to be measured on each DFT channel depending strictly on the filter h; and,
to this aim, the effects of the filtered-host interference have to be modeled in the DFT
domain. Due to the effects of the circular convolution, the random variable representing

the kth received DFT coefficient can be written as
Zm,k: = iLk: (mek + VNVmJ€ + Nm,k:) (5.9)

where Nm,k models the deviation from a pure multiplication (which would correspond
to full-length DFTs) and so it will be referred to as per-channel multiplication error.
According to the analysis in [105], when H(z) is an FIR filter with no zeros on the unit
circle, ]\mek is a zero-mean complex Gaussian random variable asymptotically independent
of Xm,k and ka

Under the hypothesis of large DWR and using the filter-bank interpretation of the

DFT [133], this term can be expressed as

N = (Xi + W) * firli=mnen—1 = Xi* firli=mN+N-1 (5.10)
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where f; 1 is given by

h
fie = (h—l —5l> * ¢l k=0,1,...,N—1 (5.11)
k

with &; denoting the Kronecker’s delta. By definition, ¢ = v, exp (—j2nlk/N) for I,k =
0,...N — 1 and zero otherwise and ¢; j, represents the impulse response of the kth DFT
basis function multiplied by a window v = (vg,v1,...,vn_1)] whose purpose will be
made clear shortly. Hence, from (5.10) and (5.11) it can be seen that the per-channel
multiplication error is strictly dependent on both the filter coefficients h; and the host
signal.

Let {X;} be a zero-mean white process with variance o2, then the process {X'l * fir}
can be assumed stationary as discussed in [105], so that ]\me7k on the kth DFT channel

will approximately have zero mean and variance

2

H (ej(w+27rk/N)) p (5 12)
w .

1= H (e327k/N)

2 Ua2c " w2
o%k) =22 [ |@(e)

—T

where ®(e/%) is the Fourier transform of the window v.

X m,k ~p ~
1 A
RDM /l\ /l\ mk|  RDM A
b’” k embedder & %Y decoder bm,k

Figure 5.3: Equivalent model for the kth RDM-like channel in DFT-RDM.

From the knowledge of the distribution of ]\me,k, its effect on the RDM-like channel
constructed on the kth discrete frequency can be evaluated. Observing that the decisions
at the decoder are based on the magnitude of ka while Nmk is a complex random
variable, the per-channel multiplication error is modeled by a white-noise real process
{Z\?ﬁk} The equivalent RDM-like channel is is depicted in Fig. 5.3. Since the marginal
pdf f i (ﬁﬁ k) cannot be obtained in closed form, it has been defined using the auxiliary

random variable © ~ U[0, 27). Hence, we have

Fan jo(fi10) = N (0,0% (k,0)) (5.13)
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5.2 Discrete Fourier transform RDM

with o2 % (k,0) computed as described in [105]. In essence, for each © = 6 the basic RDM
channel is obtained, where the decoder is invariant to \flk\ and the noise is zero-mean
Gaussian, so that the RDM error probability in (3.31) can be used to predict the per-
channel BER for the particular value assumed by ©. As a consequence, assuming large L
in g(-) function, the decoding error probability in the kth DFT channel for a given © = 6
results in

(5.14)

Pe(k,0) = Pe,rpm (L AUX(k))

o (k)
where P, rpar (L, s) denotes the bit-error probability of classical RDM defined in (3.31),
with s the effective signal-to-noise ratio. To obtain the overall error probability P, (k) for
DFT-RDM in the kth DFT channel, the average of P.(k,f) with respect to 6 has to be

computed, so that we have
Aoy (k)
P, X 1
=g [ Ponow (12555 ) 0 19

As it will be proven by experimental results, eq. (5.15) provides an accurate prediction of
the per-channel error probability for DF'T-RDM and LTI filtering attack.

An upper bound for the bit-error probability was also provided in [105]. Since the
bound o5 (k,0) < o5 (k) is always verified for every 6, the upper bound can be computed by
substituting o g (k, #) in (5.15) by the standard deviation of the per-channel multiplication

error o (k) defined in 5.12, so that we have

A\/_ax
< 27T/_7rPeRDM< oo (F) >d9=

_ L A\/Nax
e,RDM O'N(k>

(5.16)

Refer to [105] for more details on the analysis.

The upper bound formula allows to link directly the per-channel WNR and the per-
channel bit-error probability. It is very important to remark that while the WNR is usually
defined as the ratio between the power of the watermark signal and the power of the attack
noise, since in our framework the only impairment is the filtering, we will define the the
per-channel WNR as the ratio between the power of the watermark signal and that of the

multiplication-error for each frequency channel
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5.2 Discrete Fourier transform RDM

E D}m,k - Xm,k‘Z 0'2~ (k)
WNR(k) £ =y = UV%V B (5.17)
N N

where E[-] denotes the statistical expectation.
According to (5.8), we can substitute o (k) = (v/3/A)oy;, (k) into (5.16) so that the

upper bound results in

2 ) oy (k)

= Poonr (L, V/3WNR(E)

P.(k) < S /7T P. rpMm (L, M) do = : )
5.18

as it is observed in [58].

10°

1
* il 1 i* — — — exact analytical

upper bound
— % — experimental

107° | 1 | | | |
20 40 60 80 100 120

DFT channel

Figure 5.4: BER versus DFT channel for an ideal low-pass filter with w. = 0.87 rad, N = 256
and DWR = 25 dB.

As an example to exhibit the accurateness of the performance analysis developed above,
in Fig. 5.4 the experimentally evaluated decoding error probabilities versus DF'T channel
are compared with the analytically computed ones using eqs. (5.15) and (5.16). The
results shown here are obtained for white host, DWR was set to 25 dB and the memory

of the g(-) function is L = 100. The length of the block used in DFT-RDM is N = 256
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5.2 Discrete Fourier transform RDM

and the attack filter is an ideal low-pass filter with cutoff frequency w, = 0.87 rad. From
inspection of Fig. 5.4 it can be noticed the excellent matching between the experimental

BERs and the analytical error probability computed according to eq. (5.15).

5.2.2 Improvements

To reduce the error probability, in [105] two improvements have been proposed: windowing
and spreading. The former entails multiplying the block x,,, by a properly designed window
v while the latter amounts to adding M length-N block and then computing the size-IN
DFT.

Not all the windows v = (vg,v1,...,vn_1)T, where N is the DFT size, can be used to
improve DFT-RDM, since v is constrained to the class of windows for which (v;)~! exists
forall I =0,1,..., N — 1. This property is required to guarantee that the watermarked
signal is perfectly equal to the original host signal in case of the RDM quantization step-
size is A = 0, which is equivalent to not insert the watermark signal. As a consequence of

the previous considerations, eqs. (5.3) and (5.5) are updated becoming respectively

Nl 2k
Fpp = ZZ% Vl—mNTm,| €XP <_jTl> (5.19)
and
N-1
_ 1 N 2wl
Yl = Ul—lmNN Z Um ke €XP <]Wk> (5.20)
k=0

According to eq. (5.19) and eq. (5.7) the variance of the kth coefficient in the DFT
domain is equal to Giz(k‘) = ||v||?c2. In [105] the resulting DWR has been computed as

- 3N?
A2 vy

It can be noticed that all the relations that hold when no window is applied are partic-

DWR

(5.21)

ular cases of those presented in this section for v = 1. Moreover, being ||v|[?|[v"!||? > N?
as a consequence of Cauchy-Schwarz inequality, for a given quantization step-size A the
DWR is decreased using a window different from v = 1.

In [105] the influence of v has been included in the formulas of the per-channel decoding
probability, allowing the comparison of the performance of different windows. Moreover,

departing from the knowledge of the probability of error for each DFT channel and from
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Figure 5.5: Comparison of optimal window with rectangular and hamming window.

eq. (5.21), it has been designed the optimal window to minimize the variance U?v(k) of
the per-channel multiplication error. The optimal window, computed according to [105],
is depicted in Fig. 5.5, where it is compared with rectangular and hamming window.

The robustness improvement due to windowing is clearly appreciable in Fig. 5.6, where
are compared the analytical per-channel error probabilities computed for DET-RDM using
rectangular, Hamming or optimal window, as it is defined in [105], in case of an ideal low-
pass filter as attack filter. We want to remark here that the drawback of the windowing
improvement is an increased peak-to-average distortion, which can be controlled in the
window design process.

The spreading improvement lies on summing M length-N blocks x,,, and then applying
the DFT-RDM embedding on the so composed array. Spreading can be intuitively seen
as a practical way to increase the DFT effect on the signal without suffering the increase
of computational complexity. As a consequence, by spreading, the robustness against
filtering is increased at the price of payload reduction by a factor of M.

For sake of simplicity we assume here that rectangular window is applied, so that the

kMth coefficient of the pth block of length-N DFT of the host signal results in
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Figure 5.6: BER vs. DFT channel for DFT-RDM with N = 256 and DWR = 25 dB using
different windows against an ideal low-pass filter with w. = 0.87 rad.

N—-1 (pM+M-1 ok
Fpert =Y | D Tmg | exp (—jTl> k=0,1,...,N—1 (5.22)

=0 m=pM
Then RDM is applied to each ;s to obtain the corresponding watermarked coefficient
Up kM -
Obviously the sum of M length-N blocks is not an operation that can be losslessly
reverted, but it is sufficient to compute the additive watermark signal in time domain to
embed the desired information into the host signal. Hence, given the watermark samples in

DFT domain wy, xnr = Up kM — Tp g, the watermark samples in time domain are obtained
through IDFT

N-1
1 B 27l
wlzm g_o Wy kM €XP (jwk) pMN <! <pMN + MN —1 (5.23)

where the total time-domain watermark is equally shared among the M blocks and the

watermarked signal is simply given by y; = x; + wy.
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In [105] the analytical results in Section 5.2 have been extended to the case when
spreading is applied considering a length-M N DFT and taking into account the DFT
coefficients indexed by kM, for k = 0,1,...,N/2 + 1. Thus the variance of the kth
coefficient in the DFT domain is cr?z(k:) = MNo¢? and the DWR is updated accordingly.
The influence of spreading on decoding error probability has been also evaluated and it

has been verified that the upper bound of per-channel bit-error rate is given by

P.(k) < Perpu (L, M 3WNR(I<:)> (5.24)

from which it can be inferred that spreading provides a gain of 10log;y(M?) dB in the
effective WNR.
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Figure 5.7: BER vs. DFT channel for DFT-RDM with N = 256 and DWR = 25 dB using
different spreading factors against an ideal low-pass filter with w, = 0.87 rad.

In Fig. 5.7 are shown the analytical per-channel error probabilities computed for
DFT-RDM using different spreading factors in case of an ideal low-pass filter as attack
filter. Here the decrease of the bit-error rate given by spreading is evident. Eventually,
spreading can be considered as a recommended technique for increasing the WNR at the
price of reducing the data rate. As final remark, we observe that spreading can be used

in combination with windowing to achieve better performance.
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5.3 Performance analysis for colored Gaussian hosts

Analytical and experimental results in [105] demonstrate the effectiveness of DFT-RDM
when the attack consists of LTI filtering and that a high data rate can be achieved for white
Gaussian hosts. In fact the developed analysis, which has been presented in Section 5.2, is
focused uniquely on white Gaussian hosts, providing an accurate prediction of the behavior
of DFT-RDM for this class of host signals. However in [105] DFT-RDM has been tested
for real audio tracks as host signals and in the experimental results it is shown a severe
loss of performance when DFT-RDM is applied to these nonstationary, non-Gaussian and
colored hosts. As an example in Fig. 5.8 the analytically computed per-channel bit-
error probabilities of DFT-RDM for white Gaussian host signal are compared with those
experimentally evaluated for a real audio track with N = 256, DW R ~ 25 dB, spreading
factor M = 4 and optimal window in case of an audio equalizer is used as attack filter.
Here it is evident that, for the same system parameters, DFT-RDM gives unsatisfactory
BERs for a nonstationary, non-Gaussian and colored host; in fact the measured overall

error probability is P, =~ 0.15 while for a white Gaussian host it is P, =~ 0.017.
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Figure 5.8: BER vs. DFT channel for DFT-RDM applied to different hosts with N = 256,
DW R = 25 dB, spreading factor M = 4 and optimal window against an audio equalizer.

Unfortunately the analysis provided in [105] cannot give hints to understand the ex-
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perimental results obtained for real audio tracks, since there the host is assumed to be
a white Gaussian signal. To justify the experimental results obtained for audio signals,
the performance analysis of DFT-RDM has been generalized to Gaussian non-white hosts
modeling the colored signal with an autoregressive (AR) [133] random process. Hence,
given a zero-mean white Gaussian host xo with power spectral density (psd) 032:0, the col-
ored host x can be regarded to as the output of an all-pole filter Hr(z) = 1/A(z) excited
by xg. The host power spectral density can then be written as:

0.2

Sp(e??) = W (5.25)

The idea is to work with a colored host whose psd resembles that of a generic audio signal,
which typically has most of its power concentrated at lower frequencies. Heretoafter for
colored hosts we will assume an AR signal which models the spectral contents of this
generic audio signal.

While in [105] per-channel multiplication error was characterized in the time domain,
we pursue here a frequency-domain approach, which is needed to separate each RDM-like
channel and that will lead to give a reasonable explanation of the behavior of DFT-RDM
for non-white hosts. In fact the rationale for this behavior can be found in the inner
working of DFT-RDM, which is essentially an RDM-like scheme for every DFT channel,
and in the influence of a non-flat psd on the per-channel multiplication error.

Moreover, we will introduce the per-channel watermark-to-noise ratio, which has been
defined in eq. (5.17), as a simple and intuitive measure to evaluate the reliability of each
RDM-like channel, since WNR is directly related to the BER as described in eq. (5.18).

As a first step towards obtaining the per-channel WNR, the per-channel host power
in the DFT domain has to be derived. To this aim, the filter-bank interpretation of the
DFT [133] can be adopted, according to which it is possible to get

Xong = X1 % O glimmn+n-1 (5.26)
The variance of the zero-mean process )N(m,k is given by 0?((1{:) =F { ‘Xl % Qﬁ,kf} and it

can be computed by applying Parseval’s relation, so that we have

1
A (eilert2nk/N)

0.2 kg )
0% (k) = ﬂ/ | ()| dw (5.27)

—T
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Applying RDM to the kth DFT channel for a colored host and assuming p = 2 in the

g(+) function, the per-channel watermark signal power defined in eq. (5.8) becomes

2

2 2 2 s
op (k) = %a?((k) - S dw (5.28)

3 2m

1
A (ej(w+271'k/N))

[@(e?)?

—7
so that the per-channel watermark signal power is proportional to the per-channel host
power due to the properties of RDM. As a consequence a larger watermark signal originates
from those host DF'T channels having stronger spectral contents. As an example, in the
lower frequencies of an audio-like colored host, a lager per-channel watermark signal than
the corresponding to higher frequencies is reasonably expected. This shaping of the per-
channel watermark power alters the behavior of DFT-RDM with respect to that for white
Gaussian hosts, where the per-channel watermark power is uniform as analyzed in [105].

On the other hand, the spectral shaping of the host influences also the per-channel
multiplication error. Recalling (5.12) and assuming reasonably the stationarity of Nmk,

its variance can be now written as

2

1
duw (5.29)

A (eilert2nk/N)

2 | H (ed(w2mk/N))

2 T
2 (k) = Zzo jwy|2
UN(k) ~ or / ’(I)(e )| Joe (€j27rk/N)

—T

Departing from the knowledge of the per-channel watermark signal power and of the
variance of the per-channel multiplication error, the WNR can be computed on each DFT
channel. The watermark-to-noise ratio can be useful to infer whether the RDM channel
is able to correctly convey the information bits, because the decoding error probability
for a DM-based embedding technique approaches 0.5 when the power of the watermark
signal is approximately equal to that of the additive noise (see Section 3.1). Thus, the

per-channel WNR is given by

2
A2 T i
Tffn@(ej )2 m dw
WNR(k) = 5 ‘ 5 (5.30)
ST D) 2| k| 1 - A )
o A T2k ()

To intuitively understand the influence of the spectral shaping of the host on the WNR,

it is useful to approximate the per-channel host power as
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o2

2 ~ Zo
%0~ N e (5.31)

By this approximation, which is valid only in the case of a rectangular window, the effects

of computing the DFT on finite-length blocks are neglected. Consequently, the WNR can
be approximated as follows

2
WNR(k) ~ NA'/S

) 2
1 - . A(6]27rk/N)
o | 2(e7)[? A7)

5.32
H(ej(u+27rk/N)) 2 ( )
- —————— dw
H(e]27rk/N)

If the host signal is white, then the ratio Ra(w, k) = |A (ejQ“k/N) /A (ej(“’*z”k/N))‘ is
equal to 1 for every k and consequently WNR(k) depends only on the attack filter; if the

host is colored, this ratio is a function which has great variations for different channels k,
thus affecting heavily WNR (k).
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Figure 5.9: R4 (w, k) versus discrete frequency for k = 25 and k = 250 (N = 512).

As shown in Fig. 5.9, because of the high-pass behavior of A(z), for k correspond-
ing to the high frequency channels, the function R (w, k) takes values much larger than
those corresponding to low frequencies. Therefore, the spectral shaping of the host yields

less robustness in high frequency channels compared to low frequency channels; however,
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strictly speaking, the per-channel WNR also depends on the attack filter, as is evident
from (5.32).

As stated above, the per-channel WNR is a simple measure that can be used to have
an idea of the reliability of the kth frequency channel in DFT-RDM. However we are also
interested in predicting the performance of DFT-RDM in the sense of per-channel bit-
error rate when the host is colored. In Section 5.2 it has been recalled the performance
analysis developed for DFT-RDM in [105] relying on the results in [104], where the bit-
error probability of an RDM channel is derived for i.i.d. host samples and additive noise
independent of the host signal. If this analytical model is applied in case of colored hosts,
the predicted error probabilities will be only an approximation of the actual BERs. The
inaccuracy of the analytical model is expected to be noticeable for those DFT channels
whose Xm’k is more correlated with the neighboring channels; in this case, the per-channel
multiplication error will increase due to the leakage from those host DFT coefficients
at adjacent channels. To evaluate the correlation between the kth channel and the tth
channel, the correlation coefficient pj. ; can be employed. Using the approximate expression

of the per-channel host power we can write

. E [kaf;]

~

(E [!Xklﬂ E [Ifftlﬂ)l/2 ) (5.33)
N ‘A(ejka/N)HA(ej%rt/N)’
~ No?2,

Pkt

E [kaft*}

where the influence of the frequency response of the AR filter on the correlation coefficient
is highlighted.

We want to remark that the analysis carried out here for DFT-RDM and colored hosts
gives a first explanation of the experimental results that were given in [105] for DET-RDM

applied to audio signals.

5.3.1 Experimental results

Some experiments are here presented to validate the generalized analysis for DFT-RDM
developed in the previous section. The presented experimental results are devoted to
the comparison of the analytically predicted per-channel WNR with the experimentally

evaluated measures. Moreover the comparison of the WNR, per-DFT channel with the
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experimentally and analytically computed bit-error rates allows to verify the suitability of
the per-channel WNR as a measure of the reliability of each RDM-like channel.

In all the experiments the DWR was set to 25 dB, in the g¢(-) function the memory L
was set to 100 and p was set to 2. An AR model with order () = 10 is assumed in all the
experiments. Unless otherwise specified, we assume that the DFT length is N = 512 and
that neither spreading nor windowing are used.

The colored host signal is the output of an all-pole filter 1/A,,(z) whose coefficients
have been obtained by AR modeling of several audio tracks in order to resemble the power
spectral density of a generic (average) audio signal; Fig. 5.10 represents the magnitude
of the frequency response of the filter Ay, (e’“) that has been used in the subsequent

simulations.
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Magnitude
N
3
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Figure 5.10: Magnitude of the frequency response of the filter A,,(e/*) with order @ = 10.

As a preliminary test, the exactness of the analytically predicted per-channel water-
mark signal power has been verified. In Fig. 5.11 it is compared the experimental per-
channel watermark signal power with the analytically computed values using the exact
and approximated formulas. While the matching between the experimental results and
the exact analytical values obtained substituting (5.27) in (5.8) is excellent, a mismatch

in the high frequency channels is apparent when using in (5.8) the approximate formula
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Figure 5.11: Per-channel watermark signal power in dB (07 = 1000 and N = 256).

(5.31) for the per-channel host power.

According to the considerations drawn above, the analytical model developed in [105]
to compute the per-channel decoding error probability is expected to be less accurate for
those DFT channels whose Xm’k. is more correlated with the neighboring channels. Since
the per-channel multiplication is essentially due to the leakage from those host samples
at adjacent channels, the error will reasonably increase for more correlated channels. In
order to verify the existing correlation between channels when the host signal is non-white,
the magnitude of the correlation coefficient |pj ;| has been evaluated for some channels of
the watermarked signal ?m,k according to eq. (5.33).

First, we plot in Fig. 5.12(a) the magnitude of the correlation coefficient for several
DFT channels when the watermarked signal is white Gaussian. As it can be verified, the
correlation between neighboring channels is very small for all k, ¢, with k # t. Obviously,
for k =t we have p;; = 1, since the correlation coefficient corresponds to the normalized
autocorrelation.

In contrast, for a colored host the correlation coefficient is strictly dependent on the
selected channels, as it is evident in Fig. 5.12(b). As expected from (5.33) for a high-pass

filter A(z), the correlation between two low frequency neighboring channels is quite small,
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Figure 5.12: Magnitude of the correlation coefficient |py, ;| for white and colored watermarked
signals evaluated at channels k =5, k = 50, k = 150 and k£ = 250.

while it noticeably increases when neighboring higher frequency pairs are considered. Since
the analytical results are less accurate when DFT channels become more correlated, we
should expect worse predictions for high frequency channels in the subsequent experiments
where always this AR model is considered.

After these preliminary experiments, the exactness of the extended analysis for DFT-
RDM and colored Gaussian hosts has been verified attacking the watermarked host with
different LTT filters.

The watermarking system has been firstly tested against an ideal low-pass filter with
cut-off frequency w. = 0.87 rad, whose frequency response is shown in Fig. 5.13, while
the results are presented in Fig. 5.14. Fig. 5.14(a) compares the experimentally evaluated
WNR with the analytical WNR computed according to (5.30) and the analytical approxi-
mation of the WNR obtained from (5.32). It is worth noting that the WNR is much larger
for the low frequency channels where the host power is also larger and the filter response is
flat. In Fig. 5.14(b) the experimental BER is compared with the analytically derived BER
and its upper bound, according to the formulas in [105] (here and in the following, the
analytical BER is computed using the exact formula of the per-channel signal power); here
we show only the range of channels having an experimental BER larger than 107°. From
the comparison of Figs. 5.14(a) and 5.14(b) it can be verified that the error probability
is approximately 0.5 for those DF'T channels whose WNR is lower than 0 dB, as we have
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Figure 5.14: Analytical and experimental results for colored host and low-pass filter with

we = 0.87.
already discussed.

To understand how different AR models influence the WNR, the analytical WNR, for
the low-pass filter has been computed using (5.30) for different orders @ of the AR model.
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Figure 5.15: Analytical WNR, versus DFT channel for different order AR filters.

In Fig. 5.15 the WNR for AR(10) is compared with the analytical WNR computed for
AR(3), AR(7), AR(50) and AR(100). For @ = 3 the WNR is slightly lower than that
of @ = 10, while for ) = 7 approximately the same WNR of () = 10 is obtained. As
the order of AR model increases, the WNR has more ripples but it has the same average
trend of that for AR(10), as it is shown in Figs. 5.15(c) and 5.15(d). We conclude that
the order of the AR model has little impact on the final results.

Then we have tested the watermarking system with a low-pass filter having passband
[0,0.47] rad and stopband [0.87,7) rad, with a smooth transition in the middle as it is
shown in Fig. 5.13. The measured WNR and BER are presented in Fig. 5.16. In Fig.
5.16(a), where the comparison of the experimental WNR and the analytical one is shown,

it can be noticed that they differ in the frequency range where the inter-channel correlation
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Figure 5.16: Analytical and experimental results for colored host and low-pass filter with
passband [0, 0.47] rad and stopband [0.87, 7) rad.

is larger. In Fig. 5.16(b) the experimental BER is compared with the analytically derived
BER and its upper bound (again only the range of channels having an experimental BER
larger than 1075 is shown). Here it can be seen that the analytical error probability
matches the experimental one since all the channels with P, < 0.5 are not in the range of
high correlation. It is worth noting that the error probability is approximately 0.5 in the
majority of channels belonging to the transition band, which is approximately between
channels 102 and 204.

The performance DFT-RDM applied to a non-white host dramatically decrease when
a different attack filter is used. In Fig. 5.18 the decoding error probabilities and the per-
channel WNR are shown in the case of a band-pass attack filter, which has |H (e/%)| = 1
for 0.17 < w < 0.97 and |H(e/*)| = 0.5 for 0 < w < 0.057 and 0.957 < w < 7, with
smooth connections in the transition bands. The magnitude of the frequency response
of the considered band-pass filter is depicted in Fig. 5.17. We want to remark that
attenuating or cutting away a little portion of the spectrum around the zero frequency
is not unusual for audio signals, e.g. the analog phone signal is obtained by band-pass
filtering between 300 Hz and 3400 Hz. In Fig. 5.18(a) the experimental per-channel WNR
is compared with the analytical predictions. Here it can be noticed the excellent matching
between the experimental measures and the analytically computed WNR in the middle

frequencies, while the prediction is inaccurate at lower and higher channels where the
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Figure 5.17: Magnitude of the frequency response of the band-pass filter used in the exper-
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Figure 5.18: Analytical and experimental results for colored host and band-pass filter.

filter has large spectral variation. As it is shown in Fig. 5.18(b), DFT-RDM exhibits low
error probabilities for the first frequency channels, while it is approximately equal to 0.5
for all the channels after the first transition band. The dramatic effect of this attack is

evident noting that, though the filter amplitude is different from zero for each frequency
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channel, the overall error probability which has been measured after DFT-RDM decoding
is P, ~ 0.451.

Amplitude

Figure 5.19: Magnitude of the ten-band audio equalizer used in the experiments.
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Figure 5.20: Analytical and experimental results for colored host and ten-band equalizer
attack.

Finally, a ten-band graphic audio equalizer has been used as an attack filter. In

the following experiments we have set the equalizer subband filters so that they produce
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5.4 Whitened DFT-RDM

the overall frequency response depicted in Fig. 5.19, which is the same that was used
in the experiments presented in [105]. Fig. 5.20 illustrates the analytical WNRs and
the comparison of the experimental BERs with the analytical ones, respectively. From
the per-channel WNR shown in Fig. 5.20(a) it can be inferred that the expected error
probability will be very high, especially for the high frequency channels, and this behavior
is confirmed by the experimental BERs shown in Fig. 5.20(b). One can also notice that
the analytical error probabilities provide a minimal prediction only for the low frequency
channels. We conjecture that the observed inaccuracies are due to the correlation among
neighboring channels of the colored host, which could be increased even further by the
equalizer. Above all, this experiment reveals that DFT-RDM applied to a colored host
does not guarantee at all the robustness of the watermark against an equalizer attack,
especially as neither windowing nor spreading are here used, since the overall BER is
approximately 0.48. It is worth noting that by embedding the watermark with the same

system parameters into a white Gaussian host, the overall BER is approximately 0.21.

5.4 Whitened DFT-RDM

From the analysis of DFT-RDM for colored hosts developed in Section 5.3, it can be
inferred that any colored host will have unavoidably different watermark signal powers for
different DF'T channels; consequently, there will be some DFT channels more exposed than
others to the per-channel multiplication error, as it has been explained above. Assuming
that neither the embedder nor the decoder have any prior knowledge about the attack
filter, it is reasonable to perform the RDM embedding in every DFT channel with the
same watermark power. Clearly, this choice does not assure the best BER for every attack
filter but it is a trade-off to have a good BER even if the attack filter is totally unknown.
The optimum would be to shape the per-channel watermark power so that it is larger in
those DF'T channels which are less modified by the attack filter, but this assumes prior
knowledge, so we have decided not to follow this path.

On the other hand, according to [105], if the host signal is white, the per-channel
multiplication error is approximately independent of both the host and the watermark
signal, so the correlation between neighboring channels, which usually leads to higher

per-channel error probabilities, becomes small.
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Figure 5.21: Block scheme of the whole embedding/decoding chain for W-DFT-RDM.

These considerations lead to whiten the host signal and use the same embedding power
on every DFT channel. The idea is then to perform the DFT-RDM embedding in the
host signal x" obtained as the output of a whitening filter A,,(z) excited by the colored
host x. Heretoafter the superscript W is used to denote signals which are obtained by
whitening. After the embedding, the watermarked signal y" is filtered by the inverse of
the whitening filter to reshape the signal, as shown in Fig. 5.21, where the whole block
scheme for Whitened DFT-RDM (W-DFT-RDM) is depicted. At the decoder side the
received host signal z feeds the whitening filter A, () and from the obtained signal z"V
the DFT-RDM decoder recovers the estimated hidden message.

In this section we will assume that the host is an AR random signal which is generated
as described in section 5.3 by the all-pole filter 1/A(z). If the whitening filter A,,(2) is equal

to A(z), then we have x™

= Xg, which is a white Gaussian host with power spectral density
09230 by construction of the colored signal. After DFT-RDM embedding, the watermarked
signal can be expressed as y"W = x4+ w"™. Since DFT-RDM embedding is performed on
the white signal xg, the resulting watermark signal w"’ can be also assumed to be white
and uncorrelated with the host signal from the properties of DFT-RDM. Consequently,
the reconstruction filter shapes both the host and watermark signal in the same way, so
that their power spectral densities have approximately the same trend, as it is shown in
Fig. 5.22.

Moreover, given the whiteness of the watermark signal and the superposition principle,

the overall DWR is not changed by the reconstruction filter:

2 T o2 JJA(e7*)]? dw 2
DWR — U_;U _ ;ﬂ' 0—2900/’ ( . )| _ 0-210 (534)
Ow . wa/|A(€Jw)|2 dw o.,w

and it is approximately equal to the DWR measured on each DFT-RDM channel, as
expected according to (5.8). Thus, even if DFT-RDM is applied to the host signal after
whitening, the relation between the overall DWR and A is the same as in DFT-RDM, as
described in [105]. From this it can be inferred that DFT-RDM with whitening does not
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Figure 5.22: Experimental power spectral densities of host and watermark signal after
reconstruction filtering for DWR = 25 dB.

incur in any penalty in terms of embedding distortion with respect to DFT-RDM, which
is a desirable property of the proposed extension.

At the decoder side, after the whitening filter A,,(z), we have le = ylw * hy, hence the
white watermarked signal y"V goes through an equivalent channel where there is only the
attack filter. Consequently, even if the host is colored, using the above proposed scheme
we expect the same performance as for DFT-RDM applied to a white host for the same
attack filter and the same system parameters.

A remarkable property of W-DFT-RDM is that it does not incur in any penalty in
terms of embedding distortion and payload with respect to DET-RDM. Moreover, as DFT-
RDM embedding is performed on a white Gaussian signal, it is possible to combine the
whitening with the improvements to the basic DF'T-RDM that have been described in
Section 5.2.2.

In the next section the performance of W-DFT-RDM applied to real audio tracks will
be shown. Since the whitening filter A, (z) is the inverse of an AR filter which resembles
the spectral contents of a generic audio signal, we can no longer expect x" to be really a
white signal. Moreover, since real audio signals are not stationary, the matching between
w

the whitening filter and the psd of the signal will be time-varying. However, x" will

112



5.4 Whitened DFT-RDM

usually have a per-channel host power more evenly distributed than the original host.

5.4.1 Experimental results for colored Gaussian host

Some experiments were conducted to verify the effectiveness of the extension of DFT-
RDM proposed in Section 5.4; in the following, the host will be assumed to be colored by
1/Aq(z) with order @ = 10, whereas perfect whitening is assumed, i.e., Ay (2) = Ag(2).
In all the experiments the DWR was set to 25 dB, in the g(-) function the memory L was
set to 100 and p was set to 2, and, unless otherwise specified, we assume that the DFT
length is N = 512 and that neither spreading nor windowing are used.

First of all, we have compared the performance of W-DFT-RDM with that of DFT-
RDM applied to both white and colored hosts. The experimental BERs measured for
different attack filters are presented in Figs. 5.23, 5.24, 5.25 and 5.26, where it is verified
that the BER of DFT-RDM applied to a white host matches always that of W-DFT-RDM

applied to a colored host, as it was expected.

10° T T

- —%— DFT-RDM for white host
—=©— DFT-RDM for colored host
— © — W-DFT-RDM for colored host

Figure 5.23: BERs versus discrete frequency for low-pass filter with w, = 0.87 rad.

In Fig. 5.23 are shown the experimental BERs measured for the ideal low-pass attack
filter with cut-off frequency w. = 0.87 rad. It can be noticed that for the given attack
filter, the overall error probability of DFT-RDM applied directly to the colored host is
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5.4 Whitened DFT-RDM

P, ~ 0.12, which is less than the overall error probability of DFT-RDM for a white host
(P. =~ 0.134). This behavior can be easily explained by the fact that the per-channel
watermark signal power is larger at low frequency channels which are not modified at all
by the attack filter. This result confirms the conclusion that whitening does not always

assure the best BER for every attack filter.
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Figure 5.24: BERs versus discrete frequency for low-pass filter with passband [0, 0.47] rad
and stopband [0.87, 7) rad.

Then we have tested the watermarking methods with the low-pass filter having pass-
band [0,0.47] rad and stopband [0.87,7) rad, with a smooth transition in the middle.
The experimental BERs are shown in Fig. 5.24. In this case, the error probability of
W-DFT-RDM is approximately 0.5 only in the stopband, while for DFT-RDM applied to
a colored host it is 0.5 in the transition band too. This yields the overall error probability
of DFT-RDM (P, ~ 0.26), which is larger than that of W-DFT-RDM (P, ~ 0.21).

In Section 5.3.1 the effect of the considered band-pass filter, whose frequency response
is shown in Fig. 5.17, on a DFT-RDM watermarked colored host has been shown, high-
lighting that the overall error probability is P, & 0.451. If the colored host is marked using
W-DFT-RDM the decoder is able to correctly retrieve the data embedded in the middle
channels, while the error probability increases in correspondence of the transition bands,

as it is shown in Fig. 5.25. As a consequence W-DFT-RDM outperforms DFT-RDM for
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Figure 5.25: BERs versus discrete frequency for the band-pass filter.

colored host signal since the measured overall error probability is P. =~ 0.055, which is

approximately ten times less than DFT-RDM.
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Figure 5.26: BERs versus discrete frequency for the ten-band equalizer attack.
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In Fig. 5.26 are shown the BERs for the ten-band graphic audio equalizer. With
this attack filter, since the filtering effect is spread over all frequencies, W-DFT-RDM

outperforms DFT-RDM for colored hosts (the overall error probabilities are respectively
P.~0.21 and P, ~ 0.48).

5.4.2 Experimental results for audio tracks

We have also compared the behavior of W-DFT-RDM and of DFT-RDM using real audio
tracks sampled at 44.1 kHz with 16 bits as host signal. These experiments have been
conducted using for all the audio tracks a fixed whitening filter, which is again A, (z) =
Aguv(z). We remark here that perfect whitening does not occur with audio tracks since the
whitening filter A,,(z) is the inverse of an AR filter which resembles the spectral contents
of a generic audio signal.

The measured DWRs have been obtained fixing the target DWR at 25 dB; we remark
here that with nonstationary, non-Gaussian and non-white hosts the analytical derivation
of the DWR for DFT-RDM is only an approximation. For sake of completeness, we recall
that in the experiments the DFT length is N = 512, in the g(-) function the memory L
was set to 100 and p was set to 2.

In Tables 5.1, 5.2, 5.3 and 5.4 the overall error probabilities evaluated for a spreading
factor M =1 (i.e., no spreading) and a rectangular window are given. Notice that in all
the experiments, for the same audio track, the DWRs produced by the two embedding
techniques are approximately equal.

Table 5.1 shows the experimental results for the low-pass filter with cut-off frequency
w. = 0.87 rad. As it was to be expected from the results presented in Section 5.4.1 for
Gaussian colored hosts, DF'T-RDM has lower bit error probabilities than W-DFT-RDM
also for audio signals. Similar results have been obtained attacking the watermarked host
with the low-pass filter having passband [0, 0.47] rad and stopband [0.87, 7) rad. As it is
shown in Table 5.2, the overall error probabilities for DFT-RDM are mostly lower than the
respective ones for W-DFT-RDM; however, the behavior depends on the particular audio
track, as it can be noticed from the results obtained for the tracks ”Spff” and ”Spfg”.

In contrast, for the band-pass filter and the ten-band equalizer attack, W-DFT-RDM
yields an improved overall BER for all the audio tracks. From the inspection of table 5.3, it
can be noticed that W-DFT-RDM outperforms DET-RDM for all the tested tracks. Apart
from the track ”Trpt”, for which DFT-RDM and W-DFT-RDM have approximately the

116



5.4 Whitened DFT-RDM

Table 5.1: Overall error probabilities for the low-pass filter with w. = 0.87 rad (M =1 and
rectangular window)

Track DFT-RDM W-DFT-RDM
DWR (dB) BER DWR (dB) BER
Bass 24.82 0.110 24.72 0.131
Jarre 25.01 0.125 24.98 0.185
REM 24.96 0.102 24.75 0.129
Sopr 24.97 0.116 24.79 0.131
Spft 24.81 0.108 24.97 0.114
Spfg 24.66 0.106 24.53 0.115
Trpt 25.05 0.100 24.79 0.114
Vioo 25.23 0.105 25.23 0.162

Table 5.2: Overall error probabilities for the low-pass filter with passband [0, 0.47] rad and
stopband [0.87,7) rad (M = 1 and rectangular window)

Track DFT-RDM W-DFT-RDM
DWR (dB) BER DWR (dB) BER

Bass 24.82 0.237 24.74 0.249
Jarre 24.97 0.274 24.96 0.299
REM 24.96 0.219 24.73 0.263
Sopr 24.98 0.235 24.79 0.264
Spff 24.79 0.247 24.94 0.179
Spfg 24.64 0.237 24.52 0.172
Trpt 25.03 0.177 24.76 0.264
Vioo 25.24 0.246 25.22 0.283

same performance, for the remaining tracks the improvement with respect to DFT-RDM
goes from a factor of 1.5 to 5.6 in terms of error probability.

In table 5.4 the measured bit-error rates for the ten-band equalizer are presented. Also
for this attack filter, W-DFT-RDM gives better overall probabilities than DFT-RDM for
all the tested audio tracks. Moreover, it is worth noting that for the tracks ”Spff” and
”Spfg” the measured BERs are lower than the BER obtained for white Gaussian host
signal marked with DFT-RDM against the equalizer attack filter, which is P.0.21.
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Table 5.3: Overall error probabilities for the band-pass filter (M = 1 and rectangular win-
dow)

Track DFT-RDM W-DFT-RDM
DWR (dB) BER DWR (dB) BER

Bass 24.86 0.421 24.83 0.250
Jarre 25.04 0.414 24.98 0.088
REM 24.96 0.467 24.79 0.314
Sopr 25.00 0.435 24.72 0.292
Spft 24.77 0.352 24.92 0.063
Spfg 24.67 0.333 24.53 0.076
Trpt 24.95 0.465 24.78 0.453
Vioo 25.34 0.459 25.19 0.205

Table 5.4: Overall error probabilities for the ten-band equalizer attack (M = 1 and rectan-

gular window)
Track DFT-RDM W-DFT-RDM
DWR (dB) BER DWR (dB) BER

Bass 24.81 0.463 24.70 0.359
Jarre 24.99 0.471 24.98 0.308
REM 24.95 0.481 24.76 0.392
Sopr 24.96 0.457 24.78 0.344
Spff 24.79 0.370 24.93 0.166
Spfg 24.69 0.364 24.55 0.149
Trpt 25.01 0.488 24.74 0.481
Vioo 25.21 0.493 25.19 0.360

The dependence of the performance on the particular track is reasonably due to the
matching between the fixed whitening filter and the power spectral density of the track.
To verify this hypothesis, assuming that the audio signals are modeled according to an
AR model with order @ = 10, the coefficients of the all-pole filter 1/4,,(z) have been
computed for the tracks ”Spfl” and ”Trpt”, which in the previous experiments exhibit
highest and lowest performance for W-DFT-RDM, respectively. In Fig. 5.27 we have

compared the magnitude of the frequency response of the filters Ay, (e/“) evaluated for
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these two tracks and that of the whitening filter, which has been computed to resemble
the power spectral density of a generic audio signal. In Fig. 5.27 it can be noticed that the
whitening filter exhibits a quite good matching with the filter computed from the track
"Spff” in the range [0, 2.5] rad. In contrast, as it was expected, the magnitude of the
filter computed from the track ”Trpt” is far away from that of the whitening filter A, (z).
We want to remark that modeling the audio track with an AR model relies on the false
assumption that the audio signal is stationary, hence the computed all-pole filters only

represent an average AR model of the audio track.

15

— whitening filter
— — — Spff s

Magnitude

Figure 5.27: Magnitude of the frequency response of the whitening filter and the filters
Agy(e79) evaluated for the tracks "Spff” and ”Trpt.

We must remark that the BERs given above for both DFT-RDM-based schemes would
be unacceptable in a real watermarking application, thus the experiments have been re-
peated using a spreading factor M = 8 and the optimal window, which has been computed
according to [105]. We remind that spreading grants a robustness improvement at the ex-
pense of a reduction of the data rate, which becomes 1/16 bits/sample for M = 8. From
the inspection of the DWRs listed in Tables 5.5, 5.6, 5.7 and 5.8 it can be noticed that in
all the experiments, for the same audio track, the DWRs produced by the two embedding

techniques are approximately equal.
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Table 5.5: Overall error probabilities for the low-pass filter with w. = 0.87 rad (M = 8 and

optimal window)
Track DFT-RDM W-DFT-RDM
DWR (dB) BER DWR (dB) BER

Bass 22.96 0.112 22.93 0.100
Jarre 22.99 0.100 23.11 0.101
REM 26.60 0.100 26.33 0.102
Sopr 23.78 0.110 23.74 0.100
Spft 23.33 0.101 23.45 0.099
Spfg 25.37 0.100 25.25 0.100
Trpt 31.01 0.101 30.73 0.101
Vioo 25.29 0.101 25.27 0.099

Table 5.5 shows the results for the low-pass filter with cut-off frequency w. = 0.87
rad. Here, for every audio track, both DFT-RDM-based schemes reach the minimum
error probability, which corresponds to the correct detection of all those watermark bits
embedded in DFT channels within the passband and is approximately 0.1. In fact in
the frequency range [0.8 7, 7| rad the filter cuts away all the spectral content and no
hidden information can be retrieved. Since the stopband corresponds to 1/5 of the DFT
channels and assuming the correct detection in the remaining channels, the minimum error
probability achievable for the ideal low-pass filter attack is approximately 0.1.

From the comparison of the results for the low-pass attacking filter with passband
[0,0.47] rad and stopband [0.87,7) rad, that are listed in Table 5.6, we can notice that
whitening yields a minimum error probability, that is again approximately 0.1, in almost
all the experiments. Moreover, DFT-RDM has always an overall error probability higher
than W-DFT-RDM and away from the minimum error probability.

In Table 5.7 it is shown the comparison of the experimental bit-error probabilities
evaluated for DFT-RDM and W-DFT-RDM using spreading factor M = 8 and optimal
windowing for the band-pass filter. As it was expected, the performance of W-DFT-RDM
are clearly improved with respect to those listed in Table 5.3. Moreover the DFT-RDM
is outperformed for every audio track; in particular it is interesting to notice that for the
track ”Trpt”, even if the fixed whitening filter does not match the psd of the audio track
as it is shown in Fig. 5.27, the BER obtained with DFT-RDM is still high while W-DFT-
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Table 5.6: Overall error probabilities for the low-pass filter with passband [0, 0.47] rad and
stopband [0.87,7) rad (M = 8 and optimal window)

Track DFT-RDM W-DFT-RDM
DWR (dB) BER DWR (dB) BER
Bass 22.95 0.235 22.94 0.113
Jarre 22.98 0.139 23.10 0.101
REM 26.60 0.176 26.30 0.102
Sopr 23.82 0.241 23.76 0.101
Spft 23.36 0.148 23.45 0.100
Spfg 25.36 0.141 25.26 0.100
Trpt 31.05 0.247 30.74 0.158
Vioo 25.25 0.213 25.30 0.109

Table 5.7: Overall error probabilities for the band-pass filter (M = 8 and optimal window)
Track DFT-RDM W-DFT-RDM
DWR (dB) BER DWR (dB) BER

Bass 22.99 0.187 22.88 0.009
Jarre 23.07 0.011 23.11 0.004
REM 26.62 0.020 26.35 0.003
Sopr 23.74 0.226 23.66 0.003
Spff 23.42 0.006 23.48 0.0003
Spfg 25.33 0.028 25.29 0.011
Trpt 31.04 0.324 30.78 0.007
Vioo 25.28 0.148 25.21 0.002

RDM gives P. ~ 0.007. It is worth noting that, since the band-pass filter does not erase
the spectral content at any frequency, the minimum achievable error probability is 0.
The overall error probabilities presented in Table 5.8 confirm the better behavior of
W-DFT-RDM for the equalizer attack. In fact, for every audio track the BER of W-DFT-
RDM is always lower, with an improvement with respect to DFT-RDM that goes from a
factor of 1.5 to 7 in terms of error probability, depending on the audio track.
Even though linear filtering does not encompass MPEG Layer-3 (MP3) compression,

this can be very roughly seen as a low-pass filtering with cut-off frequency equal to the
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Table 5.8: Overall error probabilities for the ten-band equalizer attack (M = 8 and optimal
window)

Track DFT-RDM W-DFT-RDM
DWR (dB) BER DWR (dB) BER

Bass 22.96 0.229 22.90 0.0325
Jarre 23.00 0.0380 23.14 0.0180
REM 26.61 0.0688 26.33 0.0130
Sopr 23.79 0.248 23.71 0.0383
Spff 23.34 0.0580 23.44 0.0115
Spfg 25.36 0.0542 25.27 0.0349
Trpt 31.02 0.3514 30.75 0.0512
Vioo 25.33 0.186 25.29 0.0282

Table 5.9: Overall error probabilities for MP3 compression attacks (M = 8 and optimal

window)
Track DFT-RDM W-DFT-RDM
DWR (dB) 80 kbps 160 kbps 320 kbps DWR (dB) 80 kbps 160 kbps 320 kbps

Bass 22.96 0.389 0.346 0.322 22.90 0.339 0.232 0.145
Jarre 23.00 0.409 0.229 0.155 23.14 0.402 0.213 0.140
REM 26.61 0.405 0.258 0.223 26.33 0.360 0.187 0.143
Sopr 23.79 0.399 0.354 0.337 23.71 0.345 0.220 0.146
Spff 23.34 0.292 0.185 0.148 23.44 0.280 0.175 0.138
Spfg 25.36 0.252 0.172 0.144 25.27 0.246 0.167 0.138
Trpt 31.02 0.402 0.371 0.366 30.75 0.389 0.346 0.328
Vioo 25.33 0.389 0.319 0.290 25.29 0.363 0.257 0.167

sampling frequency of the audio track after MP3 compression. Hence, we have carried
on several experiments to verify the robustness of DFT-RDM-based techniques to MP3
compression. The real audio tracks, whose sampling frequency is 44.1 kHz, have been
marked, compressed using LAME 3.97 [134] to perform MP3 encoding, and, finally, the
watermark has been retrieved after decompression.

In Table 5.9 are listed the BERs measured for both the DFT-RDM-based techniques

using a spreading factor M = 8 and the optimal window. These results have been obtained
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5.5 Concluding remarks

for constant bit-rate MP3 encoding of the watermarked audio tracks, but approximately
the same error probabilities have been measured for average bit-rate MP3 encoding. It is
worth noting that in these experiments the minimum error probability is approximately
0.137, that corresponds to the correct detection of all the watermark samples embedded
up to 32 kHz, which is the sampling frequency of the audio tracks compressed by LAME
for the considered bit-rates. We want to remark here that the minimum overall error
probability P. ~ 0.137 is due to the choice of inserting the hidden information in all the
channels up to the sampling frequency of 44.1 kHz, even if it is known that, for audio
signals, the high frequencies are not perceptually relevant and consequently they can be
likely cut away in the life cycle of the marked content. As a consequence, the data rates
listed in Table 5.9 can be quite easily increased designing properly the data hiding system
and taking into account perceptual considerations.

From the inspection of the results in Table 5.9, it can be noticed that the error proba-
bilities of W-DFT-RDM are always lower than those of DET-RDM for the same bit-rate of
the MP3 encoded files. Even if the measured error probabilities are considerably dependent
on the particular audio track, W-DFT-RDM approaches the minimum error probability
for almost all audio tracks and an encoding bit-rate equal to 320 kbps. On the other hand,
the BERs measured for DFT-RDM can be far away from the minimum error probability

even if the audio tracks are encoded at the maximum allowed bit-rate.

5.5 Concluding remarks

A thorough analysis of the behavior of DFT-RDM for colored Gaussian hosts has been
performed. The developed analysis, which is based on a frequency-domain approach,
provided an explanation to the performance loss with respect to white Gaussian hosts.
This is essentially due to the combination of two facts: 1) on each discrete frequency
channel the power of the RDM watermark signal is proportional to the per-channel host
signal power, so that different channels are differently protected against additive noise,
and 2) the influence of the non-flat psd of the host on the self-noise that in turn is due
to a block-DFT operation. Moreover, the per-channel watermark-to-noise ratio has been
introduced as a simple measure to evaluate the reliability of each RDM-like channel. The

comparison of both the analytically predicted per-channel WNR and the per-channel bit-
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5.5 Concluding remarks

error probability with the results of experiments for different attack filters confirmed the
validity of the developed generalized analysis.

We have also provided an extension of DFT-RDM for colored hosts without assuming
any additional knowledge on the attack filter and without incurring in any penalty in
terms of embedding distortion and payload with respect to DFT-RDM. The proposed
extension consists in using a fixed whitening filter that captures the average properties
of audio signals. The analysis has been validated by experimental results which confirm
the performance improvement afforded by the proposed solution. Some interesting results
have been also obtained applying W-DFT-RDM to real audio signals. In fact, a BER
decrease has been evaluated with respect to basic DFT-RDM and these results encourage
to continue on this research line towards the development of data hiding applications based
on DFT-RDM.
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6

Conclusions

In this thesis, we have focused on the analysis of the robustness requirements for data
hiding systems, paying our attention to side-informed methods and desynchronization
channels. Since robustness accounts for the capability of the hidden data to survive host
signal manipulations, guaranteeing robustness against a wide range of attacks is a funda-
mental requirement to develop real data hiding applications. Even if a great effort has
been spent by the research community in this topic, there are still open issues.

We focused on the desynchronization attacks, that aim at removing the watermark by
changing the reference of the watermarked signal, so that the decoder is no more able to
retrieve the hidden information. We have shown how the attacks within this class have a
different impact on spread spectrum-based systems and on quantization-based systems, in
particular the effect of even mild desynchronization attacks on quantization-based decoders
can cause a dramatic increase of the error probability

In Chapter 2 a spread spectrum-based watermarking technique robust to geometric
distortions for images is presented. The proposed watermarking technique is proven to be
robust against rotations and other distortions while preserving the image fidelity, as it is
demonstrated by the experimental results. Also, it has been shown that, in order to make
the basic correlation decoder able to correctly retrieve the hidden message, the watermark
itself has to be nearly invariant against desynchronization attacks. As a consequence,
achieving robustness to desynchronization attacks for spread spectrum-based methods is
quite simpler than for quantization-based.

Hence, the development of quantization-based algorithms intrinsically invariant to

desynchronization attacks, that are modeled by non-additive channels, is the main topic
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of this thesis. We departed from the fixed gain attack, that can be considered some-
what solved, and from the rational dither modulation, which is theoretically proven to
be invariant to gain scaling and it retains the fundamental advantage of DM, which can
be identified in satisfactory trade-off between robustness to the AWGN channel, capacity
capability and host signal fidelity. In fact RDM has been usefully exploited as basic tool
to account for more complex non-additive channel, taking advantage of the theoretical
framework provided in [104] for RDM to identify the achievable performance of the pro-
posed extensions. We focused on the power-law attack, which models nonlinear valumetric
distortion such as gamma correction, and on the linear time invariant filtering, which is
one of the most common processing for every media content.

The main contributions of this thesis can be thus summarized

e A new class of quantization-based data hiding schemes invariant to power-law attack
has been proposed. By hyperbolic angle mapping of the host samples, it is obtained a
domain invariant to both gain and exponentiation, where the information embedding
can be performed according to any rule within the class of gain invariant QIM-
based methods. Therefore any gain invariant QIM-based algorithm can be made
invariant to the power-law attack. Then, the performance of these methods have

been evaluated and the expected behavior has been verified.

e Within the proposed class of quantization-based methods, Hyperbolic RDM, which
essentially consists of performing RDM embedding in the hyperbolic angle domain,
has been deeply analyzed. This study has been motivated by the fact that, among
the proposed class of power-law attack invariant methods, Hyperbolic RDM has the
best data rate against additive noise. The average embedding distortion and the peak
embedding distortion have been theoretically derived and the developed analysis has
been validated by experiments. Also, exploiting the analysis provided for RDM, it
has been provided the analytical expression for decoding error probability to clearly

identify the achievable data-rate against additive noise.

e Departing from the analysis in [105] for discrete Fourier transform - rational dither
modulation, which was proposed to provide high data rate against LTI filtering,
a generalized analysis for non-white hosts has been developed to predict the per-
channel decoding error probability. This study was motivated by the loss of perfor-

mance of DFT-RDM for non-white hosts with respect to white hosts. Hence, using
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6.1 Future research lines

a frequency domain approach to separately consider each RDM-like channel on each
discrete frequency channel, a reasonable explanation of the loss of performance has
been identified in the combination of two facts: 1) the power of an RDM watermark
signal is proportional to the host signal power, and 2) the influence of the non-flat
power spectral density of the host on the self-noise that in turn is due to a block-DFT

operation.

e The per-channel watermark-to-noise ratio has been introduced as a simple and in-
tuitive measure to evaluate the reliability of each RDM-like channel, allowing to
quickly infer the frequency channel where the hidden information can be retrieved.
Moreover the upper bound of the per-channel decoding error probability has been

computed as a function of the per channel WNR.

e Whitened DFT-RDM has been proposed to improve the performance of DFT-RDM
for non-white Gaussian hosts without assuming any prior knowledge on the attack
filter. Performing DFT-RDM on the whitened host signal, the same performance
as for DFT-RDM applied to a white host have been evaluated for the same attack
filter and the same system parameters. Moreover W-DFT-RDM is proven to not
incur in any penalty in terms of embedding distortion and payload with respect to

DFT-RDM.

e Whitened DFT-RDM has been tested for real audio signals and satisfactory data

rates have been measured against both different attack filters and MP3 compression.

6.1 Future research lines

The work carried out in this thesis leaves a number of open questions which are worth
addressing in the future. In the first place, we can enumerate a number of open issues
related to Hyperbolic RDM and the whole class of quantization-based methods invariant

to power-law attack:

e Hyperbolic RDM has shown a loss of performance against the noise addition with re-
spect to the classical DM-based methods, hence several strategies can be investigated

to improve the data rate for Hyperbolic RDM:

1. Using a detector based on a metric different from the Euclidean distance.
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6.1 Future research lines

2. The design of a function h(-) € H to reject the noise interference at the decoder.

3. Using a dirty-paper trellis code in the embedding function. Dirty-paper trellis
code could be adopted to directly embed the data or in conjunction with RDM,

as it was proposed in [128].

Also channel coding can be used to improve the BER at price of a payload reduction.

e The experiments carried on Hyperbolic RDM for real images exhibit encouraging
results, but a considerable amount of work is still necessary to use this technique
in practical applications. Firstly, perceptual considerations has to be incorporated
in the method to mask the distortion introduced by the embedding. Moreover,
the influence on the performance of varying channel parameters has to be analyzed
and practical implementations of Hyperbolic RDM with multimedia signals different

from images need yet to be developed.
Also there are some open problems related with Whitened DFT-RDM:

e From the previous results it can be noticed that W-DFT-RDM for audio tracks
is not able to fill the performance gap with respect to DFT-RDM for white hosts
since a fixed (and non-perfectly matched) average whitening filter is used at both
the embedder and the decoder. This is mainly due to the fact that audio signals
are nonstationary, hence a further improvement can be the use of a host adaptive,
and possibly time-varying, whitening filter at the encoder. Then the host adaptive
whitening filter can be transmitted to the decoder or it can reconstructed from the

received signal, at least with some approximation.

e Even though encouraging BER results have been obtained for W-DFT-RDM and
MP3 compression, an accurate analysis of DFT-RDM-based techniques against com-

pression is needed in order to assess the real bounds.

e To develop a data hiding application based on DFT-RDM for audio signals, the
watermark signal should be perceptually masked taking into account the properties

of human auditory system.

e The analysis of the DFT-RDM-based algorithms can be extended incorporating an

additive noise source in the LTT filtering channel.
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6.1 Future research lines

e The DFT-RDM-based techniques can be extended to the case of multi-dimensional
signals, evaluating the performance for media content such as images or video, that

are nonstationary, non-Gaussian and colored too.
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