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Abstract

Biometric face authentication leverages the unique biological features of an
individual’s face, providing a secure and convenient alternative to traditional
password-based authentication. With the widespread adoption of face verifi-
cation in remote authentication services and portable devices, ensuring the
robustness of these systems against spoofing attacks has become increasingly
critical. While traditional biometric threat models primarily focus on vul-
nerabilities within verification pipelines, the rise of Al-generated deepfake
technology introduces a new and sophisticated attack vector. Deepfakes
enable real-time manipulation of facial images, posing a significant challenge
to authentication security by spoofing verification systems.

This thesis addresses multiple aspects of face authentication, including face
verification and attacks such as deepfake and injection attacks. It contributes
to improving both the accuracy of biometric authentication systems and the
robustness of deepfake detection algorithms, enhancing overall security.

The first contribution of this thesis is the introduction of an advanced face
alignment method designed to improve verification accuracy by mitigating
the effects of variations in head pose, facial expression, and illumination.

The second contribution focuses on understanding the threats posed by
deepfake attacks. We analyze the quality of deepfakes generated by face
reenactment methods and introduce a novel deepfake quality assessment
protocol. This protocol systematically evaluates the video frame quality of
face-reenactment techniques. Given the lack of standardized datasets for such
assessments, we propose two video generation approaches utilizing 3D head
models to create diverse and controlled evaluation scenarios.

Furthermore, we analyze the impact of beautification filters on deep-
fake detection systems, revealing significant vulnerabilities in state-of-the-art
classifiers when subjected to such modifications.

To improve deepfake detection performance, we propose leveraging raw
domain data as input, thereby reducing the impact of common image process-
ing techniques such as compression and beautification filters. By constraining
the distribution of real images, our approach enhances the model’s ability to
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differentiate between genuine and manipulated content, improving detection
accuracy in challenging scenarios.

Lastly, we investigate the role of compression artifacts in detecting digital
replay attacks, where adversaries inject authentic video footage into the system
via virtual camera software. We explore a novel strategy of bypassing the
compression pipeline and directly capturing uncompressed image data from
the user’s device. This approach strengthens anti-spoofing mechanisms by
exploiting the differences between uncompressed sensor data and compressed
media typically used in injected attacks.

The findings and methodologies presented in this thesis contribute to the
ongoing efforts to secure biometric authentication systems against evolving
threats, advancing the field of deepfake detection and face verification security.



Résumé

L’authentification biométrique par reconnaissance faciale exploite les carac-
téristiques biologiques uniques du visage d’un individu, offrant une alter-
native sécurisée et pratique a ’authentification traditionnelle par mot de
passe. Avec 'adoption généralisée de la vérification faciale dans les services
d’authentification a distance et les dispositifs portables, il est devenu de plus
en plus crucial de garantir la robustesse de ces systemes face aux attaques par
usurpation. Tandis que les modeles traditionnels de menaces biométriques se
concentrent principalement sur les vulnérabilités des pipelines de vérification,
I’essor de la technologie des vidéos hyper-truquées générées par A introduit
un nouveau vecteur d’attaque sophistiqué. Les vidéos hyper-truquées permet-
tent la manipulation en temps réel des images faciales, posant un défi majeur
pour la sécurité de 'authentification en dupant les systemes de vérification.

Cette these aborde plusieurs aspects de 'authentification faciale, notam-
ment la vérification faciale et les attaques telles que les attaques par des vidéos
hyper-truquées et par injection. Elle contribue a améliorer a la fois la précision
des systemes d’authentification biométrique et la robustesse des algorithmes
de détection des vidéos hyper-truquées, renforcant ainsi la sécurité globale.

La premiere contribution de cette these est I'introduction d’une méthode
avancée d’alignement du visage, concue pour améliorer la précision de la
vérification en atténuant les effets des variations de la position de la téte, de
I’expression faciale et de 1’éclairage.

La deuxiéme contribution se concentre sur la compréhension des menaces
posées par les attaques par les vidéos hyper-truquées. Nous analysons la
qualité des vidéos hyper-truquées générés par des méthodes de réenactement
facial et proposons un protocole novateur d’évaluation de la qualité des vidéos
hyper-truquées. Ce protocole évalue systématiquement la qualité des images
vidéo générées par ces techniques de réenactement facial. En raison du manque
de jeux de données standardisés pour de telles évaluations, nous proposons
deux approches de génération de vidéos utilisant des modeles 3D de téte afin
de créer des scénarios d’évaluation diversifiés et controlés.

De plus, nous analysons l'impact des filtres d’embellissement sur les

iii
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systemes de détection de vidéos hyper-truquées, mettant en évidence des
vulnérabilités significatives dans les classificateurs de pointe lorsqu’ils sont
soumis a de telles modifications.

Pour améliorer les performances de détection des vidéos hyper-truquées,
nous proposons d’utiliser des données brutes comme entrée, réduisant ainsi
I'impact des techniques de traitement d’image courantes telles que la com-
pression et les filtres d’embellissement. En contraignant la distribution des
images réelles, notre approche améliore la capacité du modele a différencier
le contenu authentique du contenu manipulé, augmentant ainsi la précision
de détection dans des scénarios complexes.

Enfin, nous examinons le role des artefacts de compression dans la détection
des attaques par replay numérique, ou des attaquants injectent des vidéos
authentiques dans le systeme via des logiciels de caméra virtuelle. Nous
explorons une stratégie innovante consistant a contourner le pipeline de
compression et a capturer directement les données d’image non compressées
a partir de I'appareil de 1'utilisateur. Cette approche renforce les mécanismes
de lutte contre la fraude en exploitant les différences entre les données brutes
des capteurs et les médias compressés généralement utilisés dans les attaques
injectées.

Les résultats et méthodologies présentés dans cette theése contribuent aux
efforts en cours pour sécuriser les systemes d’authentification biométrique
contre les menaces évolutives et faire progresser le domaine de la détection
de deepfake et de la sécurité de la vérification faciale.
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Chapter 1

Introduction

In today's fast-paced world, the way we interact with technology has trans-
formed many aspects of our daily lives. Tasks that once required physical
presence and e ort, such as transferring money, scheduling a doctor's appoint-
ment, or purchasing a ticket, can now be accomplished e ortlessly with just
a few taps on a smartphone. This shift is part of a broader digital revolution
that has rede ned convenience and accessibility, saving countless hours and
streamlining everyday processes. However, with this increased reliance on
digital systems, there arises a pressing need to address the security chal-
lenges associated with these conveniences. Whether it's safeguarding nancial
transactions, protecting personal data, or ensuring the integrity of remote
interactions, robust authentication mechanisms have become a cornerstone of
modern digital infrastructure. Without these measures, the very technologies
that empower us could become sources of vulnerability, exposing users to
risks like fraud, identity theft, and unauthorized access.

When designing an authentication system, it is crucial to consider both
the security of the system and the convenience of the user. Various methods
can be employed to secure authentication systems. The most basic method
is password-based authentication, where a user employs a password to gain
access to the system. Passwords should be strong, which can make them
di cult to remember, and should be changed regularly to ensure security.
Simple passwords are at risk of being stolen and used by impostors.

Another method is token-based authentication, where users receive a token
that serves as proof of identity. This token can be a physical device, like a
smart card, or a digital token generated by an authentication application.
While token-based authentication o ers a higher level of security, it requires
additional actions from the user which can be inconvenient; users need to
carry a physical device, like a smart card, or use a digital token generated by
an authentication application, which may not always be user-friendly.

1



2 1.1. Background

Two-Factor Authentication (2FA) provides a balance of convenience and
security. It typically combines something the user knows, like a password,
with something the user has, such as a code sent to a mobile device. However,
the additional step can be cumbersome. Users must have access to the second
factor, such as a mobile device to receive the code, which can be inconvenient
if the device is unavailable or if the user is in an area with poor reception.

Finally, biometric authentication leverages unique biological characteristics
of an individual, such as ngerprints, face, or iris scans, eliminating the need to
remember anything. This method o ers several signi cant bene ts, including
enhanced security due to the di culty of replicating biometric traits, improved
user convenience as it bypasses the need for passwords or tokens, and a
seamless user experience. As a result, biometric authentication is increasingly
integrated into remote authentication services and portable devices, including
laptops and smartphones, to provide a secure and user-friendly solution for
access control.

In this thesis, we focus on biometric authentication, with a particular em-
phasis on face authentication services. Our study examines the vulnerabilities
of face recognition systems to various external factors and attacks, with a
speci ¢ focus on deepfake attacks.

1.1 Background

The human face has served as the primary means of recognition among
individuals since the dawn of humanity. Beyond its pivotal role in social
interaction, it encodes a wealth of unique biometric information, including
facial structure, texture, and expressions, which together distinguish one
person from another. Facial authentication services utilize these distinctive
characteristics to perform both veri cation and identi cation tasks. ldentity
veri cation seeks to answer the question, 'Is this person who they claim to be?'
It involves con rming whether a face corresponds to the claimed identity. In
contrast, identity identi cation addresses the question, "Who is this person?'
by determining the identity of an unknown individual through comparison
with a database of known faces.

Early face veri cation techniques relied on geometric measurements of
facial features, such as the distances between the eyes, nose, and mouth. These
methods were later enhanced by statistical and texture-based approaches,
which relied on manually extracting features to enhance accuracy. The advent
of machine learning, particularly deep learning, revolutionized face recognition
by achieving exceptional accuracy and robustness.

The modern face recognition system utilizes Convolutional Neural Net-
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works (CNNs), converting face images into compact latent space represen-
tations, known as embeddings, that cluster similar identities together. This
powerful encoding e ectively encapsulates the core characteristics of an indi-
vidual's identity, enabling highly reliable recognition systems.

Despite signi cant advancements, challenges persist in face recognition
when images are a ected by uncertainties arising from variations in head
pose, expression, illumination, and other external factors. These variations
can obscure critical identity-related features, resulting in unreliable and error-
prone representations. To address these challenges, recent approaches have
focused on enhancing the preprocessing of input images before they are passed
to face recognition models [1], [2]. Furthermore techniques such as optimizing
loss functions [3] [5] have been explored to enhance the accuracy of the
models.

Security is a key consideration for biometric authentication systems. Au-
thentication service providers must ensure that the individual on the client
side is indeed the legitimate user and not an impostor. Without robust
security measures, sensitive client information can be compromised. As face
veri cation technology becomes increasingly integrated into authentication
systems, it has also become a more attractive target for malicious actors
aiming to impersonate legitimate users and bypass biometric authentication
mechanisms. One common form of attack is a presentation attack, where
attackers use physical media, such as printed photos or videos, to deceive the
system and gain unauthorized access [6]. Similarly, injection attacks leverage
authentic video footage, often sourced from social media, and use virtual
cameras or sophisticated software to inject it into the system, further compli-
cating detection as the video appears genuine and lacks typical manipulation
artifacts [7].

Alongside traditional attacks, the rise of deepfake technology has intro-
duced a more sophisticated and rapidly evolving threat. Deepfake attacks
utilize advanced deep learning methods, including adversarial training [8]
and, more recently, di usion models [9], to create hyper-realistic synthetic
media capable of convincingly impersonating individuals. Modern deepfake
algorithms have advanced to the point where they can manipulate existing
images in real-time, further complicating the ability of remote authentication
systems to di erentiate between genuine and fabricated content.

To e ectively mitigate the risks posed by deepfakes, it is good practice
to rst analyze deepfake content and evaluate its quality based on various
factors, such as face movements or lightening conditions. Additionally, it
is essential to examine how image post-processing techniques in uence the
quality and characteristics of deepfakes.

In the recent years, a range of detection methods have been developed,
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evolving from early handcrafted feature-based techniques [10], [11] to modern
deep learning approaches [12] [16], and more recently, hybrid models [17], [18].
Existing methodologies in deepfake detection typically rely on a supervised
approach. This involves developing a real vs fake image classi er by assembling
a large dataset of generated images from multiple generative models and
training a binary classi er. However, in practical scenarios, the specic
techniques used for facial manipulation are unknown beforehand, and access to
the attacker's model is typically unavailable. Despite achieving high detection
accuracies, approaching 98%, these classi ers are prone to over tting.

1.2 Motivation

In a remote face veri cation system, users capture an image or short video of
themselves, along with an image of their identity proof card, using potentially
untrusted devices and upload them to a secure, centralized server for veri-
cation. This trusted server processes, stores, and validates biometric data
using encryption protocols and robust access controls to ensure privacy and
data integrity. Unlike traditional local veri cation methods, such as iPhone's
FacelD, which operates within a Trusted Execution Environment (TEE) on
the user's device, this approach leverages a centralized infrastructure to handle
authentication securely. Figure 1.1 illustrates the generic remote veri cation
process.

Figure 1.1: Diagram of a remote identity proo ng process, where the user captures
identity data and sends it to a trusted server. Various algorithms are employed
to verify the authenticity of the data and protect against spoo ng before the face
comparison algorithm (e.i. face veri cation) con rms the user's identity. Upon
successful veri cation, the user gains access to the service. Image adapted from
[19].

Studies have highlighted the sensitivity of face veri cation systems to
variations in head pose, facial expressions, illumination, and other external
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factors. This vulnerability must be carefully considered in remote authentica-
tion systems, as data collected by the end users often exhibit di erent lighting
conditions, head pose, or expressions compared to their ID card images,
presenting signi cant challenges for accurate matching and veri cation

To address these challenges, an e ective strategy is to optimize input
images before processing them with face recognition models. Among the
available preprocessing techniques, input image normalization stands out as a
robust solution, targeting critical issues such as lighting inconsistencies, varia-
tions in facial expressions, and di erences in head poses between input image
pairs. lllumination normalization reduces the impact of lighting conditions
on facial appearance, ensuring consistent texture and color [1], [2], while head
pose normalization aims to frontalize the face, and expression normalization
seeks to neutralize facial expressions. In recent years, deep learning-based
solutions [20], [21] have addressed both face frontalization and neutralization
of facial expressions, leveraging the capabilities of neural networks. Despite
showcasing promising synthesis quality, these methods encounter challenges
in preserving face identity details, especially in scenarios with substantial
pose variations.

In this thesis we propose an innovative normalization algorithm designed
for preprocessing input images in the context of face veri cation. Diverging
from conventional methods, our approach places a distinctive emphasis on
achieving consistency in head pose, expression, and illumination conditions
between two images, avoiding an exclusive focus on the normalization of
extraneous elements at speci ¢ values. Speci cally, our methodology involves
estimating the head pose, expression, and illumination conditions in one
image, followed by the reconstruction of the second image to align with the
same head pose, expression, and illumination conditions while preserving
its own unique identity features. By adopting this approach, our algorithm
allows the veri cation process to concentrate solely on identity evaluation,
una ected by variations in non-essential extraneous and synthesized features.

In addition to ensuring the accuracy of the face veri cation algorithm, it
is crucial to prioritize the security of the authentication system. This means
that, before applying face veri cation, input images should be inspected by
anti-spoo ng algorithms to ensure that the image sent by the end user is
authentic and unmodi ed. In other words, the system should verify that no
Spoo ng attack is being attempted from the client side.

Recent advancements in deepfake algorithms have enabled attackers to
create highly realistic images and videos, facilitating impersonation attacks
and posing signi cant challenges to authentication systems. By obtaining
a single image of a victim, often sourced from publicly available platforms
like social media, and leveraging deepfake technologies such as face swap
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and face-reenactment, attackers can generate real-time manipulated videos.
These videos mimic the facial expressions and head movements required by
authentication services and can be used for presentation or injection attack.

In a presentation attack scenario, the deepfake video is typically generated
on a separate device, such as a laptop, and then displayed to the authentication
sensor. This allows the attacker to deceive the system by presenting arti cial
biometric traits, e ectively simulating the victim's appearance. Similarly,
injection attacks take this a step further by streaming these manipulated
videos directly to authentication systems via virtual camera software (e.qg.,
OBS), bypassing physical camera sensors altogether.

These attack strategies exploit the vulnerabilities in traditional security
measures, making deepfake detection a critical and urgent area of research to
safeguard biometric authentication systems.

E ective deepfake detection begins with a thorough understanding of deep-
fake generators. Analyzing the image quality of deepfakes and distinguishing
these from genuine images is crucial, as it can signi cantly enhance the ability
to identify manipulation techniques.

Since deepfakes are entirely or partially synthetic images that did not exist
prior to their creation, evaluating their quality is inherently challenging. The
challenge lies in the lack of a ground truth, making direct comparison to real
images di cult. In recent research, e orts have been made to address this by
employing metrics that do not depend on explicit ground-truth comparisons.
These metrics often utilize pretrained network feature extraction and aim to
provide reliable assessments. However, despite their usefulness, these metrics
may not capture all relevant aspects of quality assessment. For instance, they
may overlook ner details, such as pixel-level quality, which are essential
for a comprehensive evaluation and e ective detection of deepfakes artifacts,
including warping and blending irregularities.

To address this issue, this thesis introduces a novel protocol for the quan-
titative evaluation of images generated by face-reenactment techniques. This
protocol enable us to objectively assess the image quality of various face-
reenactment methods across di erent head poses and facial expressions. Our
analysis reveals that the quality of deepfake images has signi cantly improved
over time, with these images increasingly resembling real ones. Older deep-
fakes struggled to accurately replicate extreme head movements and facial
expressions. However, with recent advancements in this technology, our quan-
titative results demonstrate that modern deepfakes can now replicate facial
and head movements with remarkable accuracy, making them increasingly
di cult to distinguish from genuine images.

Another important aspect is assessing the impact of various image process-
ing steps on deepfake quality and characteristics. Speci cally, it is crucial to
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analyze whether deepfake artifacts become more visible or are concealed when
applying processes such as compression, contrast adjustment, or beauti cation
lters. Understanding this relationship can provide valuable insights into how
post-processing a ects deepfake detection. Recent studies have highlighted
vulnerabilities in deepfake detectors when exposed to certain post-processing
methods [22] [25]. Building on these ndings, this thesis focuses speci cally
on examining the impact of beauti cation Iters on the accuracy and robust-
ness of deepfake detection systems. Our ndings reveal a signi cant decline
in detection accuracy and indicate that various image processing steps can
obscure key indicators of forgery, resulting in inaccurate decisions.

Several publicly available deepfake detection algorithms have been devel-
oped, spanning from early handcrafted feature-based techniques to advanced
deep learning approaches. While these methods have shown e ectiveness in
identifying artifacts within the training data, they often su er from over tting,
which limits their generalizability to unseen scenarios.

Given the vulnerabilities of deepfake detectors to image processing tech-
niques and their tendency to over t, coupled with the continuous advance-
ments in deepfake quality, this thesis proposes rede ning the boundary be-
tween real and fake images. Speci cally, we suggest narrowing the de nition
of authentic samples to a stage closer to the raw radiance of the scene as
captured by the camera sensor, prior to any transformations introduced by
the Image Signal Processor (ISP).

Current detection models often struggle to di erentiate between real and
fake images because the existing de nition of real images includes both raw
content captured by camera sensors and content processed through various
stages of image and video enhancement, including both linear and nonlinear
adjustments. As a result, images are considered real even after undergoing
multiple processing operations such as denoising, compression, deblurring,
and white balance adjustments. These ISP processing steps are designed
to produce aesthetically pleasing images for human viewers, but they pose
signi cant challenges for deepfake detection. The issue arises from the fact
that each device employs a unique ISP pipeline with distinct enhancement
blocks, which obscure subtle cues that are crucial for detecting deepfakes.
This variability forces detection models to adapt to unseen ISP con gurations,
making it more di cult to accurately identify real images.

In this thesis, we focus on deepfake detection in the context of injection
attacks. In such scenarios, an attacker may employ an embedded sensor and
a deepfake algorithm to generate manipulated video content in real-time.
Ideally, if the device's sensor is genuinely used by the end user, the captured
images or videos should be free from any post-processing steps and retain
their original, unaltered form.
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We also analyzed the feasibility of detecting compression artifacts and
distinguishing between compressed and non-compressed frames. This inves-
tigation stems from the hypothesis that if the end user's device captures
uncompressed frames, the absence of compression artifacts would facilitate a
clearer and more accurate distinction between authentic and injected frames.
Since most attacker-sourced videos often obtained from the internet are
typically compressed and inherently exhibit compression artifacts, detecting
these artifacts serves as a key indicator for identifying injection attacks.

1.3 Research Questions

The main contributions of this thesis focus on enhancing and fortifying
the performance of face veri cation systems in authentication applications.
This research aims to improve the robustness of these systems under diverse
conditions, including variations in head pose, facial expressions, and lighting
environments. Ensuring robustness under such challenges is critical for
maintaining the reliability of face veri cation systems in real-world scenarios.

In parallel, the accuracy of face veri cation systems is increasingly threat-
ened by the emergence of deepfakes. To address this growing concern, this
thesis also examines deepfake image quality from multiple perspectives, such
as variations in head pose and expressions. This analysis provides valuable
insights into the capabilities of deepfake generators, enabling a better under-
standing of their mechanisms and aiding in the development of robust defenses
for authentication systems. Furthermore, the impact of beauti cation lters
on the accuracy of deepfake detectors is investigated, highlighting how such
post-processing techniques can a ect detection performance.

Building on these ndings, this thesis proposes a novel deepfake detec-
tion algorithm tailored for injection attack scenarios, addressing a critical
vulnerability in authentication systems.

Comprehensive experiments are conducted, and the results are analyzed,
utilizing diverse evaluation metrics to align with international standards and
facilitate meaningful comparisons with prior work.

The central objectives of this thesis are outlined in the following Research
Questions(RQ):

A

RQ1: Does aligning the head pose, expression, and lighting conditions
of image pairs improve the face veri cation model's accuracy under
diverse scenarios?

A

RQ2: How can we leverage 3D environments to address the lack of
ground truth in deepfake detection and facilitate the evaluation of ne
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details in deepfake images?

RQ3: Do beauti cation Iters undermine the e ectiveness of existing
deepfake detection systems?

RQ4: Can the use of RAW image data help in developing a more robust
deepfake detector that remains resilient to various image processing
techniques, such as compression, beauti cation, and stylization?

RQ5: Can we distinguish between raw uncompressed video frames and
compressed video frames by analyzing compression artifacts, to enhance
the detection of digital replay attacks in face authentication?

1.4 Main Contributions and Thesis Structure

Thanks to the growing interest in biometric authentication systems, signi cant
research e orts have been devoted to enhancing the accuracy and security
of face veri cation systems. In this thesis, we propose a novel alignment
algorithm aimed at improving the accuracy of face veri cation models under
varying head poses, facial expressions, and lighting conditions.

Given the growing threat posed by deepfakes, this thesis also evaluates the
quality of deepfakes from multiple perspectives, including head pose and facial
expression, to better understand their characteristics and the capabilities
of modern deepfake generation algorithms. Furthermore, we analyze the
vulnerabilities of current deepfake detectors, with a speci ¢ focus on their
susceptibility to post-processing techniques such as beauti cation Iters, which
can obscure deepfake artifacts. Based on our ndings, we introduce a new
deepfake detection approach that demonstrates robustness against various
image processing techniques, addressing critical challenges in distinguishing
between authentic and manipulated content.

The thesis is organized into eight chapters, with a brief summary of each
provided below:

In Chapter 1 , we introduced the thesis and presented the research
guestions that motivated this work.

In Chapter 2 , we provide a comprehensive literature review on ad-
vancements in face recognition systems and the potential attacks that
can occur during remote authentication. Special emphasis is placed on
deepfake attacks, including their generation, quality assessment, and
detection methods. Additionally, we explore the various stages of the
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Image Signal Processing (ISP) pipeline and position our contributions
in the context of the current state-of-the-art.

In Chapter 3 , We present our proposed face alignment algorithm
designed for preprocessing input images in the context of face veri cation.
our methodology involves estimating the head pose, expression, and
illumination conditions in one image, followed by the reconstruction of
the second image to align with the same head pose, expression, and
illumination conditions while preserving its own unique identity features.
By adopting this approach, our algorithm allows the veri cation process

to concentrate solely on identity evaluation, una ected by variations in
non-essential extraneous and synthesized features.

[P1] S. Husseini and J. -L. Dugelay, Alignface: Enhancing
face veri cation models through adaptive alignment of

pose, expression, and illumination, in 2024 IEEE Interna-
tional Conference on Image Processing (ICIP), IEEE, 2024, pp.
3243 3249.

In Chapter 4 , we introduce our proposed dataset and protocol for
assessing the quality of face-reenactment deepfakes. Using this protocol,
we evaluate various deepfake generation methods with well-established
metrics such as SSIM and LPIPS. Additionally, we conduct a subjective
evaluation to determine whether quantitative results align with qualita-
tive assessments. To gain a comprehensive understanding of deepfake
image quality, we further analyze the performance of these generators
under varying movements and lighting conditions.

[P2] S. Husseini , J. -L. Dugelay, F. Aili, and E. Nars, A
3d-assisted frame-work to evaluate the quality of head

motion replication by reenactment deepfake generators,

in ICASSP 2023-2023 IEEE International Conference on Acoustics,
Speech and Signal Processing (ICASSP), IEEE, 2023, pp. 15.

[P3] S. Husseini and J. -L. Dugelay, Metahumans help to
evaluate deepfake generators, in 2023 IEEE 25th International
Workshop on Multimedia Signal Processing (MMSP), IEEE, 2023,
pp. 16.

[P4] S. Husseini and J.-L. Dugelay, A comprehensive frame-
work for evaluating deepfake generators: Dataset, metrics
performance, and comparative analysis, in Proceedings of
the IEEE/CVF International Conference on Computer Vision,
2023, pp. 372 381.
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A

In Chapter 5 , we present our study analyzing the impact of beauti -
cation lters on three deepfake detectors. Our ndings reveal a notable
drop in video-level AUC performance, demonstrating how social media
beauti cation Iters can either enhance the perceived authenticity of
fake videos or make real videos appear fake based on these detectors.
Additionally, we conducted a user study to assess whether beauti cation
lters pose challenges for human observers in distinguishing between real
and deepfake videos, further highlighting the complexities introduced

by such post-processing techniques.

[P5] A. Libourel, S. Husseini, N. Mirabet-Herranz, and J. -L.
Dugelay, A case study on how beauti cation lters can fool
deepfake detectors, in IWBF 2024, 12th IEEE International
Workshop on Biometrics and Forensics, 2024.

In Chapter 6 , we present our proposed method for deepfake detection in
the context of injection attacks. This approach builds on the evaluation
results and experiments conducted on deepfake generation and detection.
Our method rede nes the boundary between real and fake images by
narrowing the de nition of authentic samples. Speci cally, we advocate
for focusing on a stage closer to the raw radiance captured by the camera
sensor, prior to any transformations introduced by the Image Signal
Processor (ISP).

[P6] S. Husseinil and J. -L. Dugelay, Raw data: A key
component for e ective deepfake detection, in ICASSP
2025 IEEE International Conference on Acoustics, Speech and
Signal Processing (ICASSP), IEEE, 2025, pp. 15.

In Chapter 7 , we present our proposed method which investigates
whether providing uncompressed video access to face anti-spoo ng ser-
vice providers can enhance the detection of injected versus authentic
video streams. Building upon this, we propose bypassing the compres-
sion step and directly capturing uncompressed image data from the
user's device during authentication.

[P7] S. Husseini and J. -L. Dugelay, Towards secure au-
thentication: Detecting replay attacks via compression
artifacts,  Submitted to IWBF, 2025.

Finally, in Chapter 8 we conclude the thesis by summarizing the key ndings
and contributions of this work. We also discuss potential future directions,
including improving alignment algorithms, re ning datasets and protocols
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for deepfake quality assessment, and addressing emerging threats posed by
advancements in deepfake generation techniques. These directions aim to
provide a solid foundation for further research in improving the security and
reliability of face veri cation and deepfake detection systems.



Chapter 2

Literature Review

In this chapter, we describe the background topics relevant to this thesis. We
begin with an overview of face recognition systems, followed by a discussion
on various types of spoo ng attacks targeting facial authentication systems,
with a particular emphasis on deepfake generation, quality assessment, and
detection.

2.1 Face Recognition System

Facial Recognition (FR) technology leverages images or video frames to
identify or verify a person's identity. This technology facilitates two primary
functions: veri cation and identi cation, which are distinguished by their
matching techniques. Veri cation employs a one-to-one matching process to
con rm if the query face, known as the probe, matches a claimed identity.
On the other hand, identi cation employs a one-to-many matching process
to de ne the actual identity of the probe by comparing it against multiple
identities enrolled in the system.

The face recognition process is composed of several steps, categorized
into two phases: the enrollment phase and the recognition phase. During
the enrollment phase, biometric data is captured and securely stored. In
the recognition phase, newly captured biometric data is compared against
the previously stored data to either verify or identify the individual. The
operational steps of FR systems are detailed below and visualized in Figure
2.1:

1. Data capture: A camera sensor captures an image or video of an
individual, referred to as the probe.

2. Face detection: A face detector locates the face within the captured

13
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image.

3. Image preprocessing: The detected face is adjusted typically cropped
and aligned to accommodate variations in head pose, facial expressions,
and lighting conditions, making it suitable for recognition.

4. Feature extraction:  Distinctive facial features are extracted from
the preprocessed image to create a template which is, also known as
a feature embedding or latent space representation. The recent FR
systems commonly employ Convolutional Neural Networks for this task.

5. Template matching: In the veri cation phase, the FR system com-
pares the probe's template to the corresponding target template based
on a prede ned similarity metric and a threshold. For identi cation,
the system compares the probe's template against all stored templates
and selects the best match based on similarity scores.

Face recognition technology has advanced signi cantly in recent years, with
various methods proposed to enhance di erent aspects of the process. Addi-
tionally, numerous feature extraction techniques have been developed. Among
these, State-of-the-Art (SoTA) approaches stand out by focusing on mapping

Figure 2.1: Overview of facial recognition work ow: from registration to the
authorization phase, including veri cation and identi cation.
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facial images to latent space representations that accurately capture an indi-
vidual's identity, e ectively clustering the representations of the same person
together. Challenges arise when face images contain uncertainty, arised from
variations in extraneous elements such as head pose, expression, and illumi-
nation between image pairs, which can obscure crucial identity information,
resulting in learned representations unreliable and error-prone. To enhance
face recognition algorithms and tackle challenges posed by these factors, recent
approaches have adopted a variety of strategies, which generally fall into two
main categories:

Incorporating image quality factors, such as head pose and illumination,
into the loss function during the training of the feature extractor.

Implementing preprocessing techniques before feature extraction to
normalize elements such as head pose, facial expression, and illumination
conditions in image pairs.

In the rst approach, various loss functions, including contrastive loss [26],
triplet loss [27] are investigated, to enhance the discriminative power of the
algorithms under varying image conditions. However, a notable transformation
has taken place more recently, as researchers have shifted their focus towards
optimizing loss functions to reduce the demand for extensive training data.
Central to these innovative methods is the adoption of margin-based softmax
loss functions for training Face Recognition models. The incorporation of a
margin is crucial in these loss functions, as it empowers the learned features to
become more discerning and discriminative. Pioneering contributions to this
eld include SphereFace [3], CosFace [4], and ArcFace [5], each introducing
distinct variations of margin functions. However, these loss functions share a
common limitation: they rely on xed margin values that do not account for
inherent variations, such as di erences in image quality, within the same class.
This limitation has prompted the development of solutions based on adaptive
margin loss. MagFace [28] integrates the quality attributes of a face image
sample such as head pose, sharpness, and illumination directly into the
margin calculation. This approach aims to cluster high-quality samples (e.qg.,
frontal faces) in a compact region around the class centers, while positioning
low-quality samples farther from these centers. This approach helps prevent
the algorithm from overly emphasizing noisy or di cult samples, which could
otherwise compromise its e ectiveness and lead to over tting.

In the second approach the focus have been on optimizing input images
before they are fed into the FR model or subjected to feature extraction.
A crucial preprocessing step in this regard iface normalization , which
addresses various aspects, including illumination, expression, and head pose
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normalization. lllumination normalization seeks to reduce the impact of
lighting conditions on facial appearance, ensuring that the texture and color
of the face remain consistent [1], [2]. On the other hand face frontalization is
aimed at transforming facial images into a frontal view, even in the presence
of potential occlusions. In recent years, deep learning-based solutions [20], [21]
have addressed both face frontalization and neutralization of facial expressions,
leveraging the capabilities of neural networks. Despite showcasing promising
synthesis quality, these methods encounter challenges in preserving face
identity details, especially in scenarios with substantial pose variations.

In Chapter 3 , we present the results from one of the author's publications
[P1], which introduces a normalization algorithm for preprocessing input
images prior to face veri cation. This approach emphasizes achieving consis-
tency in head pose, facial expression, and illumination conditions between
two images. Instead of merely normalizing extraneous elements to prede ned
values, the head pose, illumination, and expression of the rst image are
normalized to match those of the second image.

2.2 Points of Attack in Biometric Remote
Authentication

The integration of biometric authentication, particularly face veri cation
algorithms, into remote authentication systems has gained signi cant popu-
larity due to their user-friendliness and ease of use. However, the growing
adoption of such systems has also made them an appealing target for attackers,
underscoring the importance of implementing robust security measures.

Attacks can occur at various stages of the system's operation, including
biometric registration and authorization processes. Given the similarity be-
tween these phases, especially the incorporation of anti-spoo ng mechanisms,
this analysis primarily focuses on the authorization stage.

Figure 2.2 provides a visual representation of the threat model for a
biometric system integrated with cloud computing, highlighting potential
points of vulnerability within the system.

During the authorization phase, the user's device sensors capture bio-
metric data from the physical environment and transform it into digital
representations. These representations are subsequently processed by data
processing systems, such as machine learning algorithms, which operate within
the application and on the server.

Attacks during the data capture process can occur in either the physical
or digital domain [29], [30]. In the physical domain, a presentation attack
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involves an attacker using physical objects such as printed photos, masks, or
3D models to deceive the sensor and mimic the legitimate user. Conversely,
in the digital domain, attackers bypass the device's embedded hardware
sensor entirely. This type of attack may involve a virtual camera or advanced
manipulation software to inject fabricated or manipulated biometric data
directly into the system.

While these attacks predominantly occur on the client side, vulnerabilities
also exist on the application or server side. For instance, biometric data stored
in the database can be overridden or modi ed, potentially compromising
the system's integrity. Additionally, processors such as anti-spoo ng method
or face veri cation algorithms can be overridden or have their e ectiveness
undermined, leaving the system susceptible to exploitation.

In this thesis, we assume that both the application running on the user's
device and the server managing the data are securely protected through
established security engineering practices. With a focus on authentication
services and the escalating threat posed by deepfakes, this work speci cally
addresses deepfake digital injection attacks.

To build a comprehensive understanding of deepfakes, the subsequent
subsections provide an overview of the deepfake generation process, quality
assessment methods, and delve into deepfake attacks alongside detection
techniques.

Figure 2.2: Possible attacks on biometric systems (best viewed in color). Image
adapted from [30].
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2.3 Deep Generative Models

Arti cial Intelligence Generated Content (AIGC) has drawn signi cant atten-
tion in both academic and industrial domains in recent years, particularly
with the notable advancements in deepfake technology within the generative
domain. Generative models possess an extraordinary ability to create highly
realistic images, videos, and other forms of visual media, continuously pushing
the boundaries of synthetic content creation and rede ning what is achievable
in this eld.

Unlike discriminative models such as Convolutional Neural Networks, logis-
tic regression, or Support Vector Machines (SVMs), which focus on classifying
data by learning to identify decision boundaries between di erent classes,
generative models are designed to learn the underlying distribution of the
data itself. By modeling this distribution, generative models can create new
data points that closely resemble the original dataset, e ectively synthesiz-
ing realistic samples that capture the same patterns and characteristics as
the training data. Among the various approaches to generative modeling,
three major techniques stand out: Generative Adversarial Networks (GANS),
Variational Autoencoders (VAES), and Denoising Di usion Models.

Generative Adversarial Networks introduced by Goodfellow et al. in 2014,
which have rapidly become one of the most in uential and widely adopted
generative models in computer vision [31]. GANs operate based on a dual-
network architecture that pits two neural networks against each other in a
zero-sum game. The generator network's goal is to produce synthetic images
that are indistinguishable from real ones, while the discriminator network
attempts to correctly di erentiate between real and fake images.

This adversarial training process drives both networks to improve continu-
ously. As the generator learns to create more realistic images, the discriminator
becomes more adept at identifying subtle imperfections. This iterative re ne-
ment enables GANs to generate highly detailed and realistic images, making
them the go-to choice for tasks such as image synthesis, style transfer, and
super-resolution.

Variational Autoencoders (VAES), introduced by Kingma and Welling in
2013, o er a di erent approach to generative modeling. VAEs are designed to
learn a probabilistic latent space representation of the data, which can then
be used to generate new samples [32]. The architecture of a VAE consists
of two primary components: an encoder and a decoder. The encoder maps
input data, such as images, into a lower-dimensional latent space, while the
decoder reconstructs the data from this latent representation.

A key feature of VAEs is their ability to generate new, coherent data by
sampling from the latent space. Unlike GANs, which focus on adversarial
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training, VAEs optimize a variational lower bound, balancing the trade-o
between reconstruction accuracy and the smoothness of the latent space.
This makes VAEs particularly well-suited for tasks where interpretability and
smooth transitions in the latent space are important, such as in anomaly
detection, data compression, and generation of variations on a theme.

While VAEs may not always produce images as sharp and realistic as those
generated by GANs, they excel in providing a continuous and interpretable
latent space. This makes them ideal for applications that require a clear
understanding of the underlying data distribution and the ability to generate
diverse outputs.

Denoising Di usion Models represent a newer and increasingly popular
class of generative models that have shown exceptional promise in recent
years [33]. Unlike GANs and VAESs, di usion models are based on a stochastic
process that involves gradually adding noise to data and then learning to
reverse this process to recover the original data. This iterative denoising pro-
cess allows the model to capture complex, high-dimensional data distributions
e ectively.

In practice, di usion models start with a simple, known distribution such
as gaussian noise and progressively re ne it into a realistic image or data
point through a series of denoising steps. This approach di ers from the direct
adversarial training of GANs or the latent space optimization of VAES. The
gradual re nement process allows di usion models to produce images with
high delity, capturing ne details and textures that are often challenging for
other models.

Recent advancements [9], [34] have demonstrated the impressive capabili-
ties of di usion models in generating not only images but also audio, videos,
and 3D objects that closely resemble real-world data. One signi cant bene t
of di usion models is their ability to handle missing data. Because they model
the entire data generation process as a sequence of small, reversible steps,
they can easily be adapted to tasks like inpainting or data completion, where
parts of the data are missing or corrupted.

2.4 Face Manipulation in the Era of Deepfakes

Deepfake technology, has demonstrated extraordinary capabilities in produc-
ing highly realistic and convincing facial media content, transitioning from
traditional graphics-based methods to sophisticated deep learning approaches
by initially employing advanced techniques such as variational autoencoders
[35], generative adversarial networks [8] and di usion models [33]. Figure 2.3
illustrates the range of deepfake generation methods; each can be understood
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Figure 2.3: Various deepfake generation methods ¢ manipulate the input image
lrgp based on conditions like audio, video frames, or text. Typically, detection
models process ISP-transformed images. The ISP process starts with light focused
on the CFA sensor, producing raw pixel values raw , Which undergo stages |sp
such as white balance and noise removal to yield the nal RGB output.

as a controlled content creation problem, where an RGB imadgy, is manip-
ulated based on speci c conditional informationC = {Image, Audio, Text,
...} . The generation process can be mathematically formulated as follows:

where ¢ represents the speci ¢ generative network,, = fIPgb; Irlgb; il r’?‘_],b 9

denotes the sequence of generated contents addis the total number of
frames. This technology is broadly categorized into four main research areas:

Face Swapping: Swaps the identity information of a facel 4, with
that of a source faceC = I, preserving ID-irrelevant attributes such
as skin color and expressions.

" Face-Reenactment: Alters the facial movements of an image,y,
without changing its identity or other attributes, in uenced by external
factors such as driving image or video.
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Talking Face Generation:  Generates a video sequence where the
character inl g, engages in conversation driven by external modalities
such as text, audio, or video. This involves synchronizing lip movements
and facial expressions to match the conversational content.

" Facial Attribute Editing: Modi es speci ¢ semantic attributes of
the facel,gp, such as age, gender, or expressions, based on individual
preferences.

Among the various deepfake techniques, face reenactment and face swapping
have gained signi cant popularity. These methods pose a particularly high
risk to authentication services, making them a focal point of this thesis.
Accordingly, our work places greater emphasis on analyzing and addressing
these two techniques.

2.4.1 Overview of Face-Swapping Methods

Face-swapping algorithms can be broadly categorized into traditional graphics-
based methods and more recent approaches leveraging GANs and di usion
models.

Traditional face-swapping methods primarily relied on region-based feature
matching or the construction of a 3D prior model for facial parameterization
[36]. The region-based approach focuses on identifying and aligning speci c
facial features, such as the eyes, nose, and mouth, within Regions Of Interest
(ROIs) in both source and target images. Once aligned, techniques such as
boundary blending and lighting adjustments are applied to create a seamless
transition between the swapped regions. For example, Sunkavalli et al. [37]
introduced lighting adjustments to enhance the realism of blended regions,
while Bitouk et al. [38] developed an automated face replacement system
that relied on a comprehensive face database to nd suitable substitutes
with matching poses and lighting conditions. On the other hand, the 3D
prior model approach leveraged 3D Morphable Models (3DMM) to provide
more robust and dynamic face-swapping capabilities. By constructing a
3D facial parameter model using a database of facial images, this method
enabled the matching of the source image's parameters to the model and
allowed for modi cations that generated realistic face swaps. This approach
outperformed in scenarios requiring adaptations to pose and lighting variations,
as demonstrated by works such as those by Blanz [39] and Dale et al. [40].
While more adaptable, these methods were computationally intensive and
less e ective in handling extreme occlusions or lighting conditions.

With advancements in CNN models, the generation of face-swapping videos
saw signi cant improvements [41], [42]. The advent of GAN-based methods
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marked a major breakthrough in face-swapping technology. Early GAN
approaches enhanced traditional algorithms by improving alignment, adapting
to head pose variations, and addressing lighting inconsistencies between source
and target images [43], [44]. However, these methods often required training
for each identity, limiting their ability to generalize across diverse identities.
To address this, researchers combined GANs with variational autoencoders
(VAES), signi cantly enhancing model generalizability [45], [46]. More recent
GAN-based advancements have further re ned face-swapping by incorporating
techniques such as facial masking artifacts [47] and methods to decouple
identity and attribute information [48], [49].

More recently, di usion-based models have emerged as powerful tools for
creating highly realistic face-swapping deepfakes. Zhao et al. [50] rede ned
the face-swapping process as a conditional inpainting task, reconstructing
altered or missing facial regions based on prede ned conditions. Similarly, Liu
et al. [51] proposed a multi-modal face generation framework that integrates
balanced identity and expression encoders within a conditional di usion model.
This approach achieves a harmonious balance between identity replacement
and attribute preservation, producing exceptionally realistic outputs.

2.4.2 Overview of Face-reenactment Methods

Traditionally, facial reenactment or animation was achieved by tting a 3D
Morphable Model (3DMM) and modifying its estimated parameters. Early
methods utilizing 3DMM incorporated high-detail features in animated frames
either through detailed 3D scans or by learning 3DMM parameters directly
from RGB images. However, these approaches involved additional steps to
accurately transfer ner details, which made the process more complex and
resource-intensive [52].

With advancements in deep learning, particularly in GANs, new methods
emerged for generating facial animations. The literature is rich with both
supervised and self-/unsupervised approaches. Supervised approaches aim to
control facial animations by modeling factors of variation such as lighting,
pose, and expression by conditioning the generated images on known ground-
truth information, such as head pose, expressions, or landmarks [53], [54].
However, these methods require annotated datasets with detailed pose or
expression information, which can be expensive to obtain or rely on subjective
judgment (e.g., labeling expressions).

To address these challenges, self-supervised and unsupervised approaches
have been developed to automatically learn factors of variation, such as
optical ow and pose, without relying on labeled data. These methods often
maximize mutual information or train networks to predict video frames [55].
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A notable example is X2Face [56], which utilizes a two-stage training
process. In the rst stage, self-supervised learning is employed. Given
multiple frames from a video, one frame is designated as the source frame,
while the remaining frames serve as driving frames to control the source.
During this stage, the model learns a bilinear sampler that encodes the
pixel-wise ow ( X; y ) and maps pixels from the source frame to the driving
frame. In the second stage, a convolutional neural network pre-trained for
face identi cation is incorporated to impose additional constraints based on
the identity of the faces in the source and driving frames. This ne-tuning
step helps the model better preserve the identity of the source face while
adapting to the pose and expression of the driving frames.

Furthermore, Soumya et al. [57] proposed an interpretable and controllable
face reenactment network, ICface. Similar to X2Face, their model employs a
two-stage training process based on self-supervised learning. In the rst stage,
facial attributes such as emotion and pose are extracted from the driving
image in terms of Action Units (AUs). In the second stage, these extracted
attributes are transferred to the frontalized source image using a conditional
generative model, speci cally CycleGAN. This approach enables the synthesis
of a source image with the pose and expression of the driving image while
maintaining the identity of the source.

Siarohin et al. [58] proposed a self-supervised approach where sparse key-
points are extracted in an unsupervised manner. These keypoints, combined
with local a ne transformations, are used to generate dense motion vectors
and an occlusion map. The source image, along with the dense motion vectors
and occlusion map, is then utilized to render the target image, enabling
realistic animation of the source image based on the motion of the driving
image.

To enhance emotion transfer, micro-expression accuracy, and background
quality, Hong et al. [59] introduced the Depth-Aware Generative Adversarial
Network (DaGAN). This approach leverages self-supervised learning to recover
dense 3D facial geometry through pixel-wise face depth maps, eliminating the
need for expensive 3D annotations. DaGAN integrates depth information into
the generation process using two innovative mechanisms. First, it combines
geometric features from depth maps with appearance features from RGB
images to predict more accurate facial keypoints, e ectively capturing critical
head movements. Second, it employs a 3D-aware cross-modal attention
mechanism to seamlessly fuse depth and RGB information, allowing the
model to capture subtle expression-related micro-movements and generate
ner facial details.

Keypoint information plays a vital role in transferring motion from driving
videos to still images. However, such methods often struggle when there are
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signi cant appearance variations between the source image and the driving
video. To overcome this challenge, Wang et al. [60] introduced the Latent
Image Animator (LIA), a self-supervised autoencoder that transfers motion

from driving videos to source images by leveraging linear transformations
within the latent space.

LIA achieves animation by linearly navigating the source latent code
along a learned trajectory to reach the target latent code, which encodes
the high-level transformations needed for animating the source image. To
enhance this process, the authors propose a Linear Motion Decomposition
(LMD) approach, which represents the latent path as a linear combination of
learned motion directions and their respective magnitudes. Importantly, these
directions are constrained to form an orthogonal basis, where each vector
corresponds to a fundamental visual transformation. By encapsulating the
entire motion space within this learned basis, LIA eliminates the reliance
on explicit structural representations, thereby streamlining the animation
process.

2.5 Evaluation Techniques for Face Manipu-
lation Methods

In this section, we review algorithms and metrics for assessing the quality of
deepfake-generated frames. Sections 2.5.1 and 2.5.2 outline di erent evaluation
approaches used in current methods.

2.5.1 Evaluation Techniques for Face-Swapping Meth-
ods

Identity preservation is considered a key metric in the evaluation of face-
swapping methods, ensuring that the identity of the source subject is main-
tained in the generated face. This is typically achieved by pretrained face
recognition models, which compute similarity using metrics such as cosine
similarity or euclidean distance. In addition to identity preservation, expres-
sion and pose errors are critical for assessing the quality of face-swapping
methods. These metrics measure how accurately the generated face replicates
the target subject's facial expression and head pose. Expression and pose
accuracy are commonly evaluated using pose estimators [61] or 3D facial
models [62], which extract expression and pose vectors.

Natsume et al. [45] utilized OpenFace [63] to evaluate identity preservation
by calculating the squared euclidean distance between feature vectors of the
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input and face-swapped images. Nirkin et al. [64] employed dlib [65] to extract
identity embeddings and compare the face-swapping result of each frame to
its nearest neighbor in pose from the source subject's face views, ensuring
identity consistency across frames. Pose error was computed as the euclidean
distance between the Euler angles of the generated and target images, while
expression error was measured as the pixel-wise euclidean distance between
corresponding 2D landmarks.

Visual quality is another important aspect of face-swapping evaluation.
The Structural Similarity Index (SSIM) has been used in several studies,
including [64], to assess the visual similarity between images. However, SSIM
evaluations can be limited by misalignment between corresponding pixels in
the compared images. The Fréchet Inception Distance (FID) [66] is another
widely used metric to assess the overall quality of generated images. FID
measures the similarity between the distributions of real and generated images
in feature space, with lower FID scores indicating higher visual delity and
closer resemblance to real data. The aforementioned metrics are discussed in
greater detail in Subsection 4.4.

2.5.2 Evaluation Techniques for Face Manipulation
Methods

Evaluation techniques for face-reenactment can be classi ed into three cate-
gories: self-reenactment evaluation, cross-reenactment evaluation, and subjec-
tive test evaluation. The self-reenactment evaluation protocol, as depicted in
Figure 2.4a, involves selecting a single frame from a video as the source image
and using the remaining frames from the same video sequence to animate it.
Since the source and driver identities originate from the same video sequence,
the driver frames serve as a reliable ground-truth reference for comparing the
generated images. This ensures a consistent and controlled evaluation of the
reenactment process.

To assess the quality of the generated images in self-reenactment studies,
image quality metrics such as SSIM and Peak Signal-to-Noise Ratio (PSNR)
[67] are commonly employed [56], [58], [60], [68], [69]. These metrics rely on
ground-truth data and provide objective measures of image similarity and
delity. Additionally, the self-reenactment technique enables the measurement
of facial keypoint error such as Average Keypoint Distance (AKD) and Missing
Keypoint Rate (MKR) which o ers further insights into the accuracy of the
reenactment process [60], [68]. To quantitatively evaluate the quality of
generated frames, Siarohin et al. [68] utilizes self-reenactment to measure
the L1 error, AKD, and Average Euclidean Distance (AED) between the
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(@) (b) (©)

Figure 2.4: Face-reenactment evaluation protocols: self-reenactment (a), cross-
reenactment (b), and our proposed evaluation protocol (c). In this illustration, X
and Y represent identities, while S, D, T, and GT correspond to source, driving,
target, and ground-truth, respectively. Additionally, m; and m, indicate the
movement of the source and driving, respectively

generated frames and the ground-truth frames. Similarly, Gao et al. [70]
reports the L1, SSIM, PSNR, FID and AKD error between the generated

frames and the corresponding ground-truth frames for the self-reenactment
scenario. Wang et al. [60] and Yang et al. [71] utilized the LPIPS to compute

the similarity score between generated and ground-truth frames.

To quantitatively evaluate the generated frames in cross-reenactment
scenarios and address the absence of ground-truth data, researchers employ
a set of metrics that do not rely on explicit ground-truth comparisons. For
the evaluation, researchers commonly utilize a cross-reenactment protocol,
as illustrated in Figure 2.4b. In the existing cross-reenactment protocol, a
prevalent method involves utilizing a pretrained network to extract identity
features from the source and reenacted images [60], [68]. Alternatively,
geometric features can be extracted from the driving and reenacted images
[72], [73]. These extracted embeddings capture essential characteristics of the
face, such as appearance and face pose. The quality of the generated frames
can be assessed by computing the distance or dissimilarity between these
embeddings. For instance recent face-reenactment methods [70], [74] [76]
evaluate the identity preservation by computing Cosine Similarity (CSIM)
of embedding vectors between the generated frame and the source face [5].
Furthermore, Ha et al. [74] leverage pretrained networks to estimate the head
pose angles and Facial Action Units (FAU) of generated image and compare
these estimates with the corresponding driver's head pose and action units,
providing insights into the accuracy of the reenactment process.

Subjective test form the third category of evaluation techniques for cross-
reenactment. In these evaluations, human observers play a crucial role by
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providing judgments on various aspects such as the visual quality, realism,
and coherence of the generated cross-reenactment frames. For instance,
Siarohin et al. [68] and Wang et al. [60] conducted a user study in which
participants were presented with a source image, a driving video, and the
corresponding results of their method and a competitive method. Participants
were asked to select the most realistic image animation. Despite the signi cant
advancements in cross-reenactment evaluation, there is still a need for an
automated protocol that can compute errors for metrics relying on explicit
ground-truth data. The establishment of such a protocol would contribute
to a comprehensive and robust evaluation of cross-reenactment methods,
enabling a deeper understanding of their performance and fostering further
advancements in the eld.

In Chapter 4 , we present the evaluation technique illustrated in Figure
2.4c, designed to assess image quality for face-reenactment methods. This
chapter outlines the proposed evaluation protocol and discusses the results
from the three author's publications[P2] [P4] .

2.6 Deepfake Attacks and Countermeasures

Deepfake attacks can occur in various forms, with one of the most common
being the media content attack. In this type of attack, the attacker obtains

an image of the victim, often sourced from social media platforms, and uses
it to create a deepfake video. These attacks typically happen o ine and pose
signi cant risks to the victim. For instance, the victim may be depicted in

a compromising situation or made to say things he/she have never actually
said. Such attacks can result in severe consequences, including damage to
reputation and personal harm.

Another form of deepfake attack is the real-time deepfake attack, where
the attacker targets an authentication system in real time. This can take the
form of a presentation attack or an injection attack.

In a presentation attack scenario, the deepfake video is usually generated
on a separate device, such as a laptop, and then presented to the authentication
sensor. This allows the attacker to deceive the system by showcasing arti cial
biometric traits, e ectively simulating the victim's appearance. Injection
attacks take this a step further by streaming the manipulated videos directly
to authentication systems using virtual camera software (e.g., OBS), bypassing
the need for physical camera sensors entirely.
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2.6.1 Deepfake Detection

To address the challenges posed by deepfakes, several deepfake databases have
been developed [77] [79], 0 ering extensive datasets that feature a diverse
range of individuals with varying facial attributes and expressions.

Researchers have approached deepfake detection from multiple perspectives
to enhance detection methods. Some techniques focus on the image level,
aiming to identify fake images by recognizing spatial artifacts within individual
frames [13], [14], while others focus on the video level, leveraging temporal
information by analyzing multiple frames to detect deepfake videos [80], [81].
Furthermore, certain detection methods utilize frequency information, which
proves particularly e ective on highly compressed videos. The LRL [82] and
FRDM [15] combine representations from both RGB and frequency domains
to learn inconsistencies in the video frames.

Another direction in deepfake detection involves the use of training data
synthesis, generating synthetic data that includes common deepfake artifacts.
These techniques do not rely on existing fake data but generate their own.
For instance, DSPFWA [83] focuses on identifying artifacts that arise during
face warping, where a source face undergoes transformations such as scaling,
rotation, and shearing to match the pose of target face it aims to replace. These
transformations create artifacts and resolution inconsistencies between the
warped face area and the surrounding context. During training, the algorithm
generates synthetic data containing these a ne face warping artifacts to
improve detection accuracy. Similarly, Face X-ray [84] generates synthetic
fake samples, called B, by blending two images from di erent videos and
attempts to detect deepfakes by segmenting the blending boundaries between
the source and target images. SBI [85] follows a comparable approach but
blends faces from the same frame to produce higher-quality images, making
them more challenging for deepfake detectors to identify.

Several deepfake detectors focus on image patches rather than the entire
image. PCL [16] detects deepfakes by assessing consistencies between patches
of input images. The model is trained with an Inconsistency Image Generator
(I12G), akin to Bl [84]. CADDM [14] identi es that the stumbling block
of deepfake detectors' generalization ability lies in the mistakenly learned
identity representation in images. Therefore, they propose a model containing
an anchor-based detector which detects deepfake artifacts in local areas.
Other notable directions for deepfake detection involves focusing on speci c
representations such as head pose [86], eye blinking [87], mouth movements
[88], and heart rate estimation [89]. While many current methods perform well
in detecting known manipulations, certain studies [14], [85] have identi ed
limitations in their ability to generalize to fake faces forged by unknown
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manipulations.

To assess the good generalization of the deepfake detectors to di erent
image processing algorithms, studies have been conducted in real-case scenar-
ios, i.e. detecting deepfake uploaded online with video compression [42], [90],
[91]. The higher the compression rate, the lower they can correctly classify.
Indeed, the e ect of compression can be seen in the classi cation Area Under
the Curve (AUC) of the deepfake detectors with the low-quality videos of
FaceForensics++ [92] [94].

2.6.2 The Image Signal Processing (ISP) Pipeline and
Its Impact on Deepfake Detection

Current detection models often struggle to di erentiate between real and
fake images because the existing de nition of real images includes both raw
content captured by camera sensors and content processed through various
stages of image and video enhancement, including both linear and nonlinear
adjustments. As a result, images are considered real even after undergoing
multiple processing operations such as denoising, compression, deblurring,
and white balance adjustments. These ISP processing steps are designed
to produce aesthetically pleasing images for human viewers, but they pose
signi cant challenges for deepfake detection. The issue arises from the fact
that each device employs a unique ISP pipeline with distinct enhancement
blocks, which obscure subtle cues that are crucial for detecting deepfakes.
This variability forces detection models to adapt to unseen ISP con gurations,
making it more di cult to accurately identify real images.

Modern digital cameras aim to capture and render images that are both
visually pleasing and accurate to human perception. However, the raw
sensor data initially captured by these cameras does not resemble a nished
photograph. To convert this noisy, linear intensity data into a polished
image, an in-camera image ISP pipeline is employed. This pipeline transforms
the sensor's raw image into the standard RGB (sRGB) format, producing
perceptually pleasant RGB images suitable for the human visual system
[95]. The ISP methods can generally be categorized into two main types:
model-based and learning-based approaches. Model-based methods rely on
conventional blocks and learning-based methods directly acquire raw-to-RGB
conversion from paired RGB and raw images via end-to-end training [96] [98].

The common blocks of a model-based ISP pipeline include demosaicing,
denoising, White Balance(WB), and Lens Shading Correction (LSC). The de-
mosaicing is used to convert a single-channel raw image into a full-color RGB
image by interpolating the raw Color Filter Array (CFA) patterned image [99].
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Denoising aims to eliminate acquisition noise from images while maintaining
their details to enhance quality. This is achieved through techniques such as
spatial ltering, frequency domain Itering, and wavelet-based methods [100],
[101]. Furthermore, white balance removes undesirable color casts caused by
environmental lighting, allowing objects to be perceived as the same color re-
gardless of the scene's lighting. WB involves estimating the scene's illuminant
color using an algorithm and then correcting the captured image based on this
estimation [102], [103]. In addition to accurate color reconstruction, ensuring
uniform light distribution is essential for high-quality image processing. Lens
shading correction addresses the radial decrease in light intensity towards the
edges caused by sensor optics, resulting in a vignetting e ect. LSC adjusts for
this uneven light distribution using a pre-calibrated mask to ensure uniform
light response across the sensor [104], [105].

While model-based ISP methods generally provide superior interpretability
and control, they often require manual parameter adjustments and depend
on camera metadata, such as color correction matrices. On the other hand,
learning-based methods eliminate the necessity for such metadata but require
signi cant amounts of data. Despite this requirement, they generally achieve
superior reconstruction accuracy compared to model-based approaches [106].

Inverse ISP

A sensor raw image captured by a digital camera retains all the information
captured by the sensor. The relationship between ambient light, pixel intensity,
and noise distribution in the raw domain is typically much simpler compared
to that in the RGB domain [107]. Hence, leveraging raw images directly
for subsequent tasks can potentially yield superior performance compared
to methods based on RGB images, across both low-level and high-level
computer vision tasks. Recent research indicates that raw image-based
approaches for tasks such as image recognition [107], [108] and denoising [109]
have demonstrated higher performance levels than their RGB image-based
counterparts. The use of raw images is expected to improve performance
especially in di cult scenes such as extremely dark or blurry scenes that should
be covered in practical application. However, the scarcity of annotated raw
data has been a barrier to machine learning-based approaches. Consequently,
several reversed ISP methods that convert existing large-scale RGB datasets
into pseudo raw datasets have been studied [104], [106], [109], [110].
Inverse ISP methods based on deep learning can be categorized into
end-to-end methods and hybrid methods. Hybrid methods o er greater
interpretability for intermediate representations and enable better control
over the ISP layout. MBISPLD [104] employs a hybrid approach that combines
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classical reversible ISP blocks with shallow CNNs to transform RGB images
into raw images, In this framework, each ISP block possesses learnable
parameters that are optimized using RGB and raw image pairs. On the
contrary, CyclelSP [109] and InvISP [98] perform RGB-to-raw (forward) and
raw-to-RGB (reverse) mapping in an end-to-end fashion. CyclelSP adopts
cycle consistency to learn both the forward reverse directions of the ISP
using two di erent networks. These networks are jointly ne-tuned to ensure
cycle consistency. On the other hand, InvISP learns a reversible ISP using
normalizing ow techniques, such as those introduced in Glow [111], to
generate an invertible RGB image from the original raw image. Further more,
MiAlgo [110] introduces an end-to-end encoder-decoder network. During
training, it gets a full-resolution RGB image as input and leverages its
corresponding paired raw image to optimize the network. The network adopts
a UNet-like structure, comprising multiple sampling blocks and residual
groups, to extract deep features and reconstruct the raw image data.

In Chapters 5 and 6, we present the results from two of the author's
publications focused on deepfake detection. The rst publicatior[P5], inves-
tigates the impact of image processing techniques, particularly beauti cation
Iters, on the performance of deepfake detection. The second publication,
[P6], introduces a novel pipeline that utilizes raw domain data as input to
enhance deepfake detection. In light of the scarcity of large-scale datasets for
training on raw images, the MiAlgo framework is employed to preprocess the
input images by converting them into a raw image format, a crucial step prior
to performing deepfake detection. By focusing on raw data, this approach
seeks to constrain the distribution of real images, making it easier for the
model to learn distinctive features and generalize e ectively to authentic
images.

2.7 Digital Replay Attack Detection

Digital replay attacks involve injecting a genuine video stream of the victim
into a facial recognition system, often using webcam simulation tools like
OBS Studio on computers. On mobile devices, more sophisticated software
solutions are required to achieve similar results [7], [112]. Detecting these
attacks is challenging, as the biometric data used is authentic and lacks
detectable anomalies. As a result, defense strategies against digital replay
attacks remain underexplored, with limited research addressing this issue
within the biometric community.

Some studies have proposed methods to counter digital replay attacks
by leveraging external signals to verify the presence of a live user in front
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of the camera. The authors of [113] and [114] suggest using a smartphone
screen to emit randomly ashing colors onto the user's face. These ashes
serve as a dynamic watermark within the video sequence, as the light is
re ected o the user's face and captured by the camera. By analyzing the
re ected light colors, these methods aim to distinguish between a live face and
a replayed video or image. Similarly, [115] and [116] propose utilizing speci c
light patterns as an authentication mechanism for the captured content.
However, the e ectiveness of these approaches is limited due to their reliance
on external signals, which are often too weak to detect, especially under
strong ambient lighting conditions or on individuals with low skin re ectance.
These constraints highlight the need for more robust and practical solutions
to combat digital replay attacks.

2.8 Compression Detection for Video Foren-
sics: E ectiveness in Replay Attacks and
Deepfake Detection

A signi cant area of research in digital video forensics involves the detection
and analysis of compression artifacts, which provide valuable insights into
the editing history of videos. These artifacts are typically examined through
spatial statistics within individual frames and temporal statistics embedded

in the Group of Pictures (GOP) structure. The GOP de nes the types and
sequence of frames in a video, establishing the foundation for compression
analysis.

Video manipulation often entails decompression, editing, and recompres-
sion, making the detection of double compression artifacts particularly impor-
tant. These artifacts serve as crucial evidence for identifying the sequence of
edits and determining whether a video has been tampered with. Techniques
such as the analysis of quantization artifacts or blockiness patterns have been
developed to detect traces of recompression in both images and videos. For
example, the authors of [117] propose a SVM-based classi er to determine
the number of compression steps applied to a video sequence. Their method
relies on Benford's law, analyzing the statistics of the most signi cant digit
in quantized transform coe cients. Similarly, Jiang et al.[118] apply Markov
statistics to identify double quantization artifacts in MPEG-4 videos. Other
studies, such as[119] and [120], focus on periodicity analysis and the GOP
structure to detect double compression in videos.

Despite the signi cant body of research on detecting double or multi-
ple compressions, most existing methods are limited to identifying double-
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compressed videos for speci ¢ codecs or compression parameters. Both replay
and deepfake injection attacks remain unresolved challenges. The ideal so-
lution to this challenge is to cryptographically sign biometric data at the
hardware level, enabling hardware manufacturers to verify the authentic-
ity of the captured content. However, implementing this approach requires
seamless collaboration among hardware manufacturers, operating system
developers, software providers, and face anti-spoo ng service providers, a
level of coordination that has not yet been achieved.

In Chapter 7 , we present the results from the author's publication focused
on digital replay attack detection. The publication,[P7], investigates whether
providing uncompressed video access to face anti-spoo ng service providers
can enhance the detection of injected versus authentic video streams. Building
upon this, we propose bypassing the compression step and directly capturing
uncompressed image data from the user's device during authentication.



Chapter 3

Enhancing Face Veri cation
Algorithm

This chapter presents the challenges a face veri cation system may encounter
during authentication and introduces a novel face normalization algorithm
designed for preprocessing in face veri cation. The proposed method adap-
tively aligns head pose, expression, and illumination, resulting in signi cant
performance improvements.

Section 3.1 provides an overview of the current state-of-the-art face veri -
cation methods and outlines our motivation. Section 3.2 details the proposed
approach, while Section 3.3 presents the experimental evaluation and results.
Finally, Section 3.4 summarizes the key contributions of this chapter.

3.1 Introduction

Face Veri cation (FV) has gained signi cant attention due to its great poten-
tial value in practical applications such as access control and video surveillance.
Recent progress in face veri cation heavily depends on the utilization of deep
convolutional neural networks, consistently showcasing notable accuracy that
frequently exceeds human-level performance. In face veri cation models,
where two images are used as input, e ectiveness is indeed in uenced by
several factors, including scene illumination during image capture, camera
parameters, image quality, alterations in facial expressions, and changes in
the head pose of the subjects. Hence, it is crucial to direct the model's focus
exclusively towards distinctive features crucial for individual recognition while
neglecting extraneous elements. For this purpose, diverse strategies have been
investigated, falling into two primary categories: incorporating image quality-
related factors, such as head pose and illumination, into the loss function

34
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Figure 3.1: Overview of Face Normalization by AlignFace: For each image,
3DMM coe cients, including identity (), expression ( ), texture ( ), illumination

( ), and head pose p) are extracted using the R-Net model. The imagexy is
then normalized to produce Xy, aligning its expression, head pose, and lighting
conditions with those of x,. During normalization processxy's identity and texture
coe cients are iteratively updated ( n iterations) while keeping the parameters of
the FR and R-Net models frozen. Although images generated asp closely follow
the distribution of real images, discrepancies might exist between the distributions
of generatedxp and real facesx,. To ensure accuracy at the face veri cation phase,
the FR model used for extracting face embeddings fox is ne-tuned, denoted as
FR . X5 and xyp represent di erent identities.

[28]. The other approach focuses on the implementation of preprocessing
techniques to normalize elements such as head pose and expression [20], and
to address variations in illumination [1].

Recent advancements, focusing on enhancing performance through im-
proved loss functions, often involve the incorporation of margin-based loss
functions [121], with the primary objective of minimizing intra-class variation
and maximizing inter-class distinction. A widely adopted margin-based loss
function is ArcFace [5], which introduces an angular margin term into the
standard softmax classi cation loss, signi cantly enhancing class separability.
Nevertheless, recent investigations have pointed out that ArcFace exhibits
a degree of quality-agnostic behavior, leading to instability in within-class
distributions [28]. To address these challenges and improve performance,
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AdaFace [121] integrates image quality information into the loss function.

In parallel, another crucial technique for improving face veri cation is
face normalization. This involves synthesizing and transforming a face with
arbitrary pose, illumination, and expression into a desired pose, balanced
illumination, and neutral expression to enhance recognition. Through the
normalization of images to a shared representation, the model is enabled
to concentrate its discriminative capacity on the intrinsic characteristics of
individuals, thereby fostering more reliable and accurate face veri cation
outcomes.

Normalization of face pose is widely adopted in the eld, typically with the
desired pose speci ed as frontal [122]. In [21], a combination of a 3D morphable
model and a generative adversarial network is employed to generate frontal
face images from input pro le images. Likewise, in [20], face frontalization is
accomplished entirely through a generative adversarial network. The DVN
[123] utilizes two layers of dual-view generators to normalize a face in dual
views - one in frontal view and the other in a yaw 45side view. MVN [122]
is designed to learn the transformation from an input set to seven output
sets, encompassing seven face poses frdnto090° in yaw with a 15° interval,
utilizing seven generators. However, transferring faces to speci ¢ head poses
is not always advisable due to several reasons:

A

Training Data Distribution: The majority of the training data may
not be centered within the frontal pose range and could be distributed
across various angles. As illustrated in the DVN [123] framework, the
face encoder exhibits greater expertise with faces within a 4Bnge,
re ecting the predominant distribution of training data in their database.
Therefore, to ensure e ective of face veri cation in diverse scenarios, it
is essential not to exclusively rely on normalization at speci ¢ poses, as
optimal results may vary.

Photo-Realism and Texture Loss: Generated frontalized (or at any
other speci ¢ degree) face images from GANs may lack photo-realism and
exhibit artifacts and texture loss, especially in occluded regions. Coun-
terfeiting features in synthetic generated images may degrade recognition
performance. For example, if a particular facial feature, such as a birth-
mark or mole, is obscured in the original image and remains ungenerated
by the GAN model during frontalization, while being visible in the second
image, the face veri cation model may incorrectly categorize these two
images as representing di erent identities.

The reasons mentioned above could also be applicable to the normalization
of illumination, expression, and other extraneous elements.
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In this thesis, we introduce an innovative normalization algorithm designed
for preprocessing input images in the context of face veri cation. Diverging
from conventional methods, our approach places a distinctive emphasis on
achieving consistency in head pose, expression, and illumination conditions
between two images, avoiding an exclusive focus on the normalization of
extraneous elements at speci ¢ values. Speci cally, our methodology involves
estimating the head pose, expression, and illumination conditions in one
image, followed by the reconstruction of the second image to align with the
same head pose, expression, and illumination conditions while preserving its
own unique identity features. This ensures the constancy of real features in
one of the images, providing a more authentic representation of the facial
distribution. By adopting this approach, our algorithm allows the veri cation
process to concentrate solely on identity evaluation, una ected by variations
in non-essential extraneous and synthesized features. This re ned focus
contributes to a more accurate and reliable assessment of facial identity in
face veri cation scenarios.

3.2 Methodology

In face veri cation, a pair of imagesf x,;Xpg X is examined using a face
recognition model denoted a$(x) : X ! RY. This model extracts feature
embeddings from the faces in the images, placing them in tiR¢ space. The
similarity between a pair of images can be commonly calculated using the
cosine similarity formula:

f(Xa) f(Xp)
kf (xa)k KF (xp)k

J(f (Xa); (b)) = (3.1)

whereh; i represents the inner product of the vectors. The functiod denotes
the cosine similarity between the feature embeddings ®f and x;,, with values
ranging from O to 1. The prediction for face veri cation is formulated as:

8
<1 if I(f (Xa); f (X))

C(Xg: Xp) = )
(Xai Xo) © 0 otherwise

(3.2)

Here, represents the threshold. WherC(x,; Xp) equals 1, the two images
are considered to depict the same identity; otherwise, they represent di erent
identities.
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3.2.1 3D Face Model Reconstruction

Given a facial image, denoted as, R-Net model [62] is employed to regress the
3D Morphable Model (3DMM) coe cients denoted as 2 R®, 2 R®%, and

2 R® corresponding to the imagex. Once these coe cients are obtained,
the 3D face shape (S) and texture (T) can be represented by an a ne model:

S=S(; )= S+ By + Bexp

T=T()=T+ Be (3:3)

where S and T denote the averages of face shape and texture, whidg,
Biex, and Bey, represent the Principal Component Analysis (PCA) bases of
identity, texture, and expression, respectively. The values &, T, By, and
Bix are derived from the well-established 2009 Basel Face Model [124] and
the expression baseB,, are sourced from [125], which constructed using
data from Face-Warehouse [126]. Furthermore, the R-Net model regresses
the illumination coe cients 2 R®, and the head pose 2 R°®.

With access to both the facial texture and shape, we are able to represent
the complete 3D mesh model of the face &8¢, = (S;T), whereS 2 R" 3
represents the XYZ coordinates of n vertices, anfl 2 R" 3 corresponds to
the RGB values of these vertices [127].

3.2.2 Proposed Method

The face veri cation system operates on a pair of facial images as its input.
In environments without constraints, these images may exhibit variations in
head pose, facial expressions, and lighting conditions, thereby signi cantly
impacting the system's performance. To e ectively tackle this challenge, we
propose a dedicated pipeline designed speci cally for face veri cation, as
illustrated in Figure 3.1. Our primary objective is to normalize one of the
faces within the pair, ensuring alignment in terms of head pose, expression,
and illumination. This normalization process optimizes the system's workload,
enabling it to concentrate exclusively on identity veri cation. Speci cally,
given an image pair, our methodology entails selecting one image, denoted as
Xa, Which possesses a head pose closest to the frontal pose, to serve as the
reference. Subsequently, the second imagg, undergoes normalization to
becomexy, aligning its expression, head pose, and lighting condition with
those of the original imagex,. To achieve this, we follow these steps:

Utilize the R-Net to extract 3DMM coe cients for both provided images.
As face veri cation models exhibit more sensitivity to pose variations
than to scene illumination and facial expression [21], we speci cally focus
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Figure 3.2: AlignFace E cacy in Normalizing Pose, Expression, and
llumination . Displayed are the original imagex,, the comparative image Xy,
and AlignFace's reconstructed imagexw. This demonstrates AlignFace's ability
to e ectively transfer the extraneous conditions of x5 to X, while preserving the
unique identity features in x,. Note that in the examples on the left, the identities
are the same, whereas in the examples on the right, the identities are di erent.

on the head pose coe cientp. An image with the closest deviation from
the frontal pose is denoted ag,, while the second image, undergoes
normalization. The coe cients for these image pairs are as follows:

Xa:f ai a5 ar arPa0:Xo:f b b b b PoY

To reconstruct the 3D face modek, with the same illumination, head
pose, and expression as,, we initialize the 3D mesh model using the
following coe cients:

0]. [0]. [O]. [O]. [0 . o
f Lo]l FHJ]’ [go]! b)]lpE)O]g f by ar» b a,pag

Since the regressed 3DMM coe cients are all di erentiable, we employ
L = J(f (xw);f (Xp)) as loss function and update coe cients 1,
for n iterations. The objective function can be expressed as:

min L (Xe; Xp) (3.4)
where,

Xp=M X, +(1 M) X4 (3.5
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and x,, M are computed using the rendering functioliR(S + Bjg p +
Bexp as T + Biex ) a;Pa). The symbol  denotes element-wise mul-
tiplication, and R represents the rendering function, which takes into
consideration factors such as camera position and illumination. The
variable M signi es the binary mask used in this process.

After successfully reconstructingkip, the next step involves conducting
face veri cation between the image paix, and X using a trained FR
model as a feature extractor and computing the cosine distance between
their feature vectors. Models such as ArcFace [5], MagFace [28], or
AdaFace [121] can be employed for this purpose, considering that our
algorithm serves as a face normalization tool.

The images generated asy follow the distribution of real images; how-
ever, FR models are typically trained on real datasets, and a potential
discrepancy may exist between the distributions of generategp and real
facesx,. To ensure result precision, we created a training dataset nor-
malized by our proposed normalization tool. Subsequently, we ne-tuned
the selected FR model with the generatedp data, denoted asFR .

After completing the ne-tuning process, the face recognition models
FR, and FR are employed to extract feature embeddings from, and
Xy, followed by computing the cosine similarity distance between these
embeddings.

R-Net: In this thesis, we employ R-Net [62], a CNN-based model, to

perform 3D face reconstruction from a single image. This model is trained
using a hybrid-level loss function that seamlessly integrates both low-level
and perception-level information, enhancing its reconstruction capabilities.
The model's strength lies in its robustness in handling challenges such as
occlusion and extreme poses. It achieves this robustness by incorporating a
skin color-based photometric error attention strategy, making it adaptable
to scenarios with occlusions and other intricate appearance variations, such
as beards and heavy makeup. The backbone of this model is the ResNet-50
network, which plays a crucial role in regressing the 3D Morphable Model
(3DMM) coe cients required for accurate 3D reconstruction.
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3.3 Experimental Evaluation

3.3.1 Datasets

In our experiment, the MS1M-V2 dataset [5], containing 5.8 million images
and 85,000 identities, was utilized to ne-tune face recognition model. For
the evaluation purposes, we selected four widely recognized unconstrained
face veri cation benchmarks, namely Labeled Faces in the Wild (LFW) [128],
Celebrities in Frontal-Pro le (CFP) [129], AgeDB [130], and IARPA Janus
Benchmark-B (IJB-B) [131] dataset. The LFW dataset comprises 13,233 facial
images from 5,749 individuals, showcasing various poses, facial expressions,
and lighting conditions. The CFP dataset, with 7,000 facial images, empha-
sizes extreme head poses, such as pro les, leading to signi cant occlusion.
AgeDB, consisting of 16,516 images, focuses on age-related variations. The
IJB-B dataset features 21.8K still images and 55K frames from 7,011 videos,
representing 1,845 subjects with diverse qualities. All images are resized to
112 112dimensions before the veri cation step.

3.3.2 Face Normalization

We employ a PyTorch implementation of R-Net [62] to acquire the 3DMM
coe cients for image pairs. Within our pipeline, the FR encoder model is
utilized to extract feature embeddings from bothx, and xy. It's important

to note that the FR model is pretrained and xed under the normalization
framework. Since the entire pipeline, including the rendering procedure, is
di erentiable, xy can be iteratively updated through backpropagation on the
low-dimensional identity ( ) and texture ( ) coe cients of the 3ADMM. We
set the number of iterations toN = 300, the learning rate to = 1:5, and
the decay factor to = 1. This iterative process results in the reconstruction
of X, aligning its expression, head pose, and lighting conditions with those of
the imagex, while preserving its unique identity features.

3.3.3 Face Veri cation Models

In our experiments, we benchmark and utilize the encoders of two SoTA
face recognition models: MagFace [28] and AdaFace [121], to serve as facial
feature extractors. We employed the o cial implementations of MagFace
and AdaFace, both utilizing ResNet100 backbones trained on the MS1M-
V2 dataset. The encoder used fox, feature extraction does not require
ne-tuning. However, since a potential discrepancy may exist between the
distributions of generatedxy and real faces, on which the original face
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Table 3.1: Comparative analysis on benchmark datasets: Accuracy metrics
for 1:1 veri cation are presented for LFW, CFP, and AgeDB datasets. For the
IJB-B dataset, we report the TAR@FAR=0.01%. Red: best, blue: second-best.

Dataset

Method LFW [128] CFP [129] AgeDB [130] AVG| IJB-B [131]
LFW CosFace [4] 99.81 98.12 98.11 98.68 94.80
ArcFace [5] 99.83 98.27 98.28 98.79 94.25
MV-Softmax [132] 99.80 98.28 97.95 98.68 93.60
MagFace[28] 99.83 98.46 98.17 98.82 94.51
AdaFace [121] 99.82 98.49 98.05 98.79 95.67
R-Net coe cient 92.76 84.65 87.25 86.22 87.13
R-Net coe cient after normalization 97.46 95.32 94.11 95.63 93.46
AlignFace+MagFace 99.82 98.73 98.33 99.29 94.46
AlignFace+AdaFace 99.82 98.85 97.95 98.87 96.02

recognition models are trained, we ensure result precision by creating a
training dataset. This dataset, normalized using our proposed normalization
tool and derived from MS1M-V2, serves as the basis for ne-tuning the
selected FR model. The ne-tuned model, denoted &R in Figure 3.1, is
trained with the generatedxy datatype. The ne-tuning process follow the
same parameters and instructions speci ed in the o cial implementation.

3.3.4 Comparisons With State-of-The-Art Methods

To assess the e cacy of our proposed method, we conducted a comprehensive
comparative analysis with SOTA methods. The results, encompassing 1:1 ver-
i cation accuracy for LFW, CFP, and AgeDB, as well as TAR@FAR=0.01%
for the IJB-B dataset, are showcased in Table 3.1. Notably, all models
featured in this table were trained utilizing the MS1M-V2 dataset and the
ResNet100 backbone. In our evaluation, we incorporated our novel normal-
ization method as a preprocessing step for two speci ¢ models: AdaFace and
MagFace. These modi ed models are referred to as "AlignFace+MagFace" and
"AlignFace+AdaFace," respectively. The results presented in Table 3.1 for the
LFW, CFP, and AgeDB datasets demonstrate that, although face veri cation
performance is approaching saturation on these benchmarks, our proposed
enhancements have yielded signi cant improvements. However, this increased
accuracy results in higher processing times and resource consumption.

In particular, on the CFP benchmark, the incorporation of our normaliza-
tion technique with MagFace (denoted as AlignFace+MagFace) led to an im-
provement in performance by 0.24% in accuracy compared to the previous best
method. Additionally, when combined with AdaFace (AlignFace+AdaFace),
there was a further increase of 0.36% in accuracy, thereby exceeding the
capabilities of the previously established best-performing method. This im-
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provement can be attributed to the distinct advantages of our normalization
method in minimizing head pose di erences between image pairs. This is
particularly signi cant in the CFP dataset, which comprises images with both
frontal and pro le head poses.

The results from the IJB-B dataset indicate that the integration of Align-
Face with AdaFace (AlignFace+AdaFace) yields a 0.36% increase in perfor-
mance compared to using AdaFace alone. The IJB-B dataset is speci cally
designed to incorporate low-quality images within its validation protocol.
The improvement underscores our algorithm's robustness with varying image
qualities. Additionally, the average values (AVG) presented in Table 3.1
indicate that the accuracy for the LFW, CFP, and AgeDB datasets generally
improves when our normalization method is incorporated, further validating
the e cacy of our approach. Figure 3.2 highlights the e cacy of the proposed
method in normalizing faces in scenarios with variations in pose, expression,
and illumination between input pairs.

3.3.5 Ablation Study

Assessment of Veri cation Accuracy via 3DMM Identity Coe -

cients: To assess veri cation accuracy using 3DMM identity coe cients,
we conducted an ablation analysis in this study. We compared the identity
coe cients directly extracted from the input pairs using the R-Net, labeled as
"R-Net coe cient' in Table 3.1, with those coe cients post-normalization,
termed "R-Net coe cients after normalization' Initial results indicated
that the veri cation accuracy with "R-Net  coe cients' was lower than that

of SoTA methods. Nevertheless, upon updating these coe cients to derivep
(R-Net coe cients after normalization’), a signi cant improvement was ob-
served. It is crucial to note that even with the enhanced coe cients from the
R-Net post-normalization, the veri cation accuracies did not exceed those of
SoTA methods. The further improvement was observed only after processing
the normalized faces, utilizing optimized identity coe cients, through the FR
model for feature embedding. This advancement can be attributed to the
training of FR models (such as AdaFace) and the evolution of margin-based
loss functions, which have markedly increased the discriminative power of
face embeddings.

3.4 Conclusions

Our proposed solution, AlignFace, introduces a novel approach to face nor-
malization, speci cally designed for preprocessing input images within the
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context of face veri cation. AlignFace stands out by focusing on aligning
head pose, expression, and illumination conditions between two images. It
pro ciently estimates these conditions in one image and reconstructs the other
to match, while carefully preserving the unique identity features of each image.
This method ensures the preservation of genuine facial features in one image,
providing a more accurate representation of facial characteristics. Our experi-
mental results underscore AlignFace's superiority over existing state-of-the-art
methods in face veri cation across multiple benchmark datasets.
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