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ABSTRACT OF THE DISSERTATION

Competition, Coexistence, and Confidentiality
in Multiuser Multi-antenna Wireless Networks

By
Amitav Mukherjee
Doctor of Philosophy in Electrical and Computer Engineering
University of California, Irvine, 2012

Professor A. Lee Swindlehurst, Chair

Competition for limited bandwidth, power, and time resources is an intrinsic aspect
of multi-user wireless networks. There has been a recent move towards optimizing
coexistence and confidentiality at the physical layer of multi-user wireless networks,
mainly by exploiting the advanced capabilities of multiple-input multiple-out (MIMO)
signal processing methods. Coexistence of disparate networks is made possible via
interference mitigation and suppression, and is exemplified by the current interest in
cognitive radio (CR) systems. On the other hand, MIMO communications that are
secure at the physical layer without depending upon network-layer encryption are
achieved by redirecting jamming or multi-user interference to unauthorized receivers,
while minimizing that to legitimate receivers. In all cases, the accuracy of the channel
state information (CSI) available at the transmitters plays a crucial role in determin-

ing the degree of interference mitigation and confidentiality that is achieved.

This dissertation seeks to examine the development of multi-antenna transmission
techniques for interference mitigation and/or secure communication in multi-user
wireless networks, with emphasis on robust designs for scenarios with imperfect chan-

nel state information. Commencing with coexistence in MIMO CR networks, we de-



sign novel precoding algorithms for the novel scenario where the CSI of the primary
users is completely unknown to the CR, and for a novel network where the primary

users coexist with both underlay and spectrum-sensing CRs.

The latter half of the thesis considers the secure communication problem in the so-
called MIMO wiretap channel with a passive eavesdropper. We first examine the
impact of imperfect knowledge of the legitimate channel on the achievable secrecy
rate of the MIMO wiretap channel, and design two robust beamforming schemes that
are able to recover a large fraction of the secrecy rate lost due to the channel estimation
errors. We then consider a more formidable adversary capable of either eavesdropping
or jamming in the MIMO wiretap channel. We formulate the interactions between
the multi-antenna transmitter and the dual-mode eavesdropper/jammer as a zero-
sum game with the MIMO ergodic secrecy rate as the payoff function, and deduce
the existence and properties of steady-state Nash Equilibria for a variety of game-

theoretic scenarios.

The culmination of this dissertation is to bring together the coexistence and con-
fidentiality aspects by considering a MIMO cognitive radio network where the CR
transmissions serve a dual purpose of jamming the eavesdropper while communicat-
ing meaningful information to the underlay receivers, but the CR interference to the
primary receiver (PR) must also be limited to a prescribed threshold. When only
imperfect CSI is available to the CRs, the primary link security is severely degraded
since the CR interference to the PR cannot be effectively controlled, and the jam-
ming signals cannot accurately target the eavesdropper. Therefore, we devise robust
CR transmission schemes that reduce the degradation in primary secrecy rate under

imperfect CSI.

x1



Chapter 1

Introduction

Competition for limited bandwidth and power resources is an intrinsic aspect of multi-
user wireless communications, with ramifications in tactical ad hoc networks, legacy
GSM cellular systems, forthcoming 4G Long-Term Evolution networks, and many
more. Based on the continuing enhancement in microprocessor capabilities, there has
been a recent move towards optimizing coexistence and confidentiality at the physical
layer of multi-user wireless networks, mainly by exploiting the advanced capabilities
of multiple-input multiple-out (MIMO) signal processing methods. Coexistence of
disparate networks is made possible via interference mitigation and suppression at
both transmitters and receivers, and is exemplified by the current interest in cogni-
tive radio (CR) systems. On the other hand, MIMO communications that are secure
at the physical layer without depending upon network-layer encryption are achieved
by redirecting interference to unauthorized receivers, while minimizing that to legiti-
mate receivers. Therefore, the aspects of competition, coexistence, and confidentiality
are usually conflicting, but on occasion may be complementary depending upon the
specific application. In all cases, the accuracy of the channel state information (CSI)

available at the transmitters plays a crucial role in determining the degree of inter-



ference mitigation and confidentiality that is achieved.

1.1 Coexistence in Wireless Networks

Dynamic spectrum access (DSA) is emerging as a promising solution to enable better
utilization of the radio spectrum, especially in bands that are currently under-utilized
[1]. DSA partitions wireless terminals into categories of primary (licensed) and sec-
ondary (cognitive radio) users, where the primary users have priority in accessing the
shared spectrum. Furthermore, the two most prevalent classifications of secondary
users are underlay cognitive radios and interweave cognitive radios (ICRs), following
the terminology of [2]. Regardless of the precise nature of the cognition possessed by
the secondary users, it is imperative that they eliminate or minimize the interference

they cause to the primary user network.

Specifically, the underlay paradigm mandates that concurrent secondary and primary
transmissions may occur only if the interference generated by the underlay cognitive
transmitters (UCTSs) at the primary receivers (PRs) is below some acceptable thresh-
old. In contrast, ICRs are allowed to opportunistically use the spectrum only when
it is not occupied by a primary transmitter (PT) which has priority. In the absence
of standard control channels or coordinated medium access between the primary and
secondary users, the ICRs must periodically sense the spectrum for the presence of
PTs [3] and cease transmission upon detection. Inevitably, imperfect ICR spectrum
sensing due to channel fading and other impairments will lead to unintentional in-
terference at the underlay cognitive receivers (UCRs) and PRs. Underlay and ICR
networks have been studied separately in extensive detail for both single-antenna and

MIMO terminals [1,2].



Therefore, in underlay systems a fundamental challenge for the UCT is to balance
between maximizing its own transmit rate and minimizing the interference it causes
to the PRs. In CR networks with single-antenna nodes, this is usually achieved
by exploiting some knowledge of the interfering cross-channels to the PRs at the
UCT and performing some admission control algorithms with power control [4]. If
UCTs are equipped with multiple antennas, the available spatial degrees of freedom
can be used to mitigate interference to the PRs during transmission to the underlay
receivers. Multi-antenna CR networks have recently received extensive attention,
assuming some knowledge of the interfering cross-channels to the PRs at the UCT,
either perfect PR cross-channel state information (CSI) [5]-[6], perturbed PR CSI
[7]-[8], or statistical PR CSI [9]-[10]. The use of multiple antennas in ICRs has been
suggested for improved spectrum sensing capabilities by means of receive diversity

[11]-[12].

1.1.1 Open Problems

While the information-theoretic limits of CR networks are still being explored, we list

several uninvestigated problems of interest from a signal processing perspective.

e The design of interference-mitigating MIMO precoding schemes in underlay
networks where both the realizations and distribution of the interfering channels
to the PRs are completely unknown at the UCT is a novel problem. This is
a critical issue since the primary system can not deliberately coordinate the
collection of CSI for the CR system, and in this scenario none of the previously

listed UCT precoding studies are applicable.

e There is no prior art that examines heterogeneous MIMO DSA networks with

both UCTs and ICRs attempting to coexist simultaneously with primary users.



Since the UCTs must now counter-balance the PR interference with the possi-
bility of ICR interference due to imperfect spectrum sensing, once again none

of the existing conventional CR precoding algorithms are optimal.

e The design of MIMO UCT precoding algorithms that simultaneously transmit
to UCRs and preserve primary user secrecy in underlay networks infiltrated by
eavesdroppers remains unresolved. As an example of the union of the coex-
istence and confidentiality aspects, this calls for the design of new precoding

algorithms that are also robust to imperfections in transmit-side CSI.

1.2 Confidentiality at the Physical Layer

The two fundamental characteristics of the wireless medium, namely broadcast and
superposition, present different challenges in ensuring secure and reliable communica-
tions in the presence of adversaries. The broadcast nature of wireless communications
makes it difficult to shield transmitted signals from unintended recipients, while su-
perposition can lead to the overlapping of multiple signals at the receiver. As a
result, adversarial users are commonly modeled either as (1) a passive eavesdropper
that tries to listen in on an ongoing transmission without being detected, or (2) a ma-
licious transmitter (jammer) that tries to degrade the signal quality at the intended

recelver.

While jamming and counter-jamming physical layer strategies have been of long-
standing interest especially in military networks, the security of data transmission
has traditionally been entrusted to key-based enciphering (cryptographic) techniques
at the network layer [13]. However, in dynamic wireless networks this raises issues
such as key distribution for symmetric cryptosystems, and high computational com-

plexity of asymmetric cryptosystems. More importantly, all cryptographic measures

4



are based on the premise that it is computationally infeasible for them to be deci-
phered without knowledge of the secret key, which remains mathematically unproven.
The information-theoretic aspects of secrecy at the physical layer have experienced a

resurgence of interest only in the past decade or so.

A network consisting of a transmitter-receiver pair and a passive eavesdropper is
commonly referred to as the wiretap channel. The information-theoretic aspects of
this scenario have been explored in some detail [14-16]. In particular, this work led to
the development of the notion of secrecy capacity, which quantifies the maximal rate
at which a transmitter can reliably send a secret message to the receiver, without
the eavesdropper being able to decode it. Ultimately, it was shown that a non-
zero secrecy capacity can only be obtained if the eavesdropper’s channel is of lower
quality than that of the intended recipient. The secrecy capacity metric for the
multiple-input multiple-output (MIMO) wiretap channel, where all nodes may possess
multiple antennas, has been studied in [17]-[18], for example. There are two primary
categories of secure transmission strategies for the MIMO wiretap channel, depending
on whether the instantaneous channel realization of the eavesdropper is known or
unknown at the transmitter. In this thesis we assume that this information is not
available, and thus the transmitter incorporates an “artificial noise” signal [19]-[20]
along with the secret message in an attempt to degrade the eavesdropper’s channel.
The artificial noise is transmitted in conjunction with the information signal, and
is ideally designed to be orthogonal to the intended receiver, such that only the

eavesdropper suffers a degradation in channel quality.

The impact of malicious jammers on the quality of a communication link is another
problem of particular interest, especially in mission-critical and military networks.
A common approach is to model the transmitter and the jammer as players in a

game-theoretic formulation with the mutual information as the payoff function, and



to identify the optimal transmit strategies for both parties [21]-[22]. Recent work has
extended this technique to compute the optimal spatial power allocation for MIMO

and relay channels with various levels of CSI available to the transmitters [23]-[24].

1.2.1 Open Problems

e No prior work exists on the impact of imperfect knowledge of the channel to the
legitimate receiver on the secrecy of the MIMO wiretap channel. Robust secure
transmission schemes need to be developed in order to avoid severely degrading

the secrecy rate due to misdirected artificial noise.

e Despite the analysis of wiretap and jamming channels over the past five decades,
there is no prior work on the MIMO wiretap channel where an evolved eaves-

dropper is also capable of jamming the legitimate communication link.

e Detecting the presence of a passive eavesdropper is an open problem, which is
complicated by the fact that a passive eavesdropper never transmits by defini-
tion. At the same time, it is imperative that the presence of a passive eavesdrop-
per be determined before the transmitter can deploy robust secrecy-encoding

schemes as a countermeasure.

e The joint optimization of artificial noise parameters and downlink transmit
beamformers for security in a multi-antenna broadcast channel is a necessary

yet unsolved extension of the three-user wiretap channel.

e Cross-layer procedures such as user selection in the presence of eavesdroppers
are needed, whereby secrecy is now considered in the design of the scheduling

algorithm.

e The impact of intelligent ‘spoofing’ attacks in closed-loop multi-user MIMO

networks is yet to be investigated, where malicious users deliberately report



false CSI back to the base station in order to degrade the system performance

of the legitimate users.

1.3 Contributions

We have addressed all of the aforementioned open problems in our research efforts,
a partial list of which is given by papers J-1 to J-5 listed on page (ix). In order
to sharpen the focus of this dissertation, for the confidentiality topic we present
the details of the robust secure beamforming and dual-capable active eavesdropper
problems. The remaining aspects of passive eavesdropper detection, secure downlink
beamforming, secure user selection, and malicious CSI feedback have been described

in the publications [25], [26], [27], and [28], respectively.

1.3.1 Organization

The remainder of this dissertation is organized as follows. A unified overview of the
mathematical models of the CR and wiretap channels considered in this thesis is given
in Chapter 2. In Chapter 3, as an example of the coexistence issue, we examine a
novel underlay MIMO cognitive radio network where the CR has a complete lack of
knowledge of its interfering channels to primary receivers. We then propose a rank
minimization precoding strategy for such uninformed underlay MIMO CR systems,
assuming a minimum information rate must be guaranteed on the CR main channel.
We then present a novel heterogeneous CR network in Chapter 4 where the primary
users coexist with both underlay (UCRs) and interweave cognitive radios (ICRs);
all terminals being potentially equipped with multiple antennas. We investigate the

design of MIMO precoding algorithms for the UCRs so as to increase the detection



probability at the ICRs, while simultaneously meeting a desired Quality-of-Service
target to its own receivers and constraining interference leaked to PUs. The objective
of such a proactive approach, referred to as prescient precoding, is to minimize the
probability of interference from ICRs to the UCR and PU receivers due to imperfect

spectrum sensing.

In Chapter 5 we examine the impact of imperfect knowledge of the legitimate channel
on the achievable secrecy rate of the MIMO wiretap channel. To reduce the impact of
the CSI errors, we propose two robust beamforming schemes that are able to recover
a large fraction of the SINR lost due to the channel estimation errors. In Chapter 6,
we consider a more advanced adversary capable of either eavesdropping or jamming
in the MIMO wiretap channel. We formulate the interactions between the multi-
antenna transmitter and the dual-mode eavesdropper/jammer as a zero-sum game

with the MIMO ergodic secrecy rate as the payoft function.

Finally, in Chapter 7 we consider a MIMO multiple-access cognitive radio network
where the CR transmissions serve a dual purpose of jamming the eavesdropper while
communicating meaningful information to the underlay receivers, but the CR inter-
ference to the primary receiver (PR) must also be limited to a prescribed threshold.
Under the assumption that only imperfect CSI is available to the CRs, the primary
link security is severely degraded since the CR interference to the PR cannot be effec-
tively controlled, and the jamming signals cannot accurately target the eavesdropper.
Therefore, we devise robust CR transmission schemes for more general multi-antenna

networks that reduce the degradation in primary secrecy rate under imperfect CSI.

Notation: Bold lowercase letters represent vectors, while bold uppercase letters
denote matrices. All logarithms are to the base 2. We will use CN(0,Z) for a
circularly symmetric complex Gaussian distribution with zero mean and covariance

matrix Z, £{-} to denote expectation, I(-;-) mutual information, (-)” the transpose,



(1) the Hermitian transpose, (-)~! the matrix inverse, vec(-) the matrix column
stacking operator, ® the Kronecker product, Tr(:) the trace operator, |-| or det the
matrix determinant, || - || the Frobenius norm, || - ||2 the Euclidean norm, diag(a) a
diagonal matrix with the elements of a on the main diagonal, |A|; ; the (4, j) element

of A, I'(z) the gamma function, and I an identity matrix of appropriate dimension.



Chapter 2

Models and Assumptions

In this chapter we provide a unified overview of the CR and wiretap network models
considered in this thesis. The mathematical analyses in the subsequent chapters
adhere to the system models given here unless specified otherwise. In general, we
will always assume that all receivers have perfect receive CSI, and any inaccuracies
are restricted to the CSI available at the transmitters. This is partly justified by
the requirement of CSI feedback from receivers in general FDD systems or periodic

training in TDD systems, inevitably leading to quantization and delay errors.

2.1 Underlay and Interweave MIMO CR Networks

We begin with the most general DSA network possible: a heterogeneous network
with underlay and interweave cognitive radios simultaneously coexisting with primary
users. All terminals are potentially equipped with multiple antennas: we will assume
a Ng-antenna UCT, K, UCRs with N, antennas each as its intended destinations

where K, < N,, K multi-antenna ICRs with N; antennas each, and a single PT-

10



PR pair with N, and N, antennas, respectively. A pictorial representation of such a
network for the special case of single-antenna (N; = 1) UCRs is shown in Fig. 2.1.

This represents the model initially considered in Chapter 4.

T Y
Y | e Y | cri

—»| UCT

SIDE l | ICRK
INFORMATION { !
|

Figure 2.1: Cognitive radio network with a multi-antenna underlay transmitter, K,
underlay receivers, a single MIMO primary receiver, and K spectrum-sensing multi-
antenna interweave cognitive radios. The primary transmitter and ICR-to-PR inter-
fering links are not shown for clarity.

Two variants of the above network model are also considered in this work. In the next
chapter, we study a homogeneous DSA network where ICRs are absent. In Chapter 7,
we consider another homogeneous DSA network without ICRs, with multiple UCTs
(up to K in number) communicating to a common UCR as a multiple-access channel
in the presence of a N._-antenna eavesdropper that seeks to decode the PT signal.
For clarity, the received signal models for each of these different DSA scenarios are

enumerated in the associated chapters.

11



2.2 MIMO Wiretap Channel

We will study a MIMO wiretap channel with an N,-antenna transmitter (Alice), an
Ny-antenna receiver (Bob), and a malicious user (Eve) with N, antennas, as depicted
in Fig. 2.2. Eve need not be a single receiver with colocated antennas; our definition
of “Eve” in this context could be multiple receivers in scattered locations who are

able to coherently coordinate their received data.

Y
L‘ Eve

1
pal
7/

L

TX‘! :!‘RX

(Alice) T | (Bob)

I

a

Figure 2.2: Generic MIMO wiretap channel with legitimate transmitter Alice, in-
tended receiver Bob, and unauthorized passive eavesdropper Eve.

We assume that Alice does not have knowledge of the instantaneous CSI of the eaves-
dropper, only the statistical distribution of its channel, which is assumed to be zero-
mean with a scaled-identity covariance. The lack of instantaneous eavesdropper CSI
at Alice precludes the joint diagonalization of the main and eavesdropper channels
[18]. Instead, as we will show, Alice has the option of utilizing all her power for trans-
mitting data to Bob, regardless of channel conditions or potential eavesdroppers, or
optimally splitting her power and simultaneously transmitting the information vector
and an “artificial interference” signal that jams any unintended receivers other than
Bob. The artificial interference scheme does not require knowledge of Eve’s instan-

taneous CSI, which makes it suitable for deployment against passive eavesdroppers

[18,19],[29] [30].

In general, an active eavesdropper Eve also has two options for disrupting the se-
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cret information rate between Alice and Bob: she can either eavesdrop on Alice or
jam Bob, under a half-duplex constraint. The extension to the full-duplex active
eavesdropper scenario is shown in [31]. For the special case of passive eavesdropping
studied in Chapters 5 and 7, Eve is assumed to be capable of only listening and never

transmits.

The signal received by Bob from Alice while simultaneously being jammed by Eve is

Yo = Hbaxa + \/%Hbexe + 1y, (21)

while the received signal at Eve when eavesdropping can be represented as

Ve = V01HeXo +1, if Eve eavesdrops (2.2a)

Ye = Z if Eve jams (2.2b)

where x, is the signal vector transmitted by Alice, X, is the Gaussian jamming signal
from Eve, z is an arbitrary variable (possibly 0) independent of the message x,,
n,, n. are the naturally occurring additive noise at Bob and Eve, respectively, and
H,.,H;., H., are the corresponding N, x N,, N, x N., N, x N, channel matrices
whose elements are independent and drawn from the complex Gaussian distribution
CN(0,1). The receive and transmit channels of the eavesdropper have gain factors
V91 and /gz, respectively. These scale factors may be interpreted as an indicator
of the relative distances between Eve and the other nodes. The background noise
at all receivers is assumed to be spatially white and zero-mean complex Gaussian:

E{nynf'} = 021, where k = b, e indicates Bob or Eve, respectively.
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Alice’s transmit power is assumed to be fixed at P,:

S{Xaxf} = Qa Tr(Qa) = Pa 5

and similarly Eve has a fixed power of P, when in jamming mode.
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Chapter 3

MIMO CR Precoding with

Completely Unknown Primary CSI

3.1 Background

If underlay cognitive transmitters (UCTSs) are equipped with multiple antennas, the
available spatial degrees of freedom can be used to mitigate interference to the PRs
during transmission to the underlay receivers. Multi-antenna CR networks have re-
cently received extensive attention, assuming some knowledge of the interfering cross-
channels to the PRs at the UCT, either perfect PR cross-channel state information
(CSI) [5]-16], perturbed PR CSI [7]-[8], or statistical PR CSI [9]-[10]. However, the
UCT may not have the luxury of knowing the CSI of the cross links to the PRs, as
the primary system would not deliberately coordinate the collection of CSI for the

CR system.

In this chapter, we consider the novel scenario where both the realizations and distri-

bution of the PR cross-channels are completely unknown at the CR, thereby preclud-
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ing the overwhelming majority of existing spectrum underlay schemes in the literature
[5]-[32]. Such a scenario of completely-unknown PR CSI is relevant in a number of
instances, for example, when the PR transmits intermittently and therefore stymies
attempts to learn the cross-channel, when channels are varying rapidly over time,
when the PT and PR do not employ time-division duplexing as assumed in [33, 34]
among others, or when there are a plurality of active PTs/UCTs and it is impossible

to indirectly estimate specific channels.

Specifically, we propose a rank minimization transmission strategy for the UCT while
maintaining a minimum information rate on the CR link, and we present a simple
solution referred to as frugal waterfilling (FWF') that uses the least amount of power
required to achieve the rate constraint with a minimum-rank covariance matrix. In
the context of MIMO interference channels (for which the CR underlay network is a
special case), rank-minimization has been shown to be a reinterpretation of interfer-
ence alignment [35], but this approach requires knowledge of interfering cross-channels
and treats the overall system sum rate or degrees-of-freedom as the performance met-
ric, assumptions which are both markedly different from the underlay CR scenario

we consider.

We also describe two heuristic approaches that have been used in prior work to trans-
form rank minimization problems (RMP) into problems that can be solved via convex
optimization. These approaches approximate the rank objective function with two
relaxations, one based on the nuclear norm [36], and the other on a log-determinant
function [37]. We show theoretically and via numerical simulation that minimizing
the rank of the UCT spatial covariance matrix leads to the highest PR throughput in
general Rayleigh-fading channels, compared with spreading the transmit power over
more dimensions. Furthermore, our simulations indicate that FWF provides a higher

PR throughput than the nuclear-norm and log-det heuristic solutions, even though
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FWF has a higher interference “temperature” (IT). This suggests that the commonly
used IT metric does not accurately capture the impact of the CR interference on PR
performance. Instead, we propose a metric based on interference leakage (IL) rate

that more accurately reflects the influence of the CR interference.

This chapter is organized as follows. The underlay system model is introduced in
Section 3.2. PR CSI-unaware UCT transmit strategies for a single UCR are presented
in Section 3.3. The generalization to the underlay downlink with multiple UCRs is
shown in Section 3.5. A random matrix-theoretic analysis of the primary outage
probability due to the proposed strategies is given in Section 3.6. The penultimate
Section 3.7 presents numerical simulations for various underlay scenarios, and we

conclude in Section 3.8.

3.2 System Model

Y
————— > KZ
S X o - PR

A
"x){‘// !' . UCRH
“\‘.‘ L: |

UCT

UCR K

Figure 3.1: Cognitive radio network with a multi-antenna underlay CR transmitter,
K, underlay receivers, and a single MIMO PT-PR pair.
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A homogeneous MIMO underlay CR network with K, multi-antenna underlay re-
ceivers is shown in Fig. 1, where a primary system and an underlay CR system share
the same spectral band. Since the UCT transmit strategies are independent of the
cross-channels to primary users, the numbers of PRs and PTs and their array sizes
can be made arbitrary; however to simplify notation we will consider a solitary multi-
antenna PT-PR pair. To introduce the problem we first consider the scenario with a

single UCR, and generalize to the case of K, > 1 in Sec. 3.5.

Given the model in Chap. 2, the UCR observes

Ys = Glxs + G2Xp + ng, (31)

where G; € CNs*Na Gy € CV*Me are the complex MIMO channels from the UCT
and PT, and n, ~ CA(0,021) is complex additive white Gaussian noise. We assume
Gaussian signaling with zero mean and second-order statistics £{x,x?} = Q,, and

the average UCT transmit power is assumed to be bounded:

Tr(Qs) < P.

The signal at the PR is given by

Yo = Hlxp + H2Xs + n,, (32)

where H; € CNo*Nr H, € CN"*Na are the channels from the PU and CR transmitters
(assumed to be full-rank), and n, ~ CN(0,071) is complex additive white Gaussian
noise. The primary signal is also modeled as a zero-mean complex Gaussian signal
with covariance matrix Q, and average power constraint Tr(Q,) < P,. We will
assume Q, is fixed and the channels are mutually independent and each composed

of i.i.d. zero-mean circularly symmetric complex Gaussian entries, and focus our

18



attention on the design of the UCT transmit signal.

We assume there is no cooperation between the PT and UCT during transmission,
and that both receivers treat interfering signals as noise. The network is essentially an
asymmetric 2-user MIMO interference channel, where the UCT attempts to minimize
the interference to the PR, but no such reciprocal gesture is made by the PT. The

interference covariance matrix at the PR is

K, = H,Q.HY. (3.3)

Define the interference temperature at the PR as [5]-[10]

T, (Qs) = Tr (Ky) - (3.4)

Without knowledge of Hy or its distribution, the UCT cannot directly optimize the
PR interference temperature or outage probability as in existing underlay propos-
als [5]-[10]. To our best knowledge, precoding strategies and performance analyses
for MIMO underlay systems with completely unknown primary CSI have not been
presented in the literature thus far. In addition to [5]-[38] not being applicable, the
blind interference alignment method for the 2-user MIMO interference channel [39]
is also precluded since it requires knowledge of the cross-channel coherence intervals,
which we assume is also unknown. In [38], a blind underlay precoding scheme is pro-
posed where the MIMO CR iteratively updates its spatial covariance by observing the
transmit power of a solitary PT. The UCT attempts to infer the least-harmful spatial
orientation towards the PR, but requires that the PT employ a power control scheme
monotonic in the interference caused by the CR, and that the cross-channel remains
constant during the learning process. In contrast, we investigate simple non-iterative

CR precoding strategies which do not impose any restrictions on the PT transmission
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strategy or number of PTs, or cross-channel coherence intervals.

The PT achieves the following rate on its link:

R, (Qs) = log, [T+ H,Q,H{ (K, + 051)—1 - (3.5)
Similarly, the achievable rate on the CR link is
R, (Q.) = log, [T+ G1Q.GY (K, + 031)‘1‘ (3.6)

where K, = G2Q,G¥ represents the interference from the PT.

3.3 A Rank Minimization strategy for CSI-Unaware

Underlay Transmission

We now expound on the fundamental motivation underlying the UCT transmission
strategies proposed in this work. As we have seen, due to a lack of knowledge of H,
or its distribution, the UCT cannot directly optimize the PU interference tempera-
ture. Hence, we propose an alternative transmission strategy where the UCT tries
to minimize a measure of the interference caused to the PR in a “best-effort” sense,
while achieving a target data rate to the UCR. Assuming that Q, is fixed, we first
show that in the clairvoyant case where the UCT has some knowledge of the channel
to the PR (Hy), a rank-1 UCT covariance matrix Q; causes least interference to the

primary link, which is described in the following proposition.
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Proposition 1 The optimal solution to the clairvoyant problem

max & {R(Qu)} (3.7a)
st. Ry (Q.) = R, (3.7b)
Tr(Q.) < P, (3.7¢)

Q= 0. (3.7d)

that mazimizes the average PR rate is of rank one, i.e., rank(Q}) = 1.

Proof: Since Q, = 0, it can be expressed as Q;, = UAU¥ | where A is the diagonal
matrix of eigenvalues of Q, and U is the unitary matrix with columns consisting of
the eigenvectors of Q,. Defining H, = H,U, it follow from Lemma 5 in [40] that the
distribution of H, is the same as that of Hy. As a result, the average PU rate can be

expressed as

1,(Qs) = ©(A)

- - -1
_ g{ log, {det (I +H,QH! (HQAH§ + a;I) ) } }

Thus, the problem we considered is essentially equivalent to constructing the diagonal
matrix A with real nonnegative entries so as to maximize ®(A) under the constraint

Tr(A) = P..

From [23, Lemma 3],[41], we have that ®(A) is a convex function of A. Note that

given any permutation matrix IT, we see (using Lemma 5 in [40] again) that

O(TIATI?) = O(A).
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From convexity, we have

@ (N%!ZHAHH) < Nlal > (IAITY) = (A)

where we have used Jensen’s inequality. From the transmit power constraint, we
have N%, S AITY = (P;/N,)Iy,. Thus, we have proved that the least PU rate
is obtained by A = (Ps/N,)In,. Further, due to convexity, we can argue that the
largest PU rate is obtain by a point farthest away from A = (P;/N,)Iy,. Thus, we

want A* = diag(\}, ..., Ay, ) that satisfy [42]

Nq P 2 Na
maxZ(/\l—ﬁs) sS. t. Z)\Z:PS

2
where we used Zf\[:“l (%) < Zf\[:“l 2i = 1, and the equality is satisfied by any
(AL, ..., Ay,) with all zeros except for one nonzero entry. Hence, we conclude that

rank(Q}) = rank(A*) =1. &

Therefore, in the clairvoyant case where the UCT has some knowledge of the primary
CSI, a rank-1 Q causes least interference to the primary link and full-rank Qg causes

most interference!. Of course, the optimal Q, will depend on the PR CSI, which

IThis notion has been echoed in prior art on MIMO interference channels [43,44]
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we have assumed is unavailable. Still, the result motivates the use of a low-rank
transmit covariance at the UCT. It is evident that the UCT does not actually require
knowledge of the PR CSI to minimize the rank of Q, needed to achieve a rate target
Ry, on the CR link. To exploit this observation, we henceforth pose the UCT precoder

design problem when the PR CSI is completely unknown as

(P0): min rank(Q,) (3.82)
st. R, (Qs) = R, (3.8b)

Tr(Q,) < P (3.8¢)

Qs = 0. (3.8d)

This is a rank-minimization problem (RMP), and in general is computationally hard
to solve since the rank function is quasi-concave and not convex. As explained be-
low, however, in this case a simple waterfilling solution can be obtained. In [45], the
mutual information of the CR link is maximized subject to an interference temper-
ature constraint and arbitrary transmit covariance rank constraints, which implies

knowledge of PR CSI and thus differs from this work.

3.4 Solutions for the Rank Minimization Design

Notice that the design problem (PO0) is ill-posed in the sense that there are potentially
an infinite number of solutions. Suppose that we find one minimum-rank solution
to (P0) such that Q, = UAU¥ for some unitary matrix U and diagonal matrix A
satisfies Rs(Qs) = Ry, Tr(A) < Ps. If the required power Tr(A) is strictly smaller than
P; | then we could find an infinite number of solutions by making small perturbations

to U, which while leading to a higher power requirement, still would require less
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power than P;. Obviously, the solution with least power is more desirable for our
underlay CR system in order to minimize the interference caused to the PR, and this
solution can easily be found using the Frugal Waterfilling (FWF) approach described

next.

3.4.1 FWF Approach

The FWF solution seeks to find the least amount of power required to achieve the
CR rate target of R, with the minimum rank transmit covariance Q,. The optimiza-
tion problem can be solved using a combination of the classic waterfilling (CWF)
algorithm and a simple bisection line search. The description for FWF is outlined
as Algorithm IV-A.1 below. In brief, FWF cycles through the possible number of
transmit dimensions in ascending order starting with a rank-one Q,, and at each step
computes the transmit power required to meet the rate constraint R, based on CWF.
This requires a simple line search over the transmit power for each step. Once a solu-
tion is found that satisfies the transmit power constraint, the algorithm terminates.
If no feasible solution is found for all N, transmit dimensions, the CR link will be in

outage.

The FWF algorithm was presented in brief without analysis by the authors in [46],
and through simulation were shown to be an effective transmission strategy in con-
ventional downlink, wiretap, and underlay networks. While FWF finds an efficient
solution to (P0), in general rank minimization problems are difficult to solve and
often require exponential-time complexity. Consequently, heuristic approximations
to the matrix rank have been proposed as alternatives in order to yield simpler op-
timization problems. In particular, the nuclear norm [36] and log-determinant [37]

heuristics have been proposed in order to convexify RMP problems like (P0) and
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Algorithm 3.4.1.1 Frugal Waterfilling for UCT Rank/Power Tradeoff [46]
Require: P, > 0,R, >0
set r = rank(Gy)
for M =1 tor do
Solve:

p(M) = min Tr(Q;)
s. t. log, I+ G1Q,GH(K, +02I) ' | = R, .

end for

if p(r) > P, then
Declare outage

else
CWF solution: N = arg njl\}[np(M);
FWEF solution: N = arg mj\}n M,

Q; determined by waterfilling p(N) over N largest singular values of
(K, + o21)" G,
end if

provide approximate solutions with polynomial-time complexity. In the discussion
below, we show how these approximations can be applied to the RMP we consider in

this chapter.

3.4.2 Nuclear Norm and Log-det Heuristic

The nuclear norm heuristic is based on the fact the nuclear norm (sum of the singular
values of a matrix) is the convex envelope of the rank function on the unit ball. When

the matrix is positive semidefinite, the nuclear norm is the same as the trace function.
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As a result, the design problem (P0) can be formulated as follows:

(P1): min Tr(Q)
s.t. RS (QS) = Rb

Tr (Qs) S Ps

(3.9)

Qs = 0.

The nuclear norm heuristic (P1) is a convex optimization problem and can be solved
using the CWF algorithm together with a bisection line search (similar to FWF). It
is well known that under the CWF algorithm, the lowest transmit power is achieved
when rank(Q;) is chosen as large as possible (up to rank(Gy)). This is clearly contrary
to the rank-minimization design formulation, which indicates that the nuclear norm

approach for this problem is a poor approximation.

Using the function log det(Qs + 0I) as a smooth surrogate for rank(Qjs), the log-det

heurisitic can be described as follows:

(P2): min logdet (Q, + &I)

s.t. RS (QS) = Rb

Tr (Qs) < Ps

(3.10)

Q; =0,

where § > 0 can be interpreted as a small regularization constant (we choose § = 107°
for numerical examples). Since the surrogate function log det(Q, + ¢I) is smooth on
the positive definite cone, it can be minimized using a local minimization method.
We use iterative linearization to find a local minimum to the optimization problem

(P2) [37]. Let QY denote the kth iteration of the optimization variable Q,. The
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first-order Taylor series expansion of log det(Qs + dI) about ng) is given by

log det(Q, + 0I) ~ logdet(QW¥ + oT)+

Tr[(QY +61)~1(Q, — Q).

(3.11)

Hence, we could attempt to minimize logdet(Q; + 0I) by iteratively minimizing the

local linearization (3.11). This leads to
QY = argmin Tr[(Q + 61)7'Q.]. (3.12)

If we choose ng) = I, the first iteration of (3.12) is equivalent to minimizing the trace
of Qs. Therefore, this heuristic can be viewed as a refinement of the nuclear norm
heuristic. As a result, we always pick ng) =1, so that le) is the result of the trace

heuristic, and the iterations that follow try to reduce the rank of le) further.

Note that at each iteration we will solve a weighted trace minimization problem,

which is equivalent to the following optimization problem

(P2-1): min Tr (F”AF)
st. logydet (I+FRF) = R, (3.13)

Tr (FF) < P,.

where A = (Q¥ +61)1, R = G#(G,Q,GY + 02I)"'G,. This is a Schur-concave
optimization problem with multiple trace/log-det constraints. From Theorem 1 in
[45), the optimal solution to problem (3.13) is F* = A~12UX, and Q""" = F*F*"
is an optimal solution to (3.12), where A~Y2 = UsA;/*U% . U, and A, are defined
in the eigen-decomposition A = Uy AAU% | U is a unitary matrix, and ¥ = diag(/p)

is a rectangular diagonal matrix.
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Substituting the optimal solution structure F* into (3.13), we have the following

equivalent problem

(P2-2): min Tr (EEH)
st log,det (I + EHUHRUZ}) ~ R, (3.14)

Tr (UAT'USEY) < P,

where R = A~/2RA /2. 1t is found that the equivalent problem (3.14) is essentially

equivalent to the converse formulation

(P2-3): max log,det (I+EHUHRU2>
st. Tr (22f) =R (3.15)

Tr (UYAT'UDEY) < P..

This is because both formulations (3.14) and (3.15) describe the same tradeoff curve
of performance versus power. Therefore, the quality-constrained problem (P2-2) can
be numerically solved by iteratively solving the power-constrained problem (P2-3),

combined with the bisection method.

The problem formulation in (P2-3) is a Schur-convex optimization problem with two
trace constraints. Using Theorem 1 in [45] again, if we let R = UgAz UL denote
the eigen-decomposition of R, then the optimal unitary matrix U will be chosen as
Ug. Denoting a = diag(U¥ A~'U) and letting A1 = Ara2 = 00 = Ag., represent
the diagonal elements of Ay, the optimal power allocation can be shown to have the

form of a multilevel waterfilling solution:

1 1\T
=\ e ) o T (3.16)

where qa; is the ith element of a, and p, v can be shown to be the nonnegative Lagrange
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multipliers associated with the two power constraints. The algorithmic description

for the log-det heuristic approach is outlined in Algorithm 3.4.2.1.

Algorithm 3.4.2.1 Tterative log-det heuristic Algorithm for rank-minimization prob-
lem
Require: P, > 0, R, > 0,
set § =107 A =10"3k =0,
P =1 R=GIK,+02)'G,.
repeat
A=(Q" +o1)", R=A2RA?,
eig(R) = UgAz UL
set U = Ug, a = diag(U#A~U).

Solve:
min 17p
s. t. log, (H(l —|—pl)\Rl)> =R,
a'p < 1135
¥ = diag(p)

if a’p > P, then

Declare outage
else

p=alp/P; Q,=Q"""
end if

3.5 Underlay CR Downlink

In this section we extend the blind underlay precoding paradigm to a MIMO underlay
downlink network with K, UCRs. We consider a modified block-diagonalization
precoding strategy [47] where multiple data streams are transmitted to each UCR.
Let each UCR be equipped with Ny antennas for simplicity, although the proposed

precoding schemes hold for heterogeneous receiver array sizes as long as the total
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number of receive antennas does not exceed N,. The extension to the case where
the UCT serves N, spatial streams regardless of the total number of receive antennas
can be made using the coordinated beamforming approach [47], for example. The

received signal at UCR £ is now

Ky
Vi = GraiWgs,, + Z G 1W;s,; + Gg s, + 1y (3.17)

J#k
where Gy, € CY*Ne is the main channel, W), € CNe*! is the precoding matrix
applied to signal s, ; € C**! for user k, s, is the PT signal received over interfering
channel Gy € CNs*Ne and ny, ~ CN(0,021) is additive Gaussian noise. The UCT
transmit covariance per UCR is now Qs = Wy W and the overall UCT transmit

covariance assuming independent messages is Qs = > . Q..

We assume each UCR has a desired information rate of Ry, and adopt the “BD for
power control” approach in [47, Sec. 1I-B]. Letting W, = TkA,lc/ 2, it is possible to
separately design the beamforming matrix T} and diagonal power allocation matrix

Ay per user to achieve rate Ry in a two-step process. Let

G = Gr1,1 Gk—l,l Gk+1,1 G'fKu,l}

represent the the overall UCR downlink channel excluding the k' user. First, a closed-
form solution for the unit-power beamforming matrix T}, of user k is obtained from tlg{e
nullspace of G_;. To achieve this, from the SVD G_; = U_kE_,{ V. i1 Voo } ,
the last (N, — lj) right singular vectors contained in V_jy can be used to construct
T}, [47]. The BD strategy therefore completely eliminates intra-UCR interference on

the underlay downlink, and the residual interference-plus-noise covariance matrix at
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UCR & is

Zi = G 2Q,G}, + 071 (3.18)

Proceeding to the power allocation step, let rank(Gyg1Ty) = ry for user k’s effective
channel, and assume [, = r,. Consider the SVD of user k’s pre-whitened effective

channel
7. 2Gy 1Ty, = U A VY

where Ay, = diag (Ak1,- .., Ak, ) is the power allocation matrix. While [47] computes
A, using the classic waterfilling algorithm in order to minimize the power required to
achieve rate Ry, we can instead apply any of the other schemes discussed in Sec. 3.3
such as FWF. Due to the subadditivity of the rank function, reducing the rank of
the per-user transmit covariances via FWEF effectively reduces the rank of the overall
UCT transmit covariance Qg, which in turn mitigates the interference caused to the

PR according to Proposition 1.

3.6 Primary Outage Probability

In this section we characterize the impact of the classic and frugal waterfilling methods
on the primary receiver performance assuming independent Rayleigh fading on all
channels. Herein, the channels are mutually independent and are each composed
of ii.d. zero-mean circularly symmetric complex Gaussian entries, i.e., vec (Gy) ~

CN(0,1I), and the same distribution holds for Hy,H,, and G.

A first approach would be to directly analyze the PR rate outage probability I, =
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Pr(R,(Qs) <T) for a target rate 7', which is equivalent to
I = Pr <log2 ‘I +H,Q,H (K, + 051)*1( < T) (3.19)

where Q, and Q, are obtained via one of the waterfilling methods on their noise-
prewhitened channels and are therefore functions of random matrices {G1, Gy} and
{H;,H,}, respectively. Unfortunately, the computation of (3.19) is prohibitively
complex since it is a non-linear function of the eigenvalues of four complex Gaussian
random matrices (even if the PT applies uniform power allocation instead), and is an
open problem to our best knowledge. Previous studies on the statistical distribution
of MIMO capacity under interference usually circumvent this difficulty by assuming
the MIMO transmitter and interferer adopt uniform or deterministic power allocation
[48-50], which reduces the problem to one involving two complex Gaussian random
matrices. As such, we are not aware of prior work on the statistics of MIMO capacity
under interference where either one or both transmitters employ waterfilling as in our

model.

In light of the above, it is of interest to develop more tractable PR performance
measures. One such candidate is the PR interference temperature outage probability

(ITOP), which is the probability that 7, (Qs) [cf. (3.4)] exceeds a threshold #:

1, (Qs,n) = Pr (Tr (H,QHY) > n). (3.20)

The ITOP is appealing since the interference temperature metric is widely used in
underlay systems, and can be considered to be the MIMO counterpart of efforts
to characterize the statistical distribution of aggregate UCT interference in single-
antenna networks as in [51]. Paradoxically, however, it is seen in Sec. 3.7 that FWF

causes the highest ITOP, even though the average primary rate is the highest and
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the PR rate outage is the lowest when Q; is computed using FWF. Therefore, a more
accurate surrogate for the PR rate outage I, is the interference leakage-rate outage

probability (ILOP), defined as
I, (Qs,n) = Pr (log, |01+ H,QHY | > 1) (3.21)

and it is verified in Sec. 3.7 that UCT transmission schemes with the lowest ILOP
also minimize .. This is because the leakage rate has a direct impact on the PR rate:

R,(Qs) in (3.5) can be rewritten as

R,(Q,) = log, ]agl +H,QH +K,

—log, |01 + K| (3.22)

where the first term is the sum rate of the virtual PT/UCT multiple access channel
(MAC) with optimal successive detection, and the second term is the leakage rate
from the UCT. For the worst-case scenario where the PT is decoded first in the
virtual MAC, decreasing the leakage rate improves the detection of the PT signal
in the first term and simultaneously reduces the second term, thereby decreasing I,.
On the other hand, the link between interference temperature and PR rate is more

tenuous.

Assume the UCT transmit covariance matrix Q, is of rank &, 1 < k& < min (N,, Ny),
where £ is determined by the choice of waterfilling scheme to achieve rate R, over
the pre-whitened UCT channel G; £ (K, + 031)_1/2G1. Assume GGy is of rank

d', with non-zero ordered eigenvalues {ai}?lzl. Waterfilling yields a diagonal Q, with
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entries [40]

N
Qs = {u - 0—2} yi=1,...,Ng, (3.23)

2

where the waterfilling level p is a function of Py, o2, and @ = (ay,...,aq) [52,53].

Similar arguments hold for the underlay downlink covariance Qg designed for sum-rate

= —1/2 T —1/2 T
target ) |, Ry and aggregate channel G = Z, "Gy Ty coo (Z27"Gg, 1Tk, .

3.6.1 Interference Temperature Outage Probability

Noting that the ITOP and ILOP (3.20)-(3.21) are still functions of four complex
Gaussian matrices, we first develop bounds on the ITOP as follows. We assume H,
is full rank such that rank(Hs) = d = min(N,, N,), which holds with probability
1 under i.i.d. Rayleigh fading. Define r = min (k,d) and let \; (A) denote the "
ordered eigenvalue of A in descending order. Starting with the commutativity of the

trace operator,

I, = Pr(Tr (H/HQ,) >n) (3.24)

< Pr(Tr (HyHoQuiq,=(p/n,1) = 1) (3.25)

= Pr( ) X\ (HH.Q,) zn) (3.26)
i=1

Q

P (3 (HUTQ,) > n) (327
=1

< pe (S0 (HEE) A (Qs)2n> (3.28)

IN
)—U
—

A (Q) Z A (HIH,) > 77) (3.29)

=1
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where in (3.25) we eliminate dependence on H; by assuming the PT adopts uniform
power allocation (Q, = (P,/N,)I) such that K, = (P,/N,) GoG¥ | which is a worst-
case interference scenario at the UCR according to Proposition 1 and potentially
increases the power expended by the UCT; in (3.27) Qs is the statistical waterfilling
solution where g in (3.23) is a function of the statistics of {a;}’_, and offers nearly
the same performance as instantaneous waterfilling [52]-[53]; and the inequality in

(3.28) follows from the bound on the trace of a product of Hermitian matrices [54].

We now define the ordered eigenvalue vectors h = ()\1 (Hf Hg) e Ay (Hf Hz)) and
q= ()\1 (Qs) ey Ap (Qs)) Observe that the overall joint density of these random
eigenvalues is given by the product of the individual joint densities: fnq(h,q) =
Ju (h) fq (q) due to the independence of the associated channel matrices. Thus, the

bound in (3.29) can be rewritten as

I, < By {1 _F, (n / > h)} (3.30)

where F, (z) is the cumulative distribution function (cdf) of the largest eigenvalue
q1. From (3.23) we obtain F,, (z) = F,, (¢2/(ii — z)) where i is the statistical water
level. The cdf of aq, the largest eigenvalue of é{{ G, is given next for the scenario

N, > N,,N, > N,

Lemma 1 [55] Given complex Gaussian matrices X € CNoxNeY e CN*Ne  qnd
(N, x N,) diagonal matriz P = diag(p, ..., p), the cdf of the largest eigenvalue oy ay
of the quadratic form X (YPY* + 62I) X when Ny > N,, Ny > N, is

F,

Amax

(z) = Ky

A, (a:)‘ (3.31)
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where A, (z) = {?@)T Al r,

4

['(@) In,—i (p) =T (1) e

i1
[\?(:c)} = xzx—kl i — i=1,...,N
i e k" Ng—1 1 I ox ) syt Vay

(_1)NS_]INa+N87’L (IO) Y Z = Na + 17 A 7NS7

\

a .
I, (0) =31 WHET (j + k), and the normalization constant K [55, eq. (25)]
k

and the entries [Z]; ; [55, eq. (27)] are functions of the array dimensions independent

of x.

The cdf F,, (x) for other antenna array dimensions is of a similar form and can be
found in [55]. Now, in order to compute the expectation over h in (3.30), we exploit

the Gaussian distribution of Hy based on the following lemma.

Lemma 2 [40,56] If X is a (N, x N,) matriz with i.i.d. zero-mean unit-variance
complex Gaussian elements, then W = XX¥ follows a central complex Wishart dis-
tribution if N, < N,, otherwise W = X" X is Wishart-distributed if N, > N,. Given
¢ = max(N,, N,) and m £ min(N,, N,), the joint density of all m ordered eigenvalues

of W s
m iy
fa Qe dn) = Ko ViV PT] (;T (3.32)
=1 g

where Vi (A) is a Vandermonde matriz with entries [Vi ()], ; = A;‘l, and K, is a

normalization constant independent of A [56, eq. 7].

For the case where rank(Q,) = k is greater than rank(H,) = d, i.e., 7 = d, the term

> iy h; in (3.30) involves all d ordered eigenvalues {hi,...,hs} and the associated
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joint density function f, (h) is given in Lemma 2. Thus (3.30) yields

I, <1 —K/.../’& (B)‘ v, (h)\ﬁg(hi)dh (3.33)
D =1

where K = K1 K, h = af/(ﬂ — 77/2?:1 hi>, E(hy) = (h?;,:ic, and the integration
region is ® = {00 > hy > hy > ... > hy > 0}. This multidimensional integral has a

closed-form solution obtained from the following generalized Cauchy-Binet identity.

Lemma 3 [57, Lemma 2] For x = {x1,...,xnm}, arbitrary integrable functions ¢;(-),

w;i(+), and ¢ (-), N x N matriz ® (x) and M x M matrizc ¥ (x) (M < N), where
T

o (x) = [ Ci(x)" C2T} , with entries [Cy (x)]; ; = ¢i(x;) for @ = 1,...,N —

M;j =1,...,N, [Cy], ;= ca; (constant scalars) fori = N — M +1,...,N;j =

1,J
L...,N, and [¥ (x)];; = u; (x;), the following integral identity over domain © =
{b>x1>29>...> 2N > a} holds:

N

[ [ 1@l 1w 6ol ] o (ae)ax = 21 det B (330

D k=1

where

b : .
) (x)u; (x)de,i=1,...,N — M;V
Bl - Jo (@) ¢; (2) ui (2) j (3.35)
C24 5,5 Z:N—M—Fl,,N,VJ

A compact solution to (3.33) is then obtained by setting ® = A, (k) with p = P,/N,,
¥ (x) =V (h), and ¢ (x) = £ (h) in Lemma 3:

I, <1—dK|By; (3.36)
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B~ 0@ oY @) dei=1 N MY

27-]

(3.37)

(Z),., i=N—-M+1,...,N;Vj.

17.],
and requires a computationally-inexpensive one-dimensional numerical integration of

the product of elementary functions in (3.37).

On the other hand, when r = k < d, only the k largest eigenvalues are included in the
term > ., h; in (3.30), which necessitates invoking the corresponding joint density

function given below in Lemma 4.

Lemma 4 [58] The joint density function of the ordered subset of the s largest eigen-

values of Wishart matrix W having m non-zero eigenvalues in total is

n,m,s mym,s

s (3.38)
X H e*l)\fvr_Na‘f'nl_ml"v‘Q

l

where n = m = {1,...,s}, each summation is a N,-fold nested sum over permuta-
tions Tin, Tjm Of the index sets as defined in [58, eq. (16)] with sign determined by
sgn (n,m) € {£1} /58, eq. (17)],

D (A)i; =7 (Na = No 4 Tin +75m, As) 4 (3.39)

i.j
and y(a,b) is the incomplete gamma function [55].

Substituting ¢ (v;) = 7 V*™ ™% and associated expressions into (3.30) and in-

voking Lemma 3 provides

k'K
I,<1—— Z Z sgn (n,m) | By (3.40)

ek
n,d,k m,d,k
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where

I o (24) [D (@), [Y @:)} dwi=1d—k,

2]

(3.41)
t=d—k+1,...,N;Vj.

Z?]’

Since 7y(a,b) is a standard function in MATLAB, the numerical integration of its

product with two elementary functions in (3.41) is straightforward.

3.6.2 Interference Leakage Outage Probability

Turning our attention to the ILOP, starting with the definition of I; we have

1(Qun) = Pr(X0 log, (02 + A (QHIHL)) > 1)
~ Pr (10g2H : (QHIH,) > n) (3.42)
< pr(JT x (Q) A (EE) > 27) (3.43)
< Pr <(q o >2’7) (3.44)

{1 /H B )W} (3.45)

where in (3.42) we consider the interference-limited scenario which is of interest, and

(3.43) is due to [54].

The computation of (3.45) closely parallels that of (3.30), by again separating the
cases r =d < k and r = k < d, followed by invoking Lemmas 1-3 for the former and
Lemmas 1,4 and 3 for the latter case, respectively. Therefore, the resulting closed-form
bounds for the ILOP are of the form in (3.36) and (3.40), with b = (27/]]/_, h)'"

and all other terms being unchanged.
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3.7 Numerical Results

In this section, we present some numerical examples to demonstrate the performance
of the proposed rank-minimization UCT transmit covariance designs in MIMO cog-
nitive radio networks. We consider MIMO cognitive radio networks with one primary
user and one or more underlay receivers. In all simulations, the channel matrices and
background noise samples were assumed to be composed of independent, zero-mean
Gaussian random variables with unit variance. In situations where the desired rate for
UCT cannot be achieved with the given P;, rather than indicate an outage, we simply
assign all power to transmit signals. The performance is evaluated by averaging over

1000 independent channel realizations.

3.7.1 Single Underlay Receiver Scenario
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Figure 3.2: Power and dimension allocation versus UCR desired rate.

We first consider the single UCR scenario, where each node is equipped with 6 an-
tennas, and Py = 100, P, = 10. Fig. 7.1 illustrates the average fractional power p
and the average number of subchannels N required to achieve the UCR desired rates

by CWF, FWF and log-det heuristic algorithms. It is shown that the trace and rank
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of the UCT transmit covariance matrix Q, are two competing objectives, and any
scheme which requires more power occupies fewer spatial dimensions. Among the
three methods, CWF demands the largest spatial footprint, while the FWF scheme
offers the smallest feasible number of transmit dimension. We should point out that
the log-det heuristic algorithm for matrix rank minimization does not always pro-
vide the smallest transmit dimension, compared to FWF'. This is because the log-det

algorithm is an approximate heuristic and can only give a local minimum.

16

15
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10

Achieaved PR Rate (bps/Hz)

7 | |
0 5 10 15
UCR Desired Rate (bits/s/Hz)

Figure 3.3: Achieved PU rate versus UCT desired rate.

The achieved average primary user data rates for all the methods is depicted in
Fig. 7.2. As expected, the lower-rank UCT transmit convariance will cause lesser
degradation on average to the PU communication link, thus resulting a higher PR
rate in accordance with Proposition 1. Compared to CWEF, either of the proposed
modified waterfilling algorithms or the log-det heuristic lead to more desirable PR

rates, with the advantage of FWF being more pronounced as R, increases.
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Figure 3.4: Two metrics of PR Interference versus UCR desired rate.

To obtain greater insight, Fig. 3.4 compares two metrics of interference at PR using
different algorithms, where one is the newly-defined UCT-PR leakage rate, the other
one is the commonly-used interference temperature. We notice that an interesting
phenomenon: the two metrics gives the opposite trend. It is worth to point out that
the commonly-used interference temperature metric does not accurately capture the
interference impact caused by the UCT on the primary mutual information, while the

interference leakage rate remedies this defect.

For the statistical characterization of the proposed schemes, we exhibit the empirical
complementary cdfs and select analytical upper bounds from Sec. 3.6 of the inter-
ference temperature and leakage rate metrics in Fig. 3.5, for 6 antennas at all users
and P, = 200, R, = 8, P, = 40. An immediate observation is the conflicting trends
of the leakage and temperature metrics: FWEF causes a much greater interference

temperature outage and much smaller leakage rate outage compared to CWF, and
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Figure 3.5: Empirical ccdf of interference temperature and leakage rate under CWF

and FWF.
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the superiority of one versus the other is not apparent. To resolve this dilemma,
the corresponding empirical PR rate ccdfs are shown in Fig. 3.6, and it is clear that
employing FWF' leads to a very significant reduction in PR rate outage probabil-
ity as compared to CWF'. Furthermore, the interference temperature outage is again
seen to be misleading regarding the true impact on the PR rate outage probability.
Thus, FWF outperforms CWF in terms of both average PR rate and PR rate outage

probability.

Empirical CCDF of PR Rate
1 s T T

FWF
— — CWF|]

0.8

©
(o]
T

35

Figure 3.6: Empirical ccdf of PR rate under CWF and FWF.

3.7.2 MIMO Underlay Downlink Scenario

Next, we evaluate the performance of the proposed algorithms with the modified BD

strategy of Sec. 3.5 for a MIMO underlay downlink system, where there are K, = 3
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Figure 3.7: Achieved PR rate versus per-UCR desired rate in MIMO underlay down-
link, Py =20dB, P, = 10dB.

UCRs, and N, = 12, N, = N, = N, = 4. Without loss of generality it is assumed
that the desired rate targets for all UCRs are the same, i.e. Ry = Ry = R3. Fig. 3.7
illustrates the achieved PU rate versus per UCT desired rate, when P, = 100 or 20dB
and P, = 10 or 10dB. The benefit of minimizing the transmit covariance rank is seen

to hold even for the multi-user downlink scenario.

It is also of interest to see how the achieved PR rates under the various designs vary
with the UCT transmit power, when the desired rate for each UCT is fixed. The
simulation settings are the same as above, except that we fix Ry = Ry = R3 =5 and
P, € [10dB,20dB]. The results are shown in Fig. 3.8, with the corresponding leakage
rate and interference temperature metrics in Fig. 3.9. Once again, FWF offers the

optimal average PR rate and PR rate outage probability in the downlink scenario.
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Figure 3.8: Achieved PR rate versus UCT transmit power in MIMO downlink system
with identical target rates Ry = Ry = R3 = 5bits/s/Hz.
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Figure 3.9: Two metrics of PR interference versus UCT transmit power in MIMO
underlay downlink with identical target rates Ry = Ry = R3 = 5.

3.8 Summary

This chapter has proposed a rank minimization precoding strategy for underlay
MIMO CR systems with completely unknown primary CSI, assuming a minimum
information rate must be guaranteed on the CR main channel. We presented a sim-
ple waterfilling approach can be used to find the minimum rank transmit covariance
that achieves the desired CR rate with minimum power. We also presented two alter-
natives to FWF that are based on convex approximations to the minrank criterion,
one that leads to conventional waterfilling for our CR problem, and another based on
a log-det heuristic. The CWF approach turns out to be a poor approximation to the
min-rank objective, while the log-det approach provides performance similar to FWF,
although FWF consistently leads to the highest throughput for the primary link. We

also observed that reducing the inteference temperature metric is surprisingly not
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consistent with improving the PR throughput; in particular, FWF has the highest
interference temperature of the algorithms studied, but also leads to the highest PR
rate. As an alternative, we proposed an interference leakage metric that is a better

indicator of the impact of the CR on the primary link.
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Chapter 4

Prescient Precoding in

Heterogeneous CR Networks

4.1 Motivation

This chapter examines a fundamentally novel heterogeneous DSA network where the
primary users share their spectrum with both UCRs and ICRs; all terminals being
potentially equipped with multiple antennas. Specifically, we investigate the design
of MIMO precoding algorithms for a underlay downlink network with multiple UCRs
and interweave radios. The heterogeneous DSA network presents a myriad of con-
flicting objectives for the underlay transmitter, since it must mitigate the multi-user
interference among its own UCRs, constrain the interference leaked to PRs, and en-
sure that the detection probability of the ICRs is high so as to preemptively avoid
interference from them. Note that such a scenario is radically different from hybrid
secondary users that are capable of both underlay and interweave cognition [59, 60].

Consequently, this chapter is devoted to the design of novel precoding algorithms,
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collectively referred to as prescient precoding, that balance these competing objec-
tives. The aim of prescient precoding is to reduce the probability of interference due
to imperfect spectrum sensing from ICRs to the underlay and primary receivers, while

simultaneously meeting their QoS/interference temperature requirements.

The chapter is organized as follows. Section 4.2 summarizes the mathematical model
of the DSA network and the spectrum sensing performance of the ICRs. Prescient
downlink beamforming algorithms for the case of single-antenna underlay receivers are
proposed in Section 4.3. Section 4.4 outlines a prescient block-diagonalization algo-
rithm for a MIMO downlink channel with multi-antenna underlay receivers. Selected

numerical examples are shown in Section 4.5, and we conclude in Section 4.6.

4.2 Mathematical Model

4.2.1 Signal and Network Model

We consider the heterogeneous DSA network described in Chapter 2, beginning with
the case of single-antenna UCRs. The scenario with multi-antenna UCRs is presented
in Sec. 4.4. Multiple PRs can be accommodated in the model by aggregating them

into a single virtual PR.

Assuming linear precoding, the UCT downlink transmit signal at time index t is

written as
Ky
X (t) =) wisui (t) = Ws, (1), (4.1)
k=1
where W € CNexEu — [ Wi ... Wk, } is the precoding matrix with its columns
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representing individual beamforming vectors, and s, (t) € CK«*! is the collection
of the i.i.d. underlay information symbols drawn from an M-ary constellation with
second-order statistics F {susf } = I. The UCT designs its transmit signal so as
to ensure that the interference temperature at the PR remains below a pre-specified

threshold &,, as explained in Sec. 4.3.

Suppressing the time index, the overall underlay downlink signal model in the absence

of ICR interference (i.e., with perfect spectrum sensing) is

Y1 h, m
= | Ws,+ | : (4.2)

YK, hp, nK.,

where g, is the scalar signal received at the k" UCR, h;, € C*"a is the corresponding
complex channel vector from the UCT, and ny is a circularly symmetric zero-mean

complex Gaussian noise sample with variance o7 which includes interference from the

PT.

We list below the major assumptions regarding the heterogeneous DSA network.

e We assume a partial CSI model at the UCT, which is defined to mean that the
UCT always has knowledge of the instantaneous realizations of all the downlink
channels ({h}~* ) and UCT-PR ({hk}le) channels, but may know only the

distribution of its channels to the ICRs and the ICR-to-UCR channels.

e The UCT has knowledge of the ICR transmit powers and the parameters of the
spectrum sensing scheme deployed at the ICRs, which in practice are likely to

be pre-defined by spectrum regulatory agencies.

e There is no coordination between the UCT and ICRs. The UCT and PRs have a

51



limited coordination with respect to exchange of CSI and tolerable interference

temperatures.

e All ICRs are half-duplex, which precludes for example simultaneous data trans-
mission and spectrum sensing. We only consider in-band spectrum sensing, i.e.,

sensing is conducted on the same band that is used for data transmission.

e The UCRs employ single-user decoding and treat all ICR/PT interference as
noise. The interference from the ICRs is assumed to be instantaneous, i.e., the

processing delay due to spectrum sensing is neglected.

4.2.2 ICR Spectrum Sensing

The ICRs attempt to individually determine the presence of the PT and UCT in
the shared channel by means of non-cooperative spectrum sensing, and we define
the alternative hypothesis H; as the scenario when both of them are deemed to be
present. This is because the case where only the PT is active is irrelevant to the
UCT precoder design, and by definition the UCT always transmits concurrently with
the PT. In contrast, the ICRs must strictly refrain from transmitting while the PT
and UCT are active. The binary hypothesis test for spectrum sensing based on M

discrete-time samples at antenna j of the i** ICR, i=1,..., K, is

Ho 225 [n] =m;;[n], j=1,...,Nyn=0,...,M—1
(4.3a)
Hy 2y [n) = £ ;Ws, [n] +dis, [n] +mij[n], j=1,...,Npn=0,...,M—1
(4.3b)

where channels f; ; € C**Me from the UCT and d; ; € C***» from the PT are assumed

to be invariant over the M samples, s, € CMx1 is the PT transmit signal with
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total power P, and m; ;[n] ~ CN(0,€) is additive complex Gaussian noise. The M
complex samples are composed of 2M independent real and imaginary components

[61]. We assume that the background noise at the ICRs is temporally uncorrelated.

A broad range of spectrum sensing algorithms with varying levels of complexity and
requisite a priori information have been proposed in the literature [11]-[12]. The
optimal matched-filter detector has the most prohibitive CSI and PT signal informa-
tion requirements on one hand, non-coherent energy detection is the simplest possible
detector on the other hand since it only requires an accurate estimate of the noise
variance €2, while a range of composite generalized likelihood ratio test (GLRT) and
feature detectors lie in between these extremes. Without loss of generality we assume
the ICRs employ non-coherent energy detection due to its simplicity and the lack of

a need to distinguish between UCT and PT signals.

The test statistic for the energy detector is given by [62]

=S bl T2 (1.4
X Ho

where \; is the detection threshold. We begin our development by analyzing the
detection probability Pp,; at ICR ¢ for deterministic incoming channels and sig-
nals from the UCT and PT. Under the null hypothesis Hy, we see from (4.3a)
that z;;[n] ~ CN (0,€), whereas under the alternative hypothesis H; we have
zii[n] ~ CN (i [n] = £ ;Ws, [n] + di s, [n], €2). Therefore, the test statistic 7; is
the sum of the squares of IMN,; independent real zero-mean Gaussian variables and

has the following distributions under the two hypotheses:

2
€“
T, ~ 71X§MN1 under H,

o (4.5)
Ti ~ 35X, (p) under H,
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VI — 2, .
where the noncentrality parameter p = ¢; 25 2! Zjvzll |pi; [n]| is a function of W.

Since we have an even number of samples M (real and imaginary components of each

sample), the false alarm probability follows immediately from the central chi-square

cdf as [63]
\, MN;—1 r
Prai=e < = (—2) : (4.6)
rl \ €
r=0 ¢
where \; = E?Q;QI_ (Ps) is chosen to satisfy a target false alarm rate Py, and
2M Ny

QXQMN (+) is the complementary cdf of the central chi-square distribution. The de-
2M N

tection probability is given by

2);
Pp; = QMNI <\/ﬁ 6_2> ) (4.7)

where Qs (-, ) is the generalized Marcum @Q-function [64]. As the number of samples
M grows large, T; approaches a Gaussian random variable in distribution by the cen-
tral limit theorem (CLT). Under hypothesis #; the CLT yields T; ~ N (e?MNI + p, €M N; + 26?p>

and the corresponding detection probability

)\i —E?MN]—p
ei\/ M Ny + 2p

where @ (+) is the Gaussian @Q-function.

PD,i ~ Q (48)

4.2.3 ICR Performance Prediction at UCT

The ability of the UCT to predict the spectrum-sensing performance of the ICRs
is an important ingredient of the prescient precoding paradigm. Under the partial

CSI assumption, it is highly unlikely that the UCT has knowledge of the PT-to-
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ICR channel realizations and signals required to compute (4.7) or (4.8). A more
plausible scenario is that the UCT knows the realizations of its channels {F;} to the
ICRs, and assumes the PT-to-ICR channels undergo Rayleigh fading with distribution
d;; ~CN (0,03.1) Vi, j.

Going one step further, the UCT may not have knowledge of the instantaneous re-
alizations of its channels to the ICRs either. In order to gauge the energy detection
performance of the ICRs, the UCT assumes a Rayleigh fading scenario such that
f,;, ~CN (0,0’?,iI) Vi, j, and d; j ~ CN (O,afmI) as before. Furthermore, the UCT
and PT signals are each assumed to be drawn with uniform probability from a com-
plex M-ary constellation, and all channels, signals, and AWGN samples are mutually
independent. Given these assumptions, the ICR samples z;; [n] are distributed as
independent Gaussian random variables [62] for both hypotheses. The false-alarm
rate is clearly identical to that in (4.6) since it is channel-independent. Under H,

E{z;[n]} = 0 and 02; = var{z;; [n]} = 20% /Tr (WWH) + 2P,N,03, + 7. Thus,

2 .
T~ U;ﬂ XgM N, and the corresponding average detection probability is
W MN[—l r
= -7 1 /N
PD,i =e =i Z —' ( 21 ) . (49)
—~ rl\oZ;

From the UCT’s perspective, a missed detection (Type II error) at any of the ICRs
leads to interference at the underlay receivers, and this phenomenon plays a pivotal
role in the prescient precoding principle. It will be useful to define the Bernoulli-
distributed indicator function F; as

1 with probability (1 — Pp;
P = p y ( D,) (4.10)

0  with probability (Pp;).

F; therefore models the likelihood that ICR ¢ unintentionally causes interference to
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the underlay and primary receivers, and is a function of W via Pp .

Having defined the impact of missed detections by the ICRs on the performance of
the UCRs, we see that it is in the UCT’s interest to ensure that the probability of
missed detection at the ICRs is made as small as possible, or equivalently, that the
probability of detection is made as large as possible. To this end, we introduce the
paradigm of prescient precoding in the next section in order to improve the reliability

of the underlay downlink.

4.3 Prescient Downlink Precoding

It has been elegantly established that the capacity region of a conventional non-
cognitive multi-antenna downlink channel without structured interference is achieved
through non-linear dirty-paper coding, since all transmitted signals are known non-
causally to the transmitter [65]. However, linear precoding schemes for the multiuser
downlink have been extensively studied due to their significantly lower complexity and
near-capacity performance in certain regimes, and thus we focus on linear transmit
preprocessing at the UCT. By definition, the UCT must limit the (instantaneous or

average) interference it causes to the PR to a predefined threshold &,:
Tr (NWW/NT) < ¢, (4.11)

if the instantaneous channel N € CV*Ne to the PR is known.

The signal at an arbitrary UCR inclusive of ICR interference due to missed detections
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can be written as

Yr = hpwis,p, + thszu,j + Z Fivigsri+ne, k=1,...,K,, (412)
£k i=1
AR

intra - UCR interference ICR interference

where vi; ~ CN (0, ag,iI) and s7; € CM*! represent the (1 x Nj) interfering channel

and signal vector of power P; from ICR 2.

We are interested in the characteristics of the aggregate ICR interference power at

the k' UCR, defined as

K
=> Fillviil® P (4.13)
=1

Taking the expectation of the ICR interference power in (4.13) with respect to indi-
cator functions {F;}., and the ICR-UCR channels {v;, Z} yields

K
=> (1— Pp;) P,Njos, (4.14)
=1

The UCR SINR that can be computed at the UCT is then approximated as

h 2
T = SR | I;Wk|_ 5 k=1, K, (4.15)
> i MW"+ Iy (W) + o

where the aggregate ICR interference I; (W) is a function of W via the spectrum-

sensing detection probabilities.

In the remainder of this section, we present several prescient design solutions for W
that provide a tradeoff between complexity and underlay downlink performance. The
attribute of “prescience” derives from the fact that the UCT anticipates interference

at the PR from SUs due to imperfect spectrum sensing and takes preemptive measures

57



to avoid the same. Each of these schemes can be implemented either with partial or
statistical CSI, therefore to avoid repetition we shall illustrate each scheme for one of

these CSI assumptions alone.

4.3.1 Direct UCR Sum Rate Maximization

A suitable performance metric for any UCT precoding scheme is the underlay network

sum rate given by

Ku
Ry=7 " log, (1 +). (4.16)

A wide variety of choices for W for conventional non-cognitive and underlay-only
downlink channels have been explored in the literature. For example, a naive trans-
mission scheme that disregards ICR CSI would be to apply a modified regularized
channel inversion (RCI) precoder [66], with Wy = ﬁHf (H,HY —i—aI)_l and
H, £ [ W’ . h}“{u }T, given a scale factor ( that is chosen as the smaller of
the two scaling factors required to preserve the UCT transmit power and PR in-
terference temperature constraints, and a loading factor « = K, /P. However, the
naive RCI precoder does not account for the potential ICR interference I;,, which can

severely degrade the underlay sum-rate performance when I, is the dominant term

of the denominator in (4.15).

A more efficient usage of the side information available to the UCT is the direct
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sum-rate maximization approach that exploits knowledge of the ICR channels:

Ku
max ; log, (1 + &) (4.17a)
s.b. Tr (NWWINT) < ¢, (4.17b)
Tr (WWT) < P. (4.17¢)

The above problem is novel since the co-channel ICR interference term in the SINR
is a function of the transmit signal itself. This is in sharp contrast with conventional
single-cell [67], multi-cell [68], and underlay-only [5]-[9] downlink beamforming prob-
lems where the co-channel interference is inevitably modeled as independent noise.
While signal-dependent interference is a well-studied problem in radar signal process-
ing, see for example [69], in our case this dependence manifests itself in a much more
complicated and non-linear fashion involving exponential terms. We are faced with a
non-convex objective function with multiple non-linear constraints, and at this point

an analytical solution for W therefore appears to be intractable.

Therefore, we propose an iterative numerical solution for the sum-rate maximization
problem based on a gradient projection (GP) algorithm, which will converge to at
least a locally-optimal stationary point. To compute the gradient of the UCR sum

rate, we define the leakage term

Lij =Y hyw;* + I (W) + o7, (4.18)
j#k
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WKy

T
and exploit Vw (Rs) = [ VI (Rs) ... VI (R,) ] where

_ oI,
Vo (R) = —=[1+ w2 Ly — [ewi <%>
WEATES T In2 Ly (L)
N o) (4.19)
+ZL<1+|hzwl| ) <_ £ HWE T Tow )
iz n2 Li,m (Lijm)? 7
oL, (W) K , 0Pp;
_— = — P,Nio: . : 4.20
owy, ; 19, owy, ( )

B _2a§gwke(o§fi> <Z A_M) (4.21)

gzvi r=0 ! (Ug,i)r+l

and the differential on the RHS of (4.20) is taken with respect to the average detection

probability in (4.9) which is computable at the UCT.

At the k' iteration of the GP process, the updated precoding matrix W®) in the
direction of the gradient computed above is likely to no longer satisfy the UCT trans-
mit power and PR interference temperature constraints. The projection step of the
GP algorithm therefore projects the iterate W) back onto the feasible constraint set
QL (P,&,), defined as Q, (P,&,) = {W | Tr (WWH) < P, Tr (NWWHNH) < &)
Nominally, this is achieved by determining a feasible Wy € Q. (P,¢,) that is clos-

est to W(k) in terms of Frobenius norm, i.e., by minimizing the squared distance

&> (Wo, WH) = Ty <(W0 — W (W, W(k))) as

in & (k)
min - d (Wo, W) (4.22a)
st. Tr(WoW{) <P (4.22b)

Tr (NW,W{INT) <¢,. (4.22¢)

However, instead of numerically solving the above problem, a potentially suboptimal
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but much simpler approach is to scale W*) such that both (4.22b) and (4.22c) are
satisfied. This approach is partly motivated by the observation that the solution to
(4.22a) cannot satisfy both constraints with equality for general channel N # I, and

one of the constraints is guaranteed to be an inequality.

A summary of the GP approach for underlay prescient sum rate maximization is
shown in Algorithm 4.3.1.1, where the step sizes s, and «; are chosen using well-

defined criteria such as Armijo’s rule [70, Sec. 2.3].

Algorithm 4.3.1.1 Prescient Gradient Projection Method

Initialization:
Set iteration index k = 0.
Choose initialization W(®) = [WEO) Wéo) .
Main Loop:
1. Calculate the gradient V) (Rs).
2. Choose an appropriate step size s. Let W' *) = W& 4 s.Vwm (Rs)
3. Let W®) be the projection of W' *) onto Q. (P,&p), where
Qi (P&) £ {W | Tr (WWH) < P, Tr (NWWHNT) < ¢}
4. Choose appropriate step size ay. Let WD) = WE) 4 o (W) — ng)).
5. k = k+ 1. If the maximum absolute value of the elements in W*) — W*—1) < ¢ then stop;
else go to step 1.

0

4.3.2 Algorithm Based on Convex Optimization

While the iterative algorithm described above returns at least a locally optimal pre-
scient beamforming matrix, it is desirable to investigate designs based on simpler

optimization procedures. We first define the partial UCR SINR ;. as

by w |
K 2 ’
Zj;ék lhy,w;|” + o}

By, = k=1,..., K, (4.23)

where the ICR interference term in the denominator of (4.15) is omitted.

As a second sub-optimal approach, we can attempt to maximize the minimum partial

UCR SINR subject to a set of constraints {m}fil on the total UCT signal power
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received by the ICRs, as follows:

max mkin B (4.24a)
s.t.Tr (WWH) <P (4.24b)
Tr (WWHF[F,) > ni=1,... . K (4.24c)

Tr (NWWHPN") <¢, (4.24d)

The idea is to maximize the partial underlay SINR accounting for intra-UCR and PR
interference, while making a best-effort attempt to limit the expected ICR interference

by ensuring a minimum level of signal power leakage to them.

This can be posed as a convex optimization problem as follows. Let Jj, = wwHVE.

Applying a change of variable and relaxing the rank-1 constraints on J;, we have the

reformulation
max ¢ (4.25a)
(T
st t (Z Tr (h/'h,J;) + 03> — Tr (h/hyJy) <0 (4.25b)
J#i
Fu H ) i
Tr ((Zkzl Jk> FAR) >, i=1,... K (4.25¢)
Ky
Zk_l Tr(J;) < P (4.25d)
Ku
Tr (N (Z Jk> NH> <¢, (4.25¢)
k=1
t>0,J, =0, k=1,..., K, (4.25f)

In this case, however, dropping the rank constraints on {Jz}fi“l still does not lead
to a semidefinite program (SDP), since the K, underlay SNR inequality constraints
in (4.25b) are non-linear due to the fact that ¢ is a variable. Therefore, a two-

stage solution strategy is required where the outer-loop carries out a one-dimensional
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bisection search over ¢, while the inner loop solves (4.25a) for a given value of ¢, if

feasible [71].

4.3.3 Combined Downlink and Multicast Beamforming

We finally present an approach with a semi-analytical expression for W, motivated
by the simple observation that the detection probabilities of energy or GLRT-based
detectors increase monotonically with the received SNR at the SUs for a given false
alarm rate Pry,. This is clearly seen from (4.7) for energy detection. Consider the

following two extreme cases for the choice of W:

e Disregard ICRs, focus only on UCRs: If the UCT disregards the presence of
the ICRs and focuses only on its intended receivers, a suitable choice for w is

the naive channel-inversion precoder W¢y.

e Disregard downlink, focus only on ICRs: At this extreme, the UCT ignores
its downlink and focuses only on improving the signal strength at the ICRs
(particularly those that could produce the most interference). This is similar to
a MIMO multicast (MC) downlink scenario, where priority is given to certain
key users. A reasonable choice for the transmit precoder in this case would

maximize the weighted average of the SNRs at the ICRs:

K
Wiy = arg max > PiNoy,Tr (F,WWHF/[") | (4.26)

i=1

where the weight P;N;o}; measures the interference impact of the ith ICR at
the UCRs. The solution to (4.26) is given by the dominant singular vectors of
FAS, F scaled by VP, where Fg = ZZK F,; and X, is a diagonal matrix with

entries P,Nio?.,i=1,--- K.

V1)
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Given that the prescient beamforming objective is to balance these two competing
goals, a sensible approach would be to choose W as some linear combination of the

solutions:
W, =aWgr + (1 — O./) W 0<a<l, (427)

where the optimal value of o € [0, 1] can be found by a simple line search.

4.4 Multi-antenna Underlay Receivers

In this section we extend the prescient downlink precoding paradigm to the case
of multi-antenna UCRs with multiple data streams transmitted to each of them.
Let each UCR be equipped with Ny antennas for simplicity, although the proposed
prescient precoding schemes hold for heterogeneous receiver array sizes as long as the
total number of receive antennas does not exceed N,. The extension to the case where
the UCT serves N, spatial streams regardless of the total number of receive antennas
can be made using the coordinated beamforming approach [47], for example. The

received signal at UCR k is now

Ky K
Y = HkaSu’k + Z HijSu,j + Z FiV,m-sM + ng (428)
J#k i=1

where H;, € CV+*Ma is the main channel, W), € C¥e*% is the beamforming matrix
applied to signal s, € C**! for user k, F; is the ICR indicator function as before,
sr.; is the i ICR signal over interfering channel Vj,; € CN+*N1 ' and ny, ~ CN(0, 031)
is additive Gaussian noise. The transmit covariance matrix for each UCR is given by
Q. = W, W, We adopt a prescient block-diagonalization (PBD) strategy on the

underlay downlink [47,72] to completely eliminate intra-UCR interference, as shown
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below.

In the first approach, the transmit covariance matrices {Qk}ﬁ(;l are computed jointly
so as to optimize the underlay system sum rate while subject to constraints on the
PR interference and the minimum power leaked to the ICRs. The proposed PBD

scheme is succinctly described as

Qmax gl% I+ H,Q.H/| (4.29a)
st. HyQ;HY =0,Vk # j (4.29b)
T (N (Z; Q) NY) <g, (4.29¢)

Tr (F (Zszl Qk) F/ ) > 7, (4.29d)

Tr (Z; Q) <PQur0 k=1, K, (4.29¢)

Note that this is not equivalent to direct maximization of the UCR sum rate since
the ICR interference is not included in the objective function. However, this decou-
pling renders the problem convex since the objective function is jointly concave and
all constraints are linear in {Qg}, and the leakage constraints n; can be adjusted

appropriately to diminish the probability of missed detections at the ICRs.

As an alternative PBD strategy, it is possible to separately design the precoding and

power allocation matrices per user in a two-step process. Let

H,=|H --- H._, HyW - HKM]

represent the the overall UCR downlink channel excluding the k' user. First, a
closed-form solution for the unit-power precoding matrix of user k is obtained from the

H
nullspace of H_;. For example, from the SVD H_, = U_kE_k[ V_ i1 Voo } ,

the last (N, — [;) right singular vectors contained in V_;o can be used to con-
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struct Wy, [47]. However, unlike the conventional BD algorithm, the power allocated
over the [, spatial modes of user k is now no longer obtained via waterfilling. Let
rank(H;, W) = r for user k’s effective channel, and assume [, = r;. Consider the
SVD of user k’s effective channel H, W, = UkEkV,{,{ where 3j, = diag (€1, ..., €k, )
is a r, x 7, diagonal matrix, and define A, = diag (Ag1,..., Akr,) as the power al-
location matrix. The overall downlink power allocation matrix is therefore A, =
blkdiag (A1, ..., Ak,). The PR interference and ICR signal power constraints are

accommodated in the power allocation step based on a numerical optimization:

Ko Ik

max Z Z logy (14 €% Mem) (4.30a)

AL L ARy, o1 el

Nr u lk 2
s.t. Zc:l Zk:l Zmzl W[5 Aen > & (4.30D)
N u l .
Yoy I MWl Aem 2 i =1, K, (4.30¢)

Ky lk 2
Yoo > Wkl A < P (4.30d)

where n, is the ¢ row of N, f; , is the n'" row of F;, and wy, ,, is the m'* column of Wy,
The leakage and power constraints (4.30b)-(4.30d) are equivalent to (4.29c¢)-(4.29).
This is a convex program since the objective function is concave and all constraints
are linear in {\;;}, and is solvable efficiently using interior-point methods. It must be
noted however that a separate design of the underlay precoding and power allocation

matrices is potentially suboptimal compared to the joint design of (4.29).

4.5 Simulation Results

In this section, we present the results of several numerical experiments to verify the
improvement in primary link performance with prescient beamforming. To avoid rep-

etition, unless specified otherwise, all results in this section are based on the partial
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CSI model with instantaneous CSI of the downlink and UCT-ICR links, and only
statistical CSI of the ICR-to-UCR links available to the underlay transmitter. Each
channel realization for all terminals is drawn from a zero-mean circularly symmetric
complex Gaussian distribution, and all results are averaged over 1000 channel real-
izations. The background AWGN variance at all receivers is assumed to be unity,
and the primary antenna array sizes are fixed as N, = N, = 4. The convex programs
are solved numerically using the cvx MATLAB toolbox [73]. At the ICRs we set the
transmit power to P; = 20d B, false alarm rate target Pra; = 107%Vi, and sample size
of M = 4. The prescient GP algorithm is run 5 times for each set of channel realiza-
tions with four random initializations and an initialization based on the naive RCI
precoder to reduce the likelihood of a local maximum; the best-performing precoding

solution is chosen as the result.
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Figure 4.1: ROC curve for energy detection comparing prescient precoding with reg-
ularized channel inversion, N, = K, =3, Ny = K =2, P = 5dB.

We first examine the energy detection receiver-operating-characteristic at an arbi-
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trary ICR for prescient GP precoding compared to RCI transmission with K, = 3
single-antenna UCRs in Fig. 4.1. The UCT transmit power is fixed at P = 10dB
with N, = 3 antennas, and K = 2 ICRs are present with N; = 2 antennas each. We
observe that prescient precoding provides a significant improvement in energy detec-
tion performance for the entire range of Pr4, and consequently reduces the likelihood

of ICR missed detections.
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Figure 4.2: Underlay sum rate for prescient algorithms and RCI precoding with
N,=K,=K =3, Ny =2.

Sum rate results for the single-antenna UCR downlink versus UCT transmit power
with N, = K, = K = 3, N; = 2 are shown in Fig. 4.3. The prescient schemes improve
markedly upon the naive RCI precoder since each ICR with a missed detection inter-
feres with multiple UCRs. The linear combination scheme is observed to be a very
competitive alternative compared to the computationally intensive GP solution. The
SDP-based prescient scheme suffers from the difficulty of optimally choosing leakage

power thresholds 7;. The proposed prescient GP precoder provides an increase of up
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to 7 (bits/s/Hz) in spectral efficiency compared to the RCI scheme, which highlights

the significant benefit of preemptively mitigating secondary user interference.
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Figure 4.3: Underlay sum rate for prescient and conventional block-diagonalization
with N, =8, K, =4, K = Ny = Ny, = 2.

We now consider prescient versus conventional block-diagonalization schemes for the
multi-antenna UCR downlink with Ny = 2. The greatest benefit of the PBD schemes
is observed at low to intermediate SNRs, while the sum rate of all three algorithms
gradually converge at high SNR. This is because the diversion of transmit power to
the ICRs under PBD now has a greater penalty in terms of spatial multiplexing loss

to the multi-antenna UCRs.

4.6 Summary

This chapter examined a novel heterogeneous dynamic spectrum access network where

the primary users (PUs) coexist with both underlay (UCRs) and interweave cognitive
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radios (ICRs); all terminals being potentially equipped with multiple antennas. We
investigate the design of MIMO precoding algorithms for the UCRs so as to increase
the detection probability at the ICRs, while simultaneously meeting a desired Quality-
of-Service target to its own receivers and constraining interference leaked to PUs. The
objective of such a proactive approach, referred to as prescient precoding, is to min-
imize the probability of interference from ICRs to the UCR and PU receivers due to
imperfect spectrum sensing. We begin with three different downlink prescient precod-
ing algorithms for a plurality of single-antenna UCR and multi-antenna PUs/ICRs.
We then present prescient block-diagonalization algorithms for the MIMO underlay
downlink where spatial multiplexing is performed for multiple multi-antenna UCR
receivers. Numerical experiments demonstrate that prescient precoding by the UCT
preemptively mitigates missed detections at the ICRs, and provides a significantly
pronounced performance gain in underlay sum rate compared to conventional pre-

coding strategies.
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Chapter 5

Robust Beamforming in the

MIMO Wiretap Channel

In this chapter, we investigate methods for reducing the likelihood that a message
transmitted between two multi-antenna nodes is intercepted by an undetected eaves-
dropper. In particular, we focus on the judicious transmission of artificial interference
to mask the desired signal at the time it is broadcast. Unlike previous work that
assumes some prior knowledge of the eavesdropper’s channel and focuses on max-
imizing secrecy capacity, we consider the case where no information regarding the
eavesdropper is available, and we use signal-to-interference-plus-noise-ratio (SINR)
as our performance metric. Specifically, we focus on the problem of maximizing the
amount of power available to broadcast a jamming signal intended to hide the desired
signal from a potential eavesdropper, while maintaining a prespecified SINR at the
desired receiver. The jamming signal is designed to be orthogonal to the information
signal when it reaches the desired receiver, assuming both the receiver and the eaves-
dropper employ optimal beamformers and possess exact channel state information

(CSI). In practice, the assumption of perfect CSI at the transmitter is often difficult
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to justify. Therefore, we also study the resulting performance degradation due to the
presence of imperfect CSI, and we present robust beamforming schemes that recover
a large fraction of the performance in the perfect CSI case. Numerical simulations
verify our analytical performance predictions, and illustrate the benefit of the robust

beamforming schemes.

A key consideration in the MIMO wiretap problem is what information is available
about the eavesdropper. In principle, to compute the secrecy rate, one must know
the eavesdropper’s channel state information (CSI), or at least its distribution. Such
information is unlikely to be available in many scenarios, especially those involving
purely passive eavesdroppers. As a result, in this chapter we take a different ap-
proach in which the transmitter minimizes the transmit power required to guarantee
a certain Quality of Service (QoS) at the desired receiver, and uses the remaining re-
sources to transmit an artificial interference signal that jams any eavesdroppers that
are present [29,74]. The use of artificial interference has been considered by a number
of others even for the case where the eavesdropper’s CSI is known, although such an
approach is known to be suboptimal. For example, assuming that the transmitter
has more antennas than the intended recipient so that the corresponding channel has
a non-trivial nullspace, one of the approaches taken in [19] is to broadcast artificial
interference in this nullspace. Such interference will have no impact on the receiver,
but will in general degrade the eavesdropper’s channel since its nullspace (if any)
will be different. The high-SNR performance of this type of technique was shown
to be nearly optimal in [75], and the optimal power distribution between data and
interference has been examined in [30]. While [19] studied the case where only the
distribution of the eavesdropper’s channel was known, [75] focused on the situation
where the transmitter has access to the eavesdropper’s instantaneous CSI, and de-
veloped an algorithm to optimally exploit such information for the case where the

intended recipient has a single antenna.
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Another key consideration is the accuracy of the available CSI. The impact of imper-
fect CSI on the secrecy rate of the single-antenna wiretap channel has been investi-
gated in [76,77]. As we illustrate, techniques based on knowledge of the eavesdropper’s
channel in the multiple antenna case are very sensitive to even slight perturbations
in the CSI. If unaccounted for, imprecise CSI for the primary channel also causes
interference leakage to the desired recipient when artificial noise is used to jam the
eavesdropper, resulting in significant degradation in the desired user’s performance.
Consequently, we are interested in developing robust schemes that are insensitive to
CSI errors. As such, we assume the transmitter uses beamforming rather than spa-
tial multiplexing to communicate with the desired receiver. Beamforming is known
to provide higher capacity than spatial multiplexing in many situations where the
CSI at the transmitter is in the form of a mean and covariance (similar to the case
considered here), even when the receiver has perfect CSI [78]. When the receiver CSI
is also subject to errors, recent work has shown that beamforming is optimal even for

small channel perturbations [79].

Since we focus on transmission of a single data stream using beamforming, and we let
the received signal-to-interference-plus-noise-ratio (SINR) of the data stream at the
desired receiver serve as our QoS metric. We design robust algorithms that minimize
the transmit power required for the desired receiver to achieve the target QoS in the
presence of CSI errors. This in turn maximizes the power available to transmit a
jamming signal that distrupts the ability of the eavesdroppers to recover the desired
signal. The robust algorithms rely on knowledge of the statistics of the CSI errors,
and use a second-order perturbation analysis of the primary channel’s singular value
decomposition to account for the effects of the perturbation on the desired data
stream. As a result, the algorithms provide the following benefits: (1) they minimize
the effect of the jamming interference at the desired receiver when CSI errors are

present, which means that (2) they require less transmit power to achieve the desired
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QoS, which in turn (3) maximizes the power available for degrading the channel of
the eavesdroppers. Our simulations demonstrate that the resulting secrecy capacity
is significantly improved compared with what would be obtained by a naive scheme
that did not take CSI errors into account. We note that a similar approach can be
taken to study the impact of imperfect CSI on schemes that make use of relays or

neighboring users to jam eavesdroppers [80]-[81].

The chapter is organized as follows. In the next section, the assumed mathematical
model is presented, and the capabilities of the transmitter, receiver and eavesdrop-
per are detailed. We also discuss the use of artificial interference, and examine the
use of secrecy capacity and SINR as performance metrics. Fixed-QoS beamforming
algorithms are described in Section 5.2 for the perfect CSI case, and the effects of
imperfect CSI are analytically evaluated in Section 5.3. Robust beamforming meth-
ods that compensate for the degradation in SINR are then developed in Section 5.4.
The resulting SINR performance for a range of antenna configurations and CSI per-
turbations is studied via simulation in Section 5.5, and conclusions are drawn in

Section 5.6.

5.1 System Model With Perfect CSI

We assume a scenario with two cooperating nodes, Alice and Bob, and a passive
eavesdropper Eve, as described in Ch. 2.2. By the term “cooperating,” we mean that
Alice and Bob share information with each other about channel state information, de-
sired link quality and coding/decoding strategies. Eve is non-cooperative in the sense
that Alice and Bob are unaware of Eve’s operating parameters, including her channel
state information, number of antennas, etc. Alice is attempting to communicate a

message to Bob in the presence of Eve, who is able to overhear Alice’s transmissions.
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In this chapter we set the eavesdropper scale factors to unity: g; = go = 1. Without
loss of generality, we also normalize Hy, so that its elements have unit-average gain

(excess energy available from Hy, is assumed to be included in P):

[Huly _
NyN,

2
el _ o
NeNa ea *

5.1.1 Artificial Interference

Techniques that employ artificial interference devote a fraction of Alice’s power to
the transmission of a noise-like waveform, in an attempt to degrade the ability of Eve
to intercept the signal destined for Bob. Since we are focusing on a beamforming
scenario, Alice’s signal is split into two components: one being a scalar data stream
denoted as z that contains the message for Bob, and one that contains the jamming

signal, which we denote by the N, x 1 vector z’. Bob therefore receives

vy = Hp tz + HbaZ, + ny, (51)

where t is the N, x 1 transmit beamformer used for the information signal. Similarly,

Eve sees

ye = Hetz + H.oz' + n,. (5.2)
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Assume t7t = 1 and let E{|z|?} = pP, where 0 < p < 1 is the fraction of the power

devoted to the information signal, so that

Bla7"} = Q.

Q) = (1-p)P.

The QoS experienced by Bob and the probability of Eve intercepting the message
intended for Bob will be determined by Alice’s choice of the following parameters: the
covariance matrix Q’, the transmit beamformer t, and the power allocation parameter
p. The impact of these parameters on secrecy capacity and SINR are discussed in

Sec. 5.1.2.

It is important to note that the design of a complete transmission strategy for secrecy
must also involve the construction of a “secrecy codebook” that is comprised of sub-
codebooks for both the secret message and a randomization message intended to
confuse the eavesdropper [82]. This is true even for situations where little or no
information about the eavesdropper is present; in such cases, one can design the
codebook using a set of worst-case assumptions about the eavesdropper. In a sense,
the beamforming techniques discussed here represent a version of this idea in the
spatial domain, where the secret and random messages are assigned to different spatial
precoders (beamformers) with different transmit powers. An optimal design would
presumably involve the joint construction of encoding schemes in both space and

time, but such an effort is beyond the scope of this chapter.
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5.1.2 Performance Metrics

Early work on the wiretap channel [14-16] led to the concept of secrecy capacity,
which is defined to be the maximum rate at which Alice and Bob can communicate
without allowing the eavesdropper to obtain any information about the transmitted
message. In [17], it was shown that for the case where the background noise for Bob
and Eve is of equal power (and no artificial interference is generated, z’ = 0), the

secrecy capacity for the MIMO wiretap channel is given by

Coee = max I(Xa; Yy) — I(Xu;Ye) (5.3)

= glaﬁ}(() 10g |I + HbaQaHg - 10g |I + HeaQaHgl )

where I(-; -) represents mutual information, and where Y}, Y. and X, are the random
variable counterparts to the specific realizations y,,y. and x,, respectively. The
secrecy-capacity-achieving choice for Q, was derived in [17] for the case where the

transmitter has knowledge of both Hy, and H,,, which were assumed to be fixed.

The use of secrecy capacity as the performance metric with artificial interference was
studied in [19], where knowledge of only the distribution of H., was assumed and the
expected value of (5.4) was maximized to obtain the ergodic secrecy capacity. The
approach of [19] allowed for the transmission of multiple data streams to Bob, but
restricted attention to the case where N, > NV;, and forced Alice to choose a transmit
covariance matrix according to the standard water-filling solution without regard to
the possibility of an eavesdropper. The expected value of (5.4) was then maximized
over p, where the expectation was taken over the distribution of eavesdropper chan-
nels, and it was assumed that o2 = 0. Note that, although this approach obviates

the need for knowledge of Eve’s instantaneous channel, optimization over p still re-
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quires knowledge of the number of antennas Eve possesses and the strength of Eve’s
channel relative to Bob’s (inherent in the assumption that the channel distribution is

available).

Without any information about H.,, the above maximization problem is ill-posed,
although (5.4) can still be used to quantify the secrecy rate of a given transmission
scheme. In our work, we restrict attention to situations where Alice transmits only
a single data stream to Bob since (1) we will focus on cases where the CSI is im-
perfectly known, and (2) we can develop methods that make beamforming robust to
CSI errors. As a result, we choose to work directly with SINR rather than capac-
ity. We will calculate the SINR assuming that both Bob and Eve use linear receive
beamforming, recognizing the fact that both could use more sophisticated nonlinear
techniques for decoding Alice’s signal. The SINR achieved by linear beamforming will
nonetheless provide an indication of the relative ability of Bob and Eve to determine

the transmitted signal regardless of which decoding approach is used.

Let wy, w, respectively denote the N, x 1, N, x 1 beamformers employed by Bob and

Eve to determine z, so that

= wiyy, =wi (Hytz + Hyz' +ny) (5.4)

2. = wly,=w (H.tz+Hez +n,). (5.5)

The resulting SINR available for Bob and Eve to decode z will be given by

,0P|W£{Hbat’2
SINR, = 5.6
b wi (Hpy,Q.HE + 071) W, (5:6)
pP|wiH,t|*

SINR., = . 5.7
wi (H,QHE 1 o7T) w, (5.7)
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Intuitively, as long as SINR;, > SINR,, there will exist modulation and coding schemes

that allow Bob but not Eve to reliably decode z.

5.2 Fixed-SINR Beamforming With Perfect CSI

In many applications, it is impractical to assume that any information about the
eavesdropper’s CSI is available. To increase communications security in such cases,
we propose an approach that attempts to achieve the following two performance
objectives: (1) maintain a certain guaranteed level of link quality (e.g., SINR) for
the intended receiver, and (2) maximize the power available for a jamming signal
that makes the unintended reception of the signal more difficult. Obviously, the
performance of such a scheme cannot be guaranteed; a fortuitous eavesdropper in the
right location could end up with a better quality signal. Here the goal is to reduce
the likelihood of such an event. Note that this approach does not imply that a low-
power transmission from Alice to Bob will be more secure; reducing the power of the
desired signal may allow one to better degrade Eve’s channel, but it also reduces the
requirements for Eve to decode the signal as well. To illustrate the proposed artificial
interference concept, we assume here that the CSI is perfectly known by all parties,
Alice, Bob and Eve. The case where Bob and Alice have imperfect or perturbed CSI

is examined in Section 5.3.

5.2.1 Unknown Eavesdropper CSI

The proposed approach can be generally outlined as follows, using SINR as the QoS

metric:
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1. Specify a target SINR for Bob.

2. Allocate the smallest possible fraction p of the available transmit power to
achieve the desired SINR (if possible) assuming Bob experiences no interference

other than the background noise of power o7.

3. Allocate all of Alice’s remaining power to a jamming signal that is uniformly
distributed in space, subject to the constraint that when the interference is

received by Bob, it lies in a subspace orthogonal to the desired signal.

Obviously, a given Hy, may not support the desired SINR with a total transmit power

P; in such cases, the link is assumed to be in outage.

Let S denote the target SINR for Bob. To minimize the fraction of the transmit
power required to achieve S, Alice should choose t to be the right singular vector
of Hy, with largest singular value, and Bob should choose w;, = H,,t as his receive
beamformer. Using this approach, we have

B o2S )8
- tAHIH,tP  oiP’

0 (5.8)

where oy is the largest singular value of Hy,. As long as p < 1, Alice has power

available for generating artificial interference.

Since the CSI of the eavesdropper is unknown, the best option available to Alice is
to uniformly spread the remaining transmit power along spatial dimensions that will

produce no interference for Bob. In particular, we require that

Hbat 1 HbaZ, (59)
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for all z’. With t chosen as above, it is easy to see that z’ must be chosen as a linear
combination of the N, — 1 right singular vectors of H;, with smallest singular values,
which we denote by T'. Uniformly distributing the remaining transmit power over
these vectors yields the following transmit covariance for the artificial interference:

(1-p)P

TTH, 5.10
N 1 (5.10)

Q.=
As a consequence, the optimal (in the maximum SINR sense) receive beamformer for

Bob is simply the maximal ratio combiner, w;, = H,,t, since Bob experiences only

white noise. For Eve, the beamformer that maximizes SINR is given by

ea

we = (HeQoQH + 021) ' H,t, (5.11)

where Q, is given by (5.10). The use of an optimal beamformer here presumes that
Eve is aware of H.,t, as well as the spatial covariance matrix of the transmitted
interference. With this choice for w,, the SINR experienced by Eve can be expressed
as

SINR, = pPt"H, (H,,Q.H + 0°1) " Hut . (5.12)

a

Since p is proportional to ¢, two observations are immediate for the case of low

background noise (o7, 02 — 0):

1. If H.,Q.H# is full rank, which will generically be true if Alice has more anten-

nas than Eve, then

lim SINR, =0,

2
oy —0
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regardless of o2.

2. If H,,Q HZ is rank deficient, for example if Eve has more antennas than Alice,

then

lim (H,QHZ +6°1)"" = L RRY |

020 “ O'g

where R is an orthonormal basis for the subspace orthogonal to H., ;1/ ’ In

this case, if o7 — 0 but 0,/0. >~ O(1), then in general SINR, remains non-zero.

5.2.2 Known Eavesdropper CSI

While our focus is on the case where Eve’s CSI is unknown, it is useful to compare the
performance of the artificial noise scheme with the optimal transmission strategy that
takes knowledge of Eve’s CSI into account. If perfect CSI of the eavesdropper’s chan-
nel is available, then it is known that the use of artificial interference is suboptimal.
The optimal approach to the problem posed in this chapter is for Alice to transmit
with full power using the beamformer that minimizes the eavesdropper’s SINR given
that the intended receiver’s SINR is S

min SINR,
¢ (5.13)

It is straightforward to show that the solution to (5.13) is the generalized eigenvector

t corresponding to the largest generalized eigenvalue \,,,, in the equation

HHyot = Moo HEH, ot (5.14)
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where t is scaled to ensure that SINR, = S, provided that the transmit power P is
large enough. Clearly, if N, < N,, then t will lie in the nullspace of H,, and SINR, =
0. In such cases, it is preferable from a numerical point of view to calculate t as the

generalized eigenvector with the smallest generalized eigenvalue in this equation:

HYH .t = \pin HEHyot (5.15)

5.3 Impact Of Imperfect CSI

The assumption of perfect CSI at the transmitter is obviously impossible to achieve
in practice. CSI uncertainty at Alice can be due to a number of different phenom-
ena, including estimation error, quantized feedback, or channel mobility. CSI at the
receiver is typically much more accurate, due to the receiver’s ability to employ rapid
channel tracking techniques based on, for example, decision direction. In this section,
we examine the effect of inaccurate or mismatched CSI between Alice and Bob using
a second-order perturbation analysis of the singular value decomposition (SVD) of
H,,, assuming that the channel error is described as a zero-mean random matrix with
a given covariance. In the simulation section, we will demonstrate two important as-
pects of our analysis. First, we will show that the analysis accurately captures the
effect of imperfect CSI even for relatively large channel errors, where the magnitude of
the perturbation approaches that of the elements of the channel matrix itself. Second,
our analysis will show that the previously proposed beamforming algorithms are very
sensitive to imperfect CSI, and result in large degradations in SINR even when the
channel perturbation is relatively small. This provides motivation for us to consider

beamforming schemes that are robust to CSI errors, as developed in Section 5.4.

For the analysis, we assume that Hy, is of full rank F' = min (N, N, ), and we define
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the singular value decomposition of the unperturbed channel as follows:

H,, = UZVH (5.16)
¥, 0 .
= [Us uF] [Vs VF] (517)
0 Of
= U VY 4 opupvl (5.18)

where Uy, V contain respectively the first F'—1 left and right singular vectors whose
singular values are found in the diagonal matrix 3, and up, vy are respectively the
left and right singular vectors corresponding to the smallest singular value op. The

partitioning of the SVD will be useful as we use the perturbation analysis of [83].

For purposes of our analysis, we assume that the CSI error is confined to Alice, who

is assumed to have available the following perturbed channel estimate:

H,, = Hy, + AHy, (5.19)

where AH,, is modeled as a zero-mean circularly-symmetric random matrix with

covariance matrix given by
Cam,, = B {(vec(AH,,)) (vec(AHy,))" } |

and vec(-) denotes the column stacking operator. The singular value decomposition

of the perturbed channel can be written as

Hy, = U,S, VY 4 5papvl | (5.20)
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where

US :US+AUS ﬁF :uF—l—AuF
ES:ES‘FAES 5’F:O'F+AO'F (521>
VSIVS—FAVS \~7F:VF+AVF,

and quantities preceded by A are perturbations to those in (5.18). The analysis of
[83] assumes either a fat or square matrix (N, > N, in our case), so we perform our
derivation for this case. A similar analysis holds when N, > N,, except that we would
work with the transpose of the channel matrix, and we would focus on perturbations

to the left rather than right singular vectors.

It will be convenient for our analysis to also define Aoy and Av, as the perturbation to
the largest singular value and the corresponding right singular vector vy, respectively.
Furthermore, we define AT as the perturbation to the N, —1 right singular vectors of
H,;, with smallest singular values. With Ag; defined, the perturbed power allocation

factor can be expressed as:

2
. oS 1
p= 2P o p<1 n 201A012+Aa%> (5.22)
91
N ] 2A0;  Ao?
= r 01 of )’
(5.23)

If Alice has an inaccurate estimate of the CSI and both Alice and Bob are unaware
of the CSI mismatch, then the SINR for Bob is expected to be significantly degraded.

There are three factors that contribute to this degradation:
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1. Alice will incorrectly allocate power for data and artificial noise based on p =

(039)/ (67 P).

2. Alice continues to use (5.10) to generate the interference signal, although with

imperfect CSI the artificial noise covariance matrix becomes

~ 1—p)P
Q. = %(T’ + AT (T + AT’)H : (5.24)
3. Alice will use t = v; = v; + Av; as the transmit beamformer, whereas Bob
continues to use w, = Hy,v; as his receive beamformer. Bob’s beamformer will

no longer cancel the artificial interference, causing a significant loss of SINR

and the bulk of the resulting performance degradation.

This case of mismatched beamformers and erroneous power allocation due to imper-

fect CSI is referred to as the “naive” scheme.

In the presence of CSI errors, Bob’s average SINR can be approximated as the ratio
of the expected value of the received signal power to the expected value of the re-
ceived noise and interference power. This approximation is valid to the order of the
perturbation analysis assumed in [83], and its accuracy will be demonstrated later in
our simulation results. Using this approximation, the average SINR achieved by Bob

under the naive scheme can be expressed as

PE {p|viHfIHyo (v + Avy)|?}
E {v{f H/ (HbaQ;Hgg + agI) Hbavl}

SINRj ™ = : (5.25)

where the remaining expectation is with respect to AH,,. Based on the distribution
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of AH,,, we can compute

- ~ ~ - H
E{v{ngHbaQ;HgHbavl} - afﬁE{vffT/ (T') vl} (5.26)
= ofBE{vI' (I -+¥) v}

—01BE {v{'Avi + Avi'v, },

Q

where 3 = (1 — p)P/(N, — 1) and 8 = (1 — p)P/(N, — 1).
Let T = %% + i—?. Using the familiar relations Hy,vi = oju; and ngl = 01Vy,
and after dropping higher-order perturbation terms from the numerator and denom-
inator, we obtain the following expression for SINRgai”e:

oipP [1+ E{vi'Av,} + E{Avlv,}-E{T}]

“o2BE (VA1) + B {AVIv}] £ o2 (5.27)

It is apparent that when perfect CSI is available at Alice (i.e., Av; — 0 and Aoy — 0),

(5.27) reduces to (5.8).

Next, we obtain the expected values of the perturbation terms vi’Av,, Agy, and Ao?

in (5.27) as follows. Define D = (EsEf — o2 I)fl, as well as the following matrices:

E,, & UYAH,V, (5.28)
E,., £ UYAH,vp (5.29)
E.., = ulAH,V, (5.30)
E.. = uAH,vp. (5.31)

Using the results of [83], the perturbation in V, can be approximated up to second
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order in AH,, as
AVS = VF]._Dl + VSPQ (532)

where P; ~ —Q{I and Py ~ —%FFH, and

F = —0rDE! - ¢237'DE,, - Z'E,,, (5.33)
Q: ~ D(E,DXE] —oDE/E) %, (5.34)

— DE!'E,, + ¢3D (E!DE,, — DE'E,,,)
+033,'D (Es2,'E,, — DE,,SE,, +...
...+ 07E X 'DE,,)

+ 3, 'E, 2" (Esn + 07DEy,) —0r%; 'DE,E,,
+0r%;'D (0;E,DE!, — 07DE,,E!! — E,,E! )

+ 0p X 'E,,DEZ 4 F .

Exploiting the circular symmetry of AH,, in (5.35) leads to

E{P,} = (1+0})E{E]E,}D" (5.35)
+opE {EID"E,,} D"
— orE{E,,D"E!} (I1+0}D") 3!
+ opE{E.,ElL} D" (6;D" +1) =]

n
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Next, recall that V, vy and VEV, =1, so that VIAV, = P,. After some manip-

ulations based on the circular symmetry of AH,,, we obtain

2
g -
E[VIAV,] = _EFzsl((al%H)DE{EsnEgg}DH +...
...+ E{E,E!}D" + E{E,EL}) ;!
2
- EDE{E'E,.} D".
2

The perturbation to the singular values ¥, can be approximated as

E{AS)} ~ (02E{E,EZ}D" 4+ E{E,EL})x;!

n s

+ E {ESPQ - PQES} 3

where Py =~ —%FFH is a component of the perturbation in AUj, and

F =-D (Z,EL + 0rE,,) .

From the expression for Ps:

E{P,%,} = D(Z,E{ELE,}X,

+o07E{E.,EL} )D"%,.

(5.36)

(5.37)

(5.38)

(5.39)

It remains to express (5.35) and (5.37) in terms of the second-order statistics of

AH,,. Let C;; = E {(AHba) ; (AHba)i{j} represent the covariance of the ith and jth

)
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columns of AHy,. It is straightforward to show that

E{E.El} = UYE[AH,vrviAH] ] U
= UfGu;, (5.40)
E{EIE,;} = VIG"V, (5.41)
E{E.El} = ufGU; (5.42)
E{EIE,} = viG"V, (5.43)
E{E,D"El} = ulG'U, (5.44)
E{EID"E,} = viG"V,, (5.45)

where the (i, j) entry of G is [G], . = vECyvp, (G, = Tr (V,D¥VZC;), and

Y] Y]

[G"],; = Tr (UD"UZCy).

B .,

For convenience, let C;; = E {(AHba) ; (AHba)Ii} represent the covariance of columns
i and j from AHy,, i.e., C;; is the (i, j) block of Cap,,. We also define the matrix G

whose (i, j) entry is given by [G]; ; = vHC;;vp. The expressions needed to evaluate
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Bob’s SINR are given in (5.46)-(5.52):

2
E{[VIaV.]} = -ZDVIGV.,D (5.46)
2
- %Fz;lD ([(02+ DI+ D] x

...xU'GU,D+ D 'U'GU,) =}

E{AX®,} ~ (0;UYGU,D+UYGU,)x* (5.47)

- D (=, VGV, +...

...+ o7UYGU,) DX,

+3,E [VIAV,]

E{vi'Av,} = E{[V]AV]} | (5.48)
D = (=37 -50)" (5.49)
E{Ac)} = E{[AES]M} (5.50)
E{Adi} = [U/KU,] (5.51)
K], = Tr(VIC,V,) . (5.52)

Therefore, the naive SINR at Bob expressed in terms of the second-order statistics of
AHy, is obtained by substituting the expected values in (5.48), (5.50), and (5.48) into
(5.27). For the special case of i.i.d CSI errors where Cap,, = o1, the expressions

above simplify considerably since in this case G = 021,

Note that Alice’s use of imperfect transmit beamformers does not implicitly impact
the SINR available to Eve. As far as Eve is concerned, use of vi + Avy rather than
vy as the transmit beamformer for the desired signal, and T” + AT’ rather than T
as the interference precoder, has on average no effect on her performance since we

assume that H;, and H,, are unrelated.
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5.4 Robust Beamforming Approaches

While the instantaneous CSI perturbation cannot be determined, if Bob has informa-
tion about the statistics of the perturbation, then he may take remedial measures to
overcome at least some of the significant SINR degradation that occurs with the naive
scheme. In particular, if Bob has knowledge of Cay,,, then the spatial covariance of
the artificial interference that impacts Bob can be calculated, and incorporated into
the maximum SINR beamformer. In this section, we examine two such approaches
for the case where Alice does not possess CSI for Eve. The first case corresponds to
a frequency-division duplex (FDD) scenario where Bob estimates the CSI, quantizes
it, and sends this information to Alice via a feedback channel. In this case, Bob is
aware of the CSI used by Alice for her transmission parameters. In the second case,
which corresponds to a time-division duplex (TDD) scenario, Alice and Bob obtain
individual channel estimates on their own, and neither is aware of the other’s CSI.
In both cases, we assume that (1) Alice’s transmission allows Bob to obtain an exact
estimate of the current CSI Hy, (the estimation error will be negligible compared with
errors due to quantization and channel time variations), and that (2) Bob informs

Alice of the power fraction p needed to obtain his desired SINR.

5.4.1 Robust Beamforming - FDD Case

When Alice has imperfect CSI for Bob and applies a mismatched transmit beam-

former, the interference-plus-noise portion of Bob’s received signal is, from (5.1),

~ /
n, = Hy,z2' +ny ,
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with covariance

E{nn)'} = Qi - (5.53)

In the FDD case, Bob is aware of the value of fIba since this was information he
computed and fed back to Alice. He can thus determine the exact value of Q;,; as

follows:

Qine = HyQUH}, + 071, (5.54)

as well as the exact beamformer t = v, that Alice uses for the information-bearing
signal. He is then in turn able to calculate the optimal receive beamformer that
maximizes SINR:

Wopr = Q1 H)ut . (5.55)

int
The resulting SINR at Bob is given by

S = pPt"HIQ; ' H,,t . (5.56)

int

5.4.2 Robust Beamforming - TDD Case

In the TDD case, Bob is unaware of the exact values of Q. and v, that Alice uses.
However, assuming Bob knows the statistics of the CSI error, in particular Capg,, ,
he can compute expected values for these quantities and use these as estimates to
determine his receive beamformer. Using the second-order perturbation analysis of

the previous section, the expected interference-plus-noise covariance matrix Q;,; can
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be computed as

Qu = E {HbQZ’Z’HHﬁ +myn;’ } (5.57)
= 4 (Hy H;. — ofwul’) — Boiw E {Av, } Hy,

— BoHypo E {Av,}yuf + o071
Furthermore, Alice’s transmit beamformer can be estimated as

t=E(F)=vi+FE(Av)) . (5.58)

Both of the above quantities require knowledge of Av;. In the Appendix, we show

that
E{Av\}=E {[AVS]:J} , (5.59)
where
E{AV,} = vpE{P}+V,E{P,} (5.60)
E{P:} = (1+0})viGV,D" +0iviG"V,D"

—opuf G'U, (I+ 07D B (5.61)

+opu GUDY (67D7 +1) 2!

Gli; = vieCyvr (5.62)
G, = Tr(V.D"VICy) (5.63)
[G"],, = Tr(U,D"UICy) , (5.64)
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and where the expected value of P, = VEAV, is given in (5.46). The interference-
plus-noise covariance matrix is obtained by substituting (5.59) into (5.58). Bob’s

receive beamformer is calculated as
Wopt = Q1 Ht . (5.65)

Since th # Qjnt, the resulting SINR for Bob must be determined as follows:

N ~ -2
pP [t"THEQ; 'H,,t

wnt

n HA-1 ~—1 :
tHHba intQintQ Hbat

int

SINR, =

(5.66)

5.5 Simulation Results

We present some examples that show the SINR and secrecy capacity performance
of Bob and Eve for various array sizes, target performance levels, and array pertur-
bations. In all simulations, the channel matrices were assumed to be composed of
independent, zero-mean Gaussian random variables with unit variance (72, = 1). The
channel perturbation covariance matrix is assumed to be Cap,, = 021 which corre-
sponds to the case where the CSI errors are independent and identically distributed.
In the simulation plots, oy is specified in dB according to 20log;,og. For example,
a value of oy = —20dB corresponds to oy = 0.1, indicating channel perturbations on
the order of 10% of the channel coefficients themselves. All displayed results are cal-
culated based on an average of 3000 independent trials. The background noise power
was assumed to be the same for both Bob and Eve: 7 = 02 = 1, and in all cases the
available transmit power was assumed to be P = 100, or 20dB. In situations where
the desired SINR for Bob cannot be achieved with the given P, rather than indicate

an outage, we simply assign all power to Bob and zero to artificial interference and
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average the resulting SINR with the others.

5.5.1 Effects of Eavesdropper CSI

25

Received SINR(dB)

— — —Bob
—o&— Eve, No ECSI
—Xx— Eve, with ECSI
Eve, with perturbed ECSI

-20 1 1 1 1 1 1 1 1 1
2 4 6 8 10 12 14 16 18 20
Number of Antennas at Eve

Figure 5.1: SINR versus number of antennas for Eve.

Figure 5.1 illustrates the performance of the algorithms when S = 20dB and N, €
[1,20]. The number of antennas for Alice and Bob are assumed to be equal, and
results are shown for N, = N, = 4,8. The desired SINR for Bob was set to 20dB,
and the available transmit power was sufficient in this simulation for the target to be
met in all 3000 trials. Three curves are included for Eve, showing the performance
of the algorithms for different assumptions about the eavesdropper’s CSI (ECSI): (1)
when it is unknown, in which case the artificial noise approach of Section 5.2.1 is used,

(2) when it is perfectly known, in which case the generalized eigenvector approach of
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Section 5.2.2 is used, and (3) when it is imperfectly known, where again the approach
of Section 5.2.2 is used, but the ECSI perturbation is unaccounted for. The perturbed
ECSI was generated by the following equation, assuming v = 0.05 (which corresponds

to a perturbation of about -13dB):

Hea = 11— 7Hea + v W ea ) (567)

where H,, and W, are independent, zero-mean Gaussian with unit-variance ele-
ments, and hence so is ICIm. In the simulations, the actual channel is H,,, but Alice
assumes it is H,,. The assumption of perfect ECSI provides a significant benefit when
N, < {N,, Ny}; in fact, the eavesdropper’s SINR can theoretically be driven to zero.
The gain when N, > {N,, Ny} is not as large, particularly for N, = N, = 4, when
it is less than 2dB. Much of the benefit of ECSI is lost however if it is imprecisely
known; even for this case when the perturbation is relatively small, we see that for

small N, it is often better to ignore the ECSI than to use a perturbed version of it.

5.5.2 SINR Degradation Analysis

In Figure 5.2, we compare the SINR expressions for the naive case based on second-
order perturbation theory derived in Section 5.3 with measured SINR values from
simulations for a range of channel perturbation powers. The set of channel matrices
have dimensions of either N, = N, = N, =2 or N, = N, = N, = 5, and the desired
SINR for Bob is set to S = 20dB. For both antenna configurations, the second-order
approximations appear to be accurate up to about oy = —10dB, which corresponds
to oy = 0.32. This is a relatively large perturbation for channels with unit-variance
elements. We see that inaccurate CSI substantially impacts Bob’s SINR, even for

relatively small values of oy. For example, when N, = 10, Bob loses 6dB of SINR
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Figure 5.2: A comparison of the 2"%-order naive SINR approximations with Monte
Carlo SINR results for N, = N, = N, =2 and N, = N, = N, = 5.

for the relatively small value oy = 0.1.

5.5.3 Robust Beamforming Results

Figure 5.3 shows the SINR for Bob and Eve as a function of S for various approaches,
including the robust beamforming schemes presented earlier. The channel perturba-
tion power is fixed at oy = —10dB, and we assume N, = N, = N, = 5. It is evident
that the naive schemes incur a significant SINR penalty for relatively small channel
perturbations, with the achieved SINR at the intended receiver being 15-17dB below
the target SINR and 6-7dB worse than the SINR for Eve. Note however that the
robust receive beamforming schemes are able to restore Bob’s SINR performance at
or near the desired value. Obviously, the presence of uncancelled artificial interference

due to imperfect CSI requires Alice to use additional power for the desired signal,
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Figure 5.3: Measured SINR values versus desired SINR for Bob and Eve with perfect
and imperfect CSI at Alice for N, = N, = N, = 5 antennas, oy = —10dB.
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thus reducing the amount of noise available to jam the eavesdropper. This is why
Eve’s SINR increases with the robust beamforming methods. As expected, Eve’s per-
formance is best degraded in the FDD case where Bob has exact knowledge of Alice’s
transmission scheme!. Note also that Eve’s SINR increases slightly for high values
of S. This is due to the fact that as S increases, there will be an increasing number
of cases where no power is available for jamming. This also inadvertently helps Bob
in the naive case, since the lack of jamming eliminates interference for the desired

signal.

OH:—lodB

—k— Eves CSI known
—&8— Perfect CSI
—6— Robust BF - FDD
—&— Robust BF - TDD
—— Naive

Average Secrecy Rate (bits/s/Hz)
\

0 " " " "

_1 | | | | | | | | |
10 12 14 16 18 20 22 24 26 28 30

Desired SINR S at Receiver (dB)

Figure 5.4: Secrecy rate versus desired SINR for Bob with perfect and imperfect CSI
at Alice for N, = N, = N, = 5 antennas, oy = —10dB.

IThis does not imply that FDD systems are better than TDD systems for this application; one
may expect that in practice the value for oy will be somewhat larger in the FDD case due to
quantization and the added delay required for feedback.
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Figure 5.4 plots the secrecy rate that results for the case considered here, for various
CSI assumptions. The case where Eve’s CSI is perfectly known is shown for reference,
and obviously for this case the best secrecy capacity is obtained. As expected, the
benefit of knowing the eavesdropper’s CSI is largest when Bob demands a high QoS,
and minimal for low values of S where more resources are available for jamming.
The robust beamforming strategies provide non-zero secrecy capacity for all values of
S, and recover a reasonable fraction of the performance available in the perfect CSI
case. However, in the naive case, the secrecy capacity is reduced to zero since Eve’s
SINR is always larger than Bob’s. This assumes of course that Bob does nothing
to counteract the interference, while Eve uses an optimal beamformer that requires

exact knowledge of the interference covariance.
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Figure 5.5: Average SINR for Bob and Eve as a function of oy for N, = N, = N, =5
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The effect of the magnitude of the channel perturbation on SINR performance is illus-
trated in Figure 5.5 for the case studied in the previous figures, assuming S = 20dB.
Robust beamforming in the FDD case realizes little performance loss for values of
oy up to -15dB, while the threshold for degradation in the TDD case is somewhat
lower. Recall that Figure 5.4 showed a positive secrecy capacity for the TDD case
at oy = —10dB, even though in Figure 5.5 both Bob and Eve appear to have ap-
proximately the same average SINR. This is because the secrecy capacity must be
non-negative; a positive result is obtained when Bob’s SINR exceeds Eve’s, but the

capacity is assumed to be zero otherwise.

5.6 Summary

We have presented beamforming-based approaches for improving the secrecy of the
wireless communications between two multi-antenna nodes. The algorithms allo-
cate transmit power in order to achieve a target SINR for a desired user, and then
broadcast the remaining available power as artificial noise in order to disrupt the
interception of the signal by a passive eavesdropper. The proposed approaches rely
heavily on the availability of accurate CSI, and their performance can be quite sensi-
tive to imprecise channel estimates. As a result, we conducted a detailed second-order
perturbation analysis in order to precisely quantify the effects of inaccurate CSI. Sim-
ulations were used to demonstrate the validity of the analysis, and to illustrate the
sensitivity of algorithms that depend on precise CSI. To reduce the impact of the CSI
errors, we proposed two robust beamforming schemes that are able to recover a large
fraction of the SINR lost due to the channel estimation errors. These techniques were
shown to perform very well for moderate CSI errors, but ultimately a large enough

channel mismatch can eliminate the secrecy advantage of using artificial noise.
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Chapter 6

Jamming Games in the MIMO

Wiretap Channel

6.1 Background

In this chapter, we consider a MIMO communication link in the presence of a more
sophisticated adversary, one with the dual capability of either passively eavesdropping
or actively jamming any ongoing transmission, with the objective of causing maxi-
mum disruption to the ability of the legitimate transmitter to share a secret message
with its receiver. The legitimate transmitter now faces the dilemma of establishing
a reliable communication link to the receiver that is robust to potential jamming,
while also ensuring confidentiality from interception. Since it is not clear a prior:
what strategies should be adopted by the transmitter or adversary per channel use, a
game-theoretic formulation of the problem is a natural solution due to the mutually
opposite interests of the agents. Unlike the jamming scenarios mentioned above that

do not consider link security, the game payoff function in our application is chosen

103



to be the achievable MIMO secrecy rate between the legitimate transmitter-receiver
pair. Related concurrent work on the active eavesdropper scenario [84,85] has fo-
cused on single-antenna nodes without the use of artificial noise, possibly operating
together with additional ‘helping’ relays. As demonstrated later, the single-antenna
assumption leads to a much more restrictive set of user strategies than the MIMO

scenario we consider.

The chapter is organized as follows. In the next section, the assumed mathematical
model is presented. An evaluation of the achievable secrecy rates and their relative
magnitudes is carried out in Section 6.3. The strategic formulation of the wiretap
game is described in Section 6.4 to establish the payoff table, and conditions for which
Nash equilibria exist are derived. The extensive version of the wiretap game with
perfect and imperfect information where the players move sequentially is detailed in
Section 6.5. The resulting system performance is studied via simulation in Section 6.6,

and we conclude in Section 6.7.

6.2 Signal and CSI Model

In the most general scenario where Alice jams Eve by transmitting artificial interfer-

ence, we have
x, =Tz + T'7Z, (6.1)

where T, T' are the N, x d, N, x (N, —d) precoding matrices for the d x 1 information
vector z and uncorrelated (N, — d) x 1 jamming signal z’, respectively. To ensure
that the artificial noise does not interfere with the information signal, a common

approach taken in the literature [18,19],[29]-[86] is to make these signals orthogonal
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when received by Bob. If Alice knows Hy,, this goal can be achieved by choosing T
and T/ as disjoint sets of the right singular vectors of Hy,. Note that if the users
have only a single antenna, the effect of the artificial noise cannot be eliminated at
Bob, and it will degrade the SNR of both Bob and Eve. This makes it unlikely that
Alice will employ a non-zero artificial noise signal when she has only a single transmit
antenna, which significantly changes Alice’s transmission strategy as we show later

in the simulations. The matrix Q, may be expressed as

Q. =TQ. T + T'Q. T, (6.2)

where Q., Q) are the covariance matrices associated with z and z’, respectively. If
we let p denote the fraction of the total power available at Alice that is devoted to
the information signal, then Tr(TQ,T#) = pP, and Tr(T'Q.T'") = (1 — p)P,. The

covariance matrices of the received interference-plus-noise at Bob and Eve are

K, = ¢H,Q.H[ + 0}l (6.3)

K. = ¢gH,TQT"H! 1 71, (6.4)

a

where Q. is the covariance of the jamming signal transmitted by Eve.

Note that we have assumed that Alice’s jamming signal (if any) is orthogonal to the
information signal received by Bob, and hence, from the point of view of mutual
information, can be ignored in the expression for K;. For our purposes, we assume
that Alice splits her transmit power between a stochastic encoding codebook and
artificial noise for every channel use in all scenarios, while Bob employs a deterministic
decoding function [14,15]. Firstly, this ensures that the general encoding and decoding

architecture of the Alice-Bob link remains fixed irrespective of Eve’s actions. Secondly,
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for a point-to-point channel without an eavesdropper (i.e., when the eavesdropper is
jamming and not listening), using a stochastic codebook does not offer any advantage
over a conventional codebook, but it does not hurt either, i.e., the receiver still reliably

decodes the transmitted codeword [15].

Given the signal framework introduced above, we are ready to discuss the important
issue of CSI. We have already indicated that Alice knows Hy, in order to appropriately
precode the jamming and information signals via T and T, conceivably obtained by
public feedback from Bob after a training phase. At the receiver side, we will assume
that Eve knows the channel from Alice H,, and the covariance K. of the interference
and noise, and similarly we will assume that Bob knows H,, and K,. All other CSI
at the various nodes is assumed to be non-informative; the only available information
is that the channels are composed of independent CN (0, 1) random variables. This
implies that when Eve jams Bob, her lack of information about H;, and the half-
duplex constraint prevents her from detecting the transmitted signal z and applying
correlated jamming [23]. Consequently, she will be led to uniformly distribute her
available power over all N, transmit dimensions, so that Q. = %I. Similarly, when
Alice transmits a jamming signal, it will also be uniformly distributed across the
N, — d available dimensions: Q/, = %I. While in principle Alice could use her
knowledge of Hy, to perform power loading, for simplicity and robustness we will

assume that the power of the information signal is also uniformly distributed, so that

P

Given the above assumptions, equations (6.2)-(6.4) will simplify to

P,

R ¥ S i (6.5)
P,

K, — 9]2\[ H, HY 1621 K, = g H T THHL + 021, (6.6)
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where we have defined 7, = (lN_ap_)g“.

The MIMO secrecy capacity between Alice and Bob is obtained by solving [17,18,87]
C, = giagé[ (Xa;Yy) — I (X3 Ye) (6.7)

where X,, Yy, Y, are the random variable counterparts of the realizations X, yq, Ye.
Given the CSI constraints discussed above, such an optimization cannot be performed
since Alice is unaware of the instantaneous values of all channels and interference
covariance matrices. Consequently, we choose to work with the the achievable lower
bound on the MIMO ergodic secrecy capacity based on Gaussian inputs and uniform

power allocation at all transmitters [88]:

Pa Pa —
Cs > Exn {log2 I+ %HbaTTHH{;{K,;l — log, [T+ %HeaTTHHgKe L

} . (6.8)

where we define H 2 {H,,, Hy., H., }. Using ergodic secrecy as the utility function for
the game between Alice and Eve implies that a large number of channel realizations
will occur intermediate to any changes in their strategy. That is, the physical layer
parameters are changing faster than higher (e.g., application) layer functions that
determine the user’s strategy. Thus, the expectation is taken over all channel matrices,
which in turn provides Alice and Eve with a common objective function, since neither
possesses the complete knowledge of H that is needed to compute the instantaneous

MIMO secrecy rate.

Eve must decide whether to eavesdrop or jam with an arbitrary fraction of her trans-
mit power. Alice’s options include determining how many spatial dimensions are to
be used for data and artificial noise (if any), and the appropriate fraction p that deter-
mines the transmit power allocated to them. As described in [19,30,86,89], there are

several options available to Alice for choosing p and d depending upon the accuracy
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of her CSI, ranging from an exhaustive search for optimal values to lower-complexity
approaches based on fixed-rate assumptions. Numerical results from this previous
work have indicated that the achievable secrecy rate is not very sensitive to these
parameters, and good performance can be obtained for a wide range of reasonable
values. The general approach of this chapter is applicable to essentially any value for
p and d, although the specific results we present assume that optimal values have been
chosen by Alice under the assumption that the eavesdropper is in fact eavesdropping,

and not jamming.

In Section 6.4 we show that it is sufficient to consider a set of two strategies for both
players without any loss in optimality. In particular, we show that Alice need only
consider the options of either transmitting the information signal with full power, or
devoting an appropriate amount of power and signal dimensions to a jamming signal.
On the other hand, Eve’s only reasonable strategies are to either eavesdrop passively

or jam Bob with all her available transmit power.

6.3 Rate Thresholds

We will denote Eve’s set of possible actions as {E, J} to indicate either “Eavesdrop-
ping” or “Jamming,” while Alice’s will be expressed as { F, A} to indicate “Full-power”
devoted to the information signal, or a non-zero fraction of the power allocated to
“Artificial noise.” The secrecy rates that result from the resulting four possible sce-
narios will be denoted by R, where i € {F, A} and k € {E,J}. While (6.8) can
be directly evaluated to determine the set of possible secrecy rates for a given sce-
nario (which is the approach we take in the simulations), in this section we will
investigate the problem of finding simpler approximate expressions that will facilitate

comparisons between different scenarios. This will be useful for our game-theoretic
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analysis in Sections 6.4 and 6.5. To this end, we first review some prior results from
MIMO communication theory that assist our development of tractable secrecy rate

expressions.

6.3.1 Asymptotic MIMO Rates

Let X represent an N x L MIMO channel matrix composed of CA(0,1) elements
over which a source transmits to a receiver with signal-to-noise ratio (SNR) a. When
interference is absent and thermal noise is the only impairment at the receiver, the
MIMO information rate is given by R = E {log ’I + %XXH |}, assuming a uniform
power allocation. A closed-form expression for this expectation in terms of generalized

Laguerre polynomials is given in [40].

However, a more tractable expression for the ergodic MIMO capacity is available
based on asymptotic results in the limit of a large number of antennas, as described
next. Let f = N/L denote the ratio of receive-to-transmit antennas. A useful closed-
form expression for the ergodic MIMO capacity with uniform power allocation in the

large-antenna regime is [90, 91]

where

F(8,a) = log (1 +a (\/B+ 1)2> + (8 +1)log (@) (6.10)

~tog(0) VI Y=g + 9= Ve ()
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and

4an/B VBE—1

TiraBr)? VAL .

a

Though originally derived under an asymptotic assumption, (6.9) has been shown to

be very accurate even for small and medium-sized antenna array dimensions [90,91].

Now, in addition to the desired signal over channel X with SNR «, assume the
presence of an interferer with interference-to-noise ratio (INR) n and an N x M
channel Y with CN(0, 1) elements. Assuming uniform power allocation at both the
desired source and interferer, the ergodic MIMO information rate with interference

and Gaussian background noise is given by

R[ = gX,Y {log

« n m) *
I+ 2xxH (I Tyy ) . 6.12
+ 7 + i ‘} ( )

The asymptotic random matrix analysis technique referred to above has been ex-
tended in order to evaluate the MIMO capacity with interference in [48, 49|, for
example. In [48], a set of four simple closed-form expressions for the MIMO rate in
the high-SNR regime is derived for different ratios of N/L when N = M. In [49],
the replica approach is used to obtain a more involved expression for the first-order
approximation of the mean value of the MIMO mutual information at any SNR. How-
ever, we propose to extend the result of (6.9) in a straightforward manner to obtain
a more tractable upper bound for the ergodic MIMO rate when strong interference is

present.

Lemma 1: In a MIMO channel where the legitimate transmitter, receiver, and in-

terferer have L, N, M antennas respectively, the asymptotic MIMO information rate
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with receive SNR « and INR 7 can be bounded as

ng(L+M)F(LfM,(a+n))—MF (%n) (6.13)

where F' (3, «) is defined in (6.10).

Proof: Rewrite (6.12) as

o n H n H
_E {1 ‘ AxxH 4 L ‘}—E {1 ’ A ‘} 14
R[ X,y | log I+ LXX + L YY Y § log I+ 7 YY (6 )

The first term is equivalent to the sum rate of a two-user MIMO multiple access
channel (MIMO MAC) with uniform power allocation at each transmitter. The second
term represents the MIMO rate between the interferer and the destination when
treating the jamming signal as information. Since the transmitters cannot cooperate
in the MIMO MAC, the sum rate of the MIMO MAC is upper-bounded by the rate of
the equivalent point-to-point MIMO channel with composite channel H = [ XY } ,
(L 4+ M) transmit antennas, and effective SNR (a + 7). This leads to an upper bound

on the MIMO interference rate as

R[ S EH {log

CY+77 H
I HH
(i)

} _ By {1og ‘I v %YYH‘} . (6.15)

Applying the expression for the asymptotic MIMO rate without interference in (6.9)

to each of the two terms on the right hand side of (6.15) leads to (6.13).H

The rate loss between the MIMO MAC and the equivalent point-to-point MIMO
channel is due to the inability to optimally allocate the global transmit power across
all transmitting antennas. This rate loss was quantified in [92], and was shown to

be bounded by a function of the global input and output dimensions at high SNR:
Ripss < min [0.265 (L + M) ,0.2655 log (£4M)].
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6.3.2 MIMO Secrecy Rate Analysis

We now return our attention to the rate outcomes of the MIMO wiretap game. Define
the effective channels conveying information z from Alice to Bob and Eve as H,, 2
H,, T and I:Iea £ H,T, respectively. Since T is a submatrix of an isotropically-
random unitary matrix, I:Iba and I:Iea are also zero-mean complex Gaussian matrices
with i.i.d elements. However, the elements of I:Iba will in general have a variance
greater than unity due to the fact that the data is concentrated in a subset of the
spatial subchannels corresponding to the stronger singular values. In order to apply
the random matrix results stated previously, it is necessary to normalize the effective
channel ﬂba to obtain unit variance elements. The exact normalization constant is
difficult to obtain analytically, and since we are dealing with an upper bound on the
achievable rate, our results will be based on scaling H,, by an approximate factor
\/m . The inverse of this factor, which represents an upper bound on the increase

in the variance of the elements of I:Iba, will be absorbed into the transmit power

constraint.

Assuming Gaussian inputs z and z’, the MIMO secrecy rate between Alice and Bob

when Eve is in eavesdropping mode is
— log

P
Rip = &u {log I+ %‘laHeaTTHHiK;1

pPa HytH
I+—H,,TT"H
+ do? b ba

} , (6.16)

whereas the secrecy rate when Eve is jamming reduces to

P
Riy = Enu {log I+ %HbaTTHHgLKb‘l } : (6.17)
where i = F, A denotes the transmission strategies available to Alice. We refer

to (6.17) as a secrecy rate even though there is technically no eavesdropper, since
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Eve’s mutual information is identically zero and Alice still uses a stochastic encoder
(cf. Sec. 6.2). Therefore, when evaluating the secrecy rate definition (11) for the
case where Eve chooses to jam, the second term is zero which yields Rr; and R s in
(6.17) as the effective secrecy rate. Recall that the definition of the secrecy rate is the
maximum transmission rate which can be reliably decoded by Bob while remaining
perfectly secret from Eve, which is still satisfied by the rates in (6.17). Note also that
when Alice employs artificial noise, a choice for p and d must be made that holds
regardless of Eve’s strategy. Therefore, the values of p and d that are numerically
computed to maximize R4p in (6.16) [19] remain unchanged for R, in (6.17). When
Alice transmits with full power, then d = r, where r = min(V,, NV} ), and the precoder
T consists of the right singular vectors of Hy, corresponding to the r largest singular

values.

While Alice uses the same type of encoder regardless of Eve’s strategy, achieving
the rates in (6.16)-(6.17) requires adjustments to the code rate that will depend on
Eve’s actions. For example, if Alice is transmitting with full power (strategy F'), the
code rate needed to achieve either Rpgp or Rap in (6.16) or (6.17) will be different.
Thus, we assume that Alice can be made aware of Eve’s strategy choice, for example
through feedback from Bob, in order to make such adjustments'. Such behavior
is not limited to just Alice and Bob; Eve also makes adjustments based on Alice’s
choice of strategy. In particular, when Eve is eavesdropping, her method of decoding
Alice’s signal will depend on whether or not Alice is transmitting artificial noise. We
do not consider adjustments such as these as part of Alice or Eve’s strategy per se,
which in our game theory framework is restricted to the decision of whether or not
to use artificial noise/jamming. We assume that minor adaptations to the coding or

decoding algorithm for Alice and Eve occur relatively quickly, and that any resulting

'Based on such feedback, Alice could also in principle switch from a stochastic encoder to a more
standard non-secure code if she discovers that Eve is jamming and not eavesdropping. In either
case, the rate expressions in (6.16)-(6.17) will be valid.

113



transients are negligible due to our use of ergodic secrecy rate as the utility function.
The more interesting question is whether or not Alice and Eve decide to change

strategies based on the actions of the other is addressed in Section 6.5.

In view of (6.9), (6.13), (6.16) and (6.17), the asymptotic MIMO secrecy rate outcomes

therefore are

Rup < dF <& pPaNa>_[NaF (%7911%) _(Na_d)F( N. gl(l—p)Pa)}

d’ do} N, o? N,—d’ o2

(6.18)

Nb pNapa gQPe Nb g2pe
R < (N.+d)F , — NF | —,— 6.19
ar < (Netd) <Ne—|—d do? + 02) (Ne of ( )

Nb Pa Ne glpa

Rpp < N,F (2 Za) N p (e 6.20
e e o) () -

Nb Pa+92Pe Nb gZPe
Rp; < (N.+N,)F , SN F(EE 2} (.21
bSO P (e ) - N (2 (6.21)

The asymptotic rates above are compared with the exact rate expressions obtained
through Monte Carlo trials in Fig. 6.1, which demonstrates reasonable accuracy even

for small antenna arrays.

In [18], the instantaneous MIMO secrecy rate with artificial interference at high SNR
is characterized in terms of the generalized singular values of (Hp,, Heo). A closed-
form lower bound for the ergodic MISO (N, = 1) secrecy rate with artificial inter-
ference is derived using the Gauss hypergeometric function in [30]. In contrast, the
upper bounds derived in (6.18)-(6.21) explicitly display the various system parame-
ters, and are also amenable to analysis. It is apparent that any comparison of the

relative magnitudes of a pair of rates taken from those defined in (6.18)-(6.21) would
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Figure 6.1: Comparison of exact and asymptotic MIMO secrecy rate outcomes, P, =
10dB,N, =7, Ny, = N, =5,d=4 and g, =0.8,g, = 1.2.

involve a large number of parameters. It is therefore convenient to vary a subset
of the parameters while holding the others constant when comparing the different
rate outcomes. This exercise is conducted in the numerical results of Section 6.6 for

several cases.

In the game theoretic analysis of the next two sections, we will utilize the following

general properties of the MIMO wiretap channel:

(P1) Rre < Rap
(P2) Raj < Rpy
The validity of (P2) is obvious; if Alice employs artificial interference, it reduces the

power allocated to the information signal, which in turn can only decrease the mutual

information at Bob. Since Eve is jamming, her mutual information is zero regardless
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of Alice’s strategy, so R4y can never be larger than Rp;. The validity of (P1) can
be established by recalling that Alice chooses a value for p that maximizes Rg,
assuming Eve is eavesdropping. Since p = 0 is an available option and corresponds

to Rrg, Alice can do no worse than Rpg in choosing the optimal p for strategy Rag.

6.4 Strategic Wiretap Game

In this section we construct the zero-sum model of the proposed wiretap game. We
define the payoff to Alice as the achievable MIMO secrecy rate between her and Bob.
Modeling the strategic interactions between Alice and Eve as a strictly competitive
game leads to a zero-sum formulation, where Alice tries to maximize her payoff and

Eve attempts to minimize it.

Formally, we can define a compact strategy space A;,i = 1,2, for both Alice and
Eve: Alice has to optimize the pair (d,p) € A;, where p is chosen from the unit
interval [0,1] and d € {1,...,7 = min(N,, N;)}; and Eve can choose her jamming
power P; € Ay from the interval [0, P.], where zero jamming power corresponds to the
special case of passive eavesdropping. In other words, each player theoretically has a
continuum of (pure) strategies to choose from, where the payoff for each combination
of strategies is the corresponding MIMO secrecy rate. In the following discussion, let
(d%, p¥) represent the choice of Alice’s parameters that maximizes the ergodic secrecy

rate Rag.

The complete set of mixed strategies for player ¢ is the set of Borel probability mea-
sures on A;. Let A; be the set of all probability measures that assign strictly positive
mass to every nonempty open subset of A;. The optimal mixed strategy for player

7 must belong to A,;, since any pure strategies that are assigned zero probability in
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equilibrium can be pruned without changing the game outcome. Furthermore, as in
the case of finite games, the subset of pure strategies included in the optimal mixed
strategy must be best responses to particular actions of the opponent [93]. Consider
Alice: when Eve chooses the action of eavesdropping, (d%, p¥) is Alice’s corresponding
best response pure strategy since by definition it offers a payoff at least as great as
any other possible choice of (d, p) [cf. (P1)]. Similarly, when Eve chooses to jam with
any arbitrary power, Alice’s best response pure strategy is (d =r,p =1) [cf. (P2)].
Therefore, these two pure strategies are Alice’s best responses for any possible action
by Eve, and it is sufficient to consider them alone in the computation of the optimal
mixed strategy since all other pure strategies are assigned zero probability. A similar

argument holds for Eve with her corresponding best responses of P; = 0 and P; = F..

Therefore, it is sufficient to consider the following strategy sets X, ) for the play-
ers: Alice chooses between transmitting with full power for data (F') or devoting an
appropriate fraction of power to jam Eve (A), described as X = {F, A}. Eve must
decide between eavesdropping (£) or jamming Bob with full power P, (J) at every

channel use, represented by Y = {E, J}.

6.4.1 Pure-strategy Equilibria

PavyoFF MATRIX R OF THE STRATEGIC FORM OF THE MIMO WIRETAFP
GAME.

Eve
) _ Eavesdrop (E) ‘ Jam Bob (J)
Alice Full Power (F) Hpp Ry
Artificial Noise (A) Hap Haig

Figure 6.2: Payoff matrix R of the strategic MIMO wiretap game.

The strategic form of the game can be represented by the 2 x 2 payoff matrix R in

Fig. 6.2. Our first result establishes the existence of Nash equilibria for the strategic

117



game.

Proposition 1: For an arbitrary set of antenna array sizes, transmit powers and
channel gain parameters, the following unique pure-strategy saddle-points or Nash

Equilibria (NE) (z*,y*) exist in the proposed MIMO wiretap game:

RAE if RAE S RAJ (6.22&)
R (2", y") = {

Rp; if Rp; < Rpp. (6.22b)

Proof: Of the 24 possible orderings of the four rate outcomes, only six satisfy both
conditions (P1)-(P2) of the previous section. Furthermore, it is easy to check that
only two of these six mutually exclusive outcomes results in a pure NE. If Rap < Ray,

then assumptions (P1) and (P2) imply the following rate ordering

Rpj 2> Raj 2 Rap 2 RrE . (6.23)
NE

In this case, Rap represents an NE since neither Alice nor Eve can improve their
respective payoffs by switching strategies; i.e., the secrecy rate will decrease if Alice
chooses to transmit the information signal with full power, and the secrecy rate will
increase if Eve decides to jam. Similarly, when Rp; < Rpg, then (P1)-(P2) result in

the rate ordering

Rap 2 Rpg 2 Rpy > Ray , (6.24)
NE

and Rpy will be the mutual best response for both players. Evidently only one such

ordering can be true for a given wiretap game scenario.ll
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6.4.2 Mixed-strategy Equilibria

Proposition 1 establishes that there is no single pure strategy choice that is always
optimal for either player if the inequalities in (6.23)-(6.24) are not satisfied. This
occurs in four of the six valid rate orderings of the entries of R that satisfy conditions
(P1)-(P2). Therefore, since the minimax theorem guarantees that any finite zero-
sum game has a saddle-point in randomized strategies [94], in such scenarios Alice

and Eve should randomize over X x ); that is, they should adopt mixed strategies.

Let p=(p,1 —p) and q = (¢,1 — q), 0 < p,q < 1, represent the probabilities with
which Alice and Eve randomize over their strategy sets X = {F, A} and Y = {FE, J},
respectively. In other words, Alice plays x = F' with probability p, while Eve plays
y = E with probability g. Alice obtains her optimal strategy by solving

max min p’ Rq, (6.25)
p q

while Eve optimizes the corresponding minimax problem. For the payoff matrix R in
Fig. 6.2, the optimal mixed strategies and expected value v of the game can be easily

derived as [94,95]

(P*a 1- p*) = (RAJ — Rag, Rrp — RFJ)/D
(¢",1—q") = (Raj — Rpj,Rrg — Rag)/D (6.26)

v(p*,q") = (RpeRas — RpjRag)/D,

where D = Rpg + Raj — Rrpj — Rag. A graphical illustration of the saddle-point
in mixed strategies as p and ¢ are varied for a specific wiretap channel is shown in
Fig. 6.3. For the specified parameters N, = 5, N, = 3, N, = 4,d = 2, P, = P, =
20dB, g1 = 1.1, g, = 0.9, the rate ordering turns out to be Rag = 5.04 > Rp; =

5.02 > Ryy; = 2.85 > Rpp = 0, which results in a mixed NE with optimal mixing
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probabilities (px = 0.3, g% = 0.3) and value v = 3.45. Alice’s bias towards playing
x = A more frequently is expected since that guarantees a secrecy rate of at least
2.85, whereas playing x = F risks a worst-case payoff of zero. Eve is privy to Alice’s
reasoning and is therefore biased towards playing y = J more frequently since she

prefers a game value close to R ;.

Game value in mixed strategies

0.6
0.4 0.4

) 0.2
(Alice) Probability p (Eve) Probability q

Figure 6.3: Game value in mixed strategies as the mixing probabilities at Alice and
Eve are varied, N, = 5, N, = 3, N, =4,d =2, P, = P. = 20dB, and ¢g; = 1.1,¢92 =
0.9.

The repeated wiretap game is a more sophisticated game model in which Alice and
Eve play against each other repeatedly over multiple stages in time. At each stage in
time, the set of player strategies and payoff function representation is identical to the
single-stage zero-sum game R in Fig. 6.2. If the game is played over a finite number of
stages, then in each stage the players will continue to play their single-stage game NE
strategies. On the other hand, if the game is repeated over an infinite time horizon,
then with the introduction of a discounting factor the players may be able to improve

upon their max-min payoffs [94, Ch. 7].
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6.4.3 Wiretap Channel Parameters

We are now in a position to examine a number of wiretap channel configurations and
determine what the equilibrium outcomes of the corresponding game would be. In
particular, we isolate either N, or P, relative to Alice and Bob’s parameters, while

assuming other variables are of comparable magnitude.

Case 1: All users have the same number of antennas, N, = N, = N, and comparable

power P, =~ P,:

e If Eve is proximate to Alice (g1 > 1,92 — 0), then applying F (3,0) ~ 0,
F(B,00) =~ log («) in (6.18)-(6.21), the resultant rate ordering is given by (6.23)
with a pure NE in Rsp. This outcome is in accordance with Eve being very
near to Alice, and therefore being much more capable of driving the secrecy

rate to zero by eavesdropping as compared to jamming Bob from a distance.

e If Eve is proximate to Bob (go > 1, g; — 0), the resultant rate ordering is given
by (6.24), and we have a pure NE in Rpr;. Eve can exploit her proximity to
Bob to completely drown the signal received at Bob’s antenna array from Alice

via jamming.

Case 2: Eve has more antennas than Alice and Bob (N, > N, = N,) and comparable

power P, =~ P,:

o If N. > 3(N, + N,) in the large-antenna regime, then [18] showed that the
MIMO secrecy capacity with complete eavesdropper CSI is zero almost surely,
which implies that the secrecy rate with artificial noise is also zero. Therefore,

we have the rate ordering of (6.23), and a pure NE in Rap.

o If N, < N, < 3(N, + N,), as N, approaches N,, i.e., as Rap and Rpp increase
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from zero, the game outcome changes to a mixed NE for the value of N, at

which the rate ordering changes to Rrp; > Rap > Raj > Rpg.

Case 3: Eve has fewer antennas than Alice and Bob (N, < Ny, N. < Ny, N, > N,)

and comparable power P, ~ P,:

o If N, < (N, — d), then Eve cannot suppress the artificial interference and

therefore she chooses y = J and the NE is Rp;.

e If (N, —d) > N,, then Bob can suppress Eve if she jams and also recover the

secret message from Alice, therefore Eve should eavesdrop and the NE is Rg.

Case 4: Highly advantaged eavesdropper:

e N, > N, = Ny, P. = P,: If Eve has an insuperable advantage in the size of
her antenna array, then for standard values of (g1, g2) all four rate outcomes are

zero almost surely; both players are indifferent to the choice of strategies.

e P.> P, ,N.~ N, = N,: As P, — oo, we have the rate ordering of (6.24), and

a pure NE in Rpj.

For general scenarios not covered above, a mixed-strategy NE as defined in (6.26) is
the most probable outcome. Although most of the above outcomes are intuitive, the
true utility of the analysis in this section stems from the ability to plug in an arbitrary
set of system parameters for the MIMO wiretap game and predict the ensuing (pure

or mixed) Nash Equilibrium outcome.
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6.5 Extensive Form Wiretap Game

Given the strategic game analysis of the previous section, we can now proceed to
analyze the actions of a given player in response to the opponent’s strategy. Here, one
player is assumed to move first, followed by the opponent’s response, which can then
lead to a strategy (and code rate) change for the first player, and so on. Accordingly,
in this section we examine the sequential or extensive form of the MIMO wiretap
game, which is also known as a Stackelberg game. We begin with the worst-case
scenario where Alice moves first by either playing F' or A, which is observed by Eve
who responds accordingly. It is convenient to represent the sequential nature of an
extensive-form game with a rooted tree or directed graph, as shown in Fig. 6.4. The
payoffs for Alice are shown at each terminal node, while the corresponding payoffs
for Eve are omitted for clarity due to the zero-sum assumption. In this section, we
explore extensive-form games with and without perfect information, and the variety

of equilibrium solution concepts available for them.

Alice
F A
Eve Eve
FE J FE J
Rrg Rpy Rag Ray

Figure 6.4: Extensive form game tree with perfect information I'“! where Alice moves
first and Eve moves second.

6.5.1 Perfect Information

Assuming that Eve can distinguish which move was adopted by Alice, and furthermore

determine the exact jamming power (1—p)P, if she is being jammed by Alice, then the
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extensive game is classified as one of perfect information. In the sequel, we will make
use of the notions of an information state and a subgame. A player’s information
state represents the node(s) on the decision tree at which she must make a move
conditioned on her knowledge of the previous move of the opponent. For the case of
perfect information in Fig. 6.4, Alice has a single information state, while Eve has
two information states (each with a single node) based on Alice’s choice, since she
has perfect knowledge of Alice’s move. A subgame is a subset (subgraph) of a game
that starts from an information state with a single node, contains all of that node’s

successors in the tree, and contains all or none of the nodes in each information state

[94].

Next, we analyze subgame-perfect equilibria (SPE) of the extensive game, which are a
more refined form of NE that eliminate irrational choices within subgames [94,95]. It is
well known that in extensive games with perfect information, a sequential equilibrium
in pure strategies is guaranteed to exist [94, Theorem 4.7]. The equilibrium strategies
can be obtained by a process of backward induction on the extensive game tree, as

shown below.

Proposition 2: In the extensive form wiretap game I'! with perfect information
where Alice moves first, the unique subgame-perfect equilibrium in pure strategies is

determined by the following:
Rag if Rap < Ray (6.27a)
SPE (Fe’l) = < Rpy if Rpj < Rpp (6.27b)
max [Rrpp, Ray] if Rpp < Rpjand Ray < Rap  (6.27¢)
Proof: The extensive game tree for this problem, depicted in Fig. 6.4, is comprised of

three subgames: the two subgames at Eve’s decision nodes, and the game itself with

Alice’s decision node as the root. Consider the scenario Rrpp < Rpy and Ra; < Rag.
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Under this assumption, Eve always plays E in the lower-left subgame of Fig. 6.4,
whereas Eve picks J in the lower-right subgame. By backward induction, Alice then
chooses the larger of [Rrg, Ras] at her decision node. The other two SPE outcomes

can be established in a similar manner. W

Proposition 3: The extensive form game I'*? with perfect information where Eve

moves first and Alice moves second has the following subgame-perfect equilibrium:

SPE (I'“*) = min [Rpy, Rag] - (6.28)

Proof: The extensive game tree for this scenario is depicted in Fig. 6.5, and is com-
prised of three subgames: the two subgames at Alice’s decision nodes, and the game
itself with Eve’s decision node as the root. Based on properties (P1)-(P2), Alice
always plays A in the lower-left subgame and F' in the lower-right subgame. By
backward induction, Eve then chooses the action corresponding to the smaller payoff

between [Rag, Ras] at her decision node. W

We see from both propositions that, when conditions for one of the pure-strategy
NEs hold, the outcome of both I'*! and I'“? will be the corresponding NE. This is
also true of an extensive game with more than 2 stages; if an NE exists, the overall
SPE outcome will be composed of repetitions of this constant result. However, for
the case of (6.27c) where no NE exists, a multi-stage extensive game will lead to the
players continually alternating through each of the four possible outcomes, depending

on which is the most advantageous to a given user at his turn.
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Eve

RFE RAE RF] RAJ

Figure 6.5: Extensive form game tree with perfect information I'*? where Eve moves
first and Alice moves second.

6.5.2 Imperfect Information

A full treatment of the case with imperfect information is beyond the scope of this
chapter; here, we will briefly consider the extensive game I'¢ between Alice and Eve,
where Alice moves first, but Eve is uncertain of the exact strategy adopted by Alice.
The game tree representation of I’;’l can be drawn by connecting the decision nodes
of Eve in Fig. 6.4 to indicate her inability to correctly determine Alice’s move in the
initial phase of the game. Thus, in this case, Eve effectively only possesses a single
information state. While no player has an incentive to randomize in the game with
perfect information in Section 6.5.1, mixed strategies enter the discussion when the
game is changed to one of imperfect information. The subgame perfect equilibrium
solution is generally unsatisfactory for such games, since the only valid subgame in
this case is the entire game F;’l itself. Therefore, sequential equilibrium is a stronger

solution concept better suited for extensive games of imperfect information.

Consider the special case where it is common knowledge at all nodes that Eve is
completely unable to determine what move was made by Alice in the first stage of
the game. Let Eve assign the a priori probabilities (a, 1 — «) to Alice’s moves over
{F, A} for some p and d, while Eve herself randomizes over {E, J} with probabilities
(7,1 — ). Therefore, Eve’s left and right decision nodes are reached with probability

a and (1 — «), respectively. There are three possible supports for Eve’s moves at
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her information state: pure strategies {E} or {J} exclusively, or randomizing over
{E, J}. In the general scenario where Eve randomizes over {E, J} with probabilities

(7,1 — ), her expected payoff can be expressed as
—a[YRpp + (L —7) Rpy] + (o = 1) [yRap + (1 — ) RaJ] .

Using a probabilistic version of backward induction, it is straightforward to compute
the sequential equilibrium of I'%*, which in fact turns out to be identical to the mixed-

strategy NE in (6.26).

In a more realistic setting, Eve would have to form her beliefs about Alice’s move (F
or A) from a binary hypothesis test based on her received signal y.. Since Alice has
no means of estimating the beliefs possessed by Eve, Alice can stick to playing her
maximin strategy to protect herself, although the optimality of such a decision, and
whether Eve should assume Alice is playing pure or mixed strategies has not been
completely resolved [96]. For the dual game F?Q where Eve moves first, Bob must
carry out a hypothesis test to discern Eve’s move, and then report back to Alice to

help her form a belief vector.

6.6 Simulation Results

In this section, we present several examples that show the equilibrium secrecy rate
payoffs for various channel and user configurations. All displayed results are based
on the actual numerically computed secrecy rates with 5000 independent trials per
point, and not on the bounds in (6.18)-(6.21). The bounds were used to determine
thresholds on the system parameters where changes in strategy for Alice and Eve

occur, and it will be seen that these are in good agreement with the actual computed
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secrecy rate transition points. In all of the simulations, the noise power was assumed

to be the same for both Bob and Eve: ¢ = 02 = 1.
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Figure 6.6: Strategic MIMO wiretap game for P, = 4P,, N, = N, =8, N, = 6,d =
4,91 = 1.2,9, = 0.75 as a function of the transmit power at Alice.

For the strategic game in Fig. 6.6 we set N, = N, = 8 N, = 6, and Eve’s power is
larger than Alice’s: P, = 4P,. The optimal choice for the signal dimension in this
scenario is d = 4. In Fig. 6.6(a), the predicted cross-over point for rates Rap and Ry

is computed numerically from (6.18)-(6.19). Prior to the cross-over, a pure strategy

128



NE in Rag is the game outcome since the rate ordering is that of (6.23), whereas
after the cross-over it is optimal for both players to play mixed strategies according
to (6.26). In this case, randomizing strategies clearly leads to better payoffs for the
players as Eve’s jamming power increases, compared to adopting a pure strategy. The
optimal mixing probabilities are shown in Fig. 6.6(b) with a clear division between

pure and mixed strategy NE regions.
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Figure 6.7: Payoff versus antenna ratio N,./N, for fixed transmit powers P, = P, =
100 and N, =6, N, =3,d =2,9; = 1.1,9o = 0.9.

For the case of equal transmit powers P, = P, = 100 and parameters N, = 6, N, =
3,d = 2, the outcomes of the strategic game as the ratio of eavesdropper to trans-
mitter antennas varies is shown in Fig. 6.7. We observe that a similar dichotomy
exists between a pure-strategy saddle-point region and a mixed-strategy equilibrium
in terms of N,/N, (with the transition roughly at (N./N,) = 1 marked by the dashed
red line). The theoretical crossover point for rates Rap and Rpj, which marks the
transition from a pure strategy NE to a mixed strategy NE, is obtained by numerically

comparing (20) and (6.21).

Next, the subgame-perfect outcomes of the two extensive-form games I'®! and I'¢2

over a range of transmit power ratios P./P, are shown in Fig. 6.8. The red and
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Predicted crossover

SPE when Alice moves second

Secrecy Rate Payoff (bits/s/Hz)

0 0.5 1 15 2 25 3 35 4 45 5
Ratio of Powers Pe/Pa

Figure 6.8: Extensive-form games with perfect information, N, = N, = N, =3, P, =
20dB,d=1,g1 = 0.8,go = 1.1.

blue dotted lines represent the subgame-perfect outcomes of the game where Alice
moves first or second, respectively, as defined in Proposition 2 and Corollary 1. In
the extensive form game, Alice could adjust her transmission parameters (p,d, T,
etc.) in addition to her overall strategy (A or F') in response to Eve’s move. For
simplicity, and to allow us to present the main result in a single figure, we have
assumed instead that the transmission parameters are chosen independently of Eve’s
actions, as described for the strategic game. Observe that prior to the crossover point
of Rag and R4y, both equilibria are equal as determined by Proposition 2, since a
pure-strategy NE results. We see that it is always beneficial for Alice to move second

especially as Eve’s jamming power increases, which agrees with intuition.

Finally, in Fig. 6.9 we examine the special case of the single-antenna wiretap channel
with the same transmit powers and channel scale factors as the MIMO case of Fig. 6.8.
We observe that there is no longer any benefit in using artificial noise since R g and

Rrp coincide. This indicates that in the SISO case with the above parameters,
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SISO Secrecy Rate Payoff bits/s/Hz)

Ratio of powers Pe/Pa

Figure 6.9: Single-antenna wiretap channel with N, = N, = N, =1, P, = 20dB,d =
1,91 =08,9g0=1.1

Alice has only one strategy to play and the nominal two-person game is reduced
to a single-person optimization problem for Eve. Thus, the SISO counterpart of the
MIMO wiretap game is generally lacking in strategic possibilities, and it is much more
instructive to examine the transmitter-eavesdropper interactions in a multi-antenna

setting.

6.7 Summary

We have formulated the interactions between a multi-antenna transmitter and a dual-
mode eavesdropper/jammer as a zero-sum game with the MIMO secrecy rate as the
payoff function. We began by developing simple yet accurate closed-form expressions
for the various secrecy rate outcomes of the game, and then examined the conditions

under which Nash equilibria existed in pure and mixed strategies for the strategic
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version of the game. We also investigated subgame-perfect and sequential equilibria in
the extensive forms of the game with and without perfect information. Our numerical
results demonstrated the accuracy of the approximate secrecy rate expressions, and
showed that a change in a single parameter set while others remain constant can shift

the equilibrium from a pure to a mixed NE outcome or vice versa.
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Chapter 7

Robust MIMO CR Transmissions

for Primary Secrecy

7.1 Background

We have seen thus far that one mechanism to increase the security of wireless commu-
nications links when the channel state of the eavesdropper is unknown is to transmit
‘artificial interference’ simultaneously with the confidential data. The idea is to se-
lectively increase the interference seen by the eavesdropper in such a way that her
channel is degraded while the channel of the legitimate receiver is not. The artificial
interference can be generated by the transmitter itself [19],[20], or by ‘helpers’ that
are deployed for the sole purpose of jamming the eavesdropper [97]. The coopera-
tive jamming signals from helpers generally comprise either white Gaussian noise, or

dummy codewords that are independent of the actual confidential message.

This concept was further extended by [98-100] in the context of underlay cognitive

radio (CR) networks, where it was suggested that the CR transmit signals could also
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serve as cooperative jamming signals to shield the primary link. The idea is that
the CR transmissions would serve a dual purpose of jamming the eavesdropper while
simultaneously communicating meaningful information to the underlay receivers. The
primary network would then an incentive to allow concurrent co-channel transmissions
by the CRs, as long as the CR interference to the primary receiver (PR) is limited to
be below a prescribed threshold. The analysis in [98,99] is restricted to single-antenna
networks, while [100] considers a multi-antenna UCT with a single UCR. Furthermore,
[98-100] all assume perfect CSI at all nodes. It is clear that when the CRs have
only imperfect CSI available to them, the security of the primary link can be severely
degraded since the CR interference to the PR cannot be effectively controlled, and the
jamming signals cannot accurately target the eavesdropper. With this as motivation,
we focus on devising robust CR transmission schemes that reduce the degradation in
primary secrecy rate due to imperfect CSI for more general settings where the primary
and secondary users potentially have multiple antennas. Our simulations indicate
that the proposed robust schemes yield a significant improvement in performance

compared to methods that do not take the imperfect CSI into account.

7.2 Mathematical Model

7.2.1 Network Model

The general network is as described in Chapter 2 with a multiple-access channel
configuration for the underlay system, and an additional passive eavesdropper Eve.
Each UCT is equipped with N, antennas while the common UCR has N, antennas,

and Eve is assumed to have N, antennas.
The PT wishes to transmit a confidential signal x, € C*?*! to the PR, while each
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underlay UCT sends a unique signal x, € CVex1 s = 1,..., K,, to the UCR. The
PT and UCTs are assumed to employ Gaussian signaling such that x, ~ CN (0,Q,)
and x; ~ CN (0,Qs), where Q, = & {prf}, Q,=¢ {szf}, with corresponding
average transmit power constraints Tr (Q,) < P and Tr(Q,) < P, for all s. Eve
is interested in decoding only the primary signal, which implies that the UCT sig-
nals potentially degrade her interception capability; however they also add to the

interference at the PR.

The received signal at the PR is

K
yp = Hpx, + Z Goxs+ 1y, (7.1)

s=1

where H,, € C»*™r is the primary channel and G4 € C»*™« is the interfering channel
from UCT s, and n, ~ CN (O, aiI) is zero-mean complex additive Gaussian noise.

The received signal at the UCR is

K
Yo = Z H.x; + F,x, + n, , (7.2)

s=1

where Hy € CV+*Me is the channel from UCT s, F,, € CN<*M» i the interfering channel
from the PT, and n, ~ CA (0, 021) is additive complex Gaussian noise. According to
the underlay CR paradigm [5], the PR declares an upper limit I', on the instantaneous

aggregate interference I, from all UCTs:

Ks
L) Tr(G,Q.G,) <T,. (7.3)
s=1

Finally, the received signal at Eve is

K
Ye = HeXp + Z sts + ne, (74)

s=1
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where H, € CV*™ is the channel from the PT, F, € CNe*¥e is the interfering

channel from UCT s, and n, ~ CN (0, 02I) is complex additive Gaussian noise.

In [98] it is assumed that the PR and UCR exchange codebooks and attempt to
decode each other’s signals, but this may be infeasible since, (1) the PR may be a
legacy user incapable of multi-user detection, and (2) allowing the UCR to decode
the confidential primary message may defeat the purpose of using UCTSs for secrecy.
Therefore, in this work the PR and UCR treat each other’s signals as noise while

decoding their desired signals. Given the above assumptions, the primary secrecy

rate is [19],[18]
Ryee = log, I+ H,Q,HIK | —log, I+ H.QHIK_'|, (7.5)

where the first term is the rate from the PT to the PR which perceives interference-
plus-noise covariance matrix K, = 021 + Zﬁ(zl G.Q,G. The second term is the
leakage rate to FEve, whose effective interference-plus-noise covariance matrix K, de-
pends on the capabilities of the eavesdropper. If Eve is another primary user, it is
assumed that she does not know the UCT codebooks and always treats their signals

as noise [99], such that
K, =01+ F,QF! (7.6)
€ e s=1 S S+ s .

Alternately, a worst-case assumption could be made that she can jointly decode the
PT and UCT signals [98], in which case K, = ¢?I if the transmission rates from
the PT and UCTs lie within the capacity region of their multiple access channel to
Eve, otherwise (7.6) holds. Both eavesdropper scenarios are accommodated in our

analysis, as described next.
We assume that the UCTs have neither instantaneous nor statistical CSI of the PT
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channels {H,,H.}, and thus they cannot directly optimize the primary secrecy rate.
Instead, in this chapter we follow the approach of [20,97], where the UCTs devote
unused power and spatial resources for jamming Eve once a desired quality of service
has been achieved for their own data. To faciliate the robust designs we consider
later, we assume that the PR interference constraint is evenly distributed among
UCTs; i.e., each UCT must limit its interference level at the PR to within I', /K.
Since the secrecy rate is not directly optimized and the artificial interference is “best

effort,” the UCT transmit strategies are independent of the eavesdropper capabilities.

7.2.2 CR Transmission with Perfect CSI

To begin, we first consider two CR transmission schemes based on the assumption of
perfect CSI; this assumption will be relaxed in the discussion that follows. In the first
approach, referred to as maz-rate transmission, the UCTs attempt to optimize their

sum rate to the UCR, while agreeing to jam Eve with a certain minimum interference

level I;:
Ks Hryp—1
max  log, | T+ Zs:l H,QH"Z (7.7a)
st.Vs Tr(G,QsGg) <T',/K; (7.7b)
Tr (F,Q.F) > I, (7.7¢)
Tr(Qs) < Py (7.7d)

where Z = 01+ F,Q,F/" is the UCR interference-plus-noise covariance matrix. The
objective function is concave and all constraints are convex in {Q,}, and therefore
can be solved efficiently via standard interior-point methods. The feasibility of the
problem is dependent on the channel realizations and the stringency of the various

interference constraints. If the UCTs acquire the right to share the spectrum based

137



on monetary payments or leasing, then they may conceivably relax [; and prioritize
their own traffic. However, note that the PR interference cap I', is immutable and

must strictly be adhered to by the CR network.

Alternately, the UCTs can attempt to maximize the aggregate jamming power at
Eve subject to individual signal-to-noise ratio constraints I'y at the UCR, which we

denote as maz-jamming transmission. The corresponding convex (linear) program is

K,
Qs > Tr(F.QFY) (7.8a)
s.t.Vs  Tr(H,QHL) > T, (7.8b)
Tr(G.Q.G?) <T,/K, (7.8¢)
Tr(Q,) < P.. (7.8d)

In this case, the UCTSs give higher priority to the primary secrecy as compared to
their own traffic. For example, the primary network may allow the UCTs to share a
fraction of the licensed spectrum in exchange for their jamming support. Note that
the UCT SNR constraints at the UCR are more tractable compared to individual
UCT rate constraints, since the individual rates are coupled by the intra-UCT uplink

interference.

7.3 Robust CR Transmission

We now relax the assumption that the UCTs have perfect CSI regarding their channels

to the PR and Eve; in particular, we will assume that only imprecise estimates G,
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and FS are available. We define the channel errors as

E.=G,-G;; L;=F,—-F,, (7.9)
and we assume they lie in norm bounded uncertainty regions [101-103]:

E, €0, ={E,: |[E|> <Al}; L,e€Li={L,:||LJF <0}, (7.10)

where A, and d, are known constants.

With the above definitions, we focus on developing robust versions of the UCT trans-
mission strategies in (7.7) and (7.8) of the previous section. Beginning with (7.7), we
aim to optimize the worst-case performance given the imperfect CSI scenario, so the

constraint (7.7b) is rewritten as

max Tr [(GS +E)Q,(G, + E)!| <T,/K.. (7.11)
Se S

We next convert constraint (7.11) to a set of Linear Matrix Inequalities (LMIs). In

particular, note that (7.11) is equivalent to
Tr (G + B)Qu(G, + B <T,/K, . VB, |[E,|[3 < A2, (7.12)

which can be expressed in the vector form

— vee(BE)(QT ® Iy, )vec(E) — 2Re |vec(G,) 7 (QT ® INs)vec(E)]

. T
—vec(GS)H(QZ®INS)Vec(GS)+Fp >0, VE,:—vec(E,)"vec(E)+A? > 0.

s

(7.13)

According to the S-procedure [104], (7.13) holds if and only if there exists a s > 0
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such that

(/’LSINQ - QS)T X INS _<Qz ® INs)VeC(é8>
—VeC(Gs)H(QsT ® In,) == VeC(GS)H(QsT ® INS)VeC(é'S) - MSAg

K

>~ 0.

(7.14)

Using the property of generalized Schur complements [104] for (7.14), we have

—= - VeC(GS>H(QZ ® INS)VGC(GS) - NsAg

—vee(G,)1(Qy ® In)[(1ly, — Q)" ® v J'(QF @ Iy, Jvec(G,) 2 0, (7.15)

which is equivalent to the following LMIs:

Tr[Go(Qs + ®,)GH] + pA2 < T, /K, (7.16)
sI a S S

plve = Qe Qe (7.17)
QY P,

Similarly, for optimizing the worst-case performance of the artificial interference, con-

straint (7.7c) is rewritten as

min Tr(F, + L,)Q,(F, + Ly)# > I,. (7.18)

Lseﬁs
Using the same procedure as (7.11)-(7.17), assuming a non-negative scalar v > 0 and
a Hermitian matrix W, = 0, (7.18) can be converted to the following LMIs:

Tr (FS(QS —p,)FH ) >, (7.19)

VsINa + Qs Qs
QY v,

= 0. (7.20)
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Therefore, the robust counterpart of the max-rate strategy in (7.7) under imperfect

CSI becomes

max
stq>57\1’57/i5,1/s

s.t.Vs

K
I+) HQH!Z!

log,
s=1
sI - s s
psIn, — Qs Q ~ 0
QY P,
VSINa + QS QS O
QY v,

TT[GS(QS + (I)S)Gf] + MSAg <TIp/Ks
Tr (]?‘S(QS - \II)FH) >
Tr(Qs) < Ps,pis > 0,15 >0

Qs ~=0,®,~-0,¥, > 0.

(7.21a)

(7.21D)

(7.21c)

(7.21d)
(7.21e)
(7.21f)

(7.21g)

This is a convex problem involving the maximization of a concave objective function

over a set of convex LMI and linear constraints, and can be solved using using standard

convex optimization procedures.

Proceeding to the max-jamming strategy, we first give an equivalent form of the

perfect CSI case in (7.8) as

max

m’1

QS """ QKS tovmto

s.t.Vs  Tr (F,Q,FY) > m,

Tr<HstH§) 2 FS
(G, Q,GH) <T,/K,

Tr(Qs) < P,
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(7.22b)
(7.22¢)
(7.22d)
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where m = [my,...,ms,...,mg,]?. Using an approach similar to the solution of
(7.7) with imperfect CSI, the corresponding robust counterpart of (7.8) can be shown

to be

max m’1 (7.23a)
Qs,®5,¥s,1us,vs,m
SI a S S
stys | Mm@ Qg (7.23b)
QY P,
vsln, + Qs Qs
~ >0 (7.23¢)
QY v,
Tr[Go(Q, + ®,)GH] + p,A2 < T, /K, (7.23d)
Tr (FS(QS —p,)FH ) — 1,82 > my (7.23¢)
Tr(H,QHY) > T, (7.23f)
Tr (Qs) < Py, s > 0,0, >0 (7.23g)
Q;=0,2,-0,¥,>0,m>0. (7.23h)

The robust max-jamming algorithm above is a semi-definite program with a linear
objective function and a set of LMI and linear constraints, and like (7.21) can be

solved using standard convex optimization procedures.

7.4 Numerical Results

We present some examples that compare the performance of the proposed robust
UCT strategies with non-robust methods that ignore the imperfect CSI. In all simu-
lations, the channels and background noise samples are assumed to be composed of

independent, zero-mean Gaussian random variables with unit variance. The convex
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optimization programs are solved using the cvx MATLAB toolbox [73]. We focus on
the case where the eavesdropper is another primary user and always treats the UCT
signals as noise. In all cases, we set the number of secondary users to be 2 (K, = 2),
all nodes are assumed to have two antennas (N, = r, = Ny = N, = 2), except the
UCT whose number of antennas will vary, I, = 8 for max-rate transmission, and

'y = 5 for max-jamming. Without loss of generality, the PT adopts uniform power

allocation such that Q, = (P;/N,) L
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= + — Max-jam, nonrobust
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Figure 7.1: Primary secrecy rate versus UCT CSI error, Ky = N, = N, = N, = N, =
2.

Fig. 7.1 illustrates the performance of the algorithms as the size of the worst-case
channel errors (A2 = §2) are varied from zero to 0.1, with fixed powers P, = 10dB,
P, = 5dB, PR interference threshold I') = 8, and N, = 2. The robust max-rate and
max-jamming schemes provide a significantly enhanced worst-case secrecy rate for
the primary link as the severity of the CSI imperfection increases. At the same time,

the robust schemes are guaranteed to conform to the PR interference cap, which is a
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critical aspect of the underlay CR paradigm. While the max-jam approach is better
than the max-rate approach in terms of PR secrecy for this example, the relative

performance of the two methods will depend on the choices for I; and T';.

0.8

0.7

0.6

0.5

—&— Rob. max—jam,]"p=10
—A— Nonrob. max—jam,Fp=1O

Worst-case Primary Secrecy Rate (bits/s/Hz)

¢ Rob. max—jam,Fp=20

L U e A Nonrob. max-jam, I’ =20

6 8 10 12 14 16
ST Transmit PowerP, (dB)

Figure 7.2: Primary secrecy rate versus UCT transmit power, N, = 5, A? = §? =
0.075.

Fig. 7.2 depicts the robust and naive max-jamming PT worst-case secrecy perfor-
mance with thresholds I', = 10 and I'), = 20 as the UCT transmit power increases,
for P, = 1.5dB, N, = 5, and fixed channel error bounds A? = §2 = 0.075. Since
the UCTSs are endowed with significantly larger antenna arrays and transmit powers
than the primary link, the inadvertent interference to the PR and the less selective
eavesdropper jamming can severely degrade the PR performance if the imperfect CSI
is not accounted for. Interestingly, a smaller choice of I', improves the secrecy rate

since the PR is especially susceptible to UCT interference given the low PT transmit

power, even though the larger I',, offers more leeway in jamming the eavesdropper.
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7.5 Summary

Underlay CR transmissions can serve the dual purpose of jamming passive eavesdrop-
pers while communicating meaningful information to the underlay receivers, as long
as the CR interference to the primary receiver is limited to be below a prescribed
threshold. However, it is demonstrated that when the CRs have only imperfect CSI
available to them, the security of the primary link can be severely degraded since the
CR interference to the PR cannot be controlled effectively, and the jamming signals
cannot accurately target the eavesdropper. In this chapter we have presented two cat-
egories of robust multi-antenna CR transmission schemes that reduce the degradation
in primary secrecy rate under imperfect CSI. Numerical results verify the significant
improvement in performance of the proposed robust schemes compared to methods

that do not take the imperfect CSI into account.
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Chapter 8

Remarks

8.1 Recapitulation

The underlying theme of this dissertation has been the development of multi-antenna
transmission techniques for interference mitigation and/or secure communication in
multi-user wireless networks, with emphasis on robust designs for scenarios with im-

perfect channel state information.

In Chapter 2, as an example of the coexistence issue, we examined a novel underlay
MIMO cognitive radio network where the CR has a complete lack of knowledge of
its interfering channels to primary receivers. We then proposed a rank minimization
precoding strategy for such uninformed underlay MIMO CR systems, assuming a min-
imum information rate must be guaranteed on the CR main channel. We presented
a simple frugal waterfilling approach that can be used to find the minimum rank
transmit covariance that achieves the desired CR rate with minimum power. We also
presented two alternatives to FWF that are based on convex approximations to the

min-rank criterion, one that leads to conventional waterfilling for our CR problem,
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and another based on a log-determinant heuristic. The CWF approach turns out to
be a poor approximation to the min-rank objective, while the log-det approach pro-
vides performance similar to FWF, although FWF consistently leads to the highest
throughput for the primary link. We also observed that reducing the inteference tem-
perature metric is surprisingly not consistent with improving the PR throughput; in
particular, FWF has the highest interference temperature of the algorithms studied,
but also leads to the highest PR rate. As an alternative, we proposed an interference

leakage metric that is a better indicator of the impact of the CR on the primary link.

We then presented a novel heterogeneous dynamic spectrum access network in Chap-
ter 3 where the primary users coexist with both underlay (UCRs) and interweave
cognitive radios (ICRs); all terminals being potentially equipped with multiple an-
tennas. We investigated the design of MIMO precoding algorithms for the UCRs so
as to increase the detection probability at the ICRs, while simultaneously meeting
a desired Quality-of-Service target to its own receivers and constraining interference
leaked to PUs. The objective of such a proactive approach, referred to as prescient
precoding, is to minimize the probability of interference from ICRs to the UCR and
PU receivers due to imperfect spectrum sensing. We began with three different down-
link prescient precoding algorithms for a plurality of single-antenna UCR and multi-
antenna PUs/ICRs. We then presented prescient block-diagonalization algorithms for
the MIMO underlay downlink where spatial multiplexing is performed for multiple
multi-antenna UCR receivers. Numerical experiments demonstrated that prescient
precoding by the UCT preemptively mitigates missed detections at the ICRs, and
provides a significantly pronounced performance gain in underlay sum rate compared

to conventional precoding strategies.

Turning to the secure MIMO transmission problem, in Chapter 4 we examined the

impact of imperfect knowledge of the legitimate channel on the achievable secrecy
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rate of the MIMO wiretap channel. Under such unfavorable conditions, the naive
employment of artificial interference to jam passive eavesdroppers is seen to signifi-
cantly degrade the SINR of the legitimate receiver. We first analytically characterized
this performance degradation based on a second-order perturbation analysis of the
singular value decomposition. To reduce the impact of the CSI errors, we proposed
two robust beamforming schemes that are able to recover a large fraction of the SINR
lost due to the channel estimation errors. These techniques were shown to perform
very well for moderate CSI errors, but ultimately a large enough channel mismatch

can eliminate the secrecy advantage of using artificial noise.

In Chapter 5, we considered a more formidable adversary capable of either eaves-
dropping or jamming in the MIMO wiretap channel. We formulated the interactions
between the multi-antenna transmitter and the dual-mode eavesdropper/jammer as a
zero-sum game with the MIMO ergodic secrecy rate as the payoff function. We began
by developing simple yet accurate closed-form expressions for the various secrecy rate
outcomes of the game, and then examined the conditions under which Nash equilibria
existed in pure and mixed strategies for the strategic version of the game. We also
investigated subgame-perfect and sequential equilibria in the extensive forms of the
game with and without perfect information. Our numerical results demonstrated the
accuracy of the approximate secrecy rate expressions, and showed that a change in
a single parameter set while others remain constant can shift the equilibrium from a

pure to a mixed Nash Equilibrium outcome or vice versa.

The culmination of this work was to bring together the coexistence and confiden-
tiality aspects in Chapter 6, where we considered a MIMO cognitive radio network
where the CR transmissions serve a dual purpose of jamming the eavesdropper while
communicating meaningful information to the underlay receivers, but the CR inter-

ference to the primary receiver (PR) must also be limited to a prescribed threshold.
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When only imperfect CSI is available to the CRs, the primary link security is severely
degraded since the CR interference to the PR cannot be effectively controlled, and
the jamming signals cannot accurately target the eavesdropper. Therefore, we de-
vised robust CR transmission schemes for more general multi-antenna networks that
reduce the degradation in primary secrecy rate under imperfect CSI. The proposed
robust methods provided significantly better secrecy performance than methods that

did not take imperfect CSI into account.

8.2 Future Directions

A number of avenues for further research can be discerned for the aspect of coexistence
and interference mitigation. It would be useful to develop information-theoretic upper
bounds on the maximal achievable rate or sum rate in the considered networks in order
to gauge the optimality (or lack thereof) of the proposed approaches based on linear
MIMO precoding. The extension of the MIMO cognitive radio downlink network in
Chapters 2 and 3 to a general interference channel scenario with multiple CR transmit-
receive pairs is expected to be challenging, and opens the door to incorporation of
interference alignment techniques. Finally, cross-layer algorithms that take physical-
layer considerations into account for cognitive radio scheduling are of interest, and

preliminary progress has been made in this regard.

From the perspective of secure MIMO communications, it would be of significant
interest to consider the development of robust methods for MIMO secret key estab-
lishment, as opposed to the artificial interference paradigm espoused in this work. In
the case of MIMO secret key establishment, the secret key rate is the performance
metric instead of the secrecy rate, and determines the number of key bits that can

be generated reliably and securely at both Alice and Bob by exploiting a public
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communication and feedback channel. Due to the similarity in the mathematical ex-
pressions for these metrics, the MIMO transmission schemes presented in this thesis
are expected to offer insight into the design of secret key establishment methods as

well.
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