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Abstract

Digital watermarks recently emerged as a possible solution for protecting the copy-
right of digital materials. The work presented in this thesis is concerned with the
design of robust watermarking algorithms with complex wavelets. We choose the
complex wavelet transform as our watermarking domain because it is a relatively
new transform and has useful properties for image processing applications. In addi-
tion, experimental results show that watermarking systems designed using complex
wavelets have good performance. We first give an overview of the watermarking
problem, example applications of watermarks as well as a comprehensive survey of
current watermarking techniques and attacks. The complex wavelet transform is then
described and its advantages over the conventional real wavelet transform are high-
lighted. A human visual model in the complex wavelet domain is developed which
forms the basis in the design of our watermarking algorithms.

Two different watermarking systems are considered in this thesis. The first one
is based on the principles of spread spectrum communications. We discuss the pre-
cautions required when designing a watermarking algorithm in a redundant domain
like the complex wavelets. An alternative matched filter is proposed for watermark
decoding which is shown to have better performance than the conventional matched
filter when the underlying signal is non-stationary. The issue of watermark detection
is addressed and we propose a method of using the watermark itself for detection,
which removes the need for a separate reference watermark. We also suggest ways in
which the watermark decoder performance can be improved when the watermarked
image is attacked. In particular we consider three scenarios: compression, geometric
distortion and denoising. Compression and denoising are shown to have similar effects
on a watermarked image and we can use the same method for decoding. An image
registration algorithm based on motion estimation is developed to combat geometric
distortion attacks.

Although spread spectrum based watermarks are quite robust, the host image
acts as interference with respect to the watermark decoder. We consider watermark-
ing as a communication process with side information, where the knowledge of the
host image is exploited at the embedder to reduce the host interference. Our sec-
ond watermarking algorithm is based on a hybrid combination between quantisation
and spread spectrum techniques and we compare it with our spread spectrum based

system. Finally we close with conclusions and suggest future research directions.
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Chapter 1
Introduction

Digital watermarking has recently become a popular research area due to the prolifer-
ation of digital data in this Internet age and the need to find a solution to protect the
copyright of these materials. This chapter gives a brief introduction to watermarking.
We relate it to steganography and compression. The basic watermarking system is
described and we discuss various applications, requirements and design issues. Finally
we give an overview of the remainder of this thesis, which is concerned with designing

watermarking systems for digital images in the complex wavelets domain.

1.1 What is watermarking?

1.1.1 Definition

Watermarking describes techniques which are used to convey information in a hid-
den manner! by embedding the information into some innocent-looking cover data.
Typically, this information is required to be robust against intentional removal by ma-
licious parties. In contrast to cryptography, where the existence but not the meaning
of the information is known, watermarking aims to hide the existence of the infor-
mation from any potential eavesdropper altogether. Watermarking has existed since
approximately 15th century and in the past watermarks were mainly used on papers
to identify the mill who made them. We call these physical watermarks because they
exist in a physical media. Nowadays, physical watermarks are commonly used to
authenticate important documents, for example, banknotes and passports. With the

advance of the Internet and the ubiquity of digital data, it is natural to extend the

'Watermarks are usually imperceptible, but there are also visible watermarks (see section 1.1.3).

1



2 CHAPTER 1. INTRODUCTION

idea of watermarking to digital data. A popular application of digital watermark is
to give proof of ownership of a piece of digital data (image, audio or video) by embed-
ding copyright information as a watermark into the data itself. The concept of using
an embedded signal for the purpose of proving ownership was first mentioned in a
patent in 1961 [65]?. Some of the earliest publications concerned with watermarking
digital images include Caronni [27], Tanaka et al. [142] and Tirkel et al. [144].

1.1.2 Relationship of watermarking to steganography and

compression

Watermarking is closely related to steganography in that they are both concerned
with covert communication and belong to a broader subject known as information
hiding. However, the underlying philosophy of the two are different. Steganography
normally relates to point-to-point covert communication between fwo parties and
a steganographic system is typically not required to be robust against intentional
removal of the hidden message. Watermarking, on the other hand, is usually a one-
to-many communication and has the added notion that the hidden message should be
robust to attempts aimed at removing it. In the case of copyright protection, obviously
the copyright information should resist any modifications by pirates intending to
remove it. Interested readers are referred to the survey by Petitcolas et al. [124] and
his book [125] for more information on information hiding.

There exists a duality between watermarking (and information hiding in general)
and data compression. While compression aims to identify the perceptually insignifi-
cant parts of the data and remove them, information hiding techniques try to insert
information into them. From an information-theoretical point of view, information
hiding is a game between the information hider and the attacker (for example, a
compression system which removes the redundant parts of the data) [114]. Moreover,
compression is one of the most common operations on images, therefore one must
take into account of the effects of compression when designing a watermarking sys-
tem. The most common compression standard at the moment is JPEG [119], which
is based on the discrete cosine transform (DCT). JPEG2000 [34], which operates in
the real wavelet domain, was proposed in 2000 as a future standard of compression
and experiments showed it has superior performance compared with JPEG. Image
compression is considered further in chapter 5. Figure 1.1 shows how everything fits

together.

2To the best of the author’s knowledge, this is the earliest reference to digital watermarking.
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Figure 1.1: Relationship between digital watermarking, steganography, information hiding
as well as compression. Information hiding aims to exploit the redundancy of data to convey
information whereas compression tries to remove the redundancy. Steganography is usually
a point-to-point communication process but watermarking typically involves many parties
and has the additional requirement of being robust against intentional removal of the hidden
message. Copyright protection, fingerprinting and authentication are different applications
of digital watermarks, each with its own special requirements (see section 1.3).

1.1.3 Watermarking terminology

Over the years researchers have coined numerous terms to describe and classify wa-

termarking techniques. We clarify these terms in this section.

The image or the piece of digital data into which we are hiding the information is
called the host or cover data, and the hidden information is referred to as the payload.
Most image watermarking systems involve making imperceptible alterations to the
host image to convey the hidden information, but there also exist visible watermarks,
which are visible patterns like company logos overlaid on top of an image. An example
of such watermarks is the IBM Digital Library project [25, 113]*>. However, in this
thesis, we will concentrate on inwvisible watermarks. If the original, unwatermarked
data is required in order to retrieve the watermark, the system is known as non-
blind or non-oblivious, otherwise it is known as blind or oblivious. Watermarking
systems typically require the use of a key (in the cryptographic sense) for retrieving
the embedded payload. If the same key as in the watermark embedder must be
used for retrieving the watermark, the scheme is known as private, because only the
person/people who has/have the key can read the watermark. If a different key is

needed to read the watermark, the scheme is known as public. Public watermarking is

3The IBM Digital Library project (1995). http://www.dlib.org/dlib/july97/vatican/07gladney.html
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sometimes also known as asymmetric watermarking. We also distinguish between the
detection and the decoding of watermarks. The former tells you whether something
is likely to be there whereas the latter tells you what is there. In some watermarking
schemes, only one random sequence is embedded. Thus these watermarks can only be
detected but not decoded and they are referred to as ‘yes/no’ or ‘1-bit’ watermarks in
this thesis. Similarly, we refer watermarks which carry actual payload as 'multi-bit’
watermarks.

Watermarking systems can be robust or fragile. Robust watermarks are required
to resist any modifications which do not decrease the commercial value of the cover
image. On the contrary, fragile watermarks are designed to fail when the cover image
is modified. Applications of fragile watermarks are discussed in section 1.3.4.

Fingerprinting and labelling refer to specific applications of watermarking, where
the payload carries information such as the creator and the intended recipient of a
piece of data. This is similar to the use of serial numbers to identify an individual
copy of a product. Fingerprinting can be used to trace the origin of a piece of data if
unauthorised copies of it are found. Other applications of watermarks are discussed

in section 1.3.

1.2 Basic watermarking systems

All watermarking systems consist of an embedding part and a recovery part, which
are shown in figure 1.2. The embedder takes the cover data, the payload and a
(public/secret) key to produce the watermarked data. The recovery part takes the
(possibly modified) watermarked data, the key and/or original unwatermarked data
and returns either the payload (decoding) or a confidence measure of how likely a spe-
cific watermark is present (detection). Regardless of the medium we are watermarking

in, most watermarking systems share the following properties:

e Imperceptibility. The modifications caused by the watermarking system
should be unobtrusive (with the exception of visible watermark obviously).
This means one should use some sort of perceptual model, both for embed-
ding a watermark and for evaluating the induced distortion. The human visual
system will be discussed in detail in chapter 3. Being imperceptible also implies

watermarks typically have much less power than the cover data.

e Redundancy. Since a watermark has much less power than its host, the

watermark is usually redundantly embedded in the host to achieve robustness
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Payload p T

Watermark Watermarked
Cover data x> embedder| . data x'

Key k —T
(a)

Original Cover Data x

(optional)
: Watermark Estimated __ Confidence
Received data y+4 payload p Or ~heasure
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Figure 1.2: A generic watermark embedding (a) and recovery (b) system. The embedder
takes the cover data, the payload and a key to produce the watermarked data. The recovery
systems takes the (possibly modified) watermarked data, the key (can be public or secret)
and optionally the original unwatermarked cover data and returns either the estimated
payload or a confidence measure of how likely a given watermark is present.

so that the payload can be recovered from a fraction of the watermarked data.

e The use of keys. All watermarking systems use one or more keys to ensure
security against intentional removal of the hidden information. This is in ac-
cordance with the Kerckhoffs Principle in cryptography, in which the attacker
is assumed to have full knowledge of the system and so security must lie only
in the choice of key [77]. If the watermark can be read, it may also be removed
by the same person. This is why public watermarking still remains as a major

challenge to researchers.

1.3 Watermarking applications

Depending on the specific application of a watermarking system, the actual require-
ments will vary. We review a few of the major applications of digital watermarks
here. In the next section, we will discuss the design issues associated with some of

these applications.

1.3.1 Copyright protection

Copyright protection is one of the major forces which drive the research in watermark-
ing. Data can now be distributed in digital format with ease due to the existence of

the Internet. The objective here is to embed copyright information into the data so
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that the rightful owner of a piece of data can at least prove his/her ownership in the
case of a dispute. The watermarks in this scenario obviously require a high level of
robustness and should resist attempts in removing them. Note that watermarks for
copyright protection do not prevent people from copying the digital data, they sim-
ply exist as a means for owners to assert ownership over some digital data. Typically
these watermarks are used in conjunction with a buyer-seller protocol [112] in online
distribution of digital data.

1.3.2 Copy protection

In contrast to copyright protection, a copy protection mechanism actually prevents
users from making unauthorised copies of the digital data. This is difficult in open
systems like the Internet but it is possible to enforce copy protection in a controlled
system like the DVD player. For example, the watermark which exists on a DVD [21,
101] tells a compliant DVD player whether a user is allowed to copy the video.

1.3.3 Fingerprinting for pirate tracing

Watermarks are used in fingerprinting applications to identify the legal recipient of the
digital data and are typically used together with copyright protection watermarks in
a transaction. The existence of multiple differently watermarked copies of the same
data allow the collusion attack (section 2.7) and so fingerprints must be designed
to be collusion-secure [49]. Watermarks for fingerprinting otherwise have identical

requirements to that of copyright watermarks.

1.3.4 Watermarking for authentication

Fragile watermarks are used to authenticate digital data. For example, if a digital
photograph is to be used as evidence in a court, we have to prove that the photo has
not been manipulated. A fragile watermark can be inserted into the image as soon as it
is taken. If the image is modified maliciously, the watermark will be destroyed. If the
watermark can be retrieved by the recipient, the image is deemed authentic, otherwise,
it should be discarded as fake. A low level of compression is usually permitted but
not content alteration of the image. Therefore a fragile watermark will have some
robustness rather than like a checksum which fails even if only 1 bit of the data has
been changed. In addition, it should be difficult for a malicious user to simultaneously

modify both the cover data and the fragile watermark. There are several types of
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fragile watermarks. Some only allow us to detect if an image has been modified (e.g.
Fridrich [56] and Kundur [90]); some allow us to calculate an approximate version of
the original image in the modified regions (e.g. Rey et al. [136]); while some allow us
to invert the watermarking process and recover the original unwatermarked image if
it is successfully authenticated (e.g. Fridrich [58, 59]). The last type is of particular
interest to the medical community. Medical images cannot afford to be modified
since this might cause misdiagnosis. Invertible fragile watermarks allow us to both
authenticate and recover the original digital medical image. This thesis, however,
concentrates on the design of robust watermarking system and fragile watermarks

will not be discussed further.

1.4 Algorithm design issues

1.4.1 Imperceptibility, robustness and capacity

All watermarking algorithm designs involve determining a tradeoff between three con-
flicting requirements: namely imperceptibility, robustness and capacity. The higher
is the embedding strength of the watermark, the more robust it is, but it will also be
more visible. The more data we embed, the less is the energy allocated to each bit
of the payload and the less robust is the watermark. Using a good perceptual model
will allow us to maximise the energy of the watermark while keeping its visibility to
a minimum.

It is hard to define what robustness means. Ideally a robust watermarking scheme
should resist any form of malicious distortion which does not render the image useless.
It is perhaps impossible to design such a perfect watermark. Depending on a particular
application and the medium we are working in (image, audio or video, etc.), some
attacks will be more important than others and a practical system may only be
required to be robust against these attacks. We will discuss various types of attacks
in more detail in the next chapter (section 2.7).

Capacity is normally not as important an issue in watermarking as in steganogra-
phy?*. In steganographic applications, a high capacity may be required for conveying
a hidden message. The knowledge of the host signal in the watermark embedder
should be exploited in this case to maximise the capacity of the cover data. This is

discussed in more detail in chapter 6.

4There are, however, applications in which a protocol is to be sent via a watermark [67, 132], in
which case a high capacity may be necessary.
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1.4.2 Invertibility and resolving rightful ownership

Craver et al. [45] argue that, in order to be able to resolve rightful ownership, a
watermarking scheme must be non-invertible. At the very least, the algorithm must
be oblivious, otherwise a pirate can just create his/her own watermark, subtract it
from the watermarked image to make a counterfeit image and claim it as the original
image. Using a non-blind algorithm will detect the pirate’s watermark using the
counterfeit image as the original. Being blind is not the only requirement, additional
techniques such as time-stamping will also be needed to make a watermarking scheme

non-invertible.

1.4.3 Public vs. private watermarking

Most of the watermarking schemes in current literature are private because a secret
key is required in order to retrieve the watermark. It is not possible for a user to
find out whether a piece of data is watermarked unless he/she has this key. Therefore
some commercial systems embed both a private and a public watermark into the data.
However, as mentioned earlier, as soon as a watermark can be read, it may be removed
by inverting the embedding process. Hence embedding two watermarks is not a
complete solution. A public watermark should allow watermarking detection without
the need of a key or revealing the actual watermark. The use of special mathematical
properties of some linear transform, for example, the eigenvectors, has been suggested
by Eggers et al. [53] for designing public watermarking systems. Alternatively one
can use zero knowledge protocols in cryptography [44]. The remainder of this thesis

will however concentrate on private watermarks.

1.5 Thesis overview

Chapter 2 surveys current watermarking techniques and attacks on watermarking
systems. In particular watermarking techniques are classified based on the domain
they operate in, how the watermark payload is encoded, how the embedding locations
are chosen, how the watermark is combined with the cover signal and how the water-
mark is extracted, whereas attacks on watermarks are classified into four categories:
estimation-based attacks, geometric attacks, cryptographic-like attacks and protocol
attacks. A brief review of the turbo code as an example of error control codes is also

given due to their extensive use in watermarking systems.
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In this thesis, we concentrate on designing watermarking algorithms with com-
plex wavelets because they are relatively new and possess properties which have been
shown to be very useful in image processing applications. Chapter 3 introduces the
Complex Wavelet Transform (CWT), and explains why it is better than the tra-
ditional real Discrete Wavelet Transform (DWT). A commonly used human visual
model is described and its close relationship with the CW'T is demonstrated. Fi-
nally, a visual model in the CWT domain is developed which forms the basis of our
watermarking systems in the CWT domain.

Chapter 4 describes our proposed spread spectrum based watermarking algorithm
in the complex wavelet domain. Unfortunately, the CWT is a redundant domain and
this can cause problems unless precautions are taken. We discuss how one can design
the watermark algorithm to get round the problems caused by this redundancy. We
also derive a new decoder for decoding an image-adaptive watermark and address the
issue of watermark detection.

Chapter 5 discusses ways to improve the performance of the watermark decoder
when the watermarked image is attacked. We consider three scenarios: compression,
geometric distortion and denoising. In the case of compression, an alternative decoder
is derived and compared with the decoder proposed in chapter 4. A registration
algorithm is developed to combat geometric distortion attacks. It is also demonstrated
that denoising has similar effects compared to compression and we can use the same
strategy for decoding watermarks.

Chapter 6 introduces a new class of watermarking techniques based on quanti-
sation. Quantisation based watermarking has recently been proposed as a means to
achieve high capacity watermarking due to its ability to suppress interference from
the host image. Quantisation and spread spectrum based watermarking techniques
are contrasted and compared. A hybrid watermarking algorithm based on both quan-
tisation and spread spectrum is developed in the CWT domain, which is compared
with the spread spectrum based method described in chapter 4.

Chapter 7 closes with conclusions and gives possible future research directions.

1.6 Notation conventions

Throughout this thesis, scalar quantities are represented by normal type font, e.g. x;
vector and matrix quantities are denoted by bold type font in lower and upper case
respectively, e.g. £, T; a field of scalar/vector quantities is denoted as {} surrounding

the respective scalar/vector element, e.g. {z}, {f}, etc.






Chapter 2

Survey of Watermarking

Techniques and Attacks

2.1 Introduction

As explained in chapter 1, one of the reasons for the rapid development in research
in digital watermarking is the need to find a solution for protecting intellectual prop-
erties of digital material. Although there exist techniques for watermarking all kinds
of digital data, most of the literature addresses the watermarking of still images for
copyright protection. In this chapter, we give an overview of existing robust image
watermarking algorithms, and briefly review the turbo code as an example of error
control codes used in watermarking. Most of the watermarking techniques described
apply to greyscale images, but they can be easily extended to colour images by wa-
termarking their luminance component. Finally we give a classification of attacks on
watermarking systems and describe examples of each category.

Most of the existing watermarking algorithms can be classified according to the

following criteria:

e The selection of locations where the watermark is embedded. The use of human

visual models in watermarking is addressed.

e The domain in which the algorithm operates. For example, an algorithm can
modify the image in the spatial domain directly to embed the watermark, or it
can first transform the image into some domain (for example, Discrete Fourier
Transform (DFT), Discrete Cosine Transform (DCT), Wavelet), insert the wa-
termark and inverse transform the result to obtain the watermarked image. The

pros and cons of working in different domains are discussed.

11
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e The encoding of the payload. How the payload is represented by a watermark

is described. The use of error control codes is also reviewed.

e The formation of the composite signal. How the watermark is embedded into
the cover data is addressed. The watermark can simply be added to the cover
data or the cover data may be changed in a way to represent the presence of a

watermark.

e How the watermark is extracted. Since the watermark has low power compared
with the cover data, the watermark decoder operates in a low signal-to-noise
ratio environment. There exist numerous ways in which the performance of the
decoder can be improved, including the case where the watermarked image has

been modified by a malicious user.

Each of these features of a watermarking algorithm will be detailed in the following

sections. The classification is summarised in figure 2.1.

Watermarking Techniques

e T,

Choice Transform Data Watermarked ~ Watermark
of location domain encoding data formation ~ extraction

- key dependent - spatial - spread - additive - non-blind

- perceptual - DFT/DCT spectrum - quantisation (using original)
significance - Wavelet - error control based - prefilter

- everywhere - Fractal, code - registration

histogram, etc.

Figure 2.1: Watermarking techniques can be classified according to the choice of embedding
location, the operation domain, the encoding format, formation of the watermarked data
as well as the optimisation of the detector/decoder. These criteria are discussed in sections
2.2 to 2.6.

2.2 Choice of embedding locations in the host

Human eyes are less sensitive to noise in regions with textures than in smooth areas of
an image. Compression systems also tend to preserve textured areas and edges while
coarsely quantising smooth areas. Based on these reasons Cox et al. [41, 42] argue
that one should embed watermarks in perceptually significant parts of an image. An
attacker cannot remove the watermark easily without causing significant distortion.
Numerous approaches have been proposed which choose embedding locations based

on this principle. Koch et al. [83, 84] suggest changing the ranking order of pairs
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of DCT coefficients in mid-frequency to embed a watermark, because mid-frequency
coefficients tend to survive JPEG compression and cause less visual distortion than
the lower frequency coefficients. Bors and Pitas propose a similar scheme but use
a different constraint [23]. Wang and Kuo select significant wavelet coefficients for
watermarking [156] based on a multi-threshold wavelet codec [155], but their approach
requires the original image for decoding. In [46], Darmstaedter et al. describe a spatial
watermarking scheme where the image is divided into blocks, with each block classified
depending on its contrast and being watermarked accordingly. Watermarking in

different domains will be discussed in more detail in section 2.3.

In addition to choosing locations based on their visual significance, one can also
use a key, usually a random number seed, to select the coefficients to be marked. An
example is the Patchwork algorithm [18], which selects n pairs of pixels using a key
k. The luminance of half of the selected pixels are incremented by 1 while the other
half are decremented by 1. The decoder, using the same key k£, selects the same pairs
of pixels and compares the difference between the means of the two halves. Based on
the assumption that n is sufficiently large and that the chosen pixels are roughly inde-
pendent and identically distributed, the difference between the means will be roughly
2n. This method, however, only allows us to verify the existence of a watermark, and
cannot carry extra payload. Kutter’s algorithm [91] uses a key to partition the image
pixels and then select a subset of them for watermarking. The watermark is also per-
ceptually adapted to the image, unlike the Patchwork algorithm, which only changes
the statistics of the image. The importance of perceptually adaptive watermarking
will be pursued further in section 5.4. Finally, one can also repeatedly watermark
the whole image and weight the different extracted copies at the decoder according
to their reliability [89].

2.3 Watermarking domain

The Patchwork algorithm described in the previous section operates in the spatial
domain. Other examples of spatial watermarking schemes include [91, 126, 154].
Many researchers propose watermarking in some frequency domain due to the better
resilience against intentional attacks they provide. Some example domains are given

next.
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2.3.1 Discrete Fourier Transform

The DFT enables the watermark embedder to shape the watermark spectrum accord-
ing to human visual sensitivity to each frequency band. De Rosa et al. [47] propose a
scheme which embeds a payload (or a random sequence) directly into the magnitude
of the DFT coefficients in mid-frequency bands, while ORuanaidh et al. [116] propose
modulating the phase instead. Other variations of embedding in the DF'T domain
proposed include [135, 137]. The scheme described in [135] embeds the watermark
in the Karhunen-Loeve Transform (KLT) of the magnitude of the DFT coefficients.
There is no clear optimal way of how the DFT coefficients should be modified. How-
ever, no matter how the coefficients are modified to encode a watermark, one must
ensure the coefficients in two of the quadrants are conjugate symmetrical with the

other two, because images are real signals.

2.3.2 Discrete Cosine Transform

The DCT domain has been commonly used for watermarking because it is the domain
used by JPEG and MPEG. By incorporating the JPEG compression mechanism into
the watermark embedder, the watermark can gain resilience against compression.
Another reason for employing of the DCT domain is due to extensive study of visual
models in the domain [158] in the context of compression, which can be used for
adapting the watermark to the cover image.

Methods for embedding watermarks into the DCT coefficients are similar to those
in the DFT domain. One can either add a pseudo-random noise sequence directly to
the host DCT coefficients [69, 127, 141], or impose constraints on some coefficients [23,
83, 84].

2.3.3 Discrete Wavelet Transform

Wavelets have recently become an important tool in image processing due to the
good energy compaction properties they possess as well as the existence of efficient
algorithms for computing the wavelet transform. They also form the basis of the new
compression standard JPEG2000. Wavelets are discussed in more detail in chapter 3.
In a nutshell, the wavelet transform splits the image into multiple scales in a spatial-
frequency manner. Kundur et al. [87] describe a scheme based on fusing the wavelet
coefficients of the cover image with those of the watermark. Prior to fusion, the

watermark coefficients are scaled according to a saliency model [159]. Wang and
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Kuo [156] suggest using significant wavelet coefficients for watermarking because these
coefficients cannot be modified significantly without destroying the cover image. Xia
et al. [165] propose a hierarchical watermark extraction algorithm which can reduce
the computational load if the watermarked image is not too severely distorted. The
idea is to try to detect the watermark in the finest scale first, and use the coarser scales
only if detection fails. Kundur et al. [88] later propose a scheme based on quantising
the median of a triplet of coefficients. The wavelet packet transform, which is closely
related to the DWT but differs in the way the frequency plane is partitioned, has also

been suggested for watermarking [98].

2.3.4 Translation, scale, rotation invariant domain

When the watermarked image undergoes an affine transform, many watermarking
systems fail. ORuanaidh et al. [117] introduce the Fourier-Mellin Transform to over-
come this problem. A log-polar map of the DFT coefficients is computed and the
watermarked is embedded in this domain. Scaling and rotation are mapped to trans-
lation in this domain and the watermark detector can perform a search around the
expected embedding locations to extract the watermark. Alternatively, a geomet-
rically transformed image can be registered prior to watermark detection. Various

image registration techniques are discussed in section 5.3.

2.3.5 Key dependent domain

Fridrich et al. in [57] propose using a secret key to generate the basis functions of the
transform domain used for watermarking. As long as the attacker does not know these
basis functions, he has to induce severe distortion in order to defeat the watermark.
This technique is in fact a special case of spread transform watermarking described
in chapter 6 (section 6.3.2), except that the knowledge of the cover signal is not
exploited at the embedder. Meerwald et al. [111] propose a similar approach using

key dependent wavelet filters.

2.3.6 Other domains

Although most watermarking techniques operate in either the spatial or a frequency
domain. A few techniques have been proposed in less common domains. Puate
et al. [131] propose using fractals to encode a watermark. Fractals describe the

relationship between blocks within an image. By varying the mapping between blocks,



16 CHAPTER 2. WATERMARKING ALGORITHMS AND ATTACKS

one can encode a message. Coltuc et al. [36] suggest modifying the histogram of an
image to hide a watermark, but since most image processing operations will change
the histogram, the watermark is fragile. Podilchuk et al. [129] propose a method
for watermarking the JPEG bitstream directly. Unfortunately, any algorithm which
relies on a particular aspect of file format (for example, colour palette, compressed

bitstream) will fail if the image format is changed.

2.3.7 On the choice of transform

Watermarking in the spatial domain is fast and hence is suitable for real time ap-
plications like watermarking video as it is being broadcasted [73]. Watermarking in
frequency domains requires more processing power but purposely built DSP chips can
solve this problem. On the other hand, depending on the properties of the particular
transform we use, the watermark can be made to be resilient to certain attacks. For
example, the magnitude of DF'T coefficients is affected less by spatial shifts than the
value of the pixels and so watermarks embedded in the DF'T domain are more robust
than spatial watermarks against translation and cropping®. Similarly, DCT based
watermarks can be made to resist JPEG compression. Although techniques exist for
augmenting spatial watermarks so they can cope with the aforementioned attacks,
the most important advantage that frequency domains offer is the ability to nde-
pendently process the components of an image in different frequency bands, which in
turn allows us to weight the detector response from different bands according to their

reliability. This is discussed in more detail in section 4.4.4.

2.4 Encoding of payload

2.4.1 Spread spectrum

Since watermarks are required to have low power (so they will be imperceptible),
watermarking can be seen as a communication process through a very noisy channel.
Spread spectrum techniques are known to facilitate communications in noisy envi-
ronments and are therefore widely used in watermarking. Almost all watermarking

schemes represent the payload in the form of a pseudo-random noise (PN) sequence,

!The amount by which the magnitude of the DFT coefficients changes depends on the extent
of cropping/translation relative to the image size. If the shifts are circular, the magnitude will
be invariant, but attackers hardly use circular shifts as an attack because the resulting image will
certainly not be visually similar to the original image.
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which is the so-called direct sequence form of spread spectrum. The random number
seed used to generate the sequence becomes the key of the watermark. Because the
decoder needs to know the key to decode the watermark, these schemes are essentially
private. Hartung et al. [63] propose making part of the PN sequence public to allow
public decoding of the watermark. The detector/decoder also needs to synchronise
with the PN sequence before the watermark can be detected/decoded. Unfortunately
this becomes a major weakness of many existing schemes, as we will see later. A
variation on the basic spread spectrum principle is bandpass/lowpass filtering the
sequence prior to watermark embedding [24] so that the watermark will have little
energy in the high frequency components, which tend to be discarded by compression

systems.

2.4.2 Error control codes

In order to improve the robustness of a watermark further, error control codes are
often used to encode the payload prior to embedding. In this section, we review
the turbo code, which was discovered relatively recently and was shown to achieve
asymptotically close to the Shannon’s bound [19]. The two main features of turbo
codes are concatenated coding and iterative decoding. Concatenated coding refers to
the fact that each codeword is the concatenation of the results of two or more encoders.
Figure 2.2 shows an example of the simplest possible turbo encoder which has two
constituent encoders. In the case of turbo codes, the encoders are identical and each
is a recursive convolution coder. The second encoder is preceded by an interleaver 7
so that the input is scrambled before being fed into the encoder. The final output
is the concatenation of the payload, followed by the outputs from the first then the
second encoder. The code is therefore systematic (the payload appears directly in
the coded data). Additional encoders, each preceded by a unique interleaver, can be
added and their outputs concatenated to construct more complex turbo codes. Given
an [-bit payload, an encoder with constraint length m and ¢ constituent encoders, the
rate of the code is given by ( H)(l

¢ I+m—1)>
interleaver should be random so that on average the Hamming distance between any

2 . . . 1
which is approximately e for large [. The

two codewords is large. The constraint length of the encoder does not affect the rate
significantly but it affects the decoding complexity exponentially. There are 2™~}

states for a constraint length m encoder. Therefore increasing the constraint length

2The factor | +m — 1 appears because m — 1 bits are needed at the end to terminate the trellis
during each encoding process.
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Figure 2.2: A generalised turbo encoder. All the encoders use recursive convolution
code and are identical. The first encoder takes the padded payload as direct input
and returns the parity bitstream. All the other encoders use a differently interleaved
(denoted by =) version of the padded payload as the input. The final output is
formed by the padded payload concatenated with the parity bitstreams from each
of the encoders. The simplest turbo codes have 2 encoders, but additional encoders
can be used to construct lower rate codes. Higher rate codes can be constructed by
puncturing. The payload is padded to ensure all the encoders return to all-zero state
at the end of the coding stage.
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Figure 2.3: An iterative turbo decoder. The switches are in position A at the be-
ginning. The received data is first demultiplexed into different parity bit streams
and the systematic payload. In the first iteration, the first decoder returns a soft
output using the received payload and the first parity bitstream. This soft output
is interleaved and passed together with the second parity bitstream to the second
decoder, which in turns returns another soft output. The switches are switched to
position B for the iteration stage. The output from decoder 2 is deinterleaved and
fed back to decoder 1, replacing the received payload. Hence each decoder uses the
(interleaved /deinterleaved) output from the other decoder and its parity bitstream to
produce a soft output. This is repeated a number of times before the deinterleaved
output from decoder 2 is hard thresholded to give the estimated payload.
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by 1 will double the decoding complexity. In practical applications, the constraint
length is limited to around 9. The longer is the constraint length, the better is the
performance of the code. In our simulations, we use encoders with constraint length
5 as a compromise between decoding complexity and performance. The simplest
possible turbo codes have two encoders and therefore a rate of é Puncturing can be
used to increase the code rate at the expense of lowering the performance of the code.
We do not use punctured codes in this thesis as the aim of spread spectrum coding
is to add plenty of redundancy to the payload.

Figure 2.3 shows the corresponding example decoder for the encoder in figure 2.2.
In the beginning all switches in the figure are in position A. The received bitstream
is first partitioned into the parity bitstreams from each encoder and the data stream.
The first decoder takes the data stream and the first parity bitstream and produces a
soft output (using for example the soft output Viterbi algorithm [62]) of the estimated
payload, which is then interleaved and passed to the second decoder together with
the second parity bitstream. The second decoder produces an improved soft estimate
of the payload. The switches are switched to position B after this and remain there.
The soft output from the second decoder is deinterleaved and fed back to the first
decoder. This is the iterative step of turbo decoding. After a few iterations, the
output from the second decoder will converge and we can just hard threshold the
deinterleaved output to obtain the decoded payload. The improvement in perfor-
mance decreases with increasing number of iterations and it is found that after 18
iterations the improvement is negligible [26]. In our implementation, we use 10 iter-
ations, which is a good compromise between decoding complexity and performance.
Valenti [146] analyses the turbo code as a linear code and obtains an approximate

upper bound of word error rate under AWGN:

dmax
Perr,turbo %g Z Aw@( V SNR - RCU}), (21)
w=dmin

where d,,;;, and d,,4; are the minimum and maximum Hamming distance of the code;
A, is the number of codewords with weight w; R. is the rate of the code and SNR
is the signal to noise ratio per bit.

Figure 2.4 shows the performance of the turbo code under AWGN with the fol-
lowing parameters: constraint length 5 encoder, block length 128 with 2 encoders,
which results in a (384,124) code. The output (bit error rate) BER is truncated at
10=°. We can see that the output BER curve has a steep gradient. If the input BER

is less than a certain threshold under Gaussian noise (or the input SNR is higher than
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A (384,124) turbo code under AWGN
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Figure 2.4: The performance of a (384,124) turbo code under AWGN with 10 decoding
iterations and a random interleaver. The gradient of the output BER is very steep and we
can achieve very small decoding error if the input SNR is higher than a certain threshold.

a certain threshold), we can achieve very small decoding error by employing turbo
codes®. This has important consequences in watermarking, and we will discuss this
property of error control codes further in chapter 4 and chapter 6. The use of turbo
codes in watermarking is investigated in Balado et al. [16] and Kesal et al. [78]. The
Hadamard code, sometimes also referred to as M-ary or multilevel coding, has also
been considered for used in watermarking [93], but it offers worse tradeoff between

performance and complexity than the turbo code.

2.5 Formation of the composite signal

The most common way of forming the watermarked signal is the direct addition of
the watermark, usually in the form of a PN sequence, to the amplitude of the cover
data. This can happen in the spatial, the DFT, the DCT, or the wavelet domain as
discussed before. Alternatively, the phase of the cover data can be modified instead,
as in [116]. No matter what aspect of the cover data we are modifying, since we are
not taking into account the cover data in the embedding process, it will act as strong
interference at the watermark decoder, which limits the decoder’s performance even
in the absence of attacks.

Recently, a new class of embedding methods have been proposed which are based

3If we use a longer blocklength for the turbo code, the BER curve will have a steeper gradient.
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on dither quantisation [32]. The cover samples are quantised to represent the embed-
ded data. The decoder quantises the received samples and looks at which bin each
sample falls into to recover the embedded data The cover signal no longer acts as
interference. Spread spectrum and quantisation based watermarking systems will be

compared and discussed in section 6.3.1.

2.6 Watermark extraction

Most spread spectrum based schemes use correlation as the basis for watermark de-
tection and decoding. This implicitly assumes the underlying interference is Gaussian
because only then will correlation be optimal. Typical images in the spatial domain,
on the other hand, do not follow the Gaussian distribution and many authors (for
example, [74, 91]) suggest prefiltering (by a highpass filter) the received image prior
to detection to improve the performance. This is because much of the image energy
resides in the low frequency components and will be removed and highpass filtering
also makes the signal more Gaussian like. Subtracting the original image from the
watermarked image prior to detection, as in non-blind algorithms, can also be seen
as a special case of preprocessing. If some prior knowledge of the distribution of the
image coeflicients is available, one can use a maximum likelihood decoder instead of
the correlator. For example, de Rosa et al. [47] model the DFT coefficients using a
Weibull distribution and derive the corresponding optimal decoder. If watermarking
occurs in a frequency domain, one can combine the outputs from different subbands
in an optimal way to maximise to overall signal to noise ratio. This is discussed in
section 4.4.4. Another aspect of watermark detection which can be optimised is the
selection of the threshold. Piva et al. [128] argue that choosing the threshold based on
the Neyman-Pearson Principle [130] is better than minimising the error probability

in the presence of attacks.

Spread spectrum systems rely on the perfect synchronisation between the trans-
mitter and the receiver for successful communication. If the image is cropped, scaled
or otherwise geometrically transformed, this synchronisation is lost and the water-
mark must be resynchronised prior to detection. Several authors have proposed using
a separate pattern [120] or constructing the watermark sequence in a special way [149]
to allow synchronization. Geometric attacks will be discussed in sections 2.7.2 and

5.3 and image registration techniques will be discussed in section 5.3.
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2.7 Attacks and benchmarks

In this section we review some common as well as state-of-the-art attacks on ro-
bust watermarking systems. In general, attacks can be classified into four classes:
removal based attacks, geometric attacks, cryptographic-like attacks and protocol at-
tacks [153]. There are also specific attacks which target only particular algorithms
(for example, [105]).

2.7.1 Removal based attacks

These attacks aim to estimate the watermark from the image and subtract it from
the image. This assumes we have some prior knowledge about the distribution of
the watermark. In fact, compression can be considered as a special case of removal
attack. An improved version of estimation based attack was proposed recently by
Voloshynovskiy et al. [152], which is based on the idea from Langelaar et al. [97] and
involves adding back part of the estimated watermark to the image. They called it the
remodulation attack and this is discussed in section 5.4. Another important class of
removal attack is the collusion attack, which does not actually remove the watermark,
but rather reduces its power by averaging many different watermarked copies of the
same image. Collusion attack is generally not a problem for image watermarks but
it is easy to apply collusion attack to video by averaging similar frames. Collusion
attacks can be circumvented simply by using collusion secure watermark sequences,

for example, by making part of the sequence identical for all watermarks.

2.7.2 Geometric attacks

Geometric attacks alter the geometry of the image and desynchronise the PN sequence
rather than remove it. This class of attacks include affine transformation (for example,
scaling, rotation, etc.), cropping, geometric distortion, and jitter. Some watermarking
schemes include a registration pattern to combat global transformation, but this is not
very effective for geometric distortion because the transform is localised and random.
In section 5.3 we propose a registration technique to cope with geometric distortion.
Jittering is a special geometric attack where samples are removed at random places
and duplicated elsewhere so the total number of samples remains constant. The jitter
attack is generally not very effective in images (where a row or a column is jittered
at a time) because the resulting artifacts quickly become visible. The jitter attack

is more effective in audio watermarking, because a single audio sample is much less
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significant with respect to the entire piece of audio compared to a line with respect

to an image.

2.7.3 Cryptographic-like attacks

An example of cryptographic-like attacks is the brute force search of the existence of
all possible watermarks and remove them if any is found. However, unless a system is
badly designed such that the number of possible keys is small, brute force attacks are
typically ineffective. If a watermark detector device and a copy of the watermarked
signal are available, Kalker et al. [75] show that an unwatermarked copy of the signal
can be constructed in time linear to the number of data samples, provided that
the watermark detection algorithm is linear. They argue that a watermark detector

should have non-linear components.

2.7.4 Protocol attacks

This kind of attack targets the application of a watermarking system. For example, if
the algorithm is invertible, a pirate can construct a counterfeit original by subtracting
his own watermark from the watermarked image (as discussed in the previous chapter
(section 1.4)). Another attack of this type is the copy attack [96], where the water-
mark is estimated from a watermarked image and copied onto another unwatermarked

image so as to confuse the buyer-seller protocol.

2.7.5 Benchmarking

Petitcolas et al. [95, 123] propose the StirMark benchmark for the evaluation of wa-
termarking systems. The attacks included are mainly geometric attacks (geometric
distortion, scaling, cropping, etc.), noise addition and common signal processing oper-
ations such as compression, mean/median filtering. Due to the lack of removal based
attacks in the benchmark, Pereira et al. [122] propose another benchmark which in-
cludes removal based attacks as well as separating attacks into multiple benchmarks
for different watermarking applications. In chapter 5, we will address three attacks:
compression, geometric distortion and estimation based attacks and discuss how to

improve the watermark detector/decoder after attacks.
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2.8 Chapter summary

In this chapter, we reviewed current watermarking techniques and attacks. Water-

marking techniques were classified according to the following five criteria:
e The choice of embedding location.
e The domain in which the watermark is inserted.
e The way in which the watermark is encoded.

e How the watermark is combined with the cover data to form the composite

signal.
e How the watermark is extracted.

The turbo code was reviewed as an example of error control codes for watermark-
ing. The output BER of the turbo decoder has a steep gradient with respect to the
input BER, which means if the input BER is below a certain level, one can achieve
arbitrarily small decoded error. Attacks on watermarking systems were classified into
four classes: removal based, geometric, cryptographic-like and protocol based attacks.
Example attacks were given in each category.

In the next chapter we will introduce the complex wavelet transform and relate it
to the human visual system. We will also derive an empirical human visual model in

the complex wavelets domain.



Chapter 3

The Complex Wavelet Transform

and the Human Visual System

3.1 Introduction

The use of wavelets in image coding has increased significantly over the years, mainly
due to the superior energy compaction property of wavelets compared with the tra-
ditional transforms like the DCT, and that there exists an efficient algorithm [108]
to compute the wavelet transform. The new compression standard, JPEG2000 [34],
is based on the real Discrete Wavelet Transform, for example. However, the conven-
tional real wavelet transform has two drawbacks: lack of shift invariance and lack of
directional selectivity. These hinder the use of wavelets in other areas of image pro-
cessing. In this chapter, the Complex Wavelet Transform, an alternative to the real
wavelets, will be described. How the CWT overcomes the problems with real wavelets
is discussed. We then review some existing models of the human visual system (HVS)
and outline the relationship of the CW'T with these models. A visual model in the
complex wavelet domain is proposed and we show that the CWT allows a watermark
to adapt to the content of the host image better than the DW'T and the DCT, two

commonly used frequency domains for image watermarking.

3.2 The Complex Wavelet Transform and its dual

tree implementation

Figure 3.1 shows the analysis and the reconstruction trees of the conventional real

wavelet transform for 1-D signals. Wavelets offer compact support in both spatial
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and frequency domains and good energy compaction properties. Thus they are more
suited for image compression than some traditional frequency transforms like DFT
(which has wide spatial support) and DCT (which produces blocking artifacts, if a
block based transform like that in JPEG is used). However, the DWT suffers from

the following two problems:

1. Lack of shift invariance. This results from the downsampling operation at each
level (see figure 3.1). When the input signal is shifted slightly, the amplitude
of the wavelet coefficients at different levels varies dramatically. This can be
problematic for operations which require shift invariance such as edge detection

using wavelet maxima.

2. Lack of directional selectivity. As the DW'T filters are real and separable, the
frequency response is symmetric about zero in four quadrants of the 2-D fre-
quency space and therefore the DWT cannot distinguish between the two op-

posing diagonal directions.

Level 4
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Figure 3.1: A filter tree showing the conventional real wavelet decomposition of 1-D signals.
The wavelet filter H; and the scaling function Hy are identical for all resolutions and
have zero phase. Without loss of generality, odd length filters? were used for experiments
involving the DW'T' in this thesis.

The first problem can be avoided if the filter outputs from each level are not down-
sampled, but this increases the computational costs significantly and the resulting

undecimated wavelet transform (UDWT) still cannot distinguish between opposing

2We use a pair of near symmetric filters for the DWT, which are designed using the transforma-
tions of variables method [143].
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diagonals because the transform is still separable. In order to distinguish oppos-
ing diagonals with separable filters, the filter frequency responses are required to be
asymmetric for positive and negative frequencies. One way to achieve this is to use
complex wavelet filters which can be made to suppress negative frequency compo-
nents. As we will see later, a dual tree implementation of the Complex Wavelets can
also suppress the aliased components of a signal, which result from the downsampling
and upsampling operations, and this leads to the approximate shift invariance of the
CWT.

Complex wavelets have not been used widely in image processing due to the diffi-
culty in designing complez filters which satisfy the perfect reconstruction (PR) prop-
erty. To overcome this, Kingsbury [79, 80] recently proposed a dual tree implementa-
tion of the CWT (DT CWT) which uses two trees of real filters to generate the real
and imaginary parts of the wavelet coefficients separately. One can think of the two
trees as being the real and imaginary parts of an effectively complex filter, which can

be approximated as a Gabor filter of the form:

o(x) = g(x) - exp(—iwz), (3.1)

where g(.) is a Gaussian envelope and exp(—iwz) is a modulating sinusoidal signal
of frequency w, which is the centre frequency of the wavelet or scaling function. The
two trees are illustrated in figure 3.2 for 1-D signals. The top level filters in the
two trees operate on the odd and even samples of the input respectively, in other
words, this is equivalent to the UDWT. Even though the outputs of each tree are
downsampled, by summing the outputs of the two trees during reconstruction, we
are able to suppress the aliased components of the signal and achieve approximate
shift invariance [82]. Below level 1, the filters in the two trees are designed such that
they have identical frequency responses®. To compute the 2-D CWT of images, these
two trees are applied to the rows and then the columns of the image, just like the
conventional DW'T. This operation results in 6 subbands per resolution instead of 3
as in the DWT. Figures 3.3 and 3.4 show the wavelet and scaling functions as well
as the 2-D impulse responses for the CW'T and the DWT. Figure 3.5 shows 2 levels
of decomposition of the House image in the CWT and the DWT domains. We can

3In the original implementation of the DT CWT, the filters in the two trees can only have similar
frequency responses as they must be of different lengths in order to make the sampling interval below
the top level uniform. Kingsbury recently proposed a new design methodology of the filters [81],
which results in better symmetry properties of the transform, and identical frequency responses for
the analysis and reconstruction filter banks.
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approximate the 2-D filter using a separable 2-D Gabor filter as in (3.1):

D(2,y) = go () exp(—iwex) - gy (y) exp(—iwyy), (3.2)

where g,(.) and g,(.) are now the corresponding envelopes for the row and column
filter. The 2-D sinusoid orients the filter in the direction —w, /w,. Since the frequency
response is not symmetric about zero for Gabor filters, the two diagonal directions
will have separate filters associated with them. This is apparent in figures 3.4 and
3.5. The CWT can distinguish between the two opposing diagonal directions whereas
the DW'T cannot as its filters are real. The significance of the Gabor filter like nature
of the CWT will become apparent later. The filters of the two CW'T trees are listed
in [81].
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Figure 3.2: The Dual Tree implementation of the complex wavelet transform of 1-D signals.
Tree a and b give the real and imaginary parts of the wavelet coefficients respectively. At
the top level, identical odd filters are used for both trees and the two trees operate on the
odd and even position (indicated by (1) and (0)) samples respectively. Below the top level,
the filters of the two trees are of even length, orthogonal and time reverse of each other.
They have i and % samples delay (indicated by ¢ and 3q) respectively to satisfy perfect
reconstruction. The overall frequency response at any given level is therefore identical for
the two trees, and each parent wavelet coefficient below the finest level samples lies exactly
halfway between its two children. When the transform is extended to 2D, we filter the rows

of the image with the two trees, then filter the columns with the two trees.
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Figure 3.3: Wavelets and scaling functions for the CWT (a) and the DWT (b). The
CWTT filters are orthogonal and the DW'T ones are zero phase, which means the transform
can only be biorthogonal. Therefore the frequency responses for the DW'T analysis and
reconstruction filter bank will be different, unlike the CW'T case, where they are identical.

) CWT 2D Filter Impulse Responses

) DWT 2D Filter Impulse Responses

—15° —75° —45° £45°

Figure 3.4: 2-D filter impulse responses of the CWT (a) and the DWT (b). Note that the
CWT can distinguish between the two diagonal directions while the DWT cannot because
all the filters are real and separable.
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Figure 3.5: Examples of the DWT (b) and the CWT (c) decomposition of the House image
(a). Ouly two levels of decomposition are shown in each case. The orientation of the
corresponding filter is shown in the corner of each subband. The darkness of each subimage
represents the magnitude of the wavelet coefficients. The dark images correspond to the
lowpass wavelet coefficients. The contrast of the images has been enhanced for illustration
purpose. The ability of the CWT (but not the DWT) to separate the two diagonal directions
is evident in the figures.
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3.3 The Human Visual System (HVS) and its re-
lationship with the CWT

Recall from chapter 1 that two of the main requirements of digital watermarks are that
the embedded signal should be imperceptible and robust at the same time (except for
authentication watermarks). This requires the watermark energy to be adapted to
the image content. Therefore it is important to have an understanding of the human
visual system (HVS) in order to develop a visual model for watermark embedding.
Human visual perception is non-linear and is strongly dependent on the frequency
as well as the orientation of the stimuli [157]. Our eyes are more sensitive to the
difference in the intensity of the visual stimuli (i.e. contrast) than the absolute in-
tensity of the stimuli themselves. Furthermore, our visual sensitivity decreases in the
presence of another stimulus of similar frequency and orientation, a process known
as masking. Contrast sensitivity and masking are the two main components of the

human visual model.

3.3.1 Contrast sensitivity

A commonly used contrast in image processing is the Weber contrast, followed from
Weber’s law [70], which is defined as follows:

A

C )
I

(3.3)

where [ is the intensity of the stimulus. Figure 3.6 (from [100]) shows the normalized
detection threshold contrast for different intensities. We see that the normalized
detection threshold is relatively constant for a wide range of intensities but increases
for very bright or very dark background. However, if the data acquisition device
performs gamma correction on the captured data, the detection threshold* should
be roughly independent of the background signal intensity. This is because gamma
correction is close to logarithmic (for v < 1) for a large range of intensities. Since
we are concentrating on watermarking of monochrome images in this thesis, intensity
of the stimuli corresponds to the luminance of the image. The chrominance contrast
can be similarly defined for colour images.

The simple Weber contrast defined above only works well for simple signals and

4The unnormalized detection threshold is the minimum value of AI, regardless of the value of
the background intensity, above which the stimulus will be perceived.
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a better contrast sensitivity model is required for real images. We can see that the
Weber contrast depends on two factors: the local relative difference (AI) and the local
mean (). Peli [118] extended the definition of Weber contrast to natural images and

defined the contrast as the ratio of a local bandpass filter to a local lowpass filter:

bpf(l’, y)

Cp(x7 y) = lpf(x, y)

, (3.4)
where bps(z,y) and Ips(x,y) are outputs of the bandpass and lowpass filters of fre-
quency band f at location (z,y). Using the same argument regarding gamma cor-
rected inputs as before, we can deduce that the approximate contrast of gamma
corrected images can be computed using the output of the bandpass filters only.
However, using bandpass filters alone is not enough for computing local contrast,
as the masking process also depends on the orientation of masker and the stimuli.
Watson proposes the Cortex Transform [157], which simulates the response of human
visual neurons. The cortex transform decomposes an image into multiple scales as
well as multiple orientation (0°,90°, 45° and —45°) subbands. The filters used in the
transform are Gabor Filters (3.2). We can infer that the CWT is a good approxi-
mation of the human visual model®, and that the wavelet filter outputs are closely
related to visual neuron response. Our visual sensitivity also varies with different
frequencies and orientations [37]%, thus we should adjust the watermark energy ac-
cordingly in different frequency subbands in order to maximize the embedding energy
while maintaining imperceptibility.

—
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N /

Detection Threshold

log I

Figure 3.6: Typical human contrast sensitivity in the absence of masking. The normalized
detection threshold contrast (Weber contrast) is constant for a large range of intensities and
increases for very strong or very weak stimuli.

5The fact that the CWT has 6 subbands per resolution rather than 4 as in the cortex transform
is not important. The important point is that the opposing diagonal directions are separated.

6A typical visual sensitivity curve can be found in Comes [37]. In general, our eyes are most
sensitive at mid frequencies and relatively insensitive to high frequencies. We are also better at
identifying vertical and horizontal features than diagonal features.
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1o log Cy

Figure 3.7: A commonly used transducer function. Cp and Cjs are the detection threshold
contrast and the masker’s contrast respectively.

3.3.2 Masking

The masking phenomenon is usually modeled by relating the contrast of the masker
to the contrast of the stimuli. For a given masker contrast, the detection threshold
contrast C'r is given by the so called transducer function. A commonly used transducer

function [37] is shown in figure 3.7, which can be written as follows:

Cr, it Cy < Crpy,
Cp = ) (3.5)
CTO(#)e if Cyr > CTO-

When the masker’s contrast Cj; is below the critical contrast Cp,, the detection
threshold stays constant at C;;,. As soon as the masker’s contrast exceeds this critical
value, the detection threshold increases with the masker’s contrast. The exponent €
typically has value between 0.6 and 1. In reality, the detection threshold actually
decreases slightly when the masker’s contrast is close to Cy,, a phenomenon known
as facilitation. However, its effects are small and can normally be ignored. It is also
measured [37] that the angular bandwidth of masking is around 30 degrees, which
means almost no masking occurs if the stimuli occur in a different subband with

respect to the masker (angular bandwidth of a CWT subband is about 30 degrees).

3.3.3 Visual model in the CWT domain

Using the definitions of contrast and masking in the previous sections, we can derive

a simple yet effective visual model for watermark embedding in the CW'T' domain.
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We use a modified transducer function of the form:

Cr = 1/C% + C2,. (3.6)

Effectively we are taking € in (3.5) as 1. Since we assume the input device performs
gamma correction on the input data, we compute the contrast C'y; as a function of
the wavelet filter outputs. As mentioned in the previous section, the masking effect
is localised in one orientation subband as long as the angular bandwidth is not much
smaller than 30 degrees, we can therefore compute masking for each wavelet subband

independently. Putting everything together we obtain the overall weighting factor as

gro(u,v) = B/ k?|xe]? + C’%O, (3.7)

where g; g(u,v) is the allowable gain for the watermark at transform level [ and ori-

follows:

entation 6 at location (u,v)". |z14]? is the lowpass filtered (a 3 x 3 Gaussian window
of standard deviation 0.5 is used) version of the squared amplitude of the CWT co-
efficients of subband (I,0) in a 3 x 3 neighbourhood centered at (u,v). k is a subband
dependent constant for calculating the masker’s contrast. C'y, is also subband depen-
dent. [ is a function of the lowpass CWT coefficients and allows for correction of the
detection threshold due to the variation in background luminance.

Let us see how (3.7) exploits the HVS. In the absence of masking (for example, flat
regions of an image), the watermark weight is approximately SCr,. Around an edge or
textured areas where the wavelet coefficients are large, the term k%|x|? dominates the
watermark weight. Performing watermark weighting separately in different subbands
allows us to align the watermark signal along any oriented structures of the host
image to ensure imperceptibility. There is an additional factor (see next chapter) «,
which is constant for the whole image, and scales the whole watermark so it satisfies

some energy constraint.

3.3.4 Image quality metric based on the HVS

Root mean squared (RMS) error and peak signal to noise ratio (PSNR) are the two
commonly used image distortion measures in most existing watermarking algorithms.
However, neither of them takes account of the HVS. In [147], van den Branden Lam-

brecht proposes a quality metric for colour images which involves decomposing the

"The subscripts 1,6 will be dropped from now on whenever the notation is clear.
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error image into multiple frequency bands and multiple orientations, just like the cor-
tex transform, and the transducer function in figure 3.7 is used for computing mask-
ing. The error components are then divided by the masking factor, independently in
each subband, and the final results are pooled together to give the perceived error.
A generic image quality metric is shown in figure 3.8. Karunasekera et al. [76] use
a similar approach to compute the perceived artifacts due to image coding, but the
authors only used multiple orientation filters, without multiple scales. In this the-
sis, we consider the latter quality metric® combined with the error pooling technique
introduced in [147], which is defined as:

1/n
Error = [NLC EZ: (%Z . Z |e7"ri|”>] , (3.8)
where err; is the error from channel i; N; is the number of elements in channel
t; N, is the number of channels. n is recommended to have a value of 4 to allow
regions with larger ummasked errors to dominate the perceived error, because human
observers tend to look for artifacts in images. If n is 2, error pooling reduces to
RMS error. An alternative image quality metric is also considered, which employs a
similar approach to that suggested by [147], except that the cortex transform and the
transducer function are substituted by the CW'T and our CWT visual model.

Reference Multi- - ,Compute
ima + channel : _|masking
ge o >
decomposition
Mask | ---
Masked
: Multi- Y _ Y error .
Distorted () | channel () > Error %Percelved
image decomposition -~ »_ () | | pooling error
P Raw err; 0
error

Figure 3.8: A generic image quality metric. The multi-channel decomposition can be multi-
orientation only (as in [76]) or combined with multi-scale (as in [147]). The power n in error
pooling determines how much emphasis is given to larger masked errors.

8An implementation of the quality metric proposed in [147] is not available due to copyright
issues.
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3.4 Empirical results for the CWT visual model

In this section, the procedures for identifying the various parameters in (3.7) are
described. Two subjects, A and B (both 26 years of age with corrected short-
sightedness), took part in the following tests. In each case, the values from the
two subjects are averaged. We can also see that the results from the two subjects

(tables 3.1 and 3.2) are very similar.

3.4.1 Finding Cr, and the correcting factor g

A noise image of bipolar values £1 is generated in the spatial domain and its CWT
coefficients in one of the subbands are kept (while others are set to zero), and the result
is scaled by Cf,, inverse transformed and added to a uniform mid grey image. C7y; is
adjusted until the noise is just visible. This is repeated for other subbands, each time
using one subband only. Finally, all the subbands are used together and the various
C'r, are scaled down until the noise is no longer visible. The values of Cy; for various
subbands are listed in table 3.1. The luminance of the uniform background is then
varied and the C7p, are rescaled until the noise becomes just noticeable again. The
relative change in just noticeable difference (JND) noise energy at various background
luminance levels is shown in figure 3.9. We approximate [ using quadratic regression

as.
B = 4.46(|z4.| — 0.56)* + 1.02, (3.9)

where |z4| is the amplitude of the level 4 lowpass CWT coefficient corresponding
to the location concerned, which is normalised such that it has a value of 1/0 for a

uniform white/black image.

3.4.2 Determining k

A bipolar noise image is again generated in the spatial domain and its CWT coeffi-
cients in a particular subband are scaled and combined with a sinusoidal grating of
orientation and frequency corresponding to that subband. £ is varied until the noise
is visible in the presence of the grating. The procedure is repeated for each subband
just like determining C,,. Finally, all the subbands are used and the noise is added
to a test set of 16 images (found in appendix C and all are of size 256 x 256 pixels).
All the k are scaled by kg until artifacts are just noticeable. The results are shown in

table 3.2. We can see that ky does not vary greatly across different types of images
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Level / Subband | Subj. A | Subj. B | Average
Level 1 +£75°, +15° 1.7 1.3 1.5
Level 1 +45° 3.1 3.1 3.1
Level 2 £75° £15° 0.7 0.8 0.75
Level 2 +45° 1.0 0.8 0.9
Level 3 £75°, +15° 1.0 1.1 1.05
Level 3 +45° 0.9 1.1 1.0

Table 3.1: Empirical Cg, for various CWT subbands measured from two subjects: A and B.
We do not use level 4 for watermarking as it tends to cause artifacts in the result image. We
can see that the thresholds are higher for finer levels and that the thresholds for diagonal
subbands are higher than the vertical/horizontal subband in general. This agrees with the
model described in [37].

Variation in JND noise vs background luminance
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Figure 3.9: Relative change of just noticeable difference noise energy with respect to the
normalised magnitude of the lowpass CWT coeflicients.
(typical ones like Lena, textured ones like Bridge and smooth ones like Claire), and

that the watermark energy is automatically adjusted according to the image content.

3.4.3 Comparison with other domains

In this section we compare the proposed visual model, equation (3.7), with visual
models in the DWT and the DCT domains. Due to the lack of a satisfactory visual
model for the DW'T in the literature, we adopt our CW'T visual model for the DW'T
domain and use Watson’s model [110, 158] (which is the one of the best to date) for
the DCT domain. A summary of the three models is included in appendix A. A
watermark is embedded into each of the 16 test images using the algorithm described
in the next chapter, substituting in the appropriate transform domain and the cor-

responding visual model in each case. The overall gain is adjusted such that the
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Level / Subband | Subj. A | Subj. B | Average
Level 1 +£75°, +15° 1.0k 1.0k 1.0k
Level 1 +45° 0.6k 0.5k 0.55kg
Level 2 +75°, +15° 1.1k 1.0k 1.05ky
Level 2 +45° 1.0k 1.1k 1.05k,
Level 3 £75°, +15° 1.1k 1.1k 1.1k
Level 3 +45° 1.3k 1.4k 1.35k

(a)

Image ko, RMS wm | Image ko, RMS wm
Lena 0.7, 3.2 Camera 0.55, 3.0
Baboon 1.0,6.3 Claire 0.6, 2.1
Couple 0.8, 3.0 Tng2 0.9,6.3
Pentagon 1.0, 3.3 Peppers 1.0, 3.2
Fishingboat 1.0, 4.0 Pills 1.0, 2.4
Indust 1.0, 3.9 F16 0.9, 3.9
Bridge 0.65, 3.8 Newyork 0.9, 9.0
Barbara 1.0, 3.8 Lochness 1.0, 3.2

(b)

Table 3.2: (a) Empirical k for various CWT subbands measured from two subjects: A and
B. The overall scale ko as well as the corresponding RMS watermark for each of the 16
test images are shown in (b). The overall scale ky does not vary greatly across different
types of image, which shows the CW'T visual model is a good model which allows automatic
adjustment of watermark energy according to the image content. For example, if the image
has a lot of texture, the watermark energy is automatically increased.

watermark energy is approximately the same for each of the domains. The perceived
error is then computed using the quality metrics in section 3.3.4 for each case. The

results are shown in table 3.3.

In a nutshell, the image adaptability of the CWT and the DCT domain water-
marks are very similar, and the DW'T is slightly worse. The former quality metric
suggests that the DCT watermarks produce lower perceived error than the CWT
ones, whereas the CWT quality metric shows that the CWT watermarks look better
in all cases (except for the Newyork image). The DWT watermarks produce higher
perceived error under both metrics. There is only one subband representing the two
opposing diagonal directions in the DWT, thus if we increase the watermark strength
along a diagonal edge, we will inevitably produce a watermark oriented orthogonal to
the edge, and this extra component will not be masked by the edge. This results in
a higher perceived error. In the case of complex wavelets, one can separately orient

a watermark along the two diagonal directions and the aforementioned problem does
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Image CWT DWT DCT
HVS err | CWT err | HVS err | CWT err | HVS err | CWT err

Lena 1.8 1.2 2.9 1.8 1.8 1.7
Camera 1.5 1.1 2.6 1.7 1.3 1.4
Baboon 1.7 1.4 2.8 1.9 1.4 1.6
Claire 1.7 1.2 2.7 1.7 1.4 1.4
Couple 1.7 1.3 2.7 1.7 1.4 1.4
Tng2 2.6 1.2 4.0 1.8 2.1 1.6
Pentagon 1.5 1.3 2.3 1.9 1.3 1.5
Peppers 2.0 1.5 3.0 2.0 1.7 1.7
Fishingboat 1.8 14 2.7 1.9 1.5 1.7
Pills 1.6 1.2 2.7 1.8 1.5 1.6
Indust 1.9 1.4 3.0 2.1 1.4 1.5
F16 1.5 1.3 2.0 2.0 1.3 1.4
Bridge 1.5 1.0 2.3 1.4 1.2 1.1
Newyork 2.1 1.9 3.2 2.5 1.6 1.7
Barbara 1.9 1.9 3.5 2.6 1.7 1.8
Lochness 14 1.2 2.1 1.7 1.1 1.3

Table 3.3: Results of comparison of HVS models in the CW'T, DWT and the DCT domains.
The model from Watson [110, 158] is used in DCT. The RMS watermark in the DWT and
the DCT domains are adjusted so that they are the same as the RMS watermark in the
CWT domain for each image (table 3.2b), and the perceived error is computed using [76]
coupled with error pooling (HVS error) as well as using the CWT visual model (CWT
error). The higher the perceived error, the more visible is the watermark.

not exist. Figure 3.10 shows the original ‘Lena’ and heavily watermarked versions
of it in the CW'T, DWT and DCT domains. The RMS watermark is around 9 in
each case. Figure 3.11 shows the magnified version of the areas highlighted area in
figure 3.10a with the corresponding watermark. We can see that only the CWT wa-
termark manages to align itself completely along the dominant edges of the image.
The quality of the images is compared subjectively and we found that the subjective
quality of the CWT watermarked image is the best whereas the DCT watermarked
image looks worst, mainly due to the undesirable block artifacts around the edges
(see figure 3.11c). The DWT watermarked image looks slightly better than the DCT
subjectively but a considerable amount of artifacts are still visible. Objectively, [76]
returns a lower perceived error for the DCT marked image than for the CW'T marked
image. Therefore the quality metric in [76] may not be suitable in evaluating the
quality of a watermark image and a multi-scale metric like the CWT model might be
a better choice. We can also conclude that the CWT can adapt to an image better
than the DWT and the DCT in general.
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Figure 3.10: (a) Original Lena. (b) Lena watermarked in the CWT domain. (c) Lena wa-
termaked in the DWT domain. (d)Lena watermaked in the DCT domain. All watermarked
images have a RMS error of around 9.

3.5 Chapter summary

In this chapter, we reviewed the drawbacks of the real wavelet transform and described
a dual tree implementation of the complex wavelet transform. We outlined how the
CWT overcomes the problems with the conventional real wavelet transform. The
human visual model was then described in terms of contrast sensitivity and masking.
We demonstrated the close resemblance between the CWT and the HVS. A visual
model for use in watermark embedding was derived and this model was compared
with other visual models in the DWT and the DCT domains. Two quality metrics
for assessing an image’s quality were introduced and compared. Experimental results

showed that, given a fixed level of RMS watermark, our CW'T visual model can
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adapt to the host image better than the DW'T and the DCT. Therefore, we expect
watermarking in the CWT domain to be more robust than in the DW'T and the DCT

domains and we will demonstrate this in the next chapter.

Figure 3.11: The two highlighted areas in fig. 3.10a and the corresponding watermark
(amplified by a factor of 4). (a) The CWT domain. (b) The DWT domain. (¢) The DCT
domain. The DCT domain watermarked image looks worst subjectively whereas the CWT
one looks best. We can also see that only the CW'T watermark manages to align itself to
the dominant edges in the image.






Chapter 4

Watermark Embedding and

Extraction

4.1 Introduction

As mentioned in chapter 2, watermarking can be viewed as a digital communication
problem through a very noisy channel'. The most important aspect in digital com-
munication is the modulation/demoduation process. Spread spectrum techniques are
known to facilitate reliable communication in the presence of noise, which is why
many existing watermarking algorithms employ spread spectrum as the modulation
technique. The basic idea is that the information (payload) is coded with a (low
power) pseudo-random code sequence, this leads to spreading of the information’s

frequency spectrum to increase its resilience against noise.

In our first design, we also employ the direct sequence spread spectrum approach.
We begin this chapter by outlining our blind watermarking model and assumptions,
and describe the watermark embedding algorithm. Then we investigate watermark
decoding based on correlation. Three types of correlation decoder: simple correlator,
matched filter and modified matched filter are considered and compared. The problem
of combining outputs from multiple channels is also discussed. We compare blind
watermarking in the CWT, DWT and the DCT domains and address the problem of

watermark detection.

'In this chapter, we consider the cover image as noise at the watermark decoder. In chapter
6, we will see the fact that the watermark embedder knows the cover image means we can design
the watermark system such that the interference due to the cover image can be removed (almost)
completely.

43
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4.2 The watermark model and assumptions

The generic model for our blind watermark system is shown in figure 4.1. Our payload
p is an L-bit binary sequence which modulates some pseudo-random sequences. The
watermark encoder constructs the watermark w independently of the cover image x
(where we have omitted the fact that the watermark is usually shaped by a visual mask
calculated from x in order to simplify our model). The watermark is modulated by the
payload and is simply added to the cover image, therefore the host image is additive
noise with respect to the watermark. y is the received (and possibly corrupted) image
at the watermark detector/decoder. In this chapter, we treat each bit of the payload
individually, in other words, binary symbols are used. The use of multilevel symbols
was mentioned in section 2.4.2 in the context of error control codes. Typically, the
host image is projected onto some space prior to watermark embedding. We consider
using the CW'T as the watermark domain here and we will compare it with the DWT
and the DCT domains at the end of this chapter.

The transition function p(y|z’) in figure 4.1 represents the interference on the
watermark, which includes any possible attacks on the watermarked image. Unfortu-
nately, it is impossible to derive a generic model which describes all possible attacks.
However, any attacks on the watermarked image should still render the image useful,
and therefore the host image tends to dominate the interference at the decoder in
most cases. We assume the interference due to the cover image in the transform do-
main follows a non-stationary Gaussian distribution. This assumption is valid as long
as the transform domain, in which watermarking takes place, decorrelates the host
image more or less completely. The wavelet transform (real and complex?) satisfies
this requirement. The capacity of this channel is discussed in chapter 6. Finally, the
watermark decoder performs two tasks. First it decides whether a watermark is likely

to exist, and if so, proceeds to demodulate the payload.

4.3 Watermark embedding

4.3.1 Implication of CWT redundancy

As seen in the previous chapter, the CWT has a 4:1 redundancy in 2-D. This has

important consequences on the design of the watermarking algorithm. First we will

2In the case of the CWT, the real and the imaginary parts of the coefficients are approximately
Gaussian distributed.
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Distortion
Channel

Watermark | .
Decoder
7Y

D>

A4

Encoder

p—» Watermark J,@L, p(y[x") y
X

Key

Figure 4.1: A simple watermark model. p is the payload; x is the cover image; w is the
watermark; x’ is the watermarked image and y is the received and possibly corrupted image.
p(y|z') represents any attacks on the watermarked image. p is the decoded payload.

define the concept of a valid transform. Let W and W g be the forward and inverse
transform matrices of some domain. If the transform is non-redundant, we have
Wpg = W;l, and Wy = WZ if the transform is orthogonal. If the transform is
redundant, Wr, Wg will be rectangular and WrWpr = Z, but WrWg # 7 in

general, where 7 is the identity matrix. A vector v is said to be a wvalid transform if:
v=WpWgv. (4.1)

Equation (4.1) is only satisfied if:
v = Wpx for some x. (4.2)

If the transform is non-redundant, (4.1) is always satisfied, and for any given v, there
is only one x which satisfies (4.1), in other words, the mapping between the transform
domain and the spatial/time domain is one to one and injective. On the other hand,
the mapping is still one to one for redundant transforms, but it is no longer injective.

In those cases, we can separate v into two components such that:

V = Vyalid + Vorth, and7
Vyalid = WF WRVvalida

0= WRVorth~ (43)

If the transform is m : 1 redundant, then:

2
v
| Orthyz ~m—1, (4.4)
’Vualid\
for an arbitrarily generated v. If (4.2) is satisfied, then v, = 0.
The essence of many existing spread spectrum based watermarking algorithms is

the addition of a pseudo-random noise (PN) sequence (the watermark) to the host
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image coefficients in some domain, and the domain is chosen to exploit masking in
the human visual system. Typical choices include DCT, DFT, DWT and the spatial
domain. All these domains (except the DFT) are critically sampled, which means
(4.1) is satisfied for any random sequence v. In the case of the DFT, the redundancy
is well defined: the coefficients in any two quadrants are the complex conjugates
of the other two. Hence we can design the PN sequence with this property when
watermarking in the DF'T domain.

Unfortunately, there is no well defined redundancy relationship for the CW'T,
and the relationship between coefficients at the same location in different subbands
is signal dependent. Therefore, generating the PN sequence directly in the CWT
domain does not work satisfactorily, because upon inverse transform, 75% of the
energy of the added sequence will disappear on average. This follows directly from
(4.3) and (4.4), and the fact that the CWT is 4 : 1 redundant in 2-D.

The redundancy of the CW'T' does not pose a problem as long as the watermark
sequence satisfies (4.2). A simple way to achieve this is to use the CWT coefficients

of a random image in the spatial domain as our PN sequence.

4.3.2 Embedding algorithm

A generic version of our proposed blind spread spectrum based watermark embedding
scheme is illustrated in figure 4.2. The embedding algorithm consists of the following

steps (assuming we are using the CWT as our transform domain):

1. A random image of £1 of the same size as the host image is generated based

on a seed, which is in effect our private key.
2. The CWT of the host image and the random image are computed.

3. The scaling factors (visual mask) are computed from the host image’s CWT

coefficients using (3.7), independently for each subband.
4. The random image coefficients are modulated by the payload.

5. The modulated coeflicients are scaled and then inverse transformed to form the

watermark.

6. Finally the watermark is added to the host image in the spatial domain to

obtain the marked image.
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Unfortunately, both modulating the random image CWT coefficients and scaling
them will in general render them as being from an invalid transform (equation 4.1 is
not satisfied). However, experimental results showed that the loss of information by
scaling the coefficients is negligible in practice, but this is not true for modulating the
coefficients. In order to get round the modulation problem, only 1 bit is embedded in
each random image. In other words, we either negate the random image to embed a ‘1’
or leave it as it is to embed a ‘0’. Multiple bits can be embedded by superimposing
many random images on top of one another, as long as these random images are
orthogonalised (e.g. via Gram-Schmidt (GS)). Ideally, one should orthogonalise the
random images to be embedded, i.e. we apply the Gram-Schmidt process after the
CWT coefficients are scaled. However, it was discovered that the performance of
the system is worse than the case when the random images are orthogonalised before
scaling. Table 4.1 shows the ratio of the energy of the inter symbol interference to
that of the random images, when orthogonalisation is applied either before or after
scaling the CWT coefficients. This ratio is defined as:

energy ratio = %, (4.5)
where s and s’ are the random images constructed in the watermark embedder and

decoder respectively.

Fnergy ratio No. of random images

1 2 4
GS before scaling | 7.0 x1073 | 5.0 x107% | 5.0 x1073
GS after scaling 7.0 x1073 0.5 1.3

(a)

Fnergy ratio No. of random images

1 2 4
GS before scaling | 1.2 x1072 [ 1.1 x1072 | 1.1 x10~2
GS after scaling 1.2 x10~2 0.3 1.2

(b)

Table 4.1: Comparing inter symbol interference when orthogonalisation is applied before
or after adaptive scaling of CW'T coefficients. Energy ratio is defined as the ratio of the
energy of the interference to that of the random sequence. (a) shows the energy ratio when
Gram-Schmidt (GS) is applied to the random images either before or after adaptive scaling
of the CWT coefficients in the case where the watermarked image is not attacked. (b) shows
the same results when the watermarked image is compressed with JPEG at a quality factor
of 70.
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We can see that this ratio hardly varies with the number of random images, when
orthogonalisation is applied before scaling. However, the discrepancies between the
random images used in the embedder and the decoder increase dramatically if or-
thogonalisation occurs after scaling. The results hold even when the watermarked
image is compressed. A possible explanation for this result is that the error in each
vector, resulting from the slight inaccuracy of the visual mask estimated at the de-
coder, propagates to other vectors during the orthogonalisation process. Therefore
we decided to orthogonalise the random images before they are scaled by the visual
mask, and a small amount of interference between individual random images will
remain due to the scaling.

Using a single random image for each bit of the payload solves the modulation
problem, but we are now faced with greatly increased computational load. It is de-
cided to use a block based CWT as a compromise and we embed bits independently
in each block. The block size should be significantly larger than the wavelet and so
we choose this to be 32 x 32. However, using a block based CWT risks introducing
blocking artifacts similar to those resulting from the block based DCT used in JPEG.
Fortunately, no significant artifacts were observed in our simulations. The frame-
work of the embedding algorithm remains the same as in figure 4.2. The embedding

processing can be summarised as the following equation:

T, =x;+agbw; i=0...N—1,
= x; + abs; where s; = g;w;, (4.6)
where,
e 1 is the watermarked transform coefficient.
e 1; is the original transform coefficient.

e « is the user specified watermark strength, which is constant throughout the

image and controls the global watermark energy. « is usually about 1.

e g; is the adaptive gain calculated based on the neighbourhood image charac-
teristics (equation 3.7 for the CWT), and varies across subbands and scales.
In the current implementation of the CWT scheme, 3 levels are used because
modifying coefficients below level 3 tends to cause artifacts in smooth areas of

the image.

e ) = +£1 is the payload to be embedded.
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e w,; is the watermark coefficient.
e N is the number of coefficients in the current subband in a particular block.

The above process is repeated in each subband for each 32 x 32 image block.

Forward transform Inverse transform
_Cover I into , @ ' back to N ?/r\]lﬂlzte;n;'arked
Image watermark space X X" | gpatial domain g
Watermark Compute
strength o visual g
mask
Forward transform Bi
Orthogonalise — into > 'Qalryt.
A watermark space modulation
Key » PN sequences Payload
generation p=1[Py:PysPys - P]

Figure 4.2: A generic spread spectrum based watermark embedder. The transform do-
main can be the DCT, the DWT or the CWT domains. The visual model is substituted
accordingly.

4.4 Watermark decoding

The problem of watermark decoding is similar to the detection of known signal in
noise. It is well known that under stationary white noise, the matched filter is optimal.
However, the host image CWT coefficients, which are the dominant noise source at
the decoder, are non-stationary. Hence the matched filter may no longer be optimal.
We assume that a watermark is present and it is desired to minimise the bit error
rate (BER) at the decoder output. We have the following hypothesis test:

hypothesis Hy : a bit 0 is embedded (
hypothesis H; : a bit 1 is embedded (

b=1),
b=-1),
which corresponds to (in the absence of any attack):

Hy: X' =x+ as, (4.7)
Hy: X' =x—as. (4.8)
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The log maximum likelihood ratio test results in the decision rule:

px’(X,|Hl)> o,
lo — 21} =20. 4.9
g<pr<xf|Ho> 2 (4.9)

Most existing watermarking schemes assume the interference due to the cover image
is distributed as stationary AWGN and (4.9) becomes the matched filter. A bit 0 will
result in a positive correlation and vice versa.® We assume the host and watermark
CWT coefficients (where the real parts and the imaginary parts are concatenated

together) in a particular channel are distributed as follows:

host: x ~ N (0, h202) 0,...,4,... ,N —1, h; > 1Vi,
watermark: s ~ N (0, g702) 0,...,i,...,N —1, g; > 1Vi, (4.10)

where N (i, 0?) is a Gaussian distribution with mean p and variance 0. Due to the
imperceptibility requirement, the watermark energy is much smaller than the image,
so 02> 02. Also, h; and g; can vary greatly for different 7, but when h; is large, g;
will also be large. This is because wavelets tend to concentrate the image energy into
a few large coefficients and the watermark is adapted to the image. We now consider

the three types of correlator and compare their performance.

4.4.1 Simple correlator

The simple correlator computes the correlation between the received coefficients y
and the known (unscaled) watermark random sequence w (coefficients of the random
image). For the sake of clarity we have omitted the conjugate operator on w in the
remainder of our analysis. This does not affect our results because we can treat w
as a vector formed by the concatenation of the real parts and the imaginary parts of
the CW'T' coefficients. The correlator r is defined as:

1

This is clearly a suboptimal correlator but it is nevertheless useful as a comparison

because many earlier watermarking systems use this form of correlation. If we derive

31n the case of complex coefficients like the CWT, we compute the correlation of the real part and
the correlation of the imaginary part separately and add them together. This is easily implemented
as Re{d_ y.w*}, where y are the received coefficients.
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the decoder structure for a single channel from (4.9) the factor 1/N does not appear,
but it is important if we have multiple channels carrying the same information and
each channel has different number of coefficients. Without loss of generality, we take
b =1 and o = 1 for the time being. The expectation and the variance of r can be

derived as follows:

1
E(Tl) = N Z E(yiwi) where y; = x; + 54,

1
=¥ : (E(x;)E(w;) + E(s;w;)),
Iy 1

= 5 DB E@?) + B(shw?) — EX(ywy)),
1
= 3 Y02 + ) — g,
1
= 3 S (120207 + 2670, (4.13

where the last line follows from the fact that the Pearson Kurtosis of a Gaussian
variable is 3. Since r is a sum of independent random variables, the Central Limit
Theorem applies. (This applies to the other two correlators which follow as well.)
r will distribute approximately as Gaussian with mean E(r) and variance var(r).
The statistics of r for a bit 0 and a bit 1 will therefore have identical variances and
opposite means (figure 4.3). The bit error rate (BER) (assuming equal probability of
bit 0 and bit 1) can be easily obtained as:

Perror = Q (ﬂ> ) (414)

var(r)

where

Q) = L/meiz da. (4.15)
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Hence we can compare the performance of the different correlators in terms of the
ratio p = E(r)/+/var(r). The bigger p is, the smaller is the BER. The signal power

to noise ratio (SNR) at the correlator output is defined as

E(r)®
var(r)

= p*. (4.16)

SNR =

Y

4.4.2 Matched filter

The decoder first estimates g; from y and scales w; with the estimated weights before
correlating with y. For the purpose of analysis, we assume the decoder knows g;
exactly. In practice, the estimated weights g; will be very similar to g; since they
depend on the CWT coefficient magnitudes in a local neighbourhood (equation 3.7),

and the watermark coeflicients are random and small. The decoder is defined as:
1 V=
ry = Nz:ysZ (4.17)

We can derive the statistics of the correlator just as before (again assuming both b

and « are 1):

Z g2, (4.18)

1
5 Y _(higialor, + 2g}03,). (4.19)

var(ry) = Nz

i
The matched filter gives bigger weights to larger coefficients and the terms associated
with these coefficients will dominate the sum in (4.17). We prove in appendix B.1,
that the existence of a few large coefficients in the sequence will lead to a lower
SNR at the matched filter output compared with the other two decoders described in
this section. This can be explained by the fact that the matched filter amplifies the

non-stationarity of the host distribution.
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4.4.3 Modified matched filter

The modified linear correlator is a hybrid combination between the two correlators
we have considered so far. We would like to convert the sequence such that the noise
is approximately stationary so we can use the matched filter. Instead of scaling the
watermark coefficients with the estimated weight, the received coefficients are divided
by the weights. However, if the weight gets arbitrarily small, the received signal will be
highly magnified, which is undesirable. This is similar to the problem in deconvolution
of images, where one has to divide the image spectrum by the estimated blurring filter
spectrum. There is one difference, however. In the case of watermarking, the weight
is limited by the detection threshold, i.e. 3C7r, for the CWT and the DWT domains,
and by t;;, for the DCT (see appendix A) and can never be zero. Nevertheless, one
can use a similar technique to pseudo-inverse filtering, which is to multiply the receive

sequence by:

9

f= R (4.20)
and then compute the correlation between (f-y) and w. When g > &, this is almost
the same as inverse scaling, and f ~ g/k* when g is small. Our simulations show
that the performance of the decoder does not depend strongly on x, and that it is
unnecessary to use (4.20) for both real and complex wavelet domains. In the case of
the DCT, setting x = 1 gives good results. In all our simulations in this chapter, we
use normal inverse scaling for the CWT and the DWT and use (4.20) with x = 1 for

the DCT.

By dividing the received coefficients by the estimated weights, we reduce the
watermark channel to an additive one, where the embedded signal strength is nearly
unrelated to the host coefficients. Thus correlating this inversely scaled sequence with
the watermark sequence is almost equivalent to the matched filter. We again assume
the decoder knows the weights exactly for the purpose of analysis. The decoder is
defined as

1 Yi

Deriving the expectation and variance in the same way as before, we get:

E(r3) = o?

w?

(4.22)
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1 h?
var(rs) = N Z (g—éafcai + 203,) . (4.23)

i 1

In the special case where h; = g;, (4.23) becomes:

var(ry) = %(afcai + 200). (4.24)
In other words, the correlator becomes completely independent of the non-stationarity.
In practice, h; will not exactly equal to g;, but we can assume that h; ~ g; throughout
the sequence, if the watermark is to adapt closely to the host image. We show in
appendix B.1 that the modified matched filter performs best theoretically while the
matched filter has the worst performance due to the non-stationarity of the noise.
Before we verify their performance experimentally, the problem of combining infor-

mation from different channels is addressed.

4.4.4 Multiple channel decoding

Many spatial watermarking schemes (for example, [74, 91]) prefilter the watermarked
image before correlating with the known watermark sequence. The purpose of the
preprocessing is to remove most of the energy due to the host image in the low fre-
quency components as it is the dominant interference at the decoder. Preprocessing
improves the SNR at the decoder output significantly, but it is not necessary if the
decoder operates in the frequency domain, as we can combine the outputs from differ-
ent frequency bands to obtain the most likely watermark, but how should we combine

these outputs?

Suppose we have K independent channels with outputs r; (i = 0,... , K — 1),
whose expectations and variances are y; (i =0,... ,K—1)and o? (i =0,... ,K —1).
We can model these outputs jointly as a multivariate Gaussian where a bit 0 and a
bit 1 will have opposite mean (u; and —p; (i =0,..., K —1)) and identical variance.
Using the ML decoder, we get:

py(yHy) ) PS|2exp(—§(r —r,)'S  (r—1,)

TR 2L (4.25)

1
2
py(y|Ho)  (2m)K/2|S| 2 exp(—3

where Y is a diagonal matrix whose diagonal elements are o%; r = [rg,... ,7x_1] and
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Figure 4.3: Correlator output statistics for bit 0 and bit 1 under mild (a) and heavy (b)
attacks on the watermarked image. The figures have been arbitrarily normalised for illus-
tration purpose. We can see that, under high level of attacks, the two distributions overlap.
The region where decoding error will occur is also highlighted. If we use the absolute value
of the correlations of the payload for estimating the mean and variance of the correlator
outputs (required for combining outputs from different channels), we will overestimate the
weights for the more unreliable channels. One should therefore use the correlations of the
reference watermark for estimating the mean and variance.

r, = [fo, ..., tKx—1]. The log-likelihood ratio of (4.25) is:

K-1 S
d S5z (4.26)
i—o i Ho

Hence the required weight for each channel is the ratio v; = y;/c?. If the correlation
from each channel is not averaged (i.e. without the 1/N factor), then the weights will
become v; = p;/(N;o?), with N; being the number of coefficients in the i channel.
The statistics depend on the embedded bit which we in general do not have prior
knowledge of. This is illustrated in figure 4.3. When the watermark image undergoes
no or mild attacks, the output statistics for bit 1 and bit 0 are well separated, and
we can measure g; and o? reliably using the absolute value of the correlations of
individual bit. However, when the watermarked image suffers from heavy attack, the
two statistics overlap (figure 4.3b). Using the absolute value of the correlation in
this case leads to an overestimate of p; and an underestimate of o2, which results
in higher weights given to more unreliable channels. We therefore use a reference
watermark, which is orthogonal to our payload, in order to estimate the channel
characteristics. This assumes the interference on the payload watermark is similar to

that on the reference one. The decoder decodes the reference watermark as a fixed
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payload, and y;, o7 are estimated from the corresponding correlator outputs. This
reference watermark is also needed for watermark detection, where the reference is

detected as a whole (see later), when no error control code is used. The overall SNR

is given by:

E’(Toverall)2
var (roverall) ’
(i )

- K-1_9 9
Zi:o vio;

m

[
2
7

SNRoveTall -

K-1

= Zz; .
K-1

=) SNR;, where SNR; is the SNR of channel i. (4.27)
i=0

Hence the overall SNR is equal to the sum of SNR from each channel. As a result,

using multiple channels is always better then using a single one.

We can now compare the performance of the three correlators. A 64-bit watermark
is embedded in the ‘Lena’ image and the BER and the SNR of the three decoders are
compared. The watermark strength « is varied from 0.1 to 1 and 30 watermarks are
embedded and decoded for each parameter setting.

BER vs watermark strength SNR vs watermark strength
T T T T T T T T

0.14, T T 16
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Figure 4.4: Comparison of the (a) BER and (b) SNR of the three correlators discussed in
section 4.4, simple correlator, matched filter and modified matched filter. The modified
matched filter has the best performance, just as predicted by theory.
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Figure 4.4 shows the BER and the SNR using the three decoders combined with
multiple channel decoding. We can see that the experimental results match with our

predictions. The superior performance of the modified matched filter over the simple
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Figure 4.5: A generic blind spread spectrum watermark decoder using modified matched
filter. Correlation is always performed regardless whether the suspected image is actually
watermarked or not. The watermark detector uses the correlator outputs to determine
whether there is likely to be a watermark or not. In the simulations presented in this chap-
ter, the attacked image is always assumed to be watermarked and we skip the watermark
detection step.

correlator is only apparent when their respective SNR is compared. The final decoder

is illustrated in figure 4.5.

4.5 Comparison with other domains

In this section we compare our proposed blind spread spectrum based watermarking
scheme in the CWT, DWT and the DCT domains. The DWT based watermark
scheme proposed by Barni et al. [17] was also used as a comparison. Barni’s scheme is
chosen because it is also based on embedding a pseudo-random sequence in the wavelet
domain, and uses a perceptual model [99] for weighting the watermark. However, the

scheme in [17] is only a yes/no watermark® and we need to modify our algorithm to

4During research the author failed to find a publicly available implementation of a blind multi-bit
spread spectrum based watermark scheme in the wavelet domain which also incorporates a human
visual model. Therefore only a yes/no watermark scheme is used for comparison.
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make a proper comparison. Measuring BER is not possible for a yes/no watermark.
Nevertheless, we can measure the output SNR (defined in equation (4.16)) of the

detector, where E(r) and var(r) are now given by the following:

E(r) ~ %Zz W, (4.28)
var(r) ~ %var(z), (4.29)

where z and w are the sequences of inversely scaled received coefficients and the un-
scaled watermark sequence respectively and NV is the total number of coefficients. Our
algorithm is modified to embed only 1 bit. The watermark is correlated independently
in each subband, and combined according to (4.26) to obtain the overall correlation.
The overall SNR is then calculated using (4.27). In [17], the authors fix the false
positive probability to be 1078, which leads to a threshold of 3.97m. This
corresponds to a threshold SNR of 15dB. If the output SNR is below this level, the

watermark will be missed with a probability of 0.5.

01 2 3 4 56 7
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Figure 4.6: The partitioning of the DCT coeflicients into 9 channels to mimic the way the
DWT partitions the frequency plane. We use multiple DCT blocks to embed 1 bit, such
that the number of coefficients used to encode one bit is the same as in the DW'T. The
CWT has 4:1 redundancy and therefore has 4 times as many coefficients for encoding a
particular bit.

Two sets of tests were conducted. We first compare the performance of the pro-
posed spread spectrum scheme in the CWT, DWT and the DCT domains. The
embedder depicted in figure 4.2 is used in each case with the transform domain (and
the visual model) substituted with CWT, DWT, DCT accordingly. In the case of
the DCT, the coefficients in an 8 x 8 block are divided into 9 groups as shown in
figure 4.6 to mimic the way the frequency plane is partitioned in the wavelet domain.
Multiple blocks are used to embed 1 bit so that the total number of coefficients used

to encode 1 bit is the same as in the DW'T. During the decoding process, coefficients
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in the same group from different blocks are concatenated together to form a channel
and the outputs from different channels are combined as discussed before. In the case
of wavelet transforms, each subband is a separate channel, and since we are using 3
levels of transform, we have 9 channels for the DWT and 18 for the CWT. A 128-bit
watermark (uncoded) is embedded and the gain is adjusted such that the RMS wa-
termark for the three domains is approximately the same®. The watermarked images
then undergo attacks and the modified matched filter is used to decode the water-
mark. The attacked image is always assumed to be watermarked and no watermark
detection is performed before decoding. In the second set of tests we compare the
1-bit version of our scheme in the CWT domain with the DWT scheme in [17] and

the output SNR of the two schemes are compared.

4.5.1 Simulation results

We evaluate the performance of our watermark system under JPEG compression,
JPEG2000 compression, additive white Gaussian noise (AWGN), mean and median
filtering. Attacks which alter the geometry of the image will be discussed in the next
chapter. Three test images: Lena (typical image), Baboon (significant high frequency
components) and Pills (significant flat areas) were used. The watermarks in the 3
domains for the three images are shown in figures 4.7, 4.8 and 4.9 respectively. Only

the CW'T watermark manages to align itself to the dominant edges in each case.

JPEG compression Figures 4.10 (a-c) show the BER after the watermarked im-
ages (Lena, Baboon and Pills) have been compressed by JPEG with quality factor
(QF) from 10 to 100, whereas figure 4.13 (a-c) show the SNR for the 1-bit version of
the scheme under the same attack for the three images. One can see that the CWT
watermark is in general more robust than DWT and DCT watermarks under JPEG
compression. The performance of DWT and DCT watermarks under JPEG are very
similar, with the DCT watermark being more robust at higher level of compression
for the Lena and Pills images. The BER for the Baboon image is lower than the other
two images as a higher level of watermark can be embedded in the image without

causing significant perceptual error. Figures 4.11 (a and b) show the same test for

5In each case, one third of the watermark energy is allocated to a reference watermark, which
is used in the estimation of individual channel characteristics during decoding. This allocation is
somewhat arbitrary. Since we are comparing the relative performance of the three domains, the exact
energy allocation between the payload and the reference is not important. For example, Kundur et
al. in [89] divide the watermark energy equally between the reference and payload.
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- () DWT watermark ) ) DCT watermark

Figure 4.7: Lena and the watermark (enhanced by a factor of 8) in the CWT, DWT, DCT
domains

Lena when the perceived error produced by the watermark is constrained to be the
same in the three domains, in which case the DWT has the worst performance. This
is because the DW'T watermark produces higher perceived error than the other two
domains (table 3.3 in section 3.4.3) and the watermark energy has to be lowered to
produce the same perceptual error. Consequently, the CWT watermark has even
better performance compared with the DWT and the DCT in practice, when the
subjective quality of the watermarked image (rather than the watermark energy) is

constrained. However, due to the lack of a standardised image quality metric, we will
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s

(a) Baboon original (b) CWT watermark

(c) DWT watermark (d) DCT watermark

Figure 4.8: Baboon and the watermark (enhanced by a factor of 8) in the CWT, DWT,
DCT domains
use RMS error as the means for comparison between watermarking schemes in most

of the simulations in this thesis.

In the case of a yes/no watermark, the CWT also provides better robustness
against JPEG compression than the scheme in [17]. The watermark is detectable in
all three images even when the quality factor is 10. However, Barni’s scheme will

probably fail to detect the watermark at this quality for Lena and Pills.
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(b) CWT watermark

K

(c) DWT watermark | | (d) DCT watermark

Figure 4.9: Pills (photo courtesy of Karel de Gendie) and the watermark (enhanced by a
factor of 8) in the CWT, DWT, DCT domains

JPEG2000 compression JPEG2000 is the state of the art image compression
technique which employs the DWT as the compression domain (instead of the DCT
as in JPEG). The compression parameters (bit per pel (bpp)) are chosen such that
the RMS error between the compressed unwatermarked image and the original image
is roughly the same as in JPEG with quality factor 10 to 100. The JJ2000 package
(version 4.1) from [71] was used in all simulations. Figures 4.10 (d-f) show the BER
of the watermark in the three domains after JPEG2000 compression. The results are

similar to that under JPEG compression. The CW'T watermarks perform best and the
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Figure 4.10: Comparison of blind correlation based watermark decoding in the CWT,
DWT and the DCT domains under compression. Results under JPEG (a-c) and
JPEG2000 (d-f) for 3 images: Lena (a,d), Baboon (b,e) and Pills (c,f) are shown.
For each image, the RMS watermark in the three domains is adjusted to be the same.
The CWT watermarks outperform the others in all cases whereas the DW'T and the
DCT watermarks have similar performance.
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Lena: 128 bits, under JPEG, wm with same HVS error with modified correlation decoder Lena: 128 bits, under JPEG, wm with same CWT error with modified correlation decoder
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Figure 4.11: When the perceptual error (using the model in [76] (a) or our CWT model
(b)) instead of the RMS watermark is constrained to be the same, we obtain the above
results for Lena under JPEG. The DWT domain has much worse performance than
in the previous figure (4.10). This is because the DWT watermarks produce higher
perceptual distortion than both CWT and DCT watermarks. The CWT watermarks
thus have better performance (relatively) than the simulation results shown here in
practice, when the subjective quality of the watermarked image, rather than the RMS
watermark, is constrained.

DWT and the DCT again have very similar performance. Figures 4.12 (a-c) compare
the effects of JPEG and JPEG2000. At a given level of RMS error, JPEG2000 is
more effective in removing watermark energy than JPEG. The results for the yes/no
watermark case under JPEG2000 (figures 4.13 (d-f)) are similar to those under JPEG.
The CWT watermark is significantly better than the DWT scheme in [17].

AWGN, mean and median filtering Figures 4.14 (a-f) show the results of the
Lena image under AWGN, mean and median filtering attack respectively. In the case
of AWGN, the level of RMS noise is from 4 to 28, whereas the window size of both
mean and median filtering ranges from 1 x 1 (no attack) to 9 x 9 (severe attack). The
CWT watermarks outperform watermarks in other domains in all cases. In the case
of a yes/no watermark, only the CWT watermark remains detectable under mean
and median filtering and Barni DW'T scheme fails even for the lowest level of filtering
(3 x 3 window). However, the error introduced to the watermarked images by any of
these three attacks is very perceptible and in general the images cease to be useable
before the embedded watermark becomes sufficiently degraded. These attacks are

therefore relatively ineffective and will not be considered further for the remainder of
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Figure 4.12: Figures (a-c) compare the effects of JPEG and JPEG2000 on correlation based
watermark decoding. For a given RMS error, JPEG2000 is more effective in removing

watermark energy as expected. Thus future watermarking schemes must be designed to be
robust against JPEG2000.

the thesis.

4.5.2 Discussion

No error control codes (ECC) are employed in the results presented in the previous
section, as the purpose of the simulations is to show that the CWT watermarks are
more adapted to the host image and are consequently more robust. In practice, one
would use a good ECC to encode the payload prior to watermark embedding and
the decoder output BER will be much lower than shown. A typical ECC decoder
can correct almost all the errors in the extracted bitstream as long as the input BER
is lower than a certain threshold, which depends on actual ECC being used. For

example, the threshold corresponding to an output BER < 10°* for the rate 1/3
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Figure 4.13: Comparing the 1 bit version of our CW'T watermark to the DW'T scheme
in [17] under compression. The results for JPEG (a-c) and JPEG2000 (d-f) are shown
using the same test images as in figure 4.10. The CW'T watermark again outperforms
the DWT watermark by a significant margin.
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Figure 4.14: Results of correlation based watermark decoding under AWGN, mean
and median filtering attacks for both the multi-bit watermark (left column) and the
1 bit version (right column). Only the results for the Lena image are shown. The
CWT watermark outperforms the rest in all cases.
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turbo code (discussed in section 2.4.2) is about 0.15. When the decoder BER exceeds
the threshold, the BER of the payload output by the ECC decoder approaches 0.5 and
the watermark system fails catastrophically. Therefore a practical way of comparing
watermark decoder performance is to compare the level of attack at which the BER
reaches this critical value. If we assume the highest acceptable level of compression is
quality factor 70 for JPEG and 0.9 bpp for JPEG2000 for images with no significant
high frequency components, we can see that the CWT watermarks perform very well
under compression, where the critical attack levels are well over the acceptable level
of compression for both JPEG and JPEG2000. On the other hand, watermarks in the
DWT and the DCT domains can only tolerate much lower level of compression. The
AWGN, mean and median filtering attacks are not effective because these attacks
do not consider the masking effect of the host image and critical attack levels for
these attacks will produce unacceptable distortion in the watermarked images. In
the case of a yes/no watermark, the scheme proposed by Barni [17] degrades more
rapidly than our CWT scheme, because the former algorithm only uses the finest
resolution wavelet coefficients, which become very unreliable even under low level of
compression. This highlights the importance in using both high and middle frequency

components in watermarking.

4.6 On watermark detection

In the previous sections we analysed and discussed how to decode a watermark given
that a watermark is present in an image. However, in any watermark application,
one must be able to distinguish unwatermarked documents from the watermarked
ones. In order to measure watermark detection false alarm rate as low as, say, 1078
experimentally, one would ideally need to test the watermark detector over a large
database of unwatermarked images and images watermarked with the incorrect key,
which is impractical. Therefore, we will only provide theoretical results here. We also
assume the watermark is white. If the watermark is not white, then the watermark
spectrum will have an influence on the detector performance [102]. The problem
of watermark detection can also be formulated into a hypothesis test (with the null

hypothesis being no watermark is present):

H()Z y=¢,
Hi:y=ns+e 0<n<l, (4.30)
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where e is the noise vector which includes the host image coefficients. 7 takes into
account the possibility that the watermarked image is attacked and the amplitude of
the watermark s is reduced as a result. Lu et al. [104] and Martinez et al. [109] propose
the use of locally optimal detector (LOD) which maximises the slope of the power
function when 7 is close to zero. If the noise statistics are known, the corresponding
LOD can be derived as:

B Zsi ) fe(wi) %1 A, (4.31)
p felyi) m

where f.(-) and f[(-) are the probability density function (pdf) of the noise statistics
and its derivative. The threshold A can be chosen according to the Neyman-Pearson
principle [130] by fixing the false positive probability. Determining the optimal thresh-
old is not always easy as it depends on the attacks the image has suffered. In case of
watermark decoding, no threshold is necessary as decoder statistics are often symmet-
rical about zero, so we can conveniently use zero as the threshold in distinguishing
between bit 1 and bit 0. Unfortunately, watermark decoders cannot in general be used
for watermark detection as they will always return something even when applied on
an unwatermarked image (see appendix B.2).

In order to make a watermark detectable, a portion of the watermark must be
known in advance. This is satisfied in yes/no watermarks where the detector knows
exactly what the embedded sequence is, but these watermarks carry no extra payload
and are thus not very useful. If we have a multi-bit payload, watermark detection

can be achieved by one of the followings:

1. Fix L bits of the payload to be of known value. The watermark decoder decodes
the watermark as usual and compares these L bits to the known pattern. If all
L bits match, then the watermark is detected.

2. Allocate part of the payload energy to a separate watermark, which is embed-
ded as a reference sequence. A watermark detector (e.g. LOD) is used to detect
this reference watermark and the decoder proceeds only when the detector suc-

cessfully detects the reference mark.

These two approaches are approximately equivalent and the second approach can be
treated as decoding all L bits as a whole. The false positive Pgpp, miss P55 and
detection Pp probabilities are derived in appendix B.2, and are shown below. We

assume no error control code (ECC) is used for the moment.
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Case 1:
Prp=27%
i L
i L
e (o)) "
Case 2:

Prp =p which is chosen by user,

%~1_Q<¢LM ﬂNR—Q%m), (4.33)

L+ M

where Q~1(+) is the inverse of the Q function defined in (4.15); M is the length of the
payload (ezcluding the fixed, known part) and SNR is the signal to noise ratio per
bit at the decoder output if no reference watermark is embedded. In the case of a
yes/no watermark (M = 0), the first approach splits the mark into L bits and uses a
watermark decoder for detection. The false alarm rates for both approaches stay the

same and the miss and detection probabilities become:

Case 1:
[sne\\"
PMiSsyes/m, =1- (1_Q ( T)) ’
SN\
PDyes/no = (1 - Q ( T)) ) (434)
Case 2:

PMiSsyes/no ~ Q( SNR — Qil(p)%
Pp,... 1 —=Q(WVSNR—Q'(p)) (4.35)
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Figures 4.15 show the receiver operating characteristics (ROC) curve® for a yes/no
watermark at a SNR of 15dB (the detection threshold at Prp = 107%) and for a 16-bit
watermark at the same overall SNR, so the total energy of watermark are the same
in the two cases. We can see that in both cases, using a reference watermark is much
better as expected. Intuitively, using a L-bit fixed pattern seems unwise. However,
using a full-frame reference watermark is not always possible, as we will see in chapter
6. In practice, we will use some form of error control coding on the payload and we
can actually use the code to detect the watermark. This is explained in detail in
chapter 6 (section 6.6).

ROC of yes/no watermark at SNR of 15dB ROC of 16 bit watermark at SNR of 2.9dB per bit
T T T T T T
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Figure 4.15: Receiver Operating Characteristics (ROC) of the two watermark detectors in
section 4.6 in the case of (a) 1-bit watermark at SNR 15dB. (b) 16-bit watermark at the
same overall SNR. We can see that in both cases detecting the reference watermark as a
whole is better.

4.7 Chapter summary

In this chapter, we discussed the basic watermarking model and the use of spread
spectrum in watermarking. We proposed a generic blind spread spectrum based wa-
termarking scheme, which gets round the redundancy of the CWT. We assumed the
interference due to the host image follows a non-stationary Gaussian distribution,
and derived an optimal correlation based decoder under this scenario. Experimental

results confirmed that the modified matched filter works better than a conventional

6The receiver operating characteristics of a detector are defined as the relationship between the
false positive (Prp) and detection (Pp) probabilities as the detection threshold is varied.
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matched filter under non-stationary noise. We also discussed how to combine infor-
mation from multiple channels to improve the performance of the watermark decoder.
Watermarking in the CWT, DWT, DCT domains were compared under different com-
pression conditions as well as under AWGN, mean and median filtering. In all cases,
the CWT watermark performed best. The proposed CWT watermarking scheme also
outperforms the proposed yes/no watermark scheme in [17], which shows one should
always use both high and middle frequency components for watermarking. Finally,
the issue of watermark detection is discussed and we concluded that, in the absence
of error control codes, one should always use a separate sequence as the reference
watermark. In the next chapter, we will look at watermark decoding after attacks in

more detail.



Chapter 5

Reliable Decoding of Watermarks
after Attacks

5.1 Introduction

In the previous chapter we discussed blind spread spectrum based watermark em-
bedding as well as decoding based on correlation. We concluded that the modified
matched filter works best because of the non-stationary nature of the host coefficients.
In our theoretical analysis, the watermarked image is assumed to be not attacked.
In practice, this is unlikely as potential pirates will try to remove the watermark
without degrading the commercial value of the image. In addition, honest users may
also process the image to suit their needs. A robust watermarking system must be
able to detect and decode a watermark from a modified watermarked image, as long
as the image is still considered to be useful. As discussed in chapter 2, there exist nu-
merous attacks on watermarking systems [95]. Some are intentional (e.g. geometric
distortion, denoising), while the others may be unintentional (e.g. cropping, rota-
tion, compression). In this chapter, we concentrate on the following three attacks:
compression, geometric distortion and denoising. These attacks are chosen because
compression is a very common operation performed on images, whereas geometric
distortion and denoising are shown to be effective attacks on watermarks. We first
discuss the effects of compression on a watermark and derive an alternative decoder
for decoding after compression. Then we describe a novel image registration algo-
rithm based on motion estimation to combat geometric distortion attacks. Finally,

we address robustness of watermarks to denoising attacks.

73
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5.2 Watermark decoding after compression

5.2.1 Effects of compression on watermarks

Compression is one of the most common operations on images and hence a robust
watermarking system must survive under a reasonable level of compression. Figure 5.1
shows the scenario of a watermarked image being compressed. Tz and T are the
transform domains used for watermarking and compression respectively, and Tj',
T(_;1 are their inverses. QA is a uniform quantiser with step size A. Suppose the
quantiser introduces a quantisation error of eg, then the error at the input of the

decoder will be
e, = Tr T 'eg. (5.1)

We ignore the visual masking of the watermark (and the inverse scaling at the decoder)
for the moment to simplify our discussion, (i.e. the watermarked signal is given by

x' = x + w), and the expectation of the correlator is given by:

B =£( Lvw),
E(%Z(x'nLe'Q) -W);
o2 + %E (Z e'Q-W>. (5.2)

Ideally we would like the quantisation error to be independent of the watermark

(the second term of (5.2) is zero), in which case the only effect on the mean of the
correlation will be due to signal attenuation by compression and the variance will be
the sum of the variance due to the compressed host coefficients and the variance of

the quantisation noise. We first discuss the following two cases:
e T, =T - the compression domain is the same as the watermarking domain,
e T, # T( - the two domains are different,

and then we will derive an alternative decoder.

5.2.1.1 Tp=Teo

When the compression and the watermark domains are the same, ey = eq. Wolfgang

et al. [160] argue that one should use the same domain for watermarking and com-
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Figure 5.1: A model of compression of watermarked images. The watermark domain T
and the compression domain T can be identical or different. In general, the watermark is
more robust when T and T are different. This is because when the two domains are the
same, the quantisation error tends to be correlated with the watermark and degrades the
performance of the decoder.

pression, but their simulations do not fully agree with their arguments. Eggers [51]
analyses compression of watermarked images as a non-subtractive dithered quantiser,
where the watermark is the dither, and derived expressions for the mean and the
variance of a correlator. He concluded that, E(w”ef,) = 0 is satisfied only under
fine quantisation, where the distribution of the host image (after quantisation) can
be expressed as a convolution between the original distribution of the host and a
uniform distribution in the range [—%, %) Under medium and coarse quantisation,
the quantisation error will be negatively correlated with the watermark and hence the
SNR at the correlator will be lower than the case where ey were some independent
noise. The solution suggested by Eggers for optimal detection of watermark after
quantisation [50] is to calculate the weights v (defined as p/0?) for combining out-
puts of correlator from different channels, which is the same as what we proposed for
multichannel decoding in section 4.4.4. yu,o? can be precalculated from the equations
given in [51] when the level of compression is known in advance. If the level of com-
pression is not known, which is typically the case in practice, Eggers suggested that
a pessimistic worst case compression level can be assumed for calculating channel
weights, in which case the detector performance will still be good if the actual level
of compression is less severe than the worst case. Fixing the weights given to each

channel in advance also removes the need for using a reference watermark for calcu-
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lating p, 02 at the decoder, which in turn allows us to put the energy of the reference
watermark into the payload to increase the SNR at the decoder. The significance of

this will be explained further in the following chapter.

5.2.1.2 T+ Te

When the two domains are different, the matrix Ty Tal has the effect of decorrelating
the quantisation error. In the extreme case where the error is completely decorre-
lated, i.e. E(w!'Tx TgleQ) = 0, the quantisation error just appears as an additional
noise source at the decoder. In practice, the quantisation noise will not be completely
decorrelated, but it is not straightforward to analyse the performance of the corre-
lator given arbitrary Ty and T, because quantisation is a non-linear process. Fei
et al. [55] linearise the uniform quantiser in figure 5.1 and showed that the result-
ing linear model has higher capacity when different domains for watermarking and
compression are used. However, the authors in [55] assume the image coefficients
follow a stationary Gaussian distribution after compression, which is not generally
true. Ramkumar et al. [133, 134] also suggest that the use of transforms with poor
energy compaction properties, which are unsuitable for compression, provides greater
watermark capacity. Xia et al. [164] derive explicit expressions of the quantisation
noise distribution under the same scenario in terms of the characteristic function of
the distribution of the image coefficients. In general, image coefficients do not neces-
sarily follow Gaussian distribution, especially after compression. Nevertheless we can

expect the following when a watermarked image undergoes compression:

1. Any compression system will remove perceptually insignificant components of
an image. Therefore the watermark energy in the high frequency components
will be reduced, or even be removed altogether, whereas the watermark energy

in middle or lower frequency components will be more or less preserved.

2. The more different the compression and the watermarking domains are, the less
correlated will the quantisation error be with the watermark, and performance

of the decoder/detector will be likely to improve.

The optimal solution for decoding/detection of watermark when using correlation is
the same as the previous case, i.e. we calculate the weights v = u/0? for each channel
and combine the outputs from multiple channels accordingly. We can also fix the

weights in advance as in the previous case.
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5.2.2 The generalised (modified) matched filter

The use of correlation for watermark decoding is based on the assumption that the
noise at the decoder is Gaussian. Unfortunately, this does not hold after compression.
As the compression level increases, more and more coefficients in the higher frequency
bands are quantised to zero. The distribution of the watermark and the host coeffi-
cients in these subbands thus become more peaky. We can model the received signal

after compression as:
y=nw-te. (5.3)

n accounts for the fact the watermark amplitude is decreased after compression, but
since this has the same effect on the signal for both a bit 0 and a bit 1, we can ignore
it in decoding. The channel noise e can be described by a generalised Gaussian
distribution GG(u, ¢, 0):

Cc

PGaG(p,c,0) (I) = Wb(o—v C) eXp(_b(Uv C)C|x - “|C)7 (54)
where,
b(o,c) = % ?E?;Z; and I'(a) = /OO u e du. (5.5)

i is the mean of the distribution; ¢ is the standard deviation and c¢ is the shape
parameter. The Gaussian and the Laplacian distribution are special cases of (5.4)
with shapes ¢ = 2 and ¢ = 1 respectively. As the shape parameter ¢ decreases, the
distribution becomes more peaky and has heavier tails, whereas the distribution tends
to uniform as ¢ tends to infinity. If we substitute the probability distribution (5.4)
into the ML decoder and take the log-likelihood (equation (4.9)), we arrive at the
following generalised (modified) matched filter (or generalised Gaussian decoder):

1 . . . bit 0
Tgg = Nb(a» c) Z (I + wil® = [y — wil) b% 0. (5.6)

- it 1
)

If the underlying noise follows the generalised Gaussian distribution with a shape
parameter other than 2, then the generalised Gaussian decoder should perform bet-
ter than the correlator. We first estimate the perceptual mask from the compressed
image as before and inversely scale the received coefficients to make the input ap-

proximately stationary and then use (5.6) for decoding. When ¢ = 2, (5.6) reduces
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to the conventional correlator, normalised by % When ¢ < 2, the non-linearity of
the decoder has the effect of suppressing outliers in the received signal, similar to
the locally optimal detector discussed in section 4.6. The use of generalised matched
filter was discussed by various authors (for example, Hernandez et al. [66] and Cheng
et al. [33]) in the context of DCT domain watermarking, but in many cases the dis-
tribution of the DCT coefficients is assumed to be Laplacian (i.e. ¢ is fixed to 1).
In practice, we estimate the shape dynamically using moment matching as described
in [20, 108].

When there is more than one channel available, we estimate the shape indepen-
dently for each channel, substitute the shape into (5.6) and add the outputs from
different channels together. No scaling factors v for combining channel outputs are
necessary as (5.6) is the log-likelihood ratio!. In the case of watermark detection, it is
not possible to use the local optimal detector in (4.31) directly because there are no
closed form expressions of the probability density function and its derivative of the
generalised Gaussian distribution with arbitrary shapes. However, we can, for exam-
ple, model the generalised Gaussian distribution as a mixture of Gaussians [35, 22] and
use the LOD on this mixture. Precautions should be taken when the underlying noise
cannot be modelled by the generalised Gaussian distribution. In such scenario, the
generalised Gaussian decoder may be suboptimal and using the modified correlation

decoder as described in the previous chapter is a good compromise.

5.2.3 Simulation results and discussion

We repeat the test in section 4.5 for both JPEG and JPEG2000 compression and
investigate any possible improvement using the generalised matched filter. A 128 bit
watermark (uncoded) is embedded as described in the last chapter, and the gener-
alised Gaussian decoder is used to decode the watermark after inverse scaling. Note
that we do not need a reference watermark to estimate v; (the weights for combining
multiple channel outputs) in the case of the generalised Gaussian decoder as discussed
in the previous section, and the RMS watermark payload is adjusted to be the same
as in the simulations in section 4.5 for fair comparison.

Figure 5.2 shows the results of the generalised Gaussian decoder in the CWT,

!Equation 5.6 is actually the normalised log-likelihood ratio. If all channels have the same number
of coefficients, the factor 1/N is not necessary. However, in wavelet transform, the finest resolution
subbands have the most coefficients and are also less reliable after compression than the coarser
resolutions. Normalising (5.6) prevents the more unreliable channels from dominating the overall
log-likelihood.
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Figure 5.2: Comparing the modified correlator and the generalised Gaussian decoder
under JPEG and JPEG2000 for the CWT (a,b), DWT (c¢,d) and DCT (e,f) domains.
All the results are for the Lena image. Results for Baboon and Pills images are similar
and are not shown here. The generalised Gaussian decoder has similar performance
to the modified correlator in the CWT domain under both JPEG and JPEG2000.
However, the generalised Gaussian decoder performs worse in the DW'T and DCT
domains under JPEG2000 and JPEG respectively.
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Distribution of level 2 HH band under JPEG2000 at 0.6 bpp for Lena Distribution of group 4 of DCT coeff under JPEG at QF 50 for Lena
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Figure 5.3: Example distributions of inversely scaled coefficients after compression
for the DWT (a) and the DCT (b) middle frequency bands of the Lena image. The
distribution on the left is after JPEG2000 at 0.6bpp and the one on the right is
after JPEG at quality factor 50. The RMS error introduced by compression is about
the same in both cases. Neither of the two distributions can be described well by
a generalised Gaussian distribution. Using the modified correlator in these cases is
a good compromise. The distribution of inversely scaled CW'T coefficients does not
exhibit this behaviour after compression.

DWT and DCT domains under both JPEG and JPEG2000. The generalised Gaus-
sian decoder has similar performance compared to the modified correlator in the
CWT domain, but performs worse in the DWT and DC'T domains under JPEG2000
and JPEG respectively. The results are a bit surprising. The lack of improvement
in the CWT domain is probably because inverse scaling has the effect of reducing
the peakiness of the coefficient distribution. On the other hand, the distribution
of inversely scaled coefficients in the DWT and DCT domains does not always fol-
low a generalised Gaussian distribution, especially in the medium and low frequency
bands. Figure 5.3 shows two examples of the distribution of inversely scaled DWT
and DCT coefficients of one of the middle frequency bands of Lena under medium
level of compression (quality factor of 50 for JPEG and 0.6 bpp for JPEG2000?).
The distributions cannot be described by a generalised Gaussian distribution. In
such cases, using correlation for decoding is a good compromise because the exact
form of the distribution is not known. The distribution of the inversely scaled CWT
coefficients does not exhibit such behaviour. In a nutshell, we conclude that using
the modified form of correlator described in section 4.4.3 is good enough for decoding

spread spectrum based watermarks in compressed images.

2This level of compression produces a noticeable degradation of the image
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5.3 Watermark decoding after geometric distor-

tion

5.3.1 The geometric distortion attack

The geometric distortion attack belongs to the group of geometric attacks (which
include rotation and scaling, and they are discussed at the end of this section), where
the attacker does not remove the watermark, but aims to destroy the synchronisation
of the watermark sequence. This attack was first proposed by Petitcolas et al. in [123],
and resulted in the first benchmark (Stirmark) [95] on watermarking systems. Most
existing watermarking systems employ the principle of spread spectrum because it al-
lows reliable communication through a noisy channel. Unfortunately, spread spectrum
systems are prone to timing errors, even a slight shift in the synchronisation sequence
can confuse the detector. The geometric distortion attack exploits this weakness by
shifting each pixel by a small distance in a random but smooth manner such that the
resulting image still resembles the original. An example of the geometric distortion
attack is illustrated in figure 5.4. The top row shows the original Lena and the grid
while the bottom row shows the distorted version. The grid illustrates the effect of
the distortion on the pixel positions. If the distorted image is not resynchronised, a

spread spectrum based watermark decoder will be defeated.

5.3.2 Image registration based on motion estimation
5.3.2.1 Introduction

The process of registration aims to resynchronise the watermark random sequence in
a distorted watermarked image. Existing approaches fall mainly into two categories:
template insertion [120] and feature matching [72]. The former involves embedding
a template, typically a known pattern of peaks in the DFT domain, in addition
to the watermark. The template extracted from the watermarked image is used to
invert any possible distortions, i.e. this method is blind. Unfortunately this method
is susceptible to the template removal attack [68]. The second approach uses the
locations of feature points in the distorted image as well as those in a reference
copy to infer the distortion. The underlying algorithm of these two approaches are

identical. The distortion suffered by the watermarked image is modelled as a global
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Figure 5.4: An example of the geometric distortion attack. The top row shows the undis-
torted version of Lena (a) and a grid (b), while the bottom row shows the effect after the
geometric distortion attack (c) and (d). The grid illustrates the effect on the pixel locations
after the attack. We can also see that the distorted version of Lena looks very similar to the
original. In general, the distorted image resembles the original unless the image contains
many vertical or horizontal lines (like the grid image), in which case the distortion will be

perceptible.
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where (2/,y') and (z,y) are the new and the original pixel location. The matrix pa-

affine transform:

rameters in (5.7) are solved via linear least square using the matched points in the
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distorted image and reference image (or matched peaks of the template in the first
case). This model assumes the underlying transformation is constant throughout the
image, which, unfortunately, does not necessarily hold for deliberately localised trans-
forms like geometric distortion attacks. Such distortion, however, can be reasonably
well approximated by an affine transform on a small scale, if the image is to be a
close approximation of the original.

An improved version of second registration scheme has been used in the past
in registering satellite images [61]. Instead of modelling the distortion as an affine
transform, a mapping function from the original image to the distorted image is
estimated. The matched points are used as anchors and the mapping function is
interpolated from these points using radial basis functions (see section 5.3.2.3).

In the following sections we will describe our novel image registration scheme,
which is based on a similar idea as in [61]. However, instead of using matched feature
points, we use motion vectors, thus eliminating the problem of identifying matching
correspondences. Geometric distortion is viewed as a form of motion between the
reference and the distorted image. Although the requirement of a reference image
seems to conflict with blind watermark detection, it is not necessary to use the origi-
nal host image as the reference. Ideally we would use an undistorted image, which has
the same watermark as the distorted image, as the reference, so that the watermark
can help with motion estimation in otherwise smooth regions. In practice, however,
we can use an undistorted (or even compressed) image watermarked with a different
algorithm as reference, with little degradation in performance. This is because the
motion estimation algorithm is robust enough to cope with the presence of different
watermarks embedded in the distorted and the reference images. Typically, a mo-
tion field is much denser than the distribution of feature points, and this allows us
to estimate the mapping function more accurately. The overall image registration
process consists of two steps: motion estimation and motion compensation. We will
first summarise the basic motion estimation algorithm. Then we will describe how to

detect and correct erroneous motion vectors and show some experimental results.

5.3.2.2 Motion estimation with complex wavelets

Motion estimation is performed in the CWT domain and the algorithm is derived
from the one due to Magarey [107]. Magarey showed that complex wavelets allow
more accurate motion estimation compared with traditional techniques like block
matching [85] or gradient descent [86]. In addition, using complex wavelets allows

seamless integration of image registration with our watermarking algorithm in the
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CWT domain. Figure 5.5 depicts the structure of the algorithm. The inputs to each
level are the detail CWT subimages of the reference and distorted images (plus the
C'SD surfaces of the previous level, which are defined later), while the output is a set
of real value surfaces C'SD!(n, f), indexed by the subpel location n = (z,y), each of

which defines a motion vector and its associated confidence at a given CW'T level [.

CWT CWT CWT Distorted
i (XX
Le\liel Lowpass LE\_’lel Lowpass - Lei’el " image
lDetaiI iDetaiI lDetaiI
ME MVC ME » MVC —ITI» ME MVC >,
CSD csp- Csb
Detail Detail Detail
CWT CWT CWT Reference
< € oo —
Le\[el Lowpass Lf‘_"f' Lowpass Lei/d eimage

ME = Motion estimation @ MVC = Motion vector correction

Figure 5.5: Block diagram of the motion estimation algorithm in the CWT domain. The
algorithm is hierarchical and starts from the coarsest level of the CW'T. The density of the
motion field increases by a factor of 4 as we go up each resolution. The algorithm terminates
when the desired motion estimate density is obtained.

The shift-dependent properties of the CWT are the essence of motion estimation.
For relatively small displacements, the phase of the CWT coefficient at any given
subband varies almost linearly with shift, while the amplitude is approximately shift
invariant®>. The CWT also has better directional selectivity than the conventional
real wavelet transform as there are six subbands at each level instead of just three
with real wavelets (figure 3.4). This allows us to distinguish between motion along
opposing diagonals.

In order to estimate motion to subpixel accuracy, we need to estimate CW'T coef-
ficients at non-integer-indexed locations from the known integer-indexed coefficients

in the same subband. This is achieved by modulating an interpolation kernel to the

3We could have used this property and use the CWT coefficients magnitude for embedding water-
marks, and in this way the watermark would automatically be shift-invariant and be robust against
geometric distortion without the need of registration. This is the reason why some authors (for
example, de Rosa et al. [47] and Solachidis [137]) use the DFT domain for watermarking. Unfor-
tunately we cannot use the magnitude of the host image CWT coefficients (and without changing
their phase) in watermarking, as the resulting watermark will violate equation (4.2) and there will
be information loss upon inverse transform (see section 4.3.1).
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centre frequency of the filter of the subband concerned, and convolving the result-
ing kernel with the CWT coefficients. If we denote the CWT coeflicients at level [,
subband @ (6 € {£75° £ 15° £ 45°}) as X9 (n) and the coefficients from the same
subband with a shift f = (f,, f,) as X" (n + f), the interpolation process can be

written as:

Jn+f) ~ wa” D (n+ k), (5.8)

where the modulated kernel W is given by:
W (k) = Hy(—k)ed @) (k) (5.9)

He(k) is a 2-D windowed-sinc interpolation kernel, and Q¢ = (wﬂﬂ),wgﬂ)) is the
horizontal and vertical centre frequency (measured in radians per pixel) of the filter
at level [ and subband . Equation (5.8) holds for any fractional shift f as long as
fz, fy € [—0.5,0.5]. In other words, we can only estimate a displacement less than
half of the sampling interval of the current scale (e.g. 4 pixels at level 3). However,

there is an easy solution to estimate larger displacement, which is discussed later.

Motion estimation begins at the coarsest level /,,,,, which is fixed at level 4 in our
implementation. We define the subband squared difference surface (SD"?)) at subpel

n over the variable f as:
SDEO(n, £) = [ X (n+£) — XD ()2, (5.10)

where X; and X, are the CW'T coeflicents in the same subband from the reference
and distorted images respectively. Equation (5.10) gives rise to an approximately

valley-shaped quadratic surface (figure 5.6a):

SDM(n, ) ~ | (@) + x5 () 5.1
21X (0) X5 () eos (61 (m + £) — 6" (m), |
where ¢\ (n + £) and ¢$"”(n) are the phases of the CWT coefficients X\"? (n + f)
and Xél’g)(n) respectively. Equation (5.11) shows how the phase difference between
the CW'T coefficients of the reference and distorted images is related to the spatial
displacement. The minimum of (5.11) lies along a line parallel to the dominant
orientation (the vector Q49) of the corresponding subband filter. This minimum line

gives us the maximum likelihood estimate of the motion in the direction orthogonal



86 CHAPTER 5. WATERMARK DECODING AFTER ATTACKS

to the orientation of the filter. We combine the SD"9 surfaces from all the six
subbands to form a single level squared difference surface (SDW") at each subpel

location n (figure 5.6b), which is also approximately quadratic:
= Z SD®O (n, f), and,
0

SDU™ (0, £) & a(fo = fopin)” +0(Fy = Fynin)® + (fr = Fani) (Fy = Fynin) +d

(5.12)

The parameters in (5.12) are derived from X; and X, [107] and are listed below for

completeness:
0= Z X7 () X5 () ()
b= Z\X 0 () X3 ()| (w2,
¢ = Z |X 19 19 ( )|2w(l,0)w(l,0);
_X(lve)
0= X )5 ()] (-2l (4 T
[4
x ©0)
0= Z\XW X (m)|(~2)wi (z I NE
l@ (1,0) ] ]
w = ZIX n)| — X7 (m)])%;

1,0 1,0
+ 31X () X ()| (z
[/

and,
JR— 1 .
fmin = m(%b —co, 2ap— ct);
6 = —a mmln - f min fwmznfymzn (513)

At the coarsest level, the location of the minimum of this surface fimin = (fo,..> fymin)
(scaled by 2'me=) is the coarse motion estimate of the block of 2imer x 2lmas pixels

centred on 2'me=n in the distorted image. We define the curvature matriz A around
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the motion estimate as:

2
= (5.14)
c 2b

The eigenvalues Ay, Ay (with A; > Ay) of A and the corresponding eigenvectors €max,

€min are used as a directional confidence measure at level [,,,,. In other words, the

motion vector is most reliable in the direction of epax and vice versa.

If we suspect the motion is larger than half of the sampling interval at the coarsest
level, we calculate the SD® surfaces using corresponding CWT coefficients in the
distorted and reference images, and also from CWT coefficients in the distorted image
and those in the adjacent locations in the reference image. We then choose the
neighbour (at each subpel n) which gives the smallest SD®). This increases the range

of motion estimation by 2'me= pixels and is done only at the coarsest level.
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Figure 5.6: (a) A typical subband squared difference surface of the —45° subband. The
motion estimate orthogonal to this direction is the vector from the origin to the projection
of the line of minimum of the surface. We have one such surface per subpel location per
subband. (b) When we combine the SD® surfaces from all six subbands, we form the
level squared difference surface SD®) at each subpel. The location of the minimum of this
surface is the motion vector and the projection of the surface contour onto the zy plane is
the elliptic contour of confidence.

The CWT coefficients at finer levels are used to refine the coarse motion estimate.

We incorporate the level squared difference surface into a cumulative squared difference
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surface (C'SDW) defined as follows:

l CSD'H ) (n, f) + SDO(n, f) ifl < lpee
CSDY(n,f) = : (5.15)
SDU) (Il7 f) if | = -

The location of the minimum of CSD® now gives us the motion estimates at level
. The curvatures* at each location n give us the confidence measure of individual
motion vectors f. The field CSD'1)(n, f) is a bilinearly interpolated version of
CSDUH (n, f) because the density of SDU(n, f) is four times that of C.SDU ) (n, f).
In addition, the curvatures of SD® are corrected by subtracting a ‘shallow circular
bowl’ centred on the minimum of SD®. We call this curvature correction. The
effect of this is to minimise the curvature of the quadratic surfaces parallel to straight
edges. This is important in correctly identifying motion vectors which suffer from
the aperture problem. Finally, any erroneous motion vectors are corrected (see next
section) and the associated SD® surfaces recalculated before being incorporated into
CSDW(n, f). The corrected motion field forms the starting motion estimates at level
[ — 1. The level at which the algorithm terminates depends on desired density of the
final motion field. In image registration, we found that having one motion vector per
4 x 4 pixels (i.e. terminating at level 2) is sufficient. Besides, the CWT coefficients

at level 1 are in general too noisy to allow reliable motion estimation.

5.3.2.3 Motion vector correction

Identifying erroneous motion vectors Under ideal conditions when there are
corner features everywhere in the image and the distorted image suffers no degra-
dation, most of the motion vectors will be correct. However, this rarely happens in
practice. It is important to correct wrong motion vectors, otherwise the watermark
decoder performance will be poor in areas where the registered image is still mis-
aligned with the watermark sequence. There are two scenarios which may result in

erroneous motion vectors:

1. When a motion vector lies near an edge, only the component of motion perpen-
dicular to the edge can be reliably estimated. This is the well known aperture
problem. We denote this as Type I Error. Each of these vectors has one com-

ponent which is reliable.

“We calculate A using parameters from C'SD® rather than SD®.
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2. When the underlying region is either featureless, too noisy or has repetitive
patterns, the estimated motion vectors may be completely wrong, even though
the associated confidence (equation (5.14)) may be high. We denote this as

Type II Error. Such vectors are completely unreliable and should be removed.

Figure 5.7 shows an example of the initial motion vectors at the coarsest level,
together with the elliptic contour of confidence around each motion vector. After
curvature correction (see section 5.3.2.2), the associated elliptic contours around the
motion vectors, which suffer from aperture problem, appear as ‘long and thin’, with
the component of motion along the minor axis being reliable. The contours of other
motion vectors are not affected. Thus we can identify Type I Error when the ratio
of the major axis to the minor axes of the elliptic contour exceeds a threshold. To
identify Type II Error, we utilise the smoothness constraint of the motion field. Since
geometric distortion results in an image that resembles the original, the true motion
field must be smooth, as any discontinuity will result in visual artifacts. Unreliable
vectors thus manifest themselves as discontinuities. We detect discontinuity in both
magnitude and phase of the motion vectors. If the magnitude or the phase of a vector
differs too much from its (reliable) neighbours, we flag it as being erroneous. Once
all the erroneous motion vectors have been identified and removed, we need to fill in
the ‘missing information’. Before describing the interpolation algorithm, we will first

discuss the interpolation technique employed.

Surface interpolation using radial basis functions Radial basis functions (RBF')
have been widely used in medical imaging for reconstructing surfaces [28]. They are
particularly useful in cases where the holes to be filled are relatively large®. A surface
is regarded as a single-valued function P of two variables: P : R? — R, where the in-
terpolation nodes, at which the value of the function is known, do not generally lie on
a regular grid. The problem is to approximate P with a smooth function which pro-
vides at least C'! continuity so that there are no creases in the reconstructed surface.
Given the values of P at locations (z1,v1),...,(Zy,yn), the radial basis function g,

which approximates P, is given by:

a(n) = g(m) + > Ao (rs), (5.16)

5If the holes were small, we could use much simpler techniques such as cubic splines or piecewise
polynomial interpolation.
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Figure 5.7: Example of motion vectors (black arrows) in a 32 x 32 pixel block, together
with individual elliptic contour of confidence. The smaller the contour, the more reliable the
vector. The vectors labelled ‘A’ are thus relatively reliable, whereas the vectors labelled ‘B’
are probably wrong since they are much bigger and point in directions which are different
from other vectors. There is a dominant horizontal edge in the middle of the pixel block
and the contours of the vectors lying near the edge (labelled ‘C’) appear as ‘long and thin’.
The true motion is 4 pixels upward and 4 pixels to the left.

where,

n = (z,y); m=(v;,y); NeER
rio= In—ngl = (z—5)*+ (y—v)%
gn) = go+ g1+ goy.

Thus the RBF is a linear combination of translated versions of a radially symmetric

function, plus a low degree polynomial. ¢ (r) is a fixed function and is given by:

Y(r) = r*log(r). (5.17)

This is the so called thin-plate spline. The coordinates (z,y) also have to be nor-
malised such that all data points lie on a unit square. The parameters gq, g1, g» and

A; in (5.16) must satisfy the following equations:

¢(n;) = P(n;), i=1,2,...,N, and, (5.18)
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N
> Xih(m) =0, for Vhe 7. (5.19)
=1

72 is the space of all polynomials h of two variables with degree at most the same

as g. Equation (5.18) says ¢ must pass through all the nodes at which the value of
P is known, while equation (5.19) makes ¢ tend to a flat surface with normal in the
direction (—g1, —g2, 1), (which should be orthogonal to the planar component of the
surface being fitted), as we get further away from the nodes. The solution is given
by:

- - - -4 —1 -

A1 Y(rn) Y(re) - Yw) 1 20 oy P(ny)

Av| _ |¥(rwv) w(rwe) - lrww) 1 ooy yw P(nn) (5.20)
% 1 1 1 0 0 0 o |

g1 1 T2 TN 0O 0 0 0
| 92 | | n Y2 e YN 0 0 0] | 0]

where 7;; = |n; — n;|. The bottleneck of finding the parameters of the RBF is
the inversion of the (N + 3) x (N + 3) matrix in (5.20). At present, we form a
window around the missing data and expand the window until it captures enough
reliable motion vectors (the neighbourhood size is set to 200 vectors) and then fit
an RBF to the resulting window. We found that the algorithm is efficient enough
even if we are only using brute force matrix inversion. Unfortunately, this limits the
maximum number of vectors we can handle at a time to about 200. Once we obtain
the parameters of ¢, we evaluate (5.16) at all places where there is missing data. In
other words, we only need to evaluate (5.20) once for each surface to be interpolated.

Figure 5.8 shows an example of a surface interpolated with an RBF.

Correcting rejected motion vectors There are two phases in interpolating er-
roneous motion vectors. The vectors suffering from the aperture problem are inter-
polated first before the completely unreliable vectors are dealt with. For each Type
I Error motion vector, we resolve the surrounding reliable motion vectors along the
direction of the unreliable component of the vector concerned, which results in a
surface. We then fit an RBF to this surface and evaluate a probable value for the
unreliable component of this vector, which is then combined with the reliable compo-
nent to form the corrected vector. The procedure is repeated for each Type I Error

vector.
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Figure 5.8: An example of RBF interpolation. (a) shows a surface with holes. (b) shows
the reconstructed surface interpolated by an RBF.

{f} —+{ Identifying Interpolating Interpolating|s¢ | Relaxing
m 0} . {u}
SD "“+| lerroneous |—» Type I error |—»Type II error motion m
rm+1 . CSD
CSD " "»| L.vectors vectors vectors field

Motion Vector Correction

Figure 5.9: Inside the black box “Motion Vector Correction” of figure 5.5. The inputs are
the initial motion estimates {f}, the current level squared difference surface SD and the
bilinearly interpolated C'SD surface from the previous level. The outputs are the smoothed
and corrected motion field {u}, and the C'SD surface of the current level.

The newly corrected Type I Error vectors are then treated as reliable vectors
during the interpolation of Type II Error vectors. Fortunately, the Type II Error
vectors tend to form clusters, which means we typically need fewer RBFs than for
Type I Error vectors. For each cluster of such vectors, we form two surfaces; with
one using the vertical component of the surrounding reliable vectors, and the other
using the horizontal component. After RBFs are fitted to them, these two surfaces
are recombined to form the corrected Type II Error vectors. After all the vectors are
corrected, the SDU surfaces (5.10) are recalculated at the corrected vectors. Finally,
we apply a relaxation procedure [15, 106] to the corrected motion field, in order to
take into account the relative confidence of each motion vector, and to reduce the
effect of noise in our measurements. The relaxed motion field {u} now becomes the
initial motion estimate of the next level. Figure 5.9 summarises the overall correction

procedure.

5.3.2.4 Experimental results

The motion estimation algorithm terminates at level 2, resulting in one motion vector

per 4 x 4 pixels. At such small scale, the distortion can be approximated as simple
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(f)

Figure 5.10: A registration example. (a) The reference image, which is watermarked.
(b) After applying Stirmark with a bending factor of 3.0. (¢) The estimated motion
field at level 3 in the highlighted area in (a). The distortion is clearly not affine across
the whole region, but in a small neighbourhood, the distortion is close to being affine.
(d) Difference between (a) and (b). The darker the colour, the bigger the difference.
RMS error is 39.9. (e) The registered image. (f) Difference between (a) and (e).
The registration process has almost completely inverted the distortion. RMS error
(excluding the boundary regions) is reduced to 7.1.
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Figure 5.11: Watermark decoding on the 3 test images attacked by geometric distortion,
before and after image registration. The higher the bending factor, the bigger is the dis-
tortion induced. The BER before and after registration is more or less independent of the
bending factor, which shows that even a slight degree of distortion is enough to jeopardise
the decoder and registration is essential to correct watermark decoding. The residual BER
after registration is due to part of the image boundary regions being removed by the attack
which cannot be recovered.

translation given by the motion vector. To invert the distortion, we simply have to
move each pixel block back to its original location. Cubic spline interpolation [145] is
used to obtain image intensities at subpixel accuracy. Since the geometric distortion
attack removes some parts of the image which lie close the the image boundaries, these
regions cannot be reconstructed during registration. However, since these regions are
small compared with the image, this has small effects on the decoder performance.
Figure 5.10 shows an example of the registration algorithm. We can see that the
distortion is not affine in a global scale, but is close enough to affine on a small scale.

The proposed registration algorithm succeeds in aligning most of the edges in the
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image correctly. The effectiveness of registration is also tested with our blind spread
spectrum watermarking scheme (in the CWT domain) proposed in chapter 4. The
benchmark software (version 3.1) described in [95] is used in all simulations. Figure
5.11 shows the effect of registration on watermark decoding on the 3 test images Lena,
Baboon and Pills. The bending factor indicates the amount of distortion introduced.
We can see that even a small amount of distortion (small bending factor) is enough to
confuse the decoder, and the BER prior to registration approaches 0.5. The BER after
registration is greatly reduced, no matter how much the image has been distorted.
There is a residue BER after registration because part of the image boundary has been
removed during the geometric distortion. However, this is only an implementation
issue, which can be eliminated if we do not use the image boundary regions for
watermarking. The effects of registration on other existing spread spectrum based
watermarking schemes ([40, 84, 165, 166]) are also tested and the results can be found
in [103]. In all cases, our proposed registration algorithm improves the performance of
existing spread spectrum based watermarking schemes significantly under geometric

distortion attacks.

5.3.3 Registration of rotated or scaled images

Unfortunately the registration algorithm described previously was designed specifi-
cally to handle relatively small distortion and it cannot handle larger distortions like
rotation or scaling. Template matching, where a known pattern of peaks is embed-
ded in the DFT domain, as mentioned in section 5.3.2.1 and discussed in [120], can
be used to invert rotation, scaling, shearing, etc. However, an attacker can simply
compute the DFT of the watermarked image, identify the peaks and remove them,
followed by affine transforming the image to defeat the registration mechanism. This
is the so called template removal attack [68]. In order to be robust against the tem-
plate removal attack, the attacker must not be able to remove the template without
destroying the image. A solution is to use the autocorrelation function of the water-
mark as the template [91]. If multiple copies of the same watermark, each shifted
by a different amount, are overlaid on top of one another, the resulting autocorre-
lation function will feature additional peaks, which can be used as a template. The
maximum translation detectable by this technique is limited by the displacement be-
tween the different copies of the watermark (chapter 5 of [92]), and the larger is this

displacement, the smaller are the peaks in the autocorrelation function. Hence there
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is a tradeoff. A better implementation is to use a periodic watermark sequence® as

suggested by Voloshynovskiy et al. in [149]. The DFT of the watermark will have a
regular grid pattern of peaks and the grid period is related to watermark sequence
period. This grid pattern can be easily detected by computing another DFT of the
magnitude of the watermark DFT, and grid period will show up as a prominent peak
in this second DFT. The rest of the registration algorithm is identical to the tem-
plate matching approach discussed at the beginning of this section. In both of these
approaches, the watermark detector has to compute an estimate of the watermark
before extracting the template. Yet another approach for watermark decoding in
rotated/scaled images is to embed watermarks in a rotation/scale invariant domain
(e.g. the Fourier-Mellin domain [120]). However, this approach has some known
problems: existence of interpolation error during inverse transform and the inability
to detect a general affine transform which cannot be described by rotation or scaling,
although the former problem was later solved by the authors using the Chirp-Z trans-
form [121]. Registration of rotated, scaled or cropped images is a solved problem and
is not considered in this thesis.

As mentioned in section 5.3.2.1, the geometric distortion attack can be well ap-
proximated as an affine transform on a small scale. Therefore one can perhaps use a
template approach (for example, [149]) on a blockwise basis and perform the registra-
tion process separately in each block prior to watermark detection. This is probably
a direction of future research. A possible solution to watermarking resistant to geo-
metric distortion is suggested by Kutter et al. in [94], where the image is segmented
according to some features and the watermark is embedded in each segment sepa-

rately.

5.4 Robustness of watermarks against denoising

attacks

5.4.1 The denoising attack

The denoising attack aims to estimate the watermark from the image and removes
it. This is in contrast compared with the geometric distortion attack described in

the previous section, which alters the geometry of the image without removing the

6The watermark is still a pseudo-random sequence, but the entire watermark sequence is made
by concatenating one (shorter) random sequence. Thus the watermark sequence exhibits periodic
structure.
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watermark. As mentioned in section 4.4.4, the detector of many additive watermark-
ing schemes first estimates the watermark prior to detection. The denoising attack
uses this weakness to its advantage. This problem arises because all spread spectrum
based watermarking schemes are linear, and the watermark is generated independently
(apart from the perceptual mask) from the host image and is simply added to the
image afterwards. Thus it is straightforward to estimate the watermark component
in higher frequency bands, where the host image usually has little power, without the
knowledge of the secret key used in embedding. A commonly used estimator is the

MAP estimator given by:

§ = arg max{p.(«'s) - ps(s)}, (5.21)

where p, is the host pdf and 2’ is the watermarked image. Under the assumption
that both the watermark and the image are locally i.i.d. Gaussian, (5.21) becomes

the familiar Wiener filter:

5= (2! —a'), (5.22)
where,
e S is the estimated watermark.
e 2’ is the watermarked image with 2/ being its local mean.

e 02 and o2 are the local variances of the watermark (including perceptual scaling)

and the host image respectively.

The denoised image y is obtained by subtracting the estimated watermark from the

watermarked image.

y=ua+ p" jag (' — ). (5.23)
Wavelet shrinkage [151] is also a special case of the denoising attack, where the image
prior is Laplacian. Su et al. [140, 138] derive an optimal filter and additive noise
spectrum based on minimising the capacity of the image. Their filter differs from the
Wiener filter under the Gaussian image distribution assumption. The authors argued
that, in order for the image to resist estimation based attacks, the watermark should

perceptually look like the host image, which is referred to as the Power Spectrum
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Condition [139] by the authors. In the frequency domain, this translates to:

o Py(w), (5.24)

where P, (w) and P,(w) are the power spectrum of the watermark and the host image,
and G(w) is the gain of the watermark. This assumes the gain of the watermark
is approximately equal to the reciprocal to the visual sensitivity of that particular
frequency. In [140], the authors assume the signal is stationary and Gaussian, which
does not hold for images in general. However, typical images can be treated as locally
stationary. Thus we can apply the attack on a blockwise basis. We can see that (5.24)
is satisfied by the gain factor used in our CWT watermarking scheme (equation 3.7),
with the term kQW adapting the watermark energy closely to the local activity
of the host image and we expect the proposed scheme to resist denoising attacks.
Denoising attacks are actually closely related to compression. Compression aims
to remove the insignificant components of the image, whereas denoising also tends
to remove insignificant components of the image, which are usually dominated by
noise. As we will see later, the effects of denoising attacks are very similar to that
due to compression. We use the modified correlator for decoding the watermark
under denoising attacks, because the simulation results in section 5.2.3 show that we
can obtain hardly any improvement by using the generalised Gaussian decoder, for
decoding CWT watermarks under compression. Recently, a more advanced attack
which involved changing the sign of the estimated watermark at random locations, so
that the correlation between the estimated watermark and the expected watermark is
reduced to as close to zero as possible, is suggested by Voloshynovskiy et al. in [152].
The attack involves adding random noise to the denoised image, with the sign of the
random noise chosen to be opposite to that of the estimated watermark at about half
of the locations, and the same for the rest of the locations. In other words, the noise
is dependent on the denoised image. The authors refer to this as the remodulation
attack and they showed the attack is very effective against common spread spectrum

based schemes and none of the schemes the author tested survives the attack.

5.4.2 Simulation results and discussion

We investigate the robustness of our spread spectrum watermarking scheme under
denoising and denoising with remodulation. In the denoising attack, we divide the

image wavelet coefficients into trees and use the attack proposed by Su [140] on each



5.4. DENOISING ATTACK 99

Lena - 128 bits under denoising and remodulation attacks using modified correlator
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Figure 5.12: Comparing denoising attack (with and without remodulation) with JPEG
compression. The linear filter suggested by Su [140, 138] is used as the denoising filter
and remodulation attack uses a 3 x 3 and 5 x 5 window to estimate the watermark. The
denoising attack from Su is not as effective as JPEG2000 but the remodulation attack
seems effective. However, the remodulation attack produces perceptually slightly worse
images than compression and denoising (see figure 5.13).

Figure 5.13: Lena after JPEG2000 compression (a), denoising (b) and denoising with re-
modulation attacks with 3 x 3 window for estimating the watermark sign (¢). Denoising
attacks blur the image in a manner similar to compression, whereas the remodulated image
looks noisier. The RMS error of the all images is about 6.3.

of the trees independently. A tree is defined as the wavelet coefficients at a particular
spatial location in all subbands at level 3 of the CWT transform, plus the children (in
level 2), and the grandchildren (in level 1) of these coefficients. Each tree is treated
as a stationary signal. The squared magnitude of the CW'T' coefficients is used as
an estimate of the power spectrum of the signal and the CW'T coefficients are scaled
down in magnitude according to Su’s filter followed by addition of independent noise

with power spectrum given in [140]. In the second test, we employ the benchmark
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software developed by Pereira et al. [122] to implement the remodulation attack with
3 x 3 and 5 x 5 windows for estimating the watermark’. Figure 5.12 shows the results
of Su’s linear filtering attack together with denoising with remodulation compared
with JPEG2000 compression. Only the results for the Lena image are shown and the
modified correlation decoder (section 4.4.3) is used in all cases. The attack suggested
by Su is not as effective as compression in removing the watermark when we compare
the BER at a given level of RMS error. This is because the authors’ assumption of
Gaussian signal does not hold for images. The remodulation attack is more effective
than denoising with the addition of independent noise as in [140]. However, one
must note that the RMS error does not give an accurate picture of the distortion
introduced to the image, because the denoising and remodulation attacks result in
different kinds of artifacts. This is apparent in figure 5.13, which shows the Lena
image after JPEG2000 compression (at 0.5 bpp), denoising and remodulation attacks
respectively. Denoising attack blurs the image in a manner similar to compression,
whereas the remodulated image on the right looks noisier, even though all the images
have approximately the same RMS error. The remodulation attack implemented
in [122] is actually not as effective as the results suggest. This is partly because
the current version of the remodulation attack employs a very primitive perceptual
model. Nevertheless, we expect the remodulation attack will be very effective when

a better perceptual model is used.

5.5 Chapter summary

In this chapter, we discussed watermark decoding in the presence of compression,
geometric distortion and denoising attacks. We modelled the host image coefficients
under compression as a generalised Gaussian distribution and introduced the gen-
eralised modified matched filter for decoding in such noise. However, experimental
results of the new decoder showed little improvement over the modified matched filter
discussed in the previous chapter, and in the case of the DCT and the DW'T domain,
it got worse. 'This is probably due to the fact that inverse scaling has the effect
of flattening the distribution of the CW'T coefficients and that the inversely scaled
DWT and DCT coefficients in middle frequency bands cannot be described well by
a generalised Gaussian distribution. Therefore, using the modified matched filter is

good enough for decoding under compression. We then described a novel image reg-

"The window used for remodulation is always 3 x 3, only the window used for estimating the
watermark sign changes. Therefore the RMS error introduced in the two cases are very similar.
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istration algorithm based on motion estimation for combating geometric distortion.
Experimental results showed that our proposed algorithm can greatly improve the
performance of spread spectrum based watermarking systems. Finally, we discussed
denoising and remodulation attacks and showed that our CWT watermark scheme
allows the watermark to closely follow the image power spectrum and resist denoising
attacks. On the other hand, the remodulation attack is effective against our system.
Although the current implementation of the attack produces more distorted images,
we expect the remodulation attack will be effective in practice if a sophisticated vi-
sual model is used. In the next chapter, we present a new approach to watermarking

which exploits the knowledge of host image at the embedder.






Chapter 6

Watermarking as Communications

with Side Information

6.1 Introduction

Early watermarking schemes usually treat watermarking as a communication process
through a very noisy channel, where the original host image acts as interference at
the decoder. Spread spectrum techniques are used to overcome this noise. However,
the interference at the decoder is not completely unknown, because the encoder has
access to the original image. Thus watermarking should be treated as communi-
cation with side information at the encoder [43]'. (This is sometimes also known
as informed watermarking). In his remarkable paper [38], Costa argues that if the
channel state (side information) is known at the encoder, then the capacity of the
communication channel does not depend on whether the decoder has access to the
channel state or not. Instead of trying to cancel out the channel interference, the
encoder chooses codewords in the direction of the interference such that, with high
probability, the decoder can distinguish between these codewords. This is explained
in more detail later. We start this chapter by reviewing the theory of communication
with side information due to Costa and two practical implementations of Costa’s idea
based on uniform quantisation. We then contrast and compare spread spectrum and
quantisation based watermarking and introduce the concept of spread transform wa-
termarking as a hybrid combination between quantisation and spread spectrum. Our

implementation of image adaptive spread transform based watermarking scheme will

!The way we combine information from different subbands during watermark decoding is some-
times referred to as communication with side information at the decoder [148].
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be described and we will compare it with our spread spectrum based watermarking
scheme proposed earlier. The application of error control codes and the problem of

watermark detection in quantisation based watermarks are also addressed.

6.2 Communication with side information and quan-

tisation based watermarking

6.2.1 Definition of problem

The watermarking process with side information is depicted in figure 6.1. The fol-

lowing symbols will be used in our discussions.

e p is our payload of L bits to be transmitted. There are 21 possible messages.

x is the vector of host image coefficients in some transform domain.

x' is the vector of watermarked coefficients.

e w = X' — x is the vector of watermark signal.

y is the vector of received (and possibly corrupted) coefficients, from which we

extract the best estimate of the embedded payload p.

e e =y — X is the noise vector.

p(y|x') is the transition function representing the attacks on the watermarked

image.

It is desired to send a message p of length L bits through the watermarking channel.
The watermark channel p(y|x’) is not known to either the encoder or the decoder,
but the encoder has access to the cover signal x. This is in contrast to figure 4.1,
where no knowledge of the host is exploited at the encoder, which is typically the
case for spread spectrum based watermarking systems. By exploiting the knowledge
of the cover image at the watermark encoder, one can design an embedding scheme
where the interference due to the host is almost eliminated at the decoder. How to

design such a watermarking system is explained in the next section.
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Figure 6.1: Watermarking as a communication process with side information. p is the
payload. The encoder produces a watermark w based on p and the cover signal x, which
is then added to cover signal to form the watermarked signal x’. The decoder receives a
(possibly) corrupted signal y and returns an estimate of the original message p.
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Ew?) < o
Figure 6.2: A special case of communication with side information where both the cover
signal and the interference are Gaussian with variance 02 and o? respectively, and the
variance of the embedded signal is constrained to o2, U is an auxiliary variable defined in
section 6.2.2. Costa [38] shows that the capacity of such a channel is independent of o2 and
only depends on o2 and o2,
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Figure 6.3: In non-oblivious watermarking schemes, the decoder knows the host image, so
the host image does not interfere with the watermark. Costa showed that the capacity of
a blind watermarking scheme, where the knowledge of the host is exploited at the encoder,
is the same as this case.

6.2.2 Costa’s solution

Costa [38] considers the system in figure 6.1 where x and the additional interference
e are independent and distributed as Gaussian with variances 02 and o2. The energy
of the signal to be transmitted w is constrained such that E(w?) < o2. This is
shown in figure 6.2. The most important part of Costa’s solution is the design of the
auxiliary variable U, the codebook of the encoder. One can think of the codebook as

the pseudo-random sequences used to generate the watermark signal. The capacity
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C' of the channel in figure 6.2 is given by [60, 64]:

C= max Iu;y) — I(u;x), (6.1)

p(@)p(u,w|e)p(y|w,z)
where I(a;b) is the mutual information between variables ¢ and b, and the maximi-
sation is over the joint distribution p(z)p(u, w|z)p(y|w, z). Costa gives the optimal

codebook of the form:
u=w + o, (6.2)

where « is given by 02 /(02 + ¢2), and w ~ N(0,02), v ~ N(0,02). w and = are
our embedded signal and the host signal as defined previously. The corresponding

capacity is:

C= 1log (1 + @> : (6.3)
2 o2
In other words, this is the same as the case of non-oblivious watermarking with
Gaussian interference (figure 6.3), which is the upper bound of achievable capacity,
since the only interference in the system is due to the attacks on the watermarked
image. Spread spectrum based watermarks are a special case of (6.2) with u = w,
i.e. a = 0, because the watermark is the same as the codebook, the pseudo-random
sequences. The capacity of spread spectrum systems (assuming Gaussian host and

Gaussian interference) is given by:

1 o2
C=-1 1 = 6.4

20g( +0§+0§>’ (6.4)
which is clearly suboptimal because the host power limits the capacity of the channel.
However, the codebook u = w will be optimal if x is available at the decoder [115]
(non-oblivious watermarking). We now summarise the main steps of Costa’s scheme

(for more details please refer to [38, 39)):

1. First we design U™, our codebook with entries u in N dimensions, where N is
the length of the signal. The entries u are random Gaussian sequences generated

as follows:
UY ={u;, = N0,02 +ac?)1|i € {1,... , M}}. (6.5)

The size of the codebook M is 2/V-1(wy)=¢l The codebook is then partitioned
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uniformly into 2" non-overlapping sub-codebooks U (i € {1,...,2%}), each
with approximately M /2" entries. These sub-codebooks are available at both

the encoder and the decoder.

2. Assume the host vector is x and a message p (1 < p < 2F) is to be transmit-
ted. First we search in the p™ sub-codebook UY for a sequence uy which is
jointly typical with x. In other words, we look for uy such that w = ug — ax
is approximately orthogonal to x. The encoder declares an error if no such se-
quence is found. However, the probability of this happening is arbitrarily small

as N — oo.

3. The watermarked signal is computed from x’ = x + w, which is then sent

through the channel.

4. The decoder receives signal y and searches through the whole codebook U™ for
a sequence u; such that (uj,y) is jointly typical. An error occurs if none or
more than one such sequence exists. With high probability, the decoder will
only find one such sequence, which is the same as ug. The index p of the sub-
codebook Z/Iév, from which u; is found, is the estimated message transmitted.

The error probability approaches zero exponentially as N — oo.

This is illustrated in figure 6.4.

Encoder Channel Decoder
Codebook u = w + ax

N

Message p —> Sub-codebook
where uy ;
th ) Estimated

p sub-codebooki is found message

y T Ul et ] RO

u0 w 7? y» uy Index P
Choose the o> e Choose the
jointly typical Noise jointly typical
X sequence
sequence ; q
Cover signal

Figure 6.4: Costa’s scheme for communication with a known Gaussian host in an AWGN
channel. The operations of the encoder and the decoder are described in section 6.2.2.

6.2.3 Practical implementation of Costa’s solution

Unfortunately, Costa’s proposed solution cannot be implemented in practice. This is
because the codebook size M can get very large. If the o2 is small, i must provide

an accurate description of any possible realisation of x. It is not practical to store nor
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search in such a large codebook. We describe two practical implementations of Costa’s
scheme in this section: Quantisation Index Modulation (QIM) due to Chen [29, 30]
and Scalar Costa Scheme (SCS) due to Eggers [52, 54]. Both schemes operate in
the spatial domain and are based on uniform quantisation of host samples, but with

slightly different forms of codebook.

6.2.3.1 Quantisation Index Modulation

Quantisation Index Modulation (QIM) was not originally formulated as an implemen-
tation of Costa’s ideas, but as a solution of an information hiding problem where one
aims to maximise the information capacity subjected to some distortion constraints.
The basis of QIM is an ensemble of uniform dithered quantisers. All quantisers in
the ensemble have identical step size but different dithers. The size of the ensemble
is equal to the number of possible values a watermark symbol can take. This is il-
lustrated in figure 6.5 for the 1-D signal case with an ensemble of two quantisers for
binary signalling. We assume scalar quantisers are used at the moment, and we will
explain later how quantisation based watermarking is extended to embed one bit in
multiple host samples. If a bit 0 is to be embedded, then the quantiser corresponding
to bit 0 is chosen and the host sample is quantised to the nearest reconstruction point
of that quantiser and similarly for a bit 1. The decoder quantises the received sample
with each of the quantiser in turn, and the index of the quantiser which gives the
smallest quantisation error is the estimated symbol. This is equivalent to searching for
the nearest reconstruction point in the whole ensemble of quantisers. The encoding

and decoding processes (assuming binary coding) can be expressed as follows:

Encoding: 2’ = Qa(x — d;) +d; i€ {0,1}. (6.6)

Decoding: err; = Qaly —d;) +d; —y 1=0,1; (6.7)
bit 0, if |erro| < |erry],

and output (6.8)
bit 1, otherwise.

QA is a scalar uniform quantiser with step size A as before and dy, d; are the dithers

for bit 0 and bit 1. dy is generated as a uniform distribution over [0, A) and d; is
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given by:

dy— %, ifdy> 2,
dy={ " 2 072 (6.9)
do + %, otherwise,

such that dy and d; are as far apart as possible and the quantisation errors are
independent of the host samples. Chen’s QIM scheme can also be considered as a
special case of Costa’s solution with the random codebook replaced by the product

of N scalar codebooks:
U' = {kA+d;| i € {0,1},k € Z}, (6.10)

which is equivalent to « = w + z, i.e. @ = 1. However, & = 1 is optimal (at least
under AWGN) only if there is no additional noise (02 = 0) [38]. The optimal « at

e
which the capacity is maximised for a given noise level is given by 02 /(02 + 02) in
the case of AWGN interference.

— Quantiser 0
----- Quantiser 1

«—> Sample value

A

Figure 6.5: Quantisation Index Modulation (QIM) in 1-D. The cover signal samples are
quantised individually using a uniform quantiser. If a bit 0 is to be embedded, the sample
is quantised to the nearest solid line, otherwise it is quantised to the nearest dashed line.
The quantiser step size A controls the maximum distortion introduced.

6.2.3.2 Scalar Costa Scheme

Eggers proposed a scalar version of Costa’s solution by replacing the random codebook
UY by the product of N scalar codebooks, each of the form (6.2). This is shown in

figure 6.6. In the case of binary signalling, the scalar codebook is given by:
1 A
Uu = u:kaA—i—ZT\zE{O,l},keZ : (6.11)

Additionally a dither ad; can be added to the term i%®, otherwise (6.11) is the
same as (6.10) except for the appearance of a. The encoding process is similar to
that of QIM. The process of searching for a typical sequence (ug,x) is simplified to

samplewise quantisation using the codebook U!/«, which is the codebook in (6.11)
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Figure 6.6: Scalar Costa Scheme (SCS) as proposed by Eggers [52, 54], which can be con-
sidered as a generalised version of Quantisation Index Modulation with an extra parameter
«, which is fixed to 1 in the case of QIM. a can be optimised if the level of interference
is known in advance. Using o < 1 allows the enlargement of the quantiser step size while
keeping the watermark power the same. SCS is a direct scalar implementation of the scheme
proposed by Costa in [38].

with all entries scaled by 1/«. The transmitted signal is given by: w = ug — ax. The

encoding process is summarised in the equation below:

1A 1A
.TI:.T—FCY(QA(.T—?—CQ)—|—?—|—di—$) iE{O,l}. (6.12)
In other words, only a fraction (« < 1) of the quantisation error is added back to the
host signal to form the watermarked signal. In order to keep the watermark power
the same as in the previous case, the quantiser step size has to be increased such that:

A
Ageg = gM. (6.13)

The decoding process is identical to that of QIM. The received samples are quantised
with the same quantiser as the encoder, and the bin indices which the samples fall
into give the estimated message. Eggers derived a slightly different value of « to that
suggested by Costa by numerical maximisation of capacity in a Gaussian channel
and his simulation results showed that the capacity of SCS is superior to that of
QIM. Chen later patched QIM by introducing the same codebook as SCS and called
it Distortion Compensated QIM (DC QIM) [31], but Chen just used the value of «
suggested by Costa.

6.2.4 Extension to multiple samples quantisation

The two quantisation based watermarking schemes described earlier assume one wa-

termark bit is embedded into each host sample. Typically the theoretical capacity
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of the image is less than one bit per sample and one would use multiple samples for
embedding one payload bit to improve the robustness of the watermark. One simple
way to do this is to use the same quantiser repeatedly over each sample corresponding
to a particular bit, which is equivalent to using a repetition code. Alternatively one
can design a vector quantiser for each symbol. However, the codebook size increases
exponentially as the number of host samples increases and we have the same problem
as Costa’s original scheme. There is yet a third way to embed one payload bit into

multiple host samples, called spread transform coding, which will be described next.

6.3 Spread spectrum and quantisation watermark-
ing

6.3.1 Comparing spread spectrum and quantisation based

watermarking

In this thesis, we have described two completely different approaches to watermarking.
One is based on the addition of a pseudorandom sequence to the host image, while
the other quantises the host image samples so they fall into bins corresponding to the
embedded data. The major difference between the two systems is the exploitation of
the knowledge of the cover in quantisation based systems but not in spread spectrum
based systems. The use of a visual mask in spread spectrum systems does not count as
exploiting the cover because the watermark is additive and constructed independently
with respect to the cover image. We compare and contrast the different features of
spread spectrum and quantisation based watermarking in table 6.1. The advantages
and the disadvantages of the two approaches complement each other. Fortunately,
there is a way to combine spread spectrum and quantisation watermarking in order

to get the advantages of both.

6.3.2 Spread transform watermarking

Quantisation based watermarking allows a relatively large amount of data to be hid-
den in the image, which is suitable for information hiding applications, where robust-
ness is not a primary requirement. On the other hand, watermarking applications
normally only require a much lower capacity than quantisation based methods can
offer. Spread transform (ST) watermarking is a hybrid combination between spread

spectrum and quantisation watermarking systems, where quantisation occurs in a
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Feature Spread spectrum Quantisation
Exploiting The PN sequence can be shaped | Since a single scalar uniform
the HVS by a mask computed from the | quantiser is usually used for the

cover image, making the water-
mark image adaptive.

whole image, it is difficult to
adapt the watermark to the cover
image.

Host interfer-

The embedder simply adds the

Since the encoder uses the host

to estimation
based attacks

with respect to the cover im-
age, it can be estimated from the
watermarked image and be re-
moved.

ence at the | watermark to the cover image, so | to construct the watermark, the
watermark it acts as interference at the re- | interference from the host can be
receiver ceiver. suppressed at the receiver.
Robustness to | Image adaptive watermarks can | Non-image adaptive watermarks
compression resist compression. are less robust to image adaptive
attacks such as compression.
Robustness Since the watermark is additive | The watermark is dependent on

the cover image as it is the quan-
tisation error of the quantiser in
the embedder. Therefore it can-
not be estimated from the water-
marked image.

Capacity The capacity is usually limited | The capacity is normally higher
by the interference from the host. | than in spread spectrum systems
and is only limited by external
interference on the watermarked

image.
Embedding Multiple watermarks can be em- | Additional watermarks will over-
multiple bedded by using orthogonal PN | write existing ones unless non-
watermarks sequences. overlapping subsets of pixels are

used for the watermarks.

Table 6.1: Comparing various features of spread spectrum and quantisation based water-
marks. The features of the two systems are complement of each other.

reduced dimension space. The robustness of a quantisation based watermark is im-
proved at the expense of lowering the capacity of the image. Spread transform was
briefly mentioned by Chen in [30] as a method for combining QIM and image adap-
tive spread spectrum watermarking systems. The host samples vector is projected
onto a random vector? and the resulting projection is quantised to embed one bit, as
described in the previous section. Finally, a multiple of the random vector is added
to the host vector such that the projection of the watermarked samples vector onto
the random vector will produce the correct projection value. The embedding process
is illustrated in figure 6.7. The encoding and decoding processes are the same as in
QIM (or SCS), except that x and z' in (6.6), (6.12), etc. are replaced by projection

p of the image samples onto a key dependent random vector, which is defined as:
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Spread Transform (ST)

Host Projection
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Figure 6.7: Spread Transform is a hybrid combination between spread spectrum and quan-
tisation based watermarking techniques. The basic scheme is quantisation operating in a
reduced dimensional space. Image samples are projected onto random vectors to generate
the reduced dimensional data for embedding. The box marked ‘SCS’ is the Scalar Costa
Scheme as depicted in figure 6.6.

XTV

= — 6.14
P=N (6.14)
where x is a column vector of image samples and v is the random projection vector.

The overall embedding process can therefore be summarised as:

x =x+ @ —pv, (6.15)
with,
A A
p’:p—l—a(QA(p—%—di)—I—%—i—di—p) 26{0,1} (616)

Various symbols have the same meaning as in (6.12).

By using the spread transform technique, one can combine the advantages of
spread spectrum and quantisation watermarking systems. The host image no longer
acts as interference at the decoder because the decoder computes the projection of
the watermarked image onto the random vector instead of the correlation between the
watermarked image and the random vector. The watermark can be made adaptive to
the host image by scaling the random vector according to the host image. Additional
watermarks can be embedded in the image by using orthogonal random vectors. In
order to reduce the computational load, the host image is divided into blocks and

random images the same size as one block are used as projection vectors. A block size

2The length of the projection vector depends on the number of bits to be embedded. The host
vector is divided into blocks of the same length as the projection vector, and 1 bit can be embedded
into each of the resulting projections.
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of 32 x 32 is used as in our spread spectrum system. We also apply orthogonalisation
before scaling the random images, because we found that it gives better performance
than orthogonalisation after scaling, just like the spread spectrum system we proposed

earlier in chapter 4 (see page 48).

6.4 Spread transform watermarking with complex

wavelets

In this section, we describe a practical implementation of spread transform water-

marking in the CWT domain.

6.4.1 Embedding algorithm

In the original algorithm described by Chen [30], only one projection vector is used
for encoding each bit. Since the denominator of (6.14) is non-linear in v, we cannot
compute the projection separately in each subband and add the results as in the case of
correlation based decoding (section 4.4.4). However, the high frequency components
of the image become very noisy under compression and one should ideally assign
less weight to the contributions from these components. This can be achieved in
spread transform watermarking by using multiple projection vectors per information
bit. If the projection vector is a bandpass signal, then projection onto the random
vector is almost equivalent to bandpass filtering the host image, and only part of the
image frequency spectrum will contribute to the projection. We define a frequency
partitioned signal (or vector) as a signal formed by reconstruction using only some
of the subbands of the frequency transform of a white signal. In our implementation,
three levels of the CW'T are used and we construct three frequency partitioned vectors
from each random vector, each using only one level of CW'T coefficients. Ideally one
would use 18 partitioned vectors from one random vector, each reconstructed from
one CWT subband, in order to obtain maximum channel adaptability. However,
this greatly increases the computational costs both in embedding and decoding of
the watermark. Besides, most attacks are not orientation specific, hence it is not
justified to weight different orientation subbands in a given frequency range differently.
Alternatively, one can also not use frequency partitioning at all and just shape the
random sequence in the CWT domain, followed by inverse transform to form the
projection vector. We will refer to this as CWT spread transform without frequency

partitioning. The details of the embedding algorithm of our CW'T spread transform
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scheme (with frequency partitioning) are as follows:

1.

The host image is divided into 32 x 32 blocks and the payload is divided into

equal-sized portions, with each portion being embedded into a separate block.

. A pseudo random vector of £1 (same size as one block) is generated for each

bit of the payload to be embedded.

The forward CWT of this vector is computed, and scaled according to local

image activity.

The scaled coefficients of this vector are frequency partitioned into 3 vectors,
with each one reconstructed back into the spatial domain using only one level
of CW'T coefficients. From this point onwards, the watermarking process takes
place in the spatial domain, the CW'T domain is only used for adapting the

random vector to the image.

Compute the projections of the host image samples onto each of these parti-

tioned vectors:

XTVi

pi = i=1,...,3, (6.17)

vl

where v; is the vector in the spatial domain reconstructed using level i (scaled)
CWTT coefficients of the original random vector and p; is the projection between
the image samples x and v;. If multiple bits are to be embedded, orthogonal
random vectors are first generated before they are perceptually adapted to the

image and partitioned.
Quantise the projections using (6.12), forming p).

The watermarked image samples are given by:
3
x' =x+ Z Z(p;j — Dij)Vij, (6.18)
jooi=1

where j is the subscript for an individual bit in that block; vy; is v; for bit j

and so on.

The spread transform watermark encoder is illustrated in figure 6.8. Examples of

spread transform watermarks look similar to those of spread spectrum (figures 4.7b,
4.8b, 4.9b) and are not shown here.
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Figure 6.8: We use the CWT to adapt the random vectors to the host image prior to
projection in order to make the spread transform watermark image adaptive. We can also
partition the random vectors into different frequency components so that only some of
the image frequency components contribute to a particular projection, but otherwise our
proposed spread transform scheme is very similar to the basic spread transform algorithm.
The boxes marked ‘ST’ correspond to figure 6.7.

6.4.2 Decoding algorithm

The decoding algorithm is as follows:

1.

2.

The received image is divided into 32 x 32 blocks.

The same random vectors as used in the encoder are generated and forward
transformed into the CWT domain.

The CWT coefficients of the random vectors are scaled using a visual mask

estimated from the received image.

. The scaled CWT coefficients are frequency partitioned into 3 vectors as in the

encoder.

Compute the projection of the watermarked image onto each of these vectors

using (6.14). Thus we have 3 projections for each information bit.

Each of the three projections is converted into a soft output between -1 and 1

as follows:

4
outputsorr; = 1 — K|QA(pi — Ad) + Ad — py, (6.19)
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where output,,s; is the soft output corresponding to projection p;; QQa is the
uniform quantiser of step size A used for quantising the projections and d is the

optional dither.

7. The three soft outputs are weighted and combined to give the final soft output
for a particular payload bit.

3
outputsepr = Z Vi - oultputsofe ;. (6.20)

i=1
If an error control code is used, the final soft output is passed to the ECC
decoder, otherwise a bit 0 is returned if output, s, is positive and bit 1 otherwise.

How to choose the weights v; is discussed later.

The aforementioned embedding and decoding algorithms also apply to the non-
frequency-partitioning version of our implementation, except in this case the fre-

quency partitioning part is omitted and we have only one projection per data bit.

6.4.3 Parameters selection
6.4.3.1 Choosing o and A for the quantiser

In [38], Costa suggests an optimal value of « of 02 /(62 +02), whereas Eggers in [52, 54]
suggests a slightly different value of a, but both are based on maximising the capacity
of an AWGN channel. In the case of spread transform watermarking, the noise
depends on the projection of the distortion onto the random vectors and may not be
Gaussian. The appropriate values of a for both the frequency-partitioning and non-
frequency-partitioning version of our scheme were determined empirically using JPEG
compression as the attack. Watermarks are embedded using different values of oz and
the bit error rates at different compression levels are measured. The value of a: which
gives the lowest BER on average is used in the quantiser for that level. In the version
of our algorithm with frequency-partitioning, only one level of CW'T coefficients is
used each time so we can obtain the best value of alpha for each level. Figures 6.9
(a-d) show the effects of « for both the frequency-partitioning and the non-frequency-
partitioning version of the algorithm. Unlike the AWGN scenario considered by Costa
and Eggers (figure 6.9f), where the optimal value of o depends on the noise level, the
optimal value of o does not depend on the severity of compression. In particular,
using o < 1 gives us no advantage over simple QIM for level 1 of the CWT as well
as non-frequency-partitioning spread transform (figure 6.9d). On the other hand, the
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Figure 6.9: Effects of « (see equation 6.12) on spread transform watermark decoding
performance. (a) to (c¢) show the variation of BER with o under JPEG compression
when only 1 level of CWT coefficients are used in the embedding algorithm. (d)
shows the same result when all the levels are used together without partitioning them
into difference sequences. (e) and (f) correspond to the results using the original
SCS algorithm proposed in [52, 54], which is non-image-adaptive, under JPEG and
AWGN. In all cases, the spreading vector is of length 1024 and a 128-bit watermark
is embedded. The watermark to noise ratio in (f) is defined as 10log(oy,/0,) where
the noise variance has taken into account the effect of the spreading vector. Please
refer to section 6.4.3.1 for discussions of the results.
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optimal value of « for level 2 and 3 of the CWT is around 0.8 and 0.6 respectively,
regardless of the level of compression. The observed results can be partly explained as
follows. Both Eggers and Costa assume the interference is independent with respect
to the watermark, which is only true under a low level of compression (see section
5.2.1.1). Using a < 1 moves the quantised projections further away from the bin
centres and introduces additional interference. The distortion due to compression is
less correlated with the host signal for lower frequency components and using a < 1
for these components gives us a slight advantage over simple QIM.

The variance of the watermark is given by A?/12, assuming the projection p has
a uniform distribution over a quantisation bin. Thus we choose A to be |v|v/12/a, so
that the variance of the watermark will be the same as in a spread spectrum system.
Since the quantiser step size is watermark dependent, the decoder has to estimate
the A used in the encoder. This does not cause a problem because the decoder can
estimate the visual mask quite accurately using the watermarked image, provided the

watermarked image is not too severely distorted.

6.4.3.2 Assigning channel weights v;

In section 4.4.4, we described the use of a reference watermark for estimating channel
statistics for combining multiple correlator outputs. Unfortunately, the reference
watermark consumes some of the watermark energy. In section 5.2.1.1, we proposed
the use of fixed weights, when a pessimistic level of attack is assumed, which allows
us to allocate all the watermark energy to the payload. We use the latter strategy in
our spread transform scheme. This is because any error correction code will be able
to correct errors up to a certain level, so it does not matter if the weights are not
optimised under mild attacks. We assume a worst case compression level equivalent
to JPEG compression at quality factor of 50 and choose the weights using the binary
symmetric model suggested by Kundur in [89] and the measured BER at JPEG
quality factor 50 in the 3 levels of CWT. Readers are referred to [89] for details of
deriving channel weights from measured bit error rate. The weights are calculated to
be 0.1, 0.4, 0.5 for level 1, 2 and 3. We also discovered that it does not matter if level

1 is not used at all because it is assigned such a small weight.

6.4.4 Performance of spread transform watermarking

There are three sources of error at the watermark decoder:

1. The projection of the distortion onto the projection vector.
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2. Error in the projection vector due to the slightly different visual mask used at

the decoder compared with the encoder.
3. Error in the estimation of quantisation step size.

As discussed in the last section, the quantisation step size A depends on the mag-
nitude of the projection vector. Under reasonable levels of attack, the visual mask
estimated by the decoder will not be too different from the mask used in the encoder.
Hence the magnitude of the projection vectors in the encoder and the decoder will
be approximately the same and the last source of error is typically negligible com-
pared with the other two. If we denote the received image vector as x’ + 0x and the

estimated projection vector as v 4+ dv, then the error in projection is:

(x' + 6x)T (v + 6v)

Preceive = |V n (5V| y
N (x' + 6x)T (v + dv)
M ’
5 T IT5 5 T(s
_ x'v  x"dv X OV (6.21)
V] V] v

Let the second, the third and the last term of (6.21) be pepr1, Perr2 and peprs respec-
tively. We observed that p.,,; and pe.» have the same order of magnitude for level
2 and level 3 of the CWT under low to medium level of compression, whereas pe,,1
dominates the error in the finest level under medium level of compression. p...3 is
in general small compared with the other two errors. The distributions of p..,; and
Perro are observed to be more uniform than the Gaussian distribution. Nevertheless,

assuming them to be Gaussian gives us the worst case scenario and hence an upper
2

bound on error. Let the total variance due to pe,r1 and perr2 be ;. Projecting the
image vector onto a random vector will reduce the power of the distortion by a factor
of N, the length of the projection vector, on average. Using the fact that the quanti-
sation step size is related to the watermark power by A = 5,,/12 and that a decoding

error will occur if the projection falls outside the quantisation bin boundary, the bit

13N oy,
Perr %g 2@ ( TO—_> ’ (622)
On

where @ is the Gaussian integral (4.15) as before. Note that the region in which

error rate is bounded by:

decoding error will occur is periodic and so (6.22) is not exact even if the distribution
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of the distortion is Gaussian. The BER of an equivalent spread spectrum based
scheme is approximately Q(\/N i—j) However, the interference associated with the
spread spectrum decoder o, is typically larger than o, because the host image is
part of the interference for a spread spectrum scheme. Therefore we expect spread
transform to perform better than spread spectrum under mild to medium attacks.
When the attack distortion dominates the interference (o, < 0,), however, a spread
spectrum scheme should perform better because there is only one decision boundary
in a spread spectrum scheme, instead of two in spread transform.

Watermark detection in quantisation based (including spread transform) schemes
is different from the spread spectrum case discussed in section 4.6. Since we are using
a quantiser for decoding, we cannot correlate the image samples with the known
sequence to detect a watermark. Fortunately, we can detect a watermark using error

control codes, which will be discussed shortly.

6.5 Comparing CWT spread transform watermarks

with other quantisation based schemes

In this section we compare the performance of our proposed spread transform scheme
with an existing quantisation based watermarking scheme in the wavelet domain. The
scheme proposed by Kundur in [89] was chosen to compare with our proposed scheme.
In [89], the median of wavelet coefficients at the same location in different subbands is
quantised into the appropriate bin to encode one bit of data. The watermark payload
is embedded repeatedly for each wavelet level and a reference watermark the same
length as the payload is embedded alongside each copy of the payload. The decoder
estimates each copy of the payload and weights them according to the BER of the
corresponding reference mark. The weighted copies are added together to give the
overall estimated watermark.

Figures 6.10 (a and b) show the BER of the frequency-partitioning version of our
scheme, the scheme proposed by Kundur in [89], as well as direct extension of SCS
using spread transform. Omne can see that our algorithm has superior performance
under medium to severe compression scenario, whereas the scheme in [89] performs
better at low compression scenario. However, as argued in chapter 4, when an er-
ror control code is used, only the point at which the BER reaches a critical value
(usually between 0.1 to 0.2) matters. Therefore we expect our system can tolerate a

more severe level of compression than the one in [89]. Other results for Baboon and
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Pills images under JPEG and JPEG2000 are similar to figure 6.10 and are thus not
shown here. Direct extension of Scalar Costa Scheme (section 6.2.3.2) using spread
transform, which is not image adaptive, has poor performance under compression in
general. The results highlight the importance of adapting the random vectors to the
cover image, if the watermark is to be resistant to compression.

Lena: ST watermarking — 128 bits uncoded under JPEG Baboon - ST watermarking — 128 bits uncoded under JPEG
T T T T T T T T T

0.5 0.5
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Figure 6.10: Comparing the frequency partitioning version of our proposed spread transform
scheme in the CWT domain with Kundur’s scheme [89] and spread transform SCS under
JPEG compression. The scheme in [89] quantises the median of a tuple of DWT coefficients
to embed a bit. In all cases a 128-bit uncoded watermark is embedded with the same RMS
(2.8 for Lena and 3.4 for Baboon). Although our proposed scheme has poorer performance
than Kundur’s scheme at high quality factors (more noticeable in (b)), the BER reaches the
critical level (to be correctable by a typical error control code) at more severe compression
level. Therefore our scheme will perform better in a practical situation. Simple spread
transform SCS watermarking performs worst in Lena and has about the same compression
tolerance to our scheme in Baboon.

6.6 The role of error control codes in watermark-
ing

A practical robust watermarking system would employ an error control code to reduce
the output error rate at the decoder. As noted in chapter 2, error control codes have
the property that, when the SNR is lower than a threshold (or the input BER to
the decoder is higher than a certain value), the ECC decoder fails and the output
bitstream appears to be random. The rate of degradation depends on the particular
code and the nature of the error. We can use this property to detect the presence of

a watermark. The detection procedure is as follows:
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1. Assume the received image is watermarked, and extract the estimated water-

mark.

2. Pass the extracted watermark to the ECC decoder to obtain the most probable
payload.

3. Use the ECC encoder to encode the estimated payload. Let us call the resulting
data the feedback watermark.

4. Compare the feedback watermark with the estimated watermark, and if the
difference between them is smaller than the input BER threshold P,., declare a
watermark is detected, otherwise declare no watermark is present. The effects
of P, on the probabilities of false positive and detection and how to choose it

are discussed next.

The above procedure can be explained by considering an n-sphere, where n is the
length of the codeword. This n-sphere represents all possible bit patterns of length n.
The codebook of an error control code forms a packing of k-spheres inside the parent
n-sphere, where k is the length of the payload (see figure 6.11). Any n-bit patterns
within the region of a k-sphere will be decoded to a k-bit payload corresponding to
the centre of that k-sphere. This corresponds to the input BER being within the error
correcting capability of that error control code (the radius of a k-sphere). An n-bit
pattern extracted from an unwatermarked image will most probably fall into the gaps
between the k-spheres. The ECC decoder will decode a k-bit pattern whose k-sphere
is closest to the n-bit pattern. However, the distance between the extracted n-bit
pattern and the centre of that k-sphere, which is the codeword after encoding the
decoded k-bit pattern, will most probably be greater than the radius of the k-sphere.
Thus we know the received n-bit pattern is probably not a codeword of the ECC and

the target image is probably not watermarked.

We shall now calculate the probabilities of false detection of a non-existent wa-
termark and of failure to detect an existing watermark. Given a threshold BER of
P., a false positive will occur if a random n-bit sequence has at least (1 — P,)n bits
(assumed to be integer for the moment) in agreement with one of the codewords. The

probability that exactly ¢ of the n bits of a random sequence agree with some pattern
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is:
1 1
P(Z out of TL) = n -,
i 92t In—i

- (?) 2in (6.23)

n
where () is the number of possible ways of choosing ¢ out of n and is given by
i

n!

TemE The probability of false positive given a particular codeword is therefore:

i=(1—Pe)n ¢

. 1
P(FP | some codeword) = Z (n) o (6.24)

Since the codeword closest to the extracted n-bit pattern is always chosen and the
k-spheres do not overlap, the unconditional false positive probability is just (6.24)

multiplied by the number of codewords.

Prppcc = Z P(FP | some codeword),
all codewords

]

i=(1—Pe)n

> (”) in_k- (6.25)

i=(1—Pe)n L

On the other hand, if at least P.n bits of the extracted watermark codeword are wrong,

given a watermark is present, then we will miss the watermark. The probability that
n . .

exactly i bits are wrong is [ | P}(1 — BP,)"", where P, is the probability any given
0

bit is decoded wrongly. Assuming all codewords are equally likely, the conditional

and unconditional miss probability will be the same and are given by:

Phriss,pecc = Z ( ) Py(1—-DB)" " (6.26)

i=Pon \*
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The probability of detection is therefore:

PDetect,ECC =1- PMiss,ECC;

_ Pil (”) Pi(1—Dp)"". (6.27)

i—0 \"

When the length of the codeword n is fixed, the false positive probability depends
on k and P., whereas the detection probability depends on the input bit error rate
P, and P,. The user first chooses the desired maximum allowable output BER of
the decoder, the corresponding input BER gives an upper limit of P,. The user then
chooses P, as a trade off between probabilities of false positive and detection. Figure
6.12a shows the variation of probability of detection of a (384,124) code with input
SNR for a few values of P, chosen such that P.n is an integer. The variation of false
positive probability with P, (at values where P,n is an integer) is shown in figure
6.12b. If we desire a maximum allowable output BER of say 10~* when using the
(384,124) turbo code described in section 2.4.2; this requires P, to be smaller than
0.15 and the false positive probability will be at most 10~%. The curves in figure 6.12a,

will be steeper, for a given P,, if n increases while keeping the code rate fixed. The

n
false positive probability will also decrease, because | | increases slower than 2" %,
i

Codewords

regions

nGapll

Figure 6.11: An (n, k) error control code can be considered as a packing of k-sphere inside
an n-sphere. The radius of each sphere is roughly half the minimum Hamming distance d
of the code.
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Figure 6.12: (a) shows the detection probability of a (384,124) code under different SNR
for a few values of P,. Assuming the interference is AWGN, P, is given by Q(VSNR). (b)
shows the variation of false positive probability with P, of the same code.

6.7 Comparing spread spectrum and spread trans-

form watermarks

In this section, we compare the performance of spread spectrum (SS) and spread
transform (ST) watermarks. We choose JPEG as our attack scenario and the turbo
code as our error control code. As discussed in section 2.4.2, the decoding complex-
ity of turbo codes varies exponentially with the constraint length of the constituent
encoders and linearly with the reciprocal of the code rate. We use a turbo code
with 2 constraint length 5 encoders (and hence a rate of approximately %), with 10
iterations of decoding as a compromise between computational complexity and per-
formance. The objective here is to compare the robustness of spread spectrum and
spread transform watermarks at different payload lengths, where robustness is de-
fined as the maximum level of compression the watermark can tolerate before the
system fails, when say the output error rate is > 10~%. Figures 6.13 (a and b) show
the input BER to the turbo decoder and the output BER of a 124-bit watermark
coded with a (384,124) turbo code under different quality factors for the frequency-
partitioned version of spread transform scheme proposed earlier as well as the spread
spectrum system described in chapter 4. The Lena image was used in all the exper-
iments in this section. Figures 6.13 (¢ and d) show the probability of detection of
the watermark based on error control codes as described in the previous section. The
output BER drops below 10™* when the input BER is less than about 0.13. Since

the false alarm rate is less than 107! at this value of P,, which is good enough for
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most applications, we can just set P, to 0.13 to maximise the detection probability.
The threshold BER is lower than that of AWGN (figure 2.4) because the interference
due to JPEG compression is not Gaussian. The point where the probability of de-
tection changes sharply from 0 to 1 corresponds to the chosen breaking off point of
the decoder, which justifies our approach of using error control codes for watermark
detection. Figure 6.14a shows the lowest tolerant JPEG quality factor for our spread
spectrum (SS CWT), frequency-partitioned spread transform (ST CWT) as well as
straightforward spread transform extension of the Scalar Costa Scheme (ST SCS),
which is non-image-adaptive, at different capacities. When the lowest tolerant JPEG
quality factor reaches 100, it means the system cannot tolerate compression at all.
The overall RMS watermark is the same in all three systems. The spread transform
system with frequency partitioning is the most robust at low capacities but quickly
deteriorates when the length of the payload exceeds 100 bits. Spread spectrum is the
best when the payload is between 100 to about 300 bits, whereas at higher capacities
(> 300 bits), non-image-adaptive spread transform is more robust. These results can
be explained as follows. When a watermark is perceptually adapted to a cover image,
it is not possible to generate exactly the same random sequences at the encoder and
the decoder, because the visual mask estimated from the received image will not be
the same as that calculated from the original cover image. In addition, when multiple
random sequences are superimposed on top of each other, there will be interference
between them, unless they are orthogonal. However, we mentioned in chapter 4 (page
48) that due to the slight inaccuracy in the visual mask at the decoder, if orthogo-
nalisation is applied to the sequences after perceptual scaling, this inaccuracy results
in errors in the projection vector which propagates to other vectors and leads to
degradation in performance of the system. Therefore we decide to orthogonalise the
sequences prior to scaling and so there remains a little bit of interference between the
sequences. This interference builds up and becomes more significant as the length of
the payload increases and eventually limits the capacity of the watermark system. In
the case of the frequency-partitioned spread transform system, there is another source
of interference. The frequency support of the wavelets for different levels in the CWT
overlap and so there is interference between the different sequences constructed from
the CWT coefficients from different levels. This is why the performance of spread
transform with frequency partitioning deteriorates quicker than spread spectrum. On
the other hand, quantisation based encoding methods allow us to extract the low fre-
quency components of the watermark more reliably. Therefore frequency-partitioned

spread transform is more robust at low capacities, when compression is the dominant
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Figure 6.13: Comparison between our spread spectrum watermarking system described in
chapter 4 and the spread transform system with frequency partitioning proposed in this
chapter. A (384,124) turbo code is used to code the watermark. (a) shows the input BER
to the turbo decoder. (b) shows the output BER. (c) shows the corresponding probability
of detection for the spread spectrum watermark at different values of P,. (d) shows the
probability of detection for the spread transform watermark.

interference. Non-image-adaptive spread transform suffers from neither the interfer-
ence due to the host nor the interference between different sequences and so allows a
high capacity payload to be embedded, but since the watermark is not image adap-
tive, it is not very robust against compression. In addition, such watermarks will be
more perceptible in smooth regions of the image.

An alternative to the current implementation of the frequency partitioning version
of our spread transform is to only use 1 level of CW'T coefficients, instead of using all
3 levels separately. Although the watermark energy will be greatly reduced as a result,
we do not have the interference due to the vectors from different bands interfering with

each other. Figure 6.14b shows the alternative implementation of spread transform
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Figure 6.14: (a) shows the lowest tolerant JPEG quality factor (when the output BER is
< 107%) for both spread spectrum, spread transform with frequency partitioning and non-
image-adaptive spread transform. (b) shows the same thing when only one level of CWT
coefficients are used in spread transform. The robustness of the non-frequency-partitioned
version of our spread transform algorithm is also shown. In general, image adaptive spread
transform is the best at low capacities; spread spectrum (also image adaptive) is the best at
medium capacities and non-image-adaptive spread transform is the best at high capacities.
When the lowest tolerant JPEG quality factor reaches 100, it means that the system cannot
tolerate compression at all.

with frequency partitioning using only level 2 or level 3. If only level 3 is used,
one can achieve slightly better performance than using all three levels at very low
capacities. However, since the watermark energy is very small, the robustness of
the spread transform system using only level 2 or 3 coefficients is quickly limited
by the energy of the watermark. The results of non-frequency-partitioned spread
transform under JPEG are also shown and we can see that it performs poorly at low
capacities compared with SS CWT and ST CWT and has comparable performance
to SS CWT between 100 to 300 bits. Non-frequency-partitioned spread transform
treats the high and low frequency components of the watermark with equal weights,
so its performance is limited by compression at low capacities. In a nutshell, one
should use spread transform with frequency partitioning at low capacities (up to
100 bits) and use spread spectrum at medium capacities (100 to 300 bits) and use

non-frequency-adaptive spread transform when higher capacities are required.
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6.8 Chapter summary

In this chapter, we introduced the concept of informed watermarking, where the
knowledge of the cover image is exploited at the encoder in order to reduce the in-
terference due to the cover image at the decoder. Two practical implementations
of quantisation based watermarking were described. The pros and cons of spread
spectrum and quantisation based watermarking were compared and contrasted, and
spread transform watermarking was introduced to combine the advantages of both
spread spectrum and quantisation based watermarking. We proposed a spread trans-
form watermark algorithm in the CW'T domain which uses a frequency partitioning
technique to increase the watermark’s robustness to compression. Simulation results
showed that spread transform with frequency partitioning is better than spread spec-
trum at low payload capacities, and spread spectrum is better at medium capacities,
because the interference between the partitioned vectors in a spread transform sys-
tem then becomes significant. Simple spread transform watermarking in the spatial
domain without image adaptation is not very robust to compression, but it allows
a large payload to be embedded. A watermark detection algorithm based on error
control codes was also introduced, which removes the need for a reference watermark,

and allows one to put all the energy into the payload to increase its robustness.



Chapter 7

Conclusions and Future Research

7.1 Thesis review

The work described in this thesis is concerned with the design of robust watermarking
algorithms using complex wavelets. Various applications of watermarks were intro-
duced and an overview of existing watermarking techniques and attacks was given.
Complex wavelets were introduced as an alternative to conventional real wavelets and
they overcome the two drawbacks of real wavelets: lack of shift invariance and di-
rectional selectivity. We demonstrated that the complex wavelets transform (CWT)
closely resembles the human visual system and a visual model in the CWT domain
was developed and shown to allow better image adaptation than real wavelets or the
Discrete Cosine Transform (DCT).

The first watermarking algorithm developed was based on spread spectrum, just
like many of the existing algorithms. However, since the CW'T is a redundant trans-
form, it is necessary to generate the random sequences in the spatial domain, otherwise
significant amount of energy of the watermark will be lost upon inverse transform.
A decoder based on a modified form of the matched filter was proposed and shown
to achieve better performance than the ordinary matched filter when the underlying
signal is non-stationary, which is typical of wavelet coefficients where most of the
energy of the signal tends to be concentrated in a few large coefficients. We also com-
pared our generic algorithm in three domains: the CWT, the DWT and the DCT.
Experimental results showed that the CWT watermarks are the most robust under
compression, additive noise, median and mean filtering. The issue of watermark de-
tection was also addressed and we argued that using a separate reference watermark
is better than fixing part of the payload to some known pattern, if no error control

codes are used. However, in a practical system, one would encode the payload with
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an error control code prior to embedding and we proposed a detection mechanism
using the properties of error control codes. This removes the need for a reference wa-
termark and allows one to put all the watermark energy into the payload and increase

the robustness of the watermark.

We then discussed how the performance of the watermark decoder can be improved
when the watermarked image is attacked. Three scenarios: compression, geometric
distortion and denoising were considered. A new decoder based on the generalised
Gaussian distribution was introduced but it was shown to perform no better than
our modified matched filter under compression, hence we can just use the modified
matched filter for decoding under compression. An image registration algorithm based
on motion estimation in the CW'T' domain was developed which allows accurate image
registration to combat geometric distortion attacks. Unfortunately, a reference image
is still required for the registration process. Denoising attacks have similar effects to
compression but are less effective. On the other hand, remodulation attacks proved
to be effective against our algorithm, but they resulted in more distorted images.

However, better visual models should make remodulation attacks more effective.

Although spread spectrum based watermarking systems are robust, the interfer-
ence due to the cover image limits the capacity. The knowledge of the host can be
exploited at the encoder, which can reduce the host interference at the decoder. This
results in a new class of embedding algorithms based on quantisation. The pros and
cons of the spread spectrum and quantisation based systems complement each other
and spread transform was introduced as a hybrid combination of the two in order to
harness the advantages of the two systems. A frequency partitioning technique was
developed which increases the robustness of the basic spread transform system under
compression. The robustness of our spread transform and spread spectrum algorithms
were compared under compression. Experimental results showed that one should use
image adaptive spread transform watermark if the payload length is relatively short,
and resort to spread spectrum when the payload length is medium and only use the
non-image-adaptive form of the spread transform algorithm when a high data rate is

required.

7.2 Future research directions

In this section, we summarise a few unresolved issues and give some possible research

directions.
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7.2.1 Blind image registration

An image registration algorithm based on motion estimation was developed in chap-
ter 5, but it requires a reference image. The problem with many template based
blind registration schemes is that they assume the transformation is globally affine.
Geometric distortion, though not globally affine, can be well approximated by affine
transform on a blockwise basis. Thus a block-by-block template based registration
scheme may allow blind registration against geometric distortion. At the time of writ-
ing, Voloshynovskiy et al. [48, 150] propose just such a scheme to combat geometric

distortion.

7.2.2 Remodulation attack and second generation watermarks

The remodulation attack, which is a removal based attack similar to denoising, but
with part of the estimated noise added back to the denoised image, is shown to be
effective against additive watermarks which use correlation based decoders. Unfor-
tunately, even our spread transform based scheme is not very robust against it. A
possible counter measure against the remodulation attack is to embed the watermark
in a non-additive way!. An example is proposed in [94], where the positions of fea-
ture points (for examples, corners) are modified to embed a watermark. The authors
refer to this as second generation watermarks. The available capacity for embedding
watermarks in this manner is rather low and much work is still required to make the
scheme more practical. Another research area related to second generation water-
marks is known as object watermarking, where an image is segmented into different

regions and only the regions of interest are watermarked.

7.2.3 Partially and iteratively image adaptive watermarking

Watermarks should be perceptually similar to the cover image if they are to be re-
sistant against image adaptive attacks (such as compression and other estimation
based attacks). However, one cannot generate identical watermark sequences in the
embedder and the decoder in these systems because the visual mask estimated from
the candidate image will always be slightly different from that used in the embedder.

This results in a small interference between the random sequences corresponding to

!Both spread spectrum and quantisation based watermarks are additive. Spread spectrum sys-
tems construct watermarks independently of the host image, whereas quantisation based watermarks
are image dependent.
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different watermark symbols, which builds up as the length of the payload increases.
At the other extreme, non-image-adaptive watermarks do not suffer from this inter-
ference, but these systems are not very robust under compression. One way to make
the watermark sequences at the embedder and the decoder more similar is to make
them less image adaptive, for example, by first lowpass filtering the image before
calculating the perceptual mask. In this way, only the lower frequency components
of the image, which tend to be better preserved under compression than the higher
frequency components, contribute to the visual mask calculation, whereas the higher
frequency components of the mask are made constant. Since the watermark typically
has less energy in the lower frequency components, the perceptual mask calculated
at the decoder will be more similar to the one used at the embedder. By changing
the cutoff frequency of the lowpass filter, one can make the watermark progressively
less image adaptive as the length of the payload is increased. In addition, if we use a
transform with less overlap between the frequency support of different bands, the in-
terference between sequences in different subbands in a frequency-partitioned spread
transform scheme will also be reduced.

Another way of making the random images constructed in the watermark embed-
der and decoder more similar is to first use the cover image to generate the visual
mask, and then iteratively generate the visual mask in the embedder using the wa-
termarked image. The mask should be scaled before being used to multiply the
CWT coefficients of the random images, so that its values, when calculated from the

watermarked coefficients, will not be affected by the addition of the watermark.

7.2.4 Extension to video watermarks

The watermarking systems proposed in this thesis can be extended to video. However,
computing the CWT on a frame by frame basis is too computationally intensive to
make watermarking each frame independently practical. Besides, watermarking each
frame differently is susceptible to the collusion attack. Omne should embed similar
watermarks in similar frames and different watermarks in different frames (scene
based watermarks). For example, we can use scene change detection algorithms to
segment the video sequence into scenes, with one CW'T' computed from the first frame
of each scene for calculating the basic visual mask for that scene. The watermark is
then scaled with this mask and wrapped according to the overall (slow) motion of
a particular frame with respect to the first frame. This also avoids the ‘dirty glass’

artifacts when the same watermark is embedded in all the frames of a scene.
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Appendix A Summary of visual models

We summarise here the visual models which are used in this thesis, namely the CWT
model, the DWT model and the DCT model due to Watson [110, 158]. These models
are used to calculate the perceptual mask used in our proposed spread spectrum based
watermark embedding scheme. The three visual models below define the default local
gain for the watermark in the respective domain. In all cases, the final watermark
is scaled globally by a constant so that the energy of the watermark satisfies some

constraint.

A.1 The CWT visual model

The CWT visual model in section 3.3.3 is repeated here for sake of completeness. In

a particular resolution [ and orientation #, the gain for the watermark at location

g(u,v) :5\/k2W+ C'%O. (A.1)

W is the result of lowpass filtering of the squared amplitude of the CW'T coefficients

(u,v) is given by:

in a 3 x 3 neighbourhood centered at (u,v) in a particular subband.  accounts for
the change in gain due to the variation in background luminance and is approximated

as:
B = 4.46(|z4.| — 0.56)* + 1.02, (A.2)

where |z4.| is the normalised amplitude of the level 4 lowpass CW'T coefficient. & and
C7, are subband dependent constants and are listed in the table below: k¢ depends
on the actual image and typically has range between 0.5 and 1. The average value of

ky for the set of test images we used is about 0.9.

135



136 APPENDIX A

Level / Subband k Cr,
Level 1 £75° +15° | 1.00ky | 1.5
Level 1 +45° 0.55ky | 3.1
Level 2 £75° £15° | 1.05kq | 0.75
Level 2 +45° 1.05k | 0.9
Level 3 +75° £15° | 1.10kq | 1.05
Level 3 +45° 1.35k¢ | 1.0

Table A.1: Table of constants used in the CWT visual model
A.2 The DWT visual model

Due to the lack of a generic visual model for the DWT domain, and that all proposed
models so far depend on a specific pair of wavelets (most commonly Daubechies’ ones)
being used, we decide to adopt our CW'T visual model to the DWT domain. We use
the same form (A.1) for the gain, but now 6 corresponds to 90°, 0° and £45°. 3 in

this case is given by:
B = 3.62(|rg| — 0.59)% + 0.68. (A.3)

The table A.2 gives the corresponding £ and Cp,. The average value of &y for the set

of test images in appendix C is 2.1.

Level / Subband | k | Cq,
Level 1 90°,0° 017k | 2.8
Level 1 £45° 0.15ke | 4.9
Level 2 90°, 0° 0.29k | 1.45
Level 2 £45° 0.30ke | 1.9
Level 3 90°, 0° 0.35ko | 2.05
Level 3 £45° 0.33% | 1.9

Table A.2: Table of constants used in the DW'T visual model

A.3 The DCT visual model

The model due to Watson [110, 158] is originally used to design a quantisation matrix
for JPEG compression, which is optimised for a given image. The model is divided

in the three factors: contrast sensitivity, luminance masking, and contrast masking.

A.3.1 Contrast sensitivity

The detection threshold t;; (0 < 4,5 < 7) for each DCT basis function has been
measured and Ahumada [14] has extended this to a formula which gives the thresholds
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under any luminance condition:

logyo tij = logyg mm + k(logo fij — logyg Fmin)?, (A.4)
ij
Ty =T + (]_ — T) COS2 9@] (A5)
Trvin, k and f,,;, are given by:
L if L > Ly,
T = 4 50 g (A.6)
%(%)1—%7 if L < LT,

n

where Ly = 13.45 cd/m?, Sy = 94.7 and a; = 0.65. L is the average luminance of the

image.

ko, if L > Ly,
k=4 ‘ (A7)
ko(£o)™, if L < Ly,

where Ly = 300 cd/m?, ky = 3.125 and a;, = 0.0706.

fO(I{/_f)af7 lngLfa

where Ly = 300 ed/m?, fy = 6.78 cycles/deg and ay = 0.182. The spatial frequency
fij of the DCT basis function (i, j) is:

fu=-

= 2SI+ /W, (4.9)

where W, and W, are the horizontal and vertical size of a pixel in degree of visual
angle. 0 < r < 1 takes into account of the imperfect summation of the two Fourier
components in the basis functions and is recommended to have a value of 0.7. Finally,

the angular parameter 6;; is given by:

2 fio fo;
fﬁ% (A.10)
ij

0;; = arcsin
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A.3.2 Luminance masking

The basic threshold ¢;; from the last section is modified to take into account of the

local variation of luminance as follows:
c at
Lijk = tij (_0—%> ; (A.11)
Coo

where ;5 is the adjusted threshold ¢;; for block k, ¢y is the DC coefficient of block
k and Cop = 1024, ay = 0.65.

A.3.3 Contrast masking

The visibility of a basis function is reduced in the presence of an image component
in the same frequency band. The final masking value m;;j, (gain of the watermark at
frequency (7, 7) in block k) is given by:
1wy
mwk = maX(tijk, |Cijk|w1]tijk;wj)7 (A12)
where |c;;i| is the magnitude of the DCT coefficient at that location and wyy = 0
and w;; = 0.7 for all other frequencies. In practice, the user further scales m;j;; by a

global factor (like o for the CWT visual model discussed in section 3.3.3) so that the

watermark satisfies some energy constraint.



B. ANALYSIS OF WATERMARK DECODING/DETECTION 139

Appendix B Analysis of blind spread spectrum wa-
termark decoding and detection using

correlation

B.1 Performance of correlation based decoder

In this section we analyse the performance of the three types of correlation based
decoder given in section 4.4. For the sake of completeness, we repeat our assumptions
about the coefficient distributions as well as the mean /variance of the three types of
decoder. We assume the host and watermark coefficients in a particular channel (if
CWT is used as the watermark domain, the real parts and the imaginary parts are

concatenated together) are distributed as follows:

host : x ~ N'(0,h}o2) 0<i< N —1,
watermark : s ~ N (0,g702) 0<i< N—1 and o> > o2, (B.13)

where N (u, 0?) is a Gaussian distribution with mean p and variance 02 and N is the
number of coefficients. In other words, each element in the sequence can have different
variance from one another, but they will all have zero mean. The expectation and

the variance of the three types of decoder are as follows:

Case 1: Simple correlator

1

B(r) =+ 3 g0k, (B.14)
1
var(ry) = N Z (h?azai + 291'203;) . (B.15)
Case 2: Matched filter

1

E(ry) = N Zg?ai, (B.16)
1 4, 4

var(rg) = N Z (higio2os + 2g;w;) . (B.17)

)
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Case 3: Modified matched filter

E(ry) = o2

w?

(B.18)

var(ry) = % Z (I;; o202 4 20t ) ) (B.19)
Now consider the case where there is an element in the sequence with hy (0 < k <
N — 1) such that hy > h;, Vi # k. This also means that g, > ¢;, Vi # k as the
watermark is adapted to the image. The term associated with h; and g, will dominate
the sums in the equations (B.14) to (B.17). Let x; = h;i/hy and & = ¢;/gx (i # k)
respectively, such that 0 < x;,& < 1. We can rewrite (B.14) to (B.17) as follows:

E(ry) = gka (1 + Zg) , (B.20)

i#£k
var(ry) = : <h2 e (1 + fo> + 2gios (1 + fo)) . (B.21)
N2 itk itk
B(rs) = 100 (1 + Zs?) , (B.22)
itk
var(ry) = ]\17 (hkgkamaw (1 + Z i€ ) + 2g;0 (1 + 264)> (B.23)
i#k i#k

Expressions for the ratio p (defined as E/y/var) for the three decoders can be derived

as follows:

gkg (1 + ngk fz)
PL=
\/ Rz (14 Som ) + 26800 (14 20 €2)

ke [ 12

L V31t 2 XE

[ J/
-~

a

?

0l ol (B.24)

2There is no loss of generality here as we can extend the argument to the case where there are
several big coefficients, by partitioning our sequences into several sub-sequences, each with one big
coefficient and treat each sub-sequence as a separate channel. Since the resulting SNR is the sum of
SNR of each sequence (equation 4.27), the proof is still valid. This extension works as long as the
number of large coefficients is small compared with the total number of coefficients.
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gka (1 + Zz;ék §2>

Py =
: \/h%gka op3 (1 + Zz;ék Xi 52) + 29,0, (1 + Z#k €4>

~ Ik 14D &

Y

(B.25)
hkaaj \/1 +Zz¢k) Xz
b
2
—\/ZZ & L0202 + 200
~ \/_glch7 (B.26)

hk Og

where the last line of (B.26) follows from the assumption that h; ~ g; throughout the
sequence. It is not obvious how big the terms marked with (@) and (b) are compared
with v/N. If we assume y; = & Vi, and let:

(1+3&)?
1+>2& 7

(1]

(&) = (B.27)

(14>
DTN

where we have dropped the index range on the summation signs for clarity and all
sums in (B.27, B.28) have N — 1 terms, we can show that:

Y& n)= (B.28)

N >Z(E) =T 1) > T(&,2),
= p3 > p1 > P2. (B29)

In order to show N > Z(), we first note that if all §; were equal to 1, then Z(§) = N.
Next, we consider the sign of the first and the second partial derivatives of Z(§) with
respect to a particular element §; in the summation. The first partial derivative is

given by:

2 20+Y6)1-+X8-636)
9, 1+ &) '

The sign of (B.30) is given by the sign of the numerator. 1 —&; > 0 since §; < 1 Vj,

(B.30)
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but the sign of Y &2 — & > & depends on the actual values of &. If we assume the

sequence of & are i.i.d., this term will be non-negative on average because:

EQ) &-6> &)

(N —1)E(&) = BN - DE(©),

= (N - 1)(E(&) - E*(8)),

> 0. (B.31)

&

The gradient of (B.30) with respect to & will therefore be positive on average. We
now calculate the numerator of the second partial derivative to determine its sign,

which is given as follows in its expanded form:

sign (%) = sign(Z@z—{—Q (253)2%- (253)3 - QZfz‘—‘lZfz‘Zfz’z
Y a(Ye) - (Xa) 2 (Xa) Ye-(Xe) (Xg)

— A HAE -G Y G -8 Y E+8GY G+4G) &
—se ey e (Ya) 1 (X))
rsey ey e -ag Y e (X)) 1 (Xa) Y

(B.32)

By comparing the magnitudes of the positive and negative terms in (B.32) and using
facts such as Y& > > &2 and & < Y &;, we can show that (B.32) is always negative.
Therefore Z(£) is a concave function of &, and Z(§) < N for &; < 1. Since the function
= is continuous in &, we can argue that the term marked a in (B.24) is smaller than
VN in the small neighbourhood around ¢ such that & ~ x;, hence ps > p;.

In the second part of our proof, we show Y(&,1) > T(£,2) by considering the

partial derivative of T with respect to n:

O _ 201+ 38) (X (&) € — (&) &)
on (1+ &)’ ’

(B.33)

which is always negative because In(§;) < 0 and so In(&)&" < In(&)EX Vi. Using
the continuity principle on T with respect to n and & respectively, we find that
T(&,1) > Y(&,2) and p; > pg, which complete our proof. We can therefore infer that
the modified correlator should perform better than both the simple correlator and

matched filter under non-stationary noise conditions.
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B.2 Blind spread spectrum watermark detection

This section derives the false positive, miss and detection probabilities of the two
approaches for watermark detection described in section 4.6, namely fixing L bits
of the payload to some known pattern or allocate part of the watermark energy to
a separate reference watermark. We assume no error control coding is used here
to encode the payload. There are two possible situations where a false positive can

occur.

1. The watermark detector declares a watermark is present when in fact there is

none.

2. The watermark detector declares a watermark is present when in fact another

watermark marked with the wrong key is present.

We can modify our null hypothesis to cope with the two cases as follows:

Hy: y=e no watermark,
Hj:y=s"+e wrong key,
Hi: y=s+e. (B.34)

where e and s are the noise (which includes the host signal) and the desired signal
respectively. n from (4.30) is dropped for the sake of clarity. s* is another watermark
with the wrong key such that E(s-s*) = 0. The statistics of the correlator under
these hypotheses are all Gaussian (statistics under Hj can be derived in a similar way

as described in section 4.4) and are summarized as follows:

pa, = pay =05 pu, # 0,

2 . 2. 2 2 2
Ohz ™ 01y Oz Oy, > O (B.35)

01%16 R~ ‘71%11 because the image energy is much larger than the watermark energy and
E(s*-e) = 0. Since oz > oy, it is the worst case scenario and we should use oy in
our calculations. In the following analysis, we assume the energy of the payload is £,
per bit and that the noise power spectral density (PSD) is Ny (i.e. assuming white
noise). We also assume the length of the payload is M bits. Therefore the SNR per
bit is given by E,/Ny and the total energy E of the watermark is M - Ej.
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B.2.1 L fixed bits

It can easily be seen that the decoder will decode 1 and 0 with equal probability in
an unwatermarked image (" pgz = 0), the probability of getting L bits correctly at

random (and hence false alarm) is simply:
Ppp =271, (B.36)

If we require a false alarm rate of say 107%, then we need L > 20. In order to keep

the distortion level in the watermarked image the same, the energy of the payload

has to be reduced by a factor of HLM The effective energy per bit and the effective
SNR per bit are:
M
E[I; = Eb7
L+ M
SNR' = SNR. B.37
L+ M ( )

The new bit error rate can be derived from (4.14) using the new SNR as:

M
Porror = . SN B.
error Q ( L+ M S R) Y ( 38)

where SNR is the original SNR per bit at the correlator in the absence of the fix
pattern. Assuming the decoder decodes 1 bit at a time, we will miss a watermark if

any of these L bits is decoded wrongly. Hence probability of detection is:

Pp = P(all L bits are decoded correctly),

- (1 ~Q <\/L TM : SNR)) , (B.39)

and the miss probability is simply:

B.2.2 Separate reference watermark

If we allocate some of our watermark energy to a separate reference watermark, say,

by scaling the reference and the payload by «; and ay such that o? + a2 = 1, so as
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to keep the resulting distortion the same. The payload total energy and the reference

watermark energy are a5 E and o? E respectively. If we equate the total energy of the

reference watermark in the two cases, we can see that this is equivalent to setting L
to:

Lo M

1—af

(B.41)

Since the entire reference watermark is detected as a whole, the effective SNR. of the
reference watermark is:
2
arE
SNRref mark — &—07
=ao’M - SNR,
LM

= -SNR. B.42
L+M SNE ( )

SNR is the SNR per bit without the reference as before. The user chooses the desired
false alarm rate, say p, and computes the threshold A based on Neyman-Pearson. The

relationship between p and A is:

A= OHSQil(p), (B44)

where @ ~!(+) is the inverse of the Q function defined in (4.15). The watermark will
be missed if the output of the correlator is less than A\. The miss probability can be

derived as follows:

Phriss = P(OUtPUt < )"Hl)a

-0 (“H1 = A) ,
O'H1
(Mm _ UHg;Ql(P)>

O'H1 O'H1

~Q (\/ LM -SNR — Ql(p)> : (B.45)

L+M
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The last line follows from (B.35) and (B.42). The probability of detection is just:

Pp~1-Q (\/LLJFMM -SNR — Ql(p)) : (B.46)

B.2.3 Special case: a yes/no watermark

In case of a yes/no watermark (i.e. M = 0), the above expressions of detection/miss
probabilities need to be modified. If we split the watermark up into L bits and use
the first approach for detection, the SNR is reduced by a factor of L for each bit and

Pp,, = (1 -Q (V S]VTR>> ) (B.47)

where SN R is the ratio of the total watermark energy to the noise PSD. On the other

we get:

hand if we detect this yes/no watermark in the conventional way, we find:
Py, ~1-Q (\/SNR - Q*l(p)) . (B.48)

The false alarm probabilities are independent of M and are thus unaffected.
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Appendix C Test images

All images are 256 grey scale and are of 256 x 256 pixels. All images (except Pills,
Newyork and Lochness) courtesy of the Signal and Image Processing Institute at the

University of Southern California.

Newyork Barbara " Lochness

*Pills - copyright photo courtest of Karel de Gendie.
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