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Abstra
t

Digital watermarks re
ently emerged as a possible solution for prote
ting the 
opy-

right of digital materials. The work presented in this thesis is 
on
erned with the

design of robust watermarking algorithms with 
omplex wavelets. We 
hoose the


omplex wavelet transform as our watermarking domain be
ause it is a relatively

new transform and has useful properties for image pro
essing appli
ations. In addi-

tion, experimental results show that watermarking systems designed using 
omplex

wavelets have good performan
e. We �rst give an overview of the watermarking

problem, example appli
ations of watermarks as well as a 
omprehensive survey of


urrent watermarking te
hniques and atta
ks. The 
omplex wavelet transform is then

des
ribed and its advantages over the 
onventional real wavelet transform are high-

lighted. A human visual model in the 
omplex wavelet domain is developed whi
h

forms the basis in the design of our watermarking algorithms.

Two di�erent watermarking systems are 
onsidered in this thesis. The �rst one

is based on the prin
iples of spread spe
trum 
ommuni
ations. We dis
uss the pre-


autions required when designing a watermarking algorithm in a redundant domain

like the 
omplex wavelets. An alternative mat
hed �lter is proposed for watermark

de
oding whi
h is shown to have better performan
e than the 
onventional mat
hed

�lter when the underlying signal is non-stationary. The issue of watermark dete
tion

is addressed and we propose a method of using the watermark itself for dete
tion,

whi
h removes the need for a separate referen
e watermark. We also suggest ways in

whi
h the watermark de
oder performan
e 
an be improved when the watermarked

image is atta
ked. In parti
ular we 
onsider three s
enarios: 
ompression, geometri


distortion and denoising. Compression and denoising are shown to have similar e�e
ts

on a watermarked image and we 
an use the same method for de
oding. An image

registration algorithm based on motion estimation is developed to 
ombat geometri


distortion atta
ks.

Although spread spe
trum based watermarks are quite robust, the host image

a
ts as interferen
e with respe
t to the watermark de
oder. We 
onsider watermark-

ing as a 
ommuni
ation pro
ess with side information, where the knowledge of the

host image is exploited at the embedder to redu
e the host interferen
e. Our se
-

ond watermarking algorithm is based on a hybrid 
ombination between quantisation

and spread spe
trum te
hniques and we 
ompare it with our spread spe
trum based

system. Finally we 
lose with 
on
lusions and suggest future resear
h dire
tions.
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Chapter 1

Introdu
tion

Digital watermarking has re
ently be
ome a popular resear
h area due to the prolifer-

ation of digital data in this Internet age and the need to �nd a solution to prote
t the


opyright of these materials. This 
hapter gives a brief introdu
tion to watermarking.

We relate it to steganography and 
ompression. The basi
 watermarking system is

des
ribed and we dis
uss various appli
ations, requirements and design issues. Finally

we give an overview of the remainder of this thesis, whi
h is 
on
erned with designing

watermarking systems for digital images in the 
omplex wavelets domain.

1.1 What is watermarking?

1.1.1 De�nition

Watermarking des
ribes te
hniques whi
h are used to 
onvey information in a hid-

den manner

1

by embedding the information into some inno
ent-looking 
over data.

Typi
ally, this information is required to be robust against intentional removal by ma-

li
ious parties. In 
ontrast to 
ryptography, where the existen
e but not the meaning

of the information is known, watermarking aims to hide the existen
e of the infor-

mation from any potential eavesdropper altogether. Watermarking has existed sin
e

approximately 15th 
entury and in the past watermarks were mainly used on papers

to identify the mill who made them. We 
all these physi
al watermarks be
ause they

exist in a physi
al media. Nowadays, physi
al watermarks are 
ommonly used to

authenti
ate important do
uments, for example, banknotes and passports. With the

advan
e of the Internet and the ubiquity of digital data, it is natural to extend the

1

Watermarks are usually imper
eptible, but there are also visible watermarks (see se
tion 1.1.3).

1
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idea of watermarking to digital data. A popular appli
ation of digital watermark is

to give proof of ownership of a pie
e of digital data (image, audio or video) by embed-

ding 
opyright information as a watermark into the data itself. The 
on
ept of using

an embedded signal for the purpose of proving ownership was �rst mentioned in a

patent in 1961 [65℄

2

. Some of the earliest publi
ations 
on
erned with watermarking

digital images in
lude Caronni [27℄, Tanaka et al. [142℄ and Tirkel et al. [144℄.

1.1.2 Relationship of watermarking to steganography and


ompression

Watermarking is 
losely related to steganography in that they are both 
on
erned

with 
overt 
ommuni
ation and belong to a broader subje
t known as information

hiding. However, the underlying philosophy of the two are di�erent. Steganography

normally relates to point-to-point 
overt 
ommuni
ation between two parties and

a steganographi
 system is typi
ally not required to be robust against intentional

removal of the hidden message. Watermarking, on the other hand, is usually a one-

to-many 
ommuni
ation and has the added notion that the hidden message should be

robust to attempts aimed at removing it. In the 
ase of 
opyright prote
tion, obviously

the 
opyright information should resist any modi�
ations by pirates intending to

remove it. Interested readers are referred to the survey by Petit
olas et al. [124℄ and

his book [125℄ for more information on information hiding.

There exists a duality between watermarking (and information hiding in general)

and data 
ompression. While 
ompression aims to identify the per
eptually insigni�-


ant parts of the data and remove them, information hiding te
hniques try to insert

information into them. From an information-theoreti
al point of view, information

hiding is a game between the information hider and the atta
ker (for example, a


ompression system whi
h removes the redundant parts of the data) [114℄. Moreover,


ompression is one of the most 
ommon operations on images, therefore one must

take into a

ount of the e�e
ts of 
ompression when designing a watermarking sys-

tem. The most 
ommon 
ompression standard at the moment is JPEG [119℄, whi
h

is based on the dis
rete 
osine transform (DCT). JPEG2000 [34℄, whi
h operates in

the real wavelet domain, was proposed in 2000 as a future standard of 
ompression

and experiments showed it has superior performan
e 
ompared with JPEG. Image


ompression is 
onsidered further in 
hapter 5. Figure 1.1 shows how everything �ts

together.

2

To the best of the author's knowledge, this is the earliest referen
e to digital watermarking.
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Information Hiding Compression

SteganographyWatermarking

Fingerprinting /
labelling

Copyright / Copy
Protection

Authentication

Data redundancy

robust fragile

usually
point-to-point

usually
one to many

exploit remove

Figure 1.1: Relationship between digital watermarking, steganography, information hiding

as well as 
ompression. Information hiding aims to exploit the redundan
y of data to 
onvey

information whereas 
ompression tries to remove the redundan
y. Steganography is usually

a point-to-point 
ommuni
ation pro
ess but watermarking typi
ally involves many parties

and has the additional requirement of being robust against intentional removal of the hidden

message. Copyright prote
tion, �ngerprinting and authenti
ation are di�erent appli
ations

of digital watermarks, ea
h with its own spe
ial requirements (see se
tion 1.3).

1.1.3 Watermarking terminology

Over the years resear
hers have 
oined numerous terms to des
ribe and 
lassify wa-

termarking te
hniques. We 
larify these terms in this se
tion.

The image or the pie
e of digital data into whi
h we are hiding the information is


alled the host or 
over data, and the hidden information is referred to as the payload.

Most image watermarking systems involve making imper
eptible alterations to the

host image to 
onvey the hidden information, but there also exist visible watermarks,

whi
h are visible patterns like 
ompany logos overlaid on top of an image. An example

of su
h watermarks is the IBM Digital Library proje
t [25, 113℄

3

. However, in this

thesis, we will 
on
entrate on invisible watermarks. If the original, unwatermarked

data is required in order to retrieve the watermark, the system is known as non-

blind or non-oblivious, otherwise it is known as blind or oblivious. Watermarking

systems typi
ally require the use of a key (in the 
ryptographi
 sense) for retrieving

the embedded payload. If the same key as in the watermark embedder must be

used for retrieving the watermark, the s
heme is known as private, be
ause only the

person/people who has/have the key 
an read the watermark. If a di�erent key is

needed to read the watermark, the s
heme is known as publi
. Publi
 watermarking is

3

The IBMDigital Library proje
t (1995). http://www.dlib.org/dlib/july97/vati
an/07gladney.html
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sometimes also known as asymmetri
 watermarking. We also distinguish between the

dete
tion and the de
oding of watermarks. The former tells you whether something

is likely to be there whereas the latter tells you what is there. In some watermarking

s
hemes, only one random sequen
e is embedded. Thus these watermarks 
an only be

dete
ted but not de
oded and they are referred to as `yes/no' or `1-bit' watermarks in

this thesis. Similarly, we refer watermarks whi
h 
arry a
tual payload as 'multi-bit'

watermarks.

Watermarking systems 
an be robust or fragile. Robust watermarks are required

to resist any modi�
ations whi
h do not de
rease the 
ommer
ial value of the 
over

image. On the 
ontrary, fragile watermarks are designed to fail when the 
over image

is modi�ed. Appli
ations of fragile watermarks are dis
ussed in se
tion 1.3.4.

Fingerprinting and labelling refer to spe
i�
 appli
ations of watermarking, where

the payload 
arries information su
h as the 
reator and the intended re
ipient of a

pie
e of data. This is similar to the use of serial numbers to identify an individual


opy of a produ
t. Fingerprinting 
an be used to tra
e the origin of a pie
e of data if

unauthorised 
opies of it are found. Other appli
ations of watermarks are dis
ussed

in se
tion 1.3.

1.2 Basi
 watermarking systems

All watermarking systems 
onsist of an embedding part and a re
overy part, whi
h

are shown in �gure 1.2. The embedder takes the 
over data, the payload and a

(publi
/se
ret) key to produ
e the watermarked data. The re
overy part takes the

(possibly modi�ed) watermarked data, the key and/or original unwatermarked data

and returns either the payload (de
oding) or a 
on�den
e measure of how likely a spe-


i�
 watermark is present (dete
tion). Regardless of the medium we are watermarking

in, most watermarking systems share the following properties:

� Imper
eptibility. The modi�
ations 
aused by the watermarking system

should be unobtrusive (with the ex
eption of visible watermark obviously).

This means one should use some sort of per
eptual model, both for embed-

ding a watermark and for evaluating the indu
ed distortion. The human visual

system will be dis
ussed in detail in 
hapter 3. Being imper
eptible also implies

watermarks typi
ally have mu
h less power than the 
over data.

� Redundan
y. Sin
e a watermark has mu
h less power than its host, the

watermark is usually redundantly embedded in the host to a
hieve robustness
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Payload p

Cover data x

Key k

Watermark
embedder

Watermarked
data x'

(a)

Original Cover Data
(optional)

x

Received data y

Key  k

Watermark
recovery

Estimated
payload p̂

Confidence
measure

or

(b)

Figure 1.2: A generi
 watermark embedding (a) and re
overy (b) system. The embedder

takes the 
over data, the payload and a key to produ
e the watermarked data. The re
overy

systems takes the (possibly modi�ed) watermarked data, the key (
an be publi
 or se
ret)

and optionally the original unwatermarked 
over data and returns either the estimated

payload or a 
on�den
e measure of how likely a given watermark is present.

so that the payload 
an be re
overed from a fra
tion of the watermarked data.

� The use of keys. All watermarking systems use one or more keys to ensure

se
urity against intentional removal of the hidden information. This is in a
-


ordan
e with the Ker
kho�s Prin
iple in 
ryptography, in whi
h the atta
ker

is assumed to have full knowledge of the system and so se
urity must lie only

in the 
hoi
e of key [77℄. If the watermark 
an be read, it may also be removed

by the same person. This is why publi
 watermarking still remains as a major


hallenge to resear
hers.

1.3 Watermarking appli
ations

Depending on the spe
i�
 appli
ation of a watermarking system, the a
tual require-

ments will vary. We review a few of the major appli
ations of digital watermarks

here. In the next se
tion, we will dis
uss the design issues asso
iated with some of

these appli
ations.

1.3.1 Copyright prote
tion

Copyright prote
tion is one of the major for
es whi
h drive the resear
h in watermark-

ing. Data 
an now be distributed in digital format with ease due to the existen
e of

the Internet. The obje
tive here is to embed 
opyright information into the data so
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that the rightful owner of a pie
e of data 
an at least prove his/her ownership in the


ase of a dispute. The watermarks in this s
enario obviously require a high level of

robustness and should resist attempts in removing them. Note that watermarks for


opyright prote
tion do not prevent people from 
opying the digital data, they sim-

ply exist as a means for owners to assert ownership over some digital data. Typi
ally

these watermarks are used in 
onjun
tion with a buyer-seller proto
ol [112℄ in online

distribution of digital data.

1.3.2 Copy prote
tion

In 
ontrast to 
opyright prote
tion, a 
opy prote
tion me
hanism a
tually prevents

users from making unauthorised 
opies of the digital data. This is diÆ
ult in open

systems like the Internet but it is possible to enfor
e 
opy prote
tion in a 
ontrolled

system like the DVD player. For example, the watermark whi
h exists on a DVD [21,

101℄ tells a 
ompliant DVD player whether a user is allowed to 
opy the video.

1.3.3 Fingerprinting for pirate tra
ing

Watermarks are used in �ngerprinting appli
ations to identify the legal re
ipient of the

digital data and are typi
ally used together with 
opyright prote
tion watermarks in

a transa
tion. The existen
e of multiple di�erently watermarked 
opies of the same

data allow the 
ollusion atta
k (se
tion 2.7) and so �ngerprints must be designed

to be 
ollusion-se
ure [49℄. Watermarks for �ngerprinting otherwise have identi
al

requirements to that of 
opyright watermarks.

1.3.4 Watermarking for authenti
ation

Fragile watermarks are used to authenti
ate digital data. For example, if a digital

photograph is to be used as eviden
e in a 
ourt, we have to prove that the photo has

not been manipulated. A fragile watermark 
an be inserted into the image as soon as it

is taken. If the image is modi�ed mali
iously, the watermark will be destroyed. If the

watermark 
an be retrieved by the re
ipient, the image is deemed authenti
, otherwise,

it should be dis
arded as fake. A low level of 
ompression is usually permitted but

not 
ontent alteration of the image. Therefore a fragile watermark will have some

robustness rather than like a 
he
ksum whi
h fails even if only 1 bit of the data has

been 
hanged. In addition, it should be diÆ
ult for a mali
ious user to simultaneously

modify both the 
over data and the fragile watermark. There are several types of
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fragile watermarks. Some only allow us to dete
t if an image has been modi�ed (e.g.

Fridri
h [56℄ and Kundur [90℄); some allow us to 
al
ulate an approximate version of

the original image in the modi�ed regions (e.g. Rey et al. [136℄); while some allow us

to invert the watermarking pro
ess and re
over the original unwatermarked image if

it is su

essfully authenti
ated (e.g. Fridri
h [58, 59℄). The last type is of parti
ular

interest to the medi
al 
ommunity. Medi
al images 
annot a�ord to be modi�ed

sin
e this might 
ause misdiagnosis. Invertible fragile watermarks allow us to both

authenti
ate and re
over the original digital medi
al image. This thesis, however,


on
entrates on the design of robust watermarking system and fragile watermarks

will not be dis
ussed further.

1.4 Algorithm design issues

1.4.1 Imper
eptibility, robustness and 
apa
ity

All watermarking algorithm designs involve determining a tradeo� between three 
on-


i
ting requirements: namely imper
eptibility, robustness and 
apa
ity. The higher

is the embedding strength of the watermark, the more robust it is, but it will also be

more visible. The more data we embed, the less is the energy allo
ated to ea
h bit

of the payload and the less robust is the watermark. Using a good per
eptual model

will allow us to maximise the energy of the watermark while keeping its visibility to

a minimum.

It is hard to de�ne what robustness means. Ideally a robust watermarking s
heme

should resist any form of mali
ious distortion whi
h does not render the image useless.

It is perhaps impossible to design su
h a perfe
t watermark. Depending on a parti
ular

appli
ation and the medium we are working in (image, audio or video, et
.), some

atta
ks will be more important than others and a pra
ti
al system may only be

required to be robust against these atta
ks. We will dis
uss various types of atta
ks

in more detail in the next 
hapter (se
tion 2.7).

Capa
ity is normally not as important an issue in watermarking as in steganogra-

phy

4

. In steganographi
 appli
ations, a high 
apa
ity may be required for 
onveying

a hidden message. The knowledge of the host signal in the watermark embedder

should be exploited in this 
ase to maximise the 
apa
ity of the 
over data. This is

dis
ussed in more detail in 
hapter 6.

4

There are, however, appli
ations in whi
h a proto
ol is to be sent via a watermark [67, 132℄, in

whi
h 
ase a high 
apa
ity may be ne
essary.
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1.4.2 Invertibility and resolving rightful ownership

Craver et al. [45℄ argue that, in order to be able to resolve rightful ownership, a

watermarking s
heme must be non-invertible. At the very least, the algorithm must

be oblivious, otherwise a pirate 
an just 
reate his/her own watermark, subtra
t it

from the watermarked image to make a 
ounterfeit image and 
laim it as the original

image. Using a non-blind algorithm will dete
t the pirate's watermark using the


ounterfeit image as the original. Being blind is not the only requirement, additional

te
hniques su
h as time-stamping will also be needed to make a watermarking s
heme

non-invertible.

1.4.3 Publi
 vs. private watermarking

Most of the watermarking s
hemes in 
urrent literature are private be
ause a se
ret

key is required in order to retrieve the watermark. It is not possible for a user to

�nd out whether a pie
e of data is watermarked unless he/she has this key. Therefore

some 
ommer
ial systems embed both a private and a publi
 watermark into the data.

However, as mentioned earlier, as soon as a watermark 
an be read, it may be removed

by inverting the embedding pro
ess. Hen
e embedding two watermarks is not a


omplete solution. A publi
 watermark should allow watermarking dete
tion without

the need of a key or revealing the a
tual watermark. The use of spe
ial mathemati
al

properties of some linear transform, for example, the eigenve
tors, has been suggested

by Eggers et al. [53℄ for designing publi
 watermarking systems. Alternatively one


an use zero knowledge proto
ols in 
ryptography [44℄. The remainder of this thesis

will however 
on
entrate on private watermarks.

1.5 Thesis overview

Chapter 2 surveys 
urrent watermarking te
hniques and atta
ks on watermarking

systems. In parti
ular watermarking te
hniques are 
lassi�ed based on the domain

they operate in, how the watermark payload is en
oded, how the embedding lo
ations

are 
hosen, how the watermark is 
ombined with the 
over signal and how the water-

mark is extra
ted, whereas atta
ks on watermarks are 
lassi�ed into four 
ategories:

estimation-based atta
ks, geometri
 atta
ks, 
ryptographi
-like atta
ks and proto
ol

atta
ks. A brief review of the turbo 
ode as an example of error 
ontrol 
odes is also

given due to their extensive use in watermarking systems.
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In this thesis, we 
on
entrate on designing watermarking algorithms with 
om-

plex wavelets be
ause they are relatively new and possess properties whi
h have been

shown to be very useful in image pro
essing appli
ations. Chapter 3 introdu
es the

Complex Wavelet Transform (CWT), and explains why it is better than the tra-

ditional real Dis
rete Wavelet Transform (DWT). A 
ommonly used human visual

model is des
ribed and its 
lose relationship with the CWT is demonstrated. Fi-

nally, a visual model in the CWT domain is developed whi
h forms the basis of our

watermarking systems in the CWT domain.

Chapter 4 des
ribes our proposed spread spe
trum based watermarking algorithm

in the 
omplex wavelet domain. Unfortunately, the CWT is a redundant domain and

this 
an 
ause problems unless pre
autions are taken. We dis
uss how one 
an design

the watermark algorithm to get round the problems 
aused by this redundan
y. We

also derive a new de
oder for de
oding an image-adaptive watermark and address the

issue of watermark dete
tion.

Chapter 5 dis
usses ways to improve the performan
e of the watermark de
oder

when the watermarked image is atta
ked. We 
onsider three s
enarios: 
ompression,

geometri
 distortion and denoising. In the 
ase of 
ompression, an alternative de
oder

is derived and 
ompared with the de
oder proposed in 
hapter 4. A registration

algorithm is developed to 
ombat geometri
 distortion atta
ks. It is also demonstrated

that denoising has similar e�e
ts 
ompared to 
ompression and we 
an use the same

strategy for de
oding watermarks.

Chapter 6 introdu
es a new 
lass of watermarking te
hniques based on quanti-

sation. Quantisation based watermarking has re
ently been proposed as a means to

a
hieve high 
apa
ity watermarking due to its ability to suppress interferen
e from

the host image. Quantisation and spread spe
trum based watermarking te
hniques

are 
ontrasted and 
ompared. A hybrid watermarking algorithm based on both quan-

tisation and spread spe
trum is developed in the CWT domain, whi
h is 
ompared

with the spread spe
trum based method des
ribed in 
hapter 4.

Chapter 7 
loses with 
on
lusions and gives possible future resear
h dire
tions.

1.6 Notation 
onventions

Throughout this thesis, s
alar quantities are represented by normal type font, e.g. x;

ve
tor and matrix quantities are denoted by bold type font in lower and upper 
ase

respe
tively, e.g. f , T; a �eld of s
alar/ve
tor quantities is denoted as fg surrounding

the respe
tive s
alar/ve
tor element, e.g. fxg, ffg, et
.





Chapter 2

Survey of Watermarking

Te
hniques and Atta
ks

2.1 Introdu
tion

As explained in 
hapter 1, one of the reasons for the rapid development in resear
h

in digital watermarking is the need to �nd a solution for prote
ting intelle
tual prop-

erties of digital material. Although there exist te
hniques for watermarking all kinds

of digital data, most of the literature addresses the watermarking of still images for


opyright prote
tion. In this 
hapter, we give an overview of existing robust image

watermarking algorithms, and brie
y review the turbo 
ode as an example of error


ontrol 
odes used in watermarking. Most of the watermarking te
hniques des
ribed

apply to greys
ale images, but they 
an be easily extended to 
olour images by wa-

termarking their luminan
e 
omponent. Finally we give a 
lassi�
ation of atta
ks on

watermarking systems and des
ribe examples of ea
h 
ategory.

Most of the existing watermarking algorithms 
an be 
lassi�ed a

ording to the

following 
riteria:

� The sele
tion of lo
ations where the watermark is embedded. The use of human

visual models in watermarking is addressed.

� The domain in whi
h the algorithm operates. For example, an algorithm 
an

modify the image in the spatial domain dire
tly to embed the watermark, or it


an �rst transform the image into some domain (for example, Dis
rete Fourier

Transform (DFT), Dis
rete Cosine Transform (DCT), Wavelet), insert the wa-

termark and inverse transform the result to obtain the watermarked image. The

pros and 
ons of working in di�erent domains are dis
ussed.

11



12 CHAPTER 2. WATERMARKING ALGORITHMS AND ATTACKS

� The en
oding of the payload. How the payload is represented by a watermark

is des
ribed. The use of error 
ontrol 
odes is also reviewed.

� The formation of the 
omposite signal. How the watermark is embedded into

the 
over data is addressed. The watermark 
an simply be added to the 
over

data or the 
over data may be 
hanged in a way to represent the presen
e of a

watermark.

� How the watermark is extra
ted. Sin
e the watermark has low power 
ompared

with the 
over data, the watermark de
oder operates in a low signal-to-noise

ratio environment. There exist numerous ways in whi
h the performan
e of the

de
oder 
an be improved, in
luding the 
ase where the watermarked image has

been modi�ed by a mali
ious user.

Ea
h of these features of a watermarking algorithm will be detailed in the following

se
tions. The 
lassi�
ation is summarised in �gure 2.1.

Watermarking Techniques

Choice
of location

Transform
domain

Data
encoding

Watermarked
data formation

Watermark
extraction

- key dependent
- perceptual
significance

- everywhere

- spatial
- DFT/DCT
- Wavelet
- Fractal,
histogram, etc.

- spread
spectrum

- error control
code

- additive
- quantisation
based

- non-blind
(using original)

- prefilter
- registration

Figure 2.1: Watermarking te
hniques 
an be 
lassi�ed a

ording to the 
hoi
e of embedding

lo
ation, the operation domain, the en
oding format, formation of the watermarked data

as well as the optimisation of the dete
tor/de
oder. These 
riteria are dis
ussed in se
tions

2.2 to 2.6.

2.2 Choi
e of embedding lo
ations in the host

Human eyes are less sensitive to noise in regions with textures than in smooth areas of

an image. Compression systems also tend to preserve textured areas and edges while


oarsely quantising smooth areas. Based on these reasons Cox et al. [41, 42℄ argue

that one should embed watermarks in per
eptually signi�
ant parts of an image. An

atta
ker 
annot remove the watermark easily without 
ausing signi�
ant distortion.

Numerous approa
hes have been proposed whi
h 
hoose embedding lo
ations based

on this prin
iple. Ko
h et al. [83, 84℄ suggest 
hanging the ranking order of pairs
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of DCT 
oeÆ
ients in mid-frequen
y to embed a watermark, be
ause mid-frequen
y


oeÆ
ients tend to survive JPEG 
ompression and 
ause less visual distortion than

the lower frequen
y 
oeÆ
ients. Bors and Pitas propose a similar s
heme but use

a di�erent 
onstraint [23℄. Wang and Kuo sele
t signi�
ant wavelet 
oeÆ
ients for

watermarking [156℄ based on a multi-threshold wavelet 
ode
 [155℄, but their approa
h

requires the original image for de
oding. In [46℄, Darmstaedter et al. des
ribe a spatial

watermarking s
heme where the image is divided into blo
ks, with ea
h blo
k 
lassi�ed

depending on its 
ontrast and being watermarked a

ordingly. Watermarking in

di�erent domains will be dis
ussed in more detail in se
tion 2.3.

In addition to 
hoosing lo
ations based on their visual signi�
an
e, one 
an also

use a key, usually a random number seed, to sele
t the 
oeÆ
ients to be marked. An

example is the Pat
hwork algorithm [18℄, whi
h sele
ts n pairs of pixels using a key

k. The luminan
e of half of the sele
ted pixels are in
remented by 1 while the other

half are de
remented by 1. The de
oder, using the same key k, sele
ts the same pairs

of pixels and 
ompares the di�eren
e between the means of the two halves. Based on

the assumption that n is suÆ
iently large and that the 
hosen pixels are roughly inde-

pendent and identi
ally distributed, the di�eren
e between the means will be roughly

2n. This method, however, only allows us to verify the existen
e of a watermark, and


annot 
arry extra payload. Kutter's algorithm [91℄ uses a key to partition the image

pixels and then sele
t a subset of them for watermarking. The watermark is also per-


eptually adapted to the image, unlike the Pat
hwork algorithm, whi
h only 
hanges

the statisti
s of the image. The importan
e of per
eptually adaptive watermarking

will be pursued further in se
tion 5.4. Finally, one 
an also repeatedly watermark

the whole image and weight the di�erent extra
ted 
opies at the de
oder a

ording

to their reliability [89℄.

2.3 Watermarking domain

The Pat
hwork algorithm des
ribed in the previous se
tion operates in the spatial

domain. Other examples of spatial watermarking s
hemes in
lude [91, 126, 154℄.

Many resear
hers propose watermarking in some frequen
y domain due to the better

resilien
e against intentional atta
ks they provide. Some example domains are given

next.
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2.3.1 Dis
rete Fourier Transform

The DFT enables the watermark embedder to shape the watermark spe
trum a

ord-

ing to human visual sensitivity to ea
h frequen
y band. De Rosa et al. [47℄ propose a

s
heme whi
h embeds a payload (or a random sequen
e) dire
tly into the magnitude

of the DFT 
oeÆ
ients in mid-frequen
y bands, while

�

ORuanaidh et al. [116℄ propose

modulating the phase instead. Other variations of embedding in the DFT domain

proposed in
lude [135, 137℄. The s
heme des
ribed in [135℄ embeds the watermark

in the Karhunen-Loeve Transform (KLT) of the magnitude of the DFT 
oeÆ
ients.

There is no 
lear optimal way of how the DFT 
oeÆ
ients should be modi�ed. How-

ever, no matter how the 
oeÆ
ients are modi�ed to en
ode a watermark, one must

ensure the 
oeÆ
ients in two of the quadrants are 
onjugate symmetri
al with the

other two, be
ause images are real signals.

2.3.2 Dis
rete Cosine Transform

The DCT domain has been 
ommonly used for watermarking be
ause it is the domain

used by JPEG and MPEG. By in
orporating the JPEG 
ompression me
hanism into

the watermark embedder, the watermark 
an gain resilien
e against 
ompression.

Another reason for employing of the DCT domain is due to extensive study of visual

models in the domain [158℄ in the 
ontext of 
ompression, whi
h 
an be used for

adapting the watermark to the 
over image.

Methods for embedding watermarks into the DCT 
oeÆ
ients are similar to those

in the DFT domain. One 
an either add a pseudo-random noise sequen
e dire
tly to

the host DCT 
oeÆ
ients [69, 127, 141℄, or impose 
onstraints on some 
oeÆ
ients [23,

83, 84℄.

2.3.3 Dis
rete Wavelet Transform

Wavelets have re
ently be
ome an important tool in image pro
essing due to the

good energy 
ompa
tion properties they possess as well as the existen
e of eÆ
ient

algorithms for 
omputing the wavelet transform. They also form the basis of the new


ompression standard JPEG2000. Wavelets are dis
ussed in more detail in 
hapter 3.

In a nutshell, the wavelet transform splits the image into multiple s
ales in a spatial-

frequen
y manner. Kundur et al. [87℄ des
ribe a s
heme based on fusing the wavelet


oeÆ
ients of the 
over image with those of the watermark. Prior to fusion, the

watermark 
oeÆ
ients are s
aled a

ording to a salien
y model [159℄. Wang and
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Kuo [156℄ suggest using signi�
ant wavelet 
oeÆ
ients for watermarking be
ause these


oeÆ
ients 
annot be modi�ed signi�
antly without destroying the 
over image. Xia

et al. [165℄ propose a hierar
hi
al watermark extra
tion algorithm whi
h 
an redu
e

the 
omputational load if the watermarked image is not too severely distorted. The

idea is to try to dete
t the watermark in the �nest s
ale �rst, and use the 
oarser s
ales

only if dete
tion fails. Kundur et al. [88℄ later propose a s
heme based on quantising

the median of a triplet of 
oeÆ
ients. The wavelet pa
ket transform, whi
h is 
losely

related to the DWT but di�ers in the way the frequen
y plane is partitioned, has also

been suggested for watermarking [98℄.

2.3.4 Translation, s
ale, rotation invariant domain

When the watermarked image undergoes an aÆne transform, many watermarking

systems fail.

�

ORuanaidh et al. [117℄ introdu
e the Fourier-Mellin Transform to over-


ome this problem. A log-polar map of the DFT 
oeÆ
ients is 
omputed and the

watermarked is embedded in this domain. S
aling and rotation are mapped to trans-

lation in this domain and the watermark dete
tor 
an perform a sear
h around the

expe
ted embedding lo
ations to extra
t the watermark. Alternatively, a geomet-

ri
ally transformed image 
an be registered prior to watermark dete
tion. Various

image registration te
hniques are dis
ussed in se
tion 5.3.

2.3.5 Key dependent domain

Fridri
h et al. in [57℄ propose using a se
ret key to generate the basis fun
tions of the

transform domain used for watermarking. As long as the atta
ker does not know these

basis fun
tions, he has to indu
e severe distortion in order to defeat the watermark.

This te
hnique is in fa
t a spe
ial 
ase of spread transform watermarking des
ribed

in 
hapter 6 (se
tion 6.3.2), ex
ept that the knowledge of the 
over signal is not

exploited at the embedder. Meerwald et al. [111℄ propose a similar approa
h using

key dependent wavelet �lters.

2.3.6 Other domains

Although most watermarking te
hniques operate in either the spatial or a frequen
y

domain. A few te
hniques have been proposed in less 
ommon domains. Puate

et al. [131℄ propose using fra
tals to en
ode a watermark. Fra
tals des
ribe the

relationship between blo
ks within an image. By varying the mapping between blo
ks,



16 CHAPTER 2. WATERMARKING ALGORITHMS AND ATTACKS

one 
an en
ode a message. Coltu
 et al. [36℄ suggest modifying the histogram of an

image to hide a watermark, but sin
e most image pro
essing operations will 
hange

the histogram, the watermark is fragile. Podil
huk et al. [129℄ propose a method

for watermarking the JPEG bitstream dire
tly. Unfortunately, any algorithm whi
h

relies on a parti
ular aspe
t of �le format (for example, 
olour palette, 
ompressed

bitstream) will fail if the image format is 
hanged.

2.3.7 On the 
hoi
e of transform

Watermarking in the spatial domain is fast and hen
e is suitable for real time ap-

pli
ations like watermarking video as it is being broad
asted [73℄. Watermarking in

frequen
y domains requires more pro
essing power but purposely built DSP 
hips 
an

solve this problem. On the other hand, depending on the properties of the parti
ular

transform we use, the watermark 
an be made to be resilient to 
ertain atta
ks. For

example, the magnitude of DFT 
oeÆ
ients is a�e
ted less by spatial shifts than the

value of the pixels and so watermarks embedded in the DFT domain are more robust

than spatial watermarks against translation and 
ropping

1

. Similarly, DCT based

watermarks 
an be made to resist JPEG 
ompression. Although te
hniques exist for

augmenting spatial watermarks so they 
an 
ope with the aforementioned atta
ks,

the most important advantage that frequen
y domains o�er is the ability to inde-

pendently pro
ess the 
omponents of an image in di�erent frequen
y bands, whi
h in

turn allows us to weight the dete
tor response from di�erent bands a

ording to their

reliability. This is dis
ussed in more detail in se
tion 4.4.4.

2.4 En
oding of payload

2.4.1 Spread spe
trum

Sin
e watermarks are required to have low power (so they will be imper
eptible),

watermarking 
an be seen as a 
ommuni
ation pro
ess through a very noisy 
hannel.

Spread spe
trum te
hniques are known to fa
ilitate 
ommuni
ations in noisy envi-

ronments and are therefore widely used in watermarking. Almost all watermarking

s
hemes represent the payload in the form of a pseudo-random noise (PN) sequen
e,

1

The amount by whi
h the magnitude of the DFT 
oeÆ
ients 
hanges depends on the extent

of 
ropping/translation relative to the image size. If the shifts are 
ir
ular, the magnitude will

be invariant, but atta
kers hardly use 
ir
ular shifts as an atta
k be
ause the resulting image will


ertainly not be visually similar to the original image.
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whi
h is the so-
alled dire
t sequen
e form of spread spe
trum. The random number

seed used to generate the sequen
e be
omes the key of the watermark. Be
ause the

de
oder needs to know the key to de
ode the watermark, these s
hemes are essentially

private. Hartung et al. [63℄ propose making part of the PN sequen
e publi
 to allow

publi
 de
oding of the watermark. The dete
tor/de
oder also needs to syn
hronise

with the PN sequen
e before the watermark 
an be dete
ted/de
oded. Unfortunately

this be
omes a major weakness of many existing s
hemes, as we will see later. A

variation on the basi
 spread spe
trum prin
iple is bandpass/lowpass �ltering the

sequen
e prior to watermark embedding [24℄ so that the watermark will have little

energy in the high frequen
y 
omponents, whi
h tend to be dis
arded by 
ompression

systems.

2.4.2 Error 
ontrol 
odes

In order to improve the robustness of a watermark further, error 
ontrol 
odes are

often used to en
ode the payload prior to embedding. In this se
tion, we review

the turbo 
ode, whi
h was dis
overed relatively re
ently and was shown to a
hieve

asymptoti
ally 
lose to the Shannon's bound [19℄. The two main features of turbo


odes are 
on
atenated 
oding and iterative de
oding. Con
atenated 
oding refers to

the fa
t that ea
h 
odeword is the 
on
atenation of the results of two or more en
oders.

Figure 2.2 shows an example of the simplest possible turbo en
oder whi
h has two


onstituent en
oders. In the 
ase of turbo 
odes, the en
oders are identi
al and ea
h

is a re
ursive 
onvolution 
oder. The se
ond en
oder is pre
eded by an interleaver �

so that the input is s
rambled before being fed into the en
oder. The �nal output

is the 
on
atenation of the payload, followed by the outputs from the �rst then the

se
ond en
oder. The 
ode is therefore systemati
 (the payload appears dire
tly in

the 
oded data). Additional en
oders, ea
h pre
eded by a unique interleaver, 
an be

added and their outputs 
on
atenated to 
onstru
t more 
omplex turbo 
odes. Given

an l-bit payload, an en
oder with 
onstraint length m and 
 
onstituent en
oders, the

rate of the 
ode is given by

l

(
+1)(l+m�1)

,

2

whi
h is approximately

1


+1

for large l. The

interleaver should be random so that on average the Hamming distan
e between any

two 
odewords is large. The 
onstraint length of the en
oder does not a�e
t the rate

signi�
antly but it a�e
ts the de
oding 
omplexity exponentially. There are 2

m�1

states for a 
onstraint length m en
oder. Therefore in
reasing the 
onstraint length

2

The fa
tor l +m� 1 appears be
ause m� 1 bits are needed at the end to terminate the trellis

during ea
h en
oding pro
ess.
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Figure 2.2: A generalised turbo en
oder. All the en
oders use re
ursive 
onvolution


ode and are identi
al. The �rst en
oder takes the padded payload as dire
t input

and returns the parity bitstream. All the other en
oders use a di�erently interleaved

(denoted by �) version of the padded payload as the input. The �nal output is

formed by the padded payload 
on
atenated with the parity bitstreams from ea
h

of the en
oders. The simplest turbo 
odes have 2 en
oders, but additional en
oders


an be used to 
onstru
t lower rate 
odes. Higher rate 
odes 
an be 
onstru
ted by

pun
turing. The payload is padded to ensure all the en
oders return to all-zero state

at the end of the 
oding stage.

D
e
m

u
x1,-1,1,1,...

Parity 1

parity 2

Payload

Decoder 1 p Decoder 2

0100...
Estimated payload

Buffer

Buffer

A

A

A

B

B

B

p-1

Iteration path

Received
data

Hard
threshold

Figure 2.3: An iterative turbo de
oder. The swit
hes are in position A at the be-

ginning. The re
eived data is �rst demultiplexed into di�erent parity bit streams

and the systemati
 payload. In the �rst iteration, the �rst de
oder returns a soft

output using the re
eived payload and the �rst parity bitstream. This soft output

is interleaved and passed together with the se
ond parity bitstream to the se
ond

de
oder, whi
h in turns returns another soft output. The swit
hes are swit
hed to

position B for the iteration stage. The output from de
oder 2 is deinterleaved and

fed ba
k to de
oder 1, repla
ing the re
eived payload. Hen
e ea
h de
oder uses the

(interleaved/deinterleaved) output from the other de
oder and its parity bitstream to

produ
e a soft output. This is repeated a number of times before the deinterleaved

output from de
oder 2 is hard thresholded to give the estimated payload.
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by 1 will double the de
oding 
omplexity. In pra
ti
al appli
ations, the 
onstraint

length is limited to around 9. The longer is the 
onstraint length, the better is the

performan
e of the 
ode. In our simulations, we use en
oders with 
onstraint length

5 as a 
ompromise between de
oding 
omplexity and performan
e. The simplest

possible turbo 
odes have two en
oders and therefore a rate of

1

3

. Pun
turing 
an be

used to in
rease the 
ode rate at the expense of lowering the performan
e of the 
ode.

We do not use pun
tured 
odes in this thesis as the aim of spread spe
trum 
oding

is to add plenty of redundan
y to the payload.

Figure 2.3 shows the 
orresponding example de
oder for the en
oder in �gure 2.2.

In the beginning all swit
hes in the �gure are in position A. The re
eived bitstream

is �rst partitioned into the parity bitstreams from ea
h en
oder and the data stream.

The �rst de
oder takes the data stream and the �rst parity bitstream and produ
es a

soft output (using for example the soft output Viterbi algorithm [62℄) of the estimated

payload, whi
h is then interleaved and passed to the se
ond de
oder together with

the se
ond parity bitstream. The se
ond de
oder produ
es an improved soft estimate

of the payload. The swit
hes are swit
hed to position B after this and remain there.

The soft output from the se
ond de
oder is deinterleaved and fed ba
k to the �rst

de
oder. This is the iterative step of turbo de
oding. After a few iterations, the

output from the se
ond de
oder will 
onverge and we 
an just hard threshold the

deinterleaved output to obtain the de
oded payload. The improvement in perfor-

man
e de
reases with in
reasing number of iterations and it is found that after 18

iterations the improvement is negligible [26℄. In our implementation, we use 10 iter-

ations, whi
h is a good 
ompromise between de
oding 
omplexity and performan
e.

Valenti [146℄ analyses the turbo 
ode as a linear 
ode and obtains an approximate

upper bound of word error rate under AWGN:

P

err;turbo

�6

d

max

X

w=d

min

A

w

Q(

p

SNR �R




w); (2.1)

where d

min

and d

max

are the minimum and maximum Hamming distan
e of the 
ode;

A

w

is the number of 
odewords with weight w; R




is the rate of the 
ode and SNR

is the signal to noise ratio per bit.

Figure 2.4 shows the performan
e of the turbo 
ode under AWGN with the fol-

lowing parameters: 
onstraint length 5 en
oder, blo
k length 128 with 2 en
oders,

whi
h results in a (384,124) 
ode. The output (bit error rate) BER is trun
ated at

10

�5

. We 
an see that the output BER 
urve has a steep gradient. If the input BER

is less than a 
ertain threshold under Gaussian noise (or the input SNR is higher than
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Figure 2.4: The performan
e of a (384,124) turbo 
ode under AWGN with 10 de
oding

iterations and a random interleaver. The gradient of the output BER is very steep and we


an a
hieve very small de
oding error if the input SNR is higher than a 
ertain threshold.

a 
ertain threshold), we 
an a
hieve very small de
oding error by employing turbo


odes

3

. This has important 
onsequen
es in watermarking, and we will dis
uss this

property of error 
ontrol 
odes further in 
hapter 4 and 
hapter 6. The use of turbo


odes in watermarking is investigated in Balado et al. [16℄ and Kesal et al. [78℄. The

Hadamard 
ode, sometimes also referred to as M -ary or multilevel 
oding, has also

been 
onsidered for used in watermarking [93℄, but it o�ers worse tradeo� between

performan
e and 
omplexity than the turbo 
ode.

2.5 Formation of the 
omposite signal

The most 
ommon way of forming the watermarked signal is the dire
t addition of

the watermark, usually in the form of a PN sequen
e, to the amplitude of the 
over

data. This 
an happen in the spatial, the DFT, the DCT, or the wavelet domain as

dis
ussed before. Alternatively, the phase of the 
over data 
an be modi�ed instead,

as in [116℄. No matter what aspe
t of the 
over data we are modifying, sin
e we are

not taking into a

ount the 
over data in the embedding pro
ess, it will a
t as strong

interferen
e at the watermark de
oder, whi
h limits the de
oder's performan
e even

in the absen
e of atta
ks.

Re
ently, a new 
lass of embedding methods have been proposed whi
h are based

3

If we use a longer blo
klength for the turbo 
ode, the BER 
urve will have a steeper gradient.
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on dither quantisation [32℄. The 
over samples are quantised to represent the embed-

ded data. The de
oder quantises the re
eived samples and looks at whi
h bin ea
h

sample falls into to re
over the embedded data The 
over signal no longer a
ts as

interferen
e. Spread spe
trum and quantisation based watermarking systems will be


ompared and dis
ussed in se
tion 6.3.1.

2.6 Watermark extra
tion

Most spread spe
trum based s
hemes use 
orrelation as the basis for watermark de-

te
tion and de
oding. This impli
itly assumes the underlying interferen
e is Gaussian

be
ause only then will 
orrelation be optimal. Typi
al images in the spatial domain,

on the other hand, do not follow the Gaussian distribution and many authors (for

example, [74, 91℄) suggest pre�ltering (by a highpass �lter) the re
eived image prior

to dete
tion to improve the performan
e. This is be
ause mu
h of the image energy

resides in the low frequen
y 
omponents and will be removed and highpass �ltering

also makes the signal more Gaussian like. Subtra
ting the original image from the

watermarked image prior to dete
tion, as in non-blind algorithms, 
an also be seen

as a spe
ial 
ase of prepro
essing. If some prior knowledge of the distribution of the

image 
oeÆ
ients is available, one 
an use a maximum likelihood de
oder instead of

the 
orrelator. For example, de Rosa et al. [47℄ model the DFT 
oeÆ
ients using a

Weibull distribution and derive the 
orresponding optimal de
oder. If watermarking

o

urs in a frequen
y domain, one 
an 
ombine the outputs from di�erent subbands

in an optimal way to maximise to overall signal to noise ratio. This is dis
ussed in

se
tion 4.4.4. Another aspe
t of watermark dete
tion whi
h 
an be optimised is the

sele
tion of the threshold. Piva et al. [128℄ argue that 
hoosing the threshold based on

the Neyman-Pearson Prin
iple [130℄ is better than minimising the error probability

in the presen
e of atta
ks.

Spread spe
trum systems rely on the perfe
t syn
hronisation between the trans-

mitter and the re
eiver for su

essful 
ommuni
ation. If the image is 
ropped, s
aled

or otherwise geometri
ally transformed, this syn
hronisation is lost and the water-

mark must be resyn
hronised prior to dete
tion. Several authors have proposed using

a separate pattern [120℄ or 
onstru
ting the watermark sequen
e in a spe
ial way [149℄

to allow syn
hronization. Geometri
 atta
ks will be dis
ussed in se
tions 2.7.2 and

5.3 and image registration te
hniques will be dis
ussed in se
tion 5.3.
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2.7 Atta
ks and ben
hmarks

In this se
tion we review some 
ommon as well as state-of-the-art atta
ks on ro-

bust watermarking systems. In general, atta
ks 
an be 
lassi�ed into four 
lasses:

removal based atta
ks, geometri
 atta
ks, 
ryptographi
-like atta
ks and proto
ol at-

ta
ks [153℄. There are also spe
i�
 atta
ks whi
h target only parti
ular algorithms

(for example, [105℄).

2.7.1 Removal based atta
ks

These atta
ks aim to estimate the watermark from the image and subtra
t it from

the image. This assumes we have some prior knowledge about the distribution of

the watermark. In fa
t, 
ompression 
an be 
onsidered as a spe
ial 
ase of removal

atta
k. An improved version of estimation based atta
k was proposed re
ently by

Voloshynovskiy et al. [152℄, whi
h is based on the idea from Langelaar et al. [97℄ and

involves adding ba
k part of the estimated watermark to the image. They 
alled it the

remodulation atta
k and this is dis
ussed in se
tion 5.4. Another important 
lass of

removal atta
k is the 
ollusion atta
k, whi
h does not a
tually remove the watermark,

but rather redu
es its power by averaging many di�erent watermarked 
opies of the

same image. Collusion atta
k is generally not a problem for image watermarks but

it is easy to apply 
ollusion atta
k to video by averaging similar frames. Collusion

atta
ks 
an be 
ir
umvented simply by using 
ollusion se
ure watermark sequen
es,

for example, by making part of the sequen
e identi
al for all watermarks.

2.7.2 Geometri
 atta
ks

Geometri
 atta
ks alter the geometry of the image and desyn
hronise the PN sequen
e

rather than remove it. This 
lass of atta
ks in
lude aÆne transformation (for example,

s
aling, rotation, et
.), 
ropping, geometri
 distortion, and jitter. Some watermarking

s
hemes in
lude a registration pattern to 
ombat global transformation, but this is not

very e�e
tive for geometri
 distortion be
ause the transform is lo
alised and random.

In se
tion 5.3 we propose a registration te
hnique to 
ope with geometri
 distortion.

Jittering is a spe
ial geometri
 atta
k where samples are removed at random pla
es

and dupli
ated elsewhere so the total number of samples remains 
onstant. The jitter

atta
k is generally not very e�e
tive in images (where a row or a 
olumn is jittered

at a time) be
ause the resulting artifa
ts qui
kly be
ome visible. The jitter atta
k

is more e�e
tive in audio watermarking, be
ause a single audio sample is mu
h less



2.7. ATTACKS AND BENCHMARKS 23

signi�
ant with respe
t to the entire pie
e of audio 
ompared to a line with respe
t

to an image.

2.7.3 Cryptographi
-like atta
ks

An example of 
ryptographi
-like atta
ks is the brute for
e sear
h of the existen
e of

all possible watermarks and remove them if any is found. However, unless a system is

badly designed su
h that the number of possible keys is small, brute for
e atta
ks are

typi
ally ine�e
tive. If a watermark dete
tor devi
e and a 
opy of the watermarked

signal are available, Kalker et al. [75℄ show that an unwatermarked 
opy of the signal


an be 
onstru
ted in time linear to the number of data samples, provided that

the watermark dete
tion algorithm is linear. They argue that a watermark dete
tor

should have non-linear 
omponents.

2.7.4 Proto
ol atta
ks

This kind of atta
k targets the appli
ation of a watermarking system. For example, if

the algorithm is invertible, a pirate 
an 
onstru
t a 
ounterfeit original by subtra
ting

his own watermark from the watermarked image (as dis
ussed in the previous 
hapter

(se
tion 1.4)). Another atta
k of this type is the 
opy atta
k [96℄, where the water-

mark is estimated from a watermarked image and 
opied onto another unwatermarked

image so as to 
onfuse the buyer-seller proto
ol.

2.7.5 Ben
hmarking

Petit
olas et al. [95, 123℄ propose the StirMark ben
hmark for the evaluation of wa-

termarking systems. The atta
ks in
luded are mainly geometri
 atta
ks (geometri


distortion, s
aling, 
ropping, et
.), noise addition and 
ommon signal pro
essing oper-

ations su
h as 
ompression, mean/median �ltering. Due to the la
k of removal based

atta
ks in the ben
hmark, Pereira et al. [122℄ propose another ben
hmark whi
h in-


ludes removal based atta
ks as well as separating atta
ks into multiple ben
hmarks

for di�erent watermarking appli
ations. In 
hapter 5, we will address three atta
ks:


ompression, geometri
 distortion and estimation based atta
ks and dis
uss how to

improve the watermark dete
tor/de
oder after atta
ks.
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2.8 Chapter summary

In this 
hapter, we reviewed 
urrent watermarking te
hniques and atta
ks. Water-

marking te
hniques were 
lassi�ed a

ording to the following �ve 
riteria:

� The 
hoi
e of embedding lo
ation.

� The domain in whi
h the watermark is inserted.

� The way in whi
h the watermark is en
oded.

� How the watermark is 
ombined with the 
over data to form the 
omposite

signal.

� How the watermark is extra
ted.

The turbo 
ode was reviewed as an example of error 
ontrol 
odes for watermark-

ing. The output BER of the turbo de
oder has a steep gradient with respe
t to the

input BER, whi
h means if the input BER is below a 
ertain level, one 
an a
hieve

arbitrarily small de
oded error. Atta
ks on watermarking systems were 
lassi�ed into

four 
lasses: removal based, geometri
, 
ryptographi
-like and proto
ol based atta
ks.

Example atta
ks were given in ea
h 
ategory.

In the next 
hapter we will introdu
e the 
omplex wavelet transform and relate it

to the human visual system. We will also derive an empiri
al human visual model in

the 
omplex wavelets domain.



Chapter 3

The Complex Wavelet Transform

and the Human Visual System

3.1 Introdu
tion

The use of wavelets in image 
oding has in
reased signi�
antly over the years, mainly

due to the superior energy 
ompa
tion property of wavelets 
ompared with the tra-

ditional transforms like the DCT, and that there exists an eÆ
ient algorithm [108℄

to 
ompute the wavelet transform. The new 
ompression standard, JPEG2000 [34℄,

is based on the real Dis
rete Wavelet Transform, for example. However, the 
onven-

tional real wavelet transform has two drawba
ks: la
k of shift invarian
e and la
k of

dire
tional sele
tivity. These hinder the use of wavelets in other areas of image pro-


essing. In this 
hapter, the Complex Wavelet Transform, an alternative to the real

wavelets, will be des
ribed. How the CWT over
omes the problems with real wavelets

is dis
ussed. We then review some existing models of the human visual system (HVS)

and outline the relationship of the CWT with these models. A visual model in the


omplex wavelet domain is proposed and we show that the CWT allows a watermark

to adapt to the 
ontent of the host image better than the DWT and the DCT, two


ommonly used frequen
y domains for image watermarking.

3.2 The Complex Wavelet Transform and its dual

tree implementation

Figure 3.1 shows the analysis and the re
onstru
tion trees of the 
onventional real

wavelet transform for 1-D signals. Wavelets o�er 
ompa
t support in both spatial

25
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and frequen
y domains and good energy 
ompa
tion properties. Thus they are more

suited for image 
ompression than some traditional frequen
y transforms like DFT

(whi
h has wide spatial support) and DCT (whi
h produ
es blo
king artifa
ts, if a

blo
k based transform like that in JPEG is used). However, the DWT su�ers from

the following two problems:

1. La
k of shift invarian
e. This results from the downsampling operation at ea
h

level (see �gure 3.1). When the input signal is shifted slightly, the amplitude

of the wavelet 
oeÆ
ients at di�erent levels varies dramati
ally. This 
an be

problemati
 for operations whi
h require shift invarian
e su
h as edge dete
tion

using wavelet maxima.

2. La
k of dire
tional sele
tivity. As the DWT �lters are real and separable, the

frequen
y response is symmetri
 about zero in four quadrants of the 2-D fre-

quen
y spa
e and therefore the DWT 
annot distinguish between the two op-

posing diagonal dire
tions.
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Figure 3.1: A �lter tree showing the 
onventional real wavelet de
omposition of 1-D signals.

The wavelet �lter H

1

and the s
aling fun
tion H

0

are identi
al for all resolutions and

have zero phase. Without loss of generality, odd length �lters

2

were used for experiments

involving the DWT in this thesis.

The �rst problem 
an be avoided if the �lter outputs from ea
h level are not down-

sampled, but this in
reases the 
omputational 
osts signi�
antly and the resulting

unde
imated wavelet transform (UDWT) still 
annot distinguish between opposing

2

We use a pair of near symmetri
 �lters for the DWT, whi
h are designed using the transforma-

tions of variables method [143℄.
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diagonals be
ause the transform is still separable. In order to distinguish oppos-

ing diagonals with separable �lters, the �lter frequen
y responses are required to be

asymmetri
 for positive and negative frequen
ies. One way to a
hieve this is to use


omplex wavelet �lters whi
h 
an be made to suppress negative frequen
y 
ompo-

nents. As we will see later, a dual tree implementation of the Complex Wavelets 
an

also suppress the aliased 
omponents of a signal, whi
h result from the downsampling

and upsampling operations, and this leads to the approximate shift invarian
e of the

CWT.

Complex wavelets have not been used widely in image pro
essing due to the diÆ-


ulty in designing 
omplex �lters whi
h satisfy the perfe
t re
onstru
tion (PR) prop-

erty. To over
ome this, Kingsbury [79, 80℄ re
ently proposed a dual tree implementa-

tion of the CWT (DT CWT) whi
h uses two trees of real �lters to generate the real

and imaginary parts of the wavelet 
oeÆ
ients separately. One 
an think of the two

trees as being the real and imaginary parts of an e�e
tively 
omplex �lter, whi
h 
an

be approximated as a Gabor �lter of the form:

�(x) = g(x) � exp(�i!x); (3.1)

where g(:) is a Gaussian envelope and exp(�i!x) is a modulating sinusoidal signal

of frequen
y !, whi
h is the 
entre frequen
y of the wavelet or s
aling fun
tion. The

two trees are illustrated in �gure 3.2 for 1-D signals. The top level �lters in the

two trees operate on the odd and even samples of the input respe
tively, in other

words, this is equivalent to the UDWT. Even though the outputs of ea
h tree are

downsampled, by summing the outputs of the two trees during re
onstru
tion, we

are able to suppress the aliased 
omponents of the signal and a
hieve approximate

shift invarian
e [82℄. Below level 1, the �lters in the two trees are designed su
h that

they have identi
al frequen
y responses

3

. To 
ompute the 2-D CWT of images, these

two trees are applied to the rows and then the 
olumns of the image, just like the


onventional DWT. This operation results in 6 subbands per resolution instead of 3

as in the DWT. Figures 3.3 and 3.4 show the wavelet and s
aling fun
tions as well

as the 2-D impulse responses for the CWT and the DWT. Figure 3.5 shows 2 levels

of de
omposition of the House image in the CWT and the DWT domains. We 
an

3

In the original implementation of the DT CWT, the �lters in the two trees 
an only have similar

frequen
y responses as they must be of di�erent lengths in order to make the sampling interval below

the top level uniform. Kingsbury re
ently proposed a new design methodology of the �lters [81℄,

whi
h results in better symmetry properties of the transform, and identi
al frequen
y responses for

the analysis and re
onstru
tion �lter banks.
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approximate the 2-D �lter using a separable 2-D Gabor �lter as in (3.1):

�(x; y) = g

x

(x) exp(�i!

x

x) � g

y

(y) exp(�i!

y

y); (3.2)

where g

x

(:) and g

y

(:) are now the 
orresponding envelopes for the row and 
olumn

�lter. The 2-D sinusoid orients the �lter in the dire
tion �!

y

=!

x

. Sin
e the frequen
y

response is not symmetri
 about zero for Gabor �lters, the two diagonal dire
tions

will have separate �lters asso
iated with them. This is apparent in �gures 3.4 and

3.5. The CWT 
an distinguish between the two opposing diagonal dire
tions whereas

the DWT 
annot as its �lters are real. The signi�
an
e of the Gabor �lter like nature

of the CWT will be
ome apparent later. The �lters of the two CWT trees are listed

in [81℄.
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Figure 3.2: The Dual Tree implementation of the 
omplex wavelet transform of 1-D signals.

Tree a and b give the real and imaginary parts of the wavelet 
oeÆ
ients respe
tively. At

the top level, identi
al odd �lters are used for both trees and the two trees operate on the

odd and even position (indi
ated by (1) and (0)) samples respe
tively. Below the top level,

the �lters of the two trees are of even length, orthogonal and time reverse of ea
h other.

They have

1

4

and

3

4

samples delay (indi
ated by q and 3q) respe
tively to satisfy perfe
t

re
onstru
tion. The overall frequen
y response at any given level is therefore identi
al for

the two trees, and ea
h parent wavelet 
oeÆ
ient below the �nest level samples lies exa
tly

halfway between its two 
hildren. When the transform is extended to 2D, we �lter the rows

of the image with the two trees, then �lter the 
olumns with the two trees.
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Figure 3.3: Wavelets and s
aling fun
tions for the CWT (a) and the DWT (b). The

CWT �lters are orthogonal and the DWT ones are zero phase, whi
h means the transform


an only be biorthogonal. Therefore the frequen
y responses for the DWT analysis and

re
onstru
tion �lter bank will be di�erent, unlike the CWT 
ase, where they are identi
al.

(a) CWT 2D Filter Impulse Responses
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Figure 3.4: 2-D �lter impulse responses of the CWT (a) and the DWT (b). Note that the

CWT 
an distinguish between the two diagonal dire
tions while the DWT 
annot be
ause

all the �lters are real and separable.
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(a) Original image

90 

0 ±45 

(b) 2 levels of DWT de
omposition

75 −75 

45 −45 −15 15 

(
) 2 levels of CWT de
omposition

Figure 3.5: Examples of the DWT (b) and the CWT (
) de
omposition of the House image

(a). Only two levels of de
omposition are shown in ea
h 
ase. The orientation of the


orresponding �lter is shown in the 
orner of ea
h subband. The darkness of ea
h subimage

represents the magnitude of the wavelet 
oeÆ
ients. The dark images 
orrespond to the

lowpass wavelet 
oeÆ
ients. The 
ontrast of the images has been enhan
ed for illustration

purpose. The ability of the CWT (but not the DWT) to separate the two diagonal dire
tions

is evident in the �gures.
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3.3 The Human Visual System (HVS) and its re-

lationship with the CWT

Re
all from 
hapter 1 that two of the main requirements of digital watermarks are that

the embedded signal should be imper
eptible and robust at the same time (ex
ept for

authenti
ation watermarks). This requires the watermark energy to be adapted to

the image 
ontent. Therefore it is important to have an understanding of the human

visual system (HVS) in order to develop a visual model for watermark embedding.

Human visual per
eption is non-linear and is strongly dependent on the frequen
y

as well as the orientation of the stimuli [157℄. Our eyes are more sensitive to the

di�eren
e in the intensity of the visual stimuli (i.e. 
ontrast) than the absolute in-

tensity of the stimuli themselves. Furthermore, our visual sensitivity de
reases in the

presen
e of another stimulus of similar frequen
y and orientation, a pro
ess known

as masking. Contrast sensitivity and masking are the two main 
omponents of the

human visual model.

3.3.1 Contrast sensitivity

A 
ommonly used 
ontrast in image pro
essing is the Weber 
ontrast, followed from

Weber's law [70℄, whi
h is de�ned as follows:

C

w

=

�I

I

; (3.3)

where I is the intensity of the stimulus. Figure 3.6 (from [100℄) shows the normalized

dete
tion threshold 
ontrast for di�erent intensities. We see that the normalized

dete
tion threshold is relatively 
onstant for a wide range of intensities but in
reases

for very bright or very dark ba
kground. However, if the data a
quisition devi
e

performs gamma 
orre
tion on the 
aptured data, the dete
tion threshold

4

should

be roughly independent of the ba
kground signal intensity. This is be
ause gamma


orre
tion is 
lose to logarithmi
 (for 
 < 1) for a large range of intensities. Sin
e

we are 
on
entrating on watermarking of mono
hrome images in this thesis, intensity

of the stimuli 
orresponds to the luminan
e of the image. The 
hrominan
e 
ontrast


an be similarly de�ned for 
olour images.

The simple Weber 
ontrast de�ned above only works well for simple signals and

4

The unnormalized dete
tion threshold is the minimum value of �I , regardless of the value of

the ba
kground intensity, above whi
h the stimulus will be per
eived.
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a better 
ontrast sensitivity model is required for real images. We 
an see that the

Weber 
ontrast depends on two fa
tors: the lo
al relative di�eren
e (�I) and the lo
al

mean (I). Peli [118℄ extended the de�nition of Weber 
ontrast to natural images and

de�ned the 
ontrast as the ratio of a lo
al bandpass �lter to a lo
al lowpass �lter:

C

p

(x; y) =

bp

f

(x; y)

lp

f

(x; y)

; (3.4)

where bp

f

(x; y) and lp

f

(x; y) are outputs of the bandpass and lowpass �lters of fre-

quen
y band f at lo
ation (x; y). Using the same argument regarding gamma 
or-

re
ted inputs as before, we 
an dedu
e that the approximate 
ontrast of gamma


orre
ted images 
an be 
omputed using the output of the bandpass �lters only.

However, using bandpass �lters alone is not enough for 
omputing lo
al 
ontrast,

as the masking pro
ess also depends on the orientation of masker and the stimuli.

Watson proposes the Cortex Transform [157℄, whi
h simulates the response of human

visual neurons. The 
ortex transform de
omposes an image into multiple s
ales as

well as multiple orientation (0

Æ

; 90

Æ

, 45

Æ

and �45

Æ

) subbands. The �lters used in the

transform are Gabor Filters (3.2). We 
an infer that the CWT is a good approxi-

mation of the human visual model

5

, and that the wavelet �lter outputs are 
losely

related to visual neuron response. Our visual sensitivity also varies with di�erent

frequen
ies and orientations [37℄

6

, thus we should adjust the watermark energy a
-


ordingly in di�erent frequen
y subbands in order to maximize the embedding energy

while maintaining imper
eptibility.
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h
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o
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_
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Figure 3.6: Typi
al human 
ontrast sensitivity in the absen
e of masking. The normalized

dete
tion threshold 
ontrast (Weber 
ontrast) is 
onstant for a large range of intensities and

in
reases for very strong or very weak stimuli.

5

The fa
t that the CWT has 6 subbands per resolution rather than 4 as in the 
ortex transform

is not important. The important point is that the opposing diagonal dire
tions are separated.

6

A typi
al visual sensitivity 
urve 
an be found in Comes [37℄. In general, our eyes are most

sensitive at mid frequen
ies and relatively insensitive to high frequen
ies. We are also better at

identifying verti
al and horizontal features than diagonal features.
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Figure 3.7: A 
ommonly used transdu
er fun
tion. C

T

and C

M

are the dete
tion threshold


ontrast and the masker's 
ontrast respe
tively.

3.3.2 Masking

The masking phenomenon is usually modeled by relating the 
ontrast of the masker

to the 
ontrast of the stimuli. For a given masker 
ontrast, the dete
tion threshold


ontrast C

T

is given by the so 
alled transdu
er fun
tion. A 
ommonly used transdu
er

fun
tion [37℄ is shown in �gure 3.7, whi
h 
an be written as follows:

C

T

=

8

<

:

C

T

0

if C

M

6 C

T

0

;

C

T

0

(

C

M

C

T

0

)

�

if C

M

> C

T

0

:

(3.5)

When the masker's 
ontrast C

M

is below the 
riti
al 
ontrast C

T

0

, the dete
tion

threshold stays 
onstant at C

T

0

. As soon as the masker's 
ontrast ex
eeds this 
riti
al

value, the dete
tion threshold in
reases with the masker's 
ontrast. The exponent �

typi
ally has value between 0.6 and 1. In reality, the dete
tion threshold a
tually

de
reases slightly when the masker's 
ontrast is 
lose to C

T

0

, a phenomenon known

as fa
ilitation. However, its e�e
ts are small and 
an normally be ignored. It is also

measured [37℄ that the angular bandwidth of masking is around 30 degrees, whi
h

means almost no masking o

urs if the stimuli o

ur in a di�erent subband with

respe
t to the masker (angular bandwidth of a CWT subband is about 30 degrees).

3.3.3 Visual model in the CWT domain

Using the de�nitions of 
ontrast and masking in the previous se
tions, we 
an derive

a simple yet e�e
tive visual model for watermark embedding in the CWT domain.
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We use a modi�ed transdu
er fun
tion of the form:

C

T

=

q

C

2

M

+ C

2

T

0

: (3.6)

E�e
tively we are taking � in (3.5) as 1. Sin
e we assume the input devi
e performs

gamma 
orre
tion on the input data, we 
ompute the 
ontrast C

M

as a fun
tion of

the wavelet �lter outputs. As mentioned in the previous se
tion, the masking e�e
t

is lo
alised in one orientation subband as long as the angular bandwidth is not mu
h

smaller than 30 degrees, we 
an therefore 
ompute masking for ea
h wavelet subband

independently. Putting everything together we obtain the overall weighting fa
tor as

follows:

g

l;�

(u; v) = �

q

k

2

jx

l;�

j

2

+ C

2

T

0

; (3.7)

where g

l;�

(u; v) is the allowable gain for the watermark at transform level l and ori-

entation � at lo
ation (u; v)

7

. jx

l;�

j

2

is the lowpass �ltered (a 3� 3 Gaussian window

of standard deviation 0.5 is used) version of the squared amplitude of the CWT 
o-

eÆ
ients of subband (l; �) in a 3� 3 neighbourhood 
entered at (u; v). k is a subband

dependent 
onstant for 
al
ulating the masker's 
ontrast. C

T

0

is also subband depen-

dent. � is a fun
tion of the lowpass CWT 
oeÆ
ients and allows for 
orre
tion of the

dete
tion threshold due to the variation in ba
kground luminan
e.

Let us see how (3.7) exploits the HVS. In the absen
e of masking (for example, 
at

regions of an image), the watermark weight is approximately �C

T

0

. Around an edge or

textured areas where the wavelet 
oeÆ
ients are large, the term k

2

jxj

2

dominates the

watermark weight. Performing watermark weighting separately in di�erent subbands

allows us to align the watermark signal along any oriented stru
tures of the host

image to ensure imper
eptibility. There is an additional fa
tor (see next 
hapter) �,

whi
h is 
onstant for the whole image, and s
ales the whole watermark so it satis�es

some energy 
onstraint.

3.3.4 Image quality metri
 based on the HVS

Root mean squared (RMS) error and peak signal to noise ratio (PSNR) are the two


ommonly used image distortion measures in most existing watermarking algorithms.

However, neither of them takes a

ount of the HVS. In [147℄, van den Branden Lam-

bre
ht proposes a quality metri
 for 
olour images whi
h involves de
omposing the

7

The subs
ripts l; � will be dropped from now on whenever the notation is 
lear.
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error image into multiple frequen
y bands and multiple orientations, just like the 
or-

tex transform, and the transdu
er fun
tion in �gure 3.7 is used for 
omputing mask-

ing. The error 
omponents are then divided by the masking fa
tor, independently in

ea
h subband, and the �nal results are pooled together to give the per
eived error.

A generi
 image quality metri
 is shown in �gure 3.8. Karunasekera et al. [76℄ use

a similar approa
h to 
ompute the per
eived artifa
ts due to image 
oding, but the

authors only used multiple orientation �lters, without multiple s
ales. In this the-

sis, we 
onsider the latter quality metri


8


ombined with the error pooling te
hnique

introdu
ed in [147℄, whi
h is de�ned as:

Error =

"

1

N




X

i

�

1

N

i

�

X

jerr

i

j

n

�

#

1=n

; (3.8)

where err

i

is the error from 
hannel i; N

i

is the number of elements in 
hannel

i; N




is the number of 
hannels. n is re
ommended to have a value of 4 to allow

regions with larger ummasked errors to dominate the per
eived error, be
ause human

observers tend to look for artifa
ts in images. If n is 2, error pooling redu
es to

RMS error. An alternative image quality metri
 is also 
onsidered, whi
h employs a

similar approa
h to that suggested by [147℄, ex
ept that the 
ortex transform and the

transdu
er fun
tion are substituted by the CWT and our CWT visual model.

Reference
image

Distorted
image

Multi-
channel

decomposition

Multi-
channel

decomposition
-

Compute
masking

(.)
(.)

Error
pooling

Perceived
error

¼

:.:.

:.

err
ni

Masked
error

Raw
error

Mask

Figure 3.8: A generi
 image quality metri
. The multi-
hannel de
omposition 
an be multi-

orientation only (as in [76℄) or 
ombined with multi-s
ale (as in [147℄). The power n in error

pooling determines how mu
h emphasis is given to larger masked errors.

8

An implementation of the quality metri
 proposed in [147℄ is not available due to 
opyright

issues.
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3.4 Empiri
al results for the CWT visual model

In this se
tion, the pro
edures for identifying the various parameters in (3.7) are

des
ribed. Two subje
ts, A and B (both 26 years of age with 
orre
ted short-

sightedness), took part in the following tests. In ea
h 
ase, the values from the

two subje
ts are averaged. We 
an also see that the results from the two subje
ts

(tables 3.1 and 3.2) are very similar.

3.4.1 Finding C

T

0

and the 
orre
ting fa
tor �

A noise image of bipolar values �1 is generated in the spatial domain and its CWT


oeÆ
ients in one of the subbands are kept (while others are set to zero), and the result

is s
aled by C

T

0

, inverse transformed and added to a uniform mid grey image. C

T

0

is

adjusted until the noise is just visible. This is repeated for other subbands, ea
h time

using one subband only. Finally, all the subbands are used together and the various

C

T

0

are s
aled down until the noise is no longer visible. The values of C

T

0

for various

subbands are listed in table 3.1. The luminan
e of the uniform ba
kground is then

varied and the C

T

0

are res
aled until the noise be
omes just noti
eable again. The

relative 
hange in just noti
eable di�eren
e (JND) noise energy at various ba
kground

luminan
e levels is shown in �gure 3.9. We approximate � using quadrati
 regression

as:

� = 4:46(jx

d


j � 0:56)

2

+ 1:02; (3.9)

where jx

d


j is the amplitude of the level 4 lowpass CWT 
oeÆ
ient 
orresponding

to the lo
ation 
on
erned, whi
h is normalised su
h that it has a value of 1/0 for a

uniform white/bla
k image.

3.4.2 Determining k

A bipolar noise image is again generated in the spatial domain and its CWT 
oeÆ-


ients in a parti
ular subband are s
aled and 
ombined with a sinusoidal grating of

orientation and frequen
y 
orresponding to that subband. k is varied until the noise

is visible in the presen
e of the grating. The pro
edure is repeated for ea
h subband

just like determining C

T

0

. Finally, all the subbands are used and the noise is added

to a test set of 16 images (found in appendix C and all are of size 256� 256 pixels).

All the k are s
aled by k

0

until artifa
ts are just noti
eable. The results are shown in

table 3.2. We 
an see that k

0

does not vary greatly a
ross di�erent types of images
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Level / Subband Subj. A Subj. B Average

Level 1 �75

Æ

;�15

Æ

1.7 1.3 1.5

Level 1 �45

Æ

3.1 3.1 3.1

Level 2 �75

Æ

;�15

Æ

0.7 0.8 0.75

Level 2 �45

Æ

1.0 0.8 0.9

Level 3 �75

Æ

;�15

Æ

1.0 1.1 1.05

Level 3 �45

Æ

0.9 1.1 1.0

Table 3.1: Empiri
al C

T

0

for various CWT subbands measured from two subje
ts: A and B.

We do not use level 4 for watermarking as it tends to 
ause artifa
ts in the result image. We


an see that the thresholds are higher for �ner levels and that the thresholds for diagonal

subbands are higher than the verti
al/horizontal subband in general. This agrees with the

model des
ribed in [37℄.
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Figure 3.9: Relative 
hange of just noti
eable di�eren
e noise energy with respe
t to the

normalised magnitude of the lowpass CWT 
oeÆ
ients.

(typi
al ones like Lena, textured ones like Bridge and smooth ones like Claire), and

that the watermark energy is automati
ally adjusted a

ording to the image 
ontent.

3.4.3 Comparison with other domains

In this se
tion we 
ompare the proposed visual model, equation (3.7), with visual

models in the DWT and the DCT domains. Due to the la
k of a satisfa
tory visual

model for the DWT in the literature, we adopt our CWT visual model for the DWT

domain and use Watson's model [110, 158℄ (whi
h is the one of the best to date) for

the DCT domain. A summary of the three models is in
luded in appendix A. A

watermark is embedded into ea
h of the 16 test images using the algorithm des
ribed

in the next 
hapter, substituting in the appropriate transform domain and the 
or-

responding visual model in ea
h 
ase. The overall gain is adjusted su
h that the
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Level / Subband Subj. A Subj. B Average

Level 1 �75

Æ

;�15

Æ

1:0k

0

1:0k

0

1:0k

0

Level 1 �45

Æ

0:6k

0

0:5k

0

0:55k

0

Level 2 �75

Æ

;�15

Æ

1:1k

0

1:0k

0

1:05k

0

Level 2 �45

Æ

1:0k

0

1:1k

0

1:05k

0

Level 3 �75

Æ

;�15

Æ

1:1k

0

1:1k

0

1:1k

0

Level 3 �45

Æ

1:3k

0

1:4k

0

1:35k

0

(a)

Image k

0

;RMS wm Image k

0

;RMS wm

Lena 0.7, 3.2 Camera 0.55, 3.0

Baboon 1.0, 6.3 Claire 0.6, 2.1

Couple 0.8, 3.0 Tng2 0.9, 6.3

Pentagon 1.0, 3.3 Peppers 1.0, 3.2

Fishingboat 1.0, 4.0 Pills 1.0, 2.4

Indust 1.0, 3.9 F16 0.9, 3.9

Bridge 0.65, 3.8 Newyork 0.9, 9.0

Barbara 1.0, 3.8 Lo
hness 1.0, 3.2

(b)

Table 3.2: (a) Empiri
al k for various CWT subbands measured from two subje
ts: A and

B. The overall s
ale k

0

as well as the 
orresponding RMS watermark for ea
h of the 16

test images are shown in (b). The overall s
ale k

0

does not vary greatly a
ross di�erent

types of image, whi
h shows the CWT visual model is a good model whi
h allows automati


adjustment of watermark energy a

ording to the image 
ontent. For example, if the image

has a lot of texture, the watermark energy is automati
ally in
reased.

watermark energy is approximately the same for ea
h of the domains. The per
eived

error is then 
omputed using the quality metri
s in se
tion 3.3.4 for ea
h 
ase. The

results are shown in table 3.3.

In a nutshell, the image adaptability of the CWT and the DCT domain water-

marks are very similar, and the DWT is slightly worse. The former quality metri


suggests that the DCT watermarks produ
e lower per
eived error than the CWT

ones, whereas the CWT quality metri
 shows that the CWT watermarks look better

in all 
ases (ex
ept for the Newyork image). The DWT watermarks produ
e higher

per
eived error under both metri
s. There is only one subband representing the two

opposing diagonal dire
tions in the DWT, thus if we in
rease the watermark strength

along a diagonal edge, we will inevitably produ
e a watermark oriented orthogonal to

the edge, and this extra 
omponent will not be masked by the edge. This results in

a higher per
eived error. In the 
ase of 
omplex wavelets, one 
an separately orient

a watermark along the two diagonal dire
tions and the aforementioned problem does
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Image

CWT DWT DCT

HVS err CWT err HVS err CWT err HVS err CWT err

Lena 1.8 1.2 2.9 1.8 1.8 1.7

Camera 1.5 1.1 2.6 1.7 1.3 1.4

Baboon 1.7 1.4 2.8 1.9 1.4 1.6

Claire 1.7 1.2 2.7 1.7 1.4 1.4

Couple 1.7 1.3 2.7 1.7 1.4 1.4

Tng2 2.6 1.2 4.0 1.8 2.1 1.6

Pentagon 1.5 1.3 2.3 1.9 1.3 1.5

Peppers 2.0 1.5 3.0 2.0 1.7 1.7

Fishingboat 1.8 1.4 2.7 1.9 1.5 1.7

Pills 1.6 1.2 2.7 1.8 1.5 1.6

Indust 1.9 1.4 3.0 2.1 1.4 1.5

F16 1.5 1.3 2.0 2.0 1.3 1.4

Bridge 1.5 1.0 2.3 1.4 1.2 1.1

Newyork 2.1 1.9 3.2 2.5 1.6 1.7

Barbara 1.9 1.9 3.5 2.6 1.7 1.8

Lo
hness 1.4 1.2 2.1 1.7 1.1 1.3

Table 3.3: Results of 
omparison of HVS models in the CWT, DWT and the DCT domains.

The model from Watson [110, 158℄ is used in DCT. The RMS watermark in the DWT and

the DCT domains are adjusted so that they are the same as the RMS watermark in the

CWT domain for ea
h image (table 3.2b), and the per
eived error is 
omputed using [76℄


oupled with error pooling (HVS error) as well as using the CWT visual model (CWT

error). The higher the per
eived error, the more visible is the watermark.

not exist. Figure 3.10 shows the original `Lena' and heavily watermarked versions

of it in the CWT, DWT and DCT domains. The RMS watermark is around 9 in

ea
h 
ase. Figure 3.11 shows the magni�ed version of the areas highlighted area in

�gure 3.10a with the 
orresponding watermark. We 
an see that only the CWT wa-

termark manages to align itself 
ompletely along the dominant edges of the image.

The quality of the images is 
ompared subje
tively and we found that the subje
tive

quality of the CWT watermarked image is the best whereas the DCT watermarked

image looks worst, mainly due to the undesirable blo
k artifa
ts around the edges

(see �gure 3.11
). The DWT watermarked image looks slightly better than the DCT

subje
tively but a 
onsiderable amount of artifa
ts are still visible. Obje
tively, [76℄

returns a lower per
eived error for the DCT marked image than for the CWT marked

image. Therefore the quality metri
 in [76℄ may not be suitable in evaluating the

quality of a watermark image and a multi-s
ale metri
 like the CWT model might be

a better 
hoi
e. We 
an also 
on
lude that the CWT 
an adapt to an image better

than the DWT and the DCT in general.
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(a) (b)

(
) (d)

Figure 3.10: (a) Original Lena. (b) Lena watermarked in the CWT domain. (
) Lena wa-

termaked in the DWT domain. (d)Lena watermaked in the DCT domain. All watermarked

images have a RMS error of around 9.

3.5 Chapter summary

In this 
hapter, we reviewed the drawba
ks of the real wavelet transform and des
ribed

a dual tree implementation of the 
omplex wavelet transform. We outlined how the

CWT over
omes the problems with the 
onventional real wavelet transform. The

human visual model was then des
ribed in terms of 
ontrast sensitivity and masking.

We demonstrated the 
lose resemblan
e between the CWT and the HVS. A visual

model for use in watermark embedding was derived and this model was 
ompared

with other visual models in the DWT and the DCT domains. Two quality metri
s

for assessing an image's quality were introdu
ed and 
ompared. Experimental results

showed that, given a �xed level of RMS watermark, our CWT visual model 
an
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adapt to the host image better than the DWT and the DCT. Therefore, we expe
t

watermarking in the CWT domain to be more robust than in the DWT and the DCT

domains and we will demonstrate this in the next 
hapter.

(a) (b)

(
)

Figure 3.11: The two highlighted areas in �g. 3.10a and the 
orresponding watermark

(ampli�ed by a fa
tor of 4). (a) The CWT domain. (b) The DWT domain. (
) The DCT

domain. The DCT domain watermarked image looks worst subje
tively whereas the CWT

one looks best. We 
an also see that only the CWT watermark manages to align itself to

the dominant edges in the image.





Chapter 4

Watermark Embedding and

Extra
tion

4.1 Introdu
tion

As mentioned in 
hapter 2, watermarking 
an be viewed as a digital 
ommuni
ation

problem through a very noisy 
hannel

1

. The most important aspe
t in digital 
om-

muni
ation is the modulation/demoduation pro
ess. Spread spe
trum te
hniques are

known to fa
ilitate reliable 
ommuni
ation in the presen
e of noise, whi
h is why

many existing watermarking algorithms employ spread spe
trum as the modulation

te
hnique. The basi
 idea is that the information (payload) is 
oded with a (low

power) pseudo-random 
ode sequen
e, this leads to spreading of the information's

frequen
y spe
trum to in
rease its resilien
e against noise.

In our �rst design, we also employ the dire
t sequen
e spread spe
trum approa
h.

We begin this 
hapter by outlining our blind watermarking model and assumptions,

and des
ribe the watermark embedding algorithm. Then we investigate watermark

de
oding based on 
orrelation. Three types of 
orrelation de
oder: simple 
orrelator,

mat
hed �lter and modi�ed mat
hed �lter are 
onsidered and 
ompared. The problem

of 
ombining outputs from multiple 
hannels is also dis
ussed. We 
ompare blind

watermarking in the CWT, DWT and the DCT domains and address the problem of

watermark dete
tion.

1

In this 
hapter, we 
onsider the 
over image as noise at the watermark de
oder. In 
hapter

6, we will see the fa
t that the watermark embedder knows the 
over image means we 
an design

the watermark system su
h that the interferen
e due to the 
over image 
an be removed (almost)


ompletely.

43
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4.2 The watermark model and assumptions

The generi
 model for our blind watermark system is shown in �gure 4.1. Our payload

p is an L-bit binary sequen
e whi
h modulates some pseudo-random sequen
es. The

watermark en
oder 
onstru
ts the watermark w independently of the 
over image x

(where we have omitted the fa
t that the watermark is usually shaped by a visual mask


al
ulated from x in order to simplify our model). The watermark is modulated by the

payload and is simply added to the 
over image, therefore the host image is additive

noise with respe
t to the watermark. y is the re
eived (and possibly 
orrupted) image

at the watermark dete
tor/de
oder. In this 
hapter, we treat ea
h bit of the payload

individually, in other words, binary symbols are used. The use of multilevel symbols

was mentioned in se
tion 2.4.2 in the 
ontext of error 
ontrol 
odes. Typi
ally, the

host image is proje
ted onto some spa
e prior to watermark embedding. We 
onsider

using the CWT as the watermark domain here and we will 
ompare it with the DWT

and the DCT domains at the end of this 
hapter.

The transition fun
tion p(yjx

0

) in �gure 4.1 represents the interferen
e on the

watermark, whi
h in
ludes any possible atta
ks on the watermarked image. Unfortu-

nately, it is impossible to derive a generi
 model whi
h des
ribes all possible atta
ks.

However, any atta
ks on the watermarked image should still render the image useful,

and therefore the host image tends to dominate the interferen
e at the de
oder in

most 
ases. We assume the interferen
e due to the 
over image in the transform do-

main follows a non-stationary Gaussian distribution. This assumption is valid as long

as the transform domain, in whi
h watermarking takes pla
e, de
orrelates the host

image more or less 
ompletely. The wavelet transform (real and 
omplex

2

) satis�es

this requirement. The 
apa
ity of this 
hannel is dis
ussed in 
hapter 6. Finally, the

watermark de
oder performs two tasks. First it de
ides whether a watermark is likely

to exist, and if so, pro
eeds to demodulate the payload.

4.3 Watermark embedding

4.3.1 Impli
ation of CWT redundan
y

As seen in the previous 
hapter, the CWT has a 4:1 redundan
y in 2-D. This has

important 
onsequen
es on the design of the watermarking algorithm. First we will

2

In the 
ase of the CWT, the real and the imaginary parts of the 
oeÆ
ients are approximately

Gaussian distributed.
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Distortion
Channel

Watermark
Encoder

Watermark
Decoder

p p̂p(y|x')

Key

x

x' yw S

Figure 4.1: A simple watermark model. p is the payload; x is the 
over image; w is the

watermark; x

0

is the watermarked image and y is the re
eived and possibly 
orrupted image.

p(yjx

0

) represents any atta
ks on the watermarked image.
b
p is the de
oded payload.

de�ne the 
on
ept of a valid transform. Let W

F

and W

R

be the forward and inverse

transform matri
es of some domain. If the transform is non-redundant, we have

W

R

= W

�1

F

, and W

R

= W

T

F

if the transform is orthogonal. If the transform is

redundant, W

F

, W

R

will be re
tangular and W

R

W

F

= I, but W

F

W

R

6= I in

general, where I is the identity matrix. A ve
tor v is said to be a valid transform if:

v =W

F

W

R

v: (4.1)

Equation (4.1) is only satis�ed if:

v =W

F

x for some x: (4.2)

If the transform is non-redundant, (4.1) is always satis�ed, and for any given v, there

is only one x whi
h satis�es (4.1), in other words, the mapping between the transform

domain and the spatial/time domain is one to one and inje
tive. On the other hand,

the mapping is still one to one for redundant transforms, but it is no longer inje
tive.

In those 
ases, we 
an separate v into two 
omponents su
h that:

v = v

valid

+ v

orth

; and;

v

valid

=W

F

W

R

v

valid

;

0 =W

R

v

orth

: (4.3)

If the transform is m : 1 redundant, then:

jv

orth

j

2

jv

valid

j

2

� m� 1; (4.4)

for an arbitrarily generated v. If (4.2) is satis�ed, then v

orth

= 0.

The essen
e of many existing spread spe
trum based watermarking algorithms is

the addition of a pseudo-random noise (PN) sequen
e (the watermark) to the host
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image 
oeÆ
ients in some domain, and the domain is 
hosen to exploit masking in

the human visual system. Typi
al 
hoi
es in
lude DCT, DFT, DWT and the spatial

domain. All these domains (ex
ept the DFT) are 
riti
ally sampled, whi
h means

(4.1) is satis�ed for any random sequen
e v. In the 
ase of the DFT, the redundan
y

is well de�ned: the 
oeÆ
ients in any two quadrants are the 
omplex 
onjugates

of the other two. Hen
e we 
an design the PN sequen
e with this property when

watermarking in the DFT domain.

Unfortunately, there is no well de�ned redundan
y relationship for the CWT,

and the relationship between 
oeÆ
ients at the same lo
ation in di�erent subbands

is signal dependent. Therefore, generating the PN sequen
e dire
tly in the CWT

domain does not work satisfa
torily, be
ause upon inverse transform, 75% of the

energy of the added sequen
e will disappear on average. This follows dire
tly from

(4.3) and (4.4), and the fa
t that the CWT is 4 : 1 redundant in 2-D.

The redundan
y of the CWT does not pose a problem as long as the watermark

sequen
e satis�es (4.2). A simple way to a
hieve this is to use the CWT 
oeÆ
ients

of a random image in the spatial domain as our PN sequen
e.

4.3.2 Embedding algorithm

A generi
 version of our proposed blind spread spe
trum based watermark embedding

s
heme is illustrated in �gure 4.2. The embedding algorithm 
onsists of the following

steps (assuming we are using the CWT as our transform domain):

1. A random image of �1 of the same size as the host image is generated based

on a seed, whi
h is in e�e
t our private key.

2. The CWT of the host image and the random image are 
omputed.

3. The s
aling fa
tors (visual mask) are 
omputed from the host image's CWT


oeÆ
ients using (3.7), independently for ea
h subband.

4. The random image 
oeÆ
ients are modulated by the payload.

5. The modulated 
oeÆ
ients are s
aled and then inverse transformed to form the

watermark.

6. Finally the watermark is added to the host image in the spatial domain to

obtain the marked image.



4.3. WATERMARK EMBEDDING 47

Unfortunately, both modulating the random image CWT 
oeÆ
ients and s
aling

them will in general render them as being from an invalid transform (equation 4.1 is

not satis�ed). However, experimental results showed that the loss of information by

s
aling the 
oeÆ
ients is negligible in pra
ti
e, but this is not true for modulating the


oeÆ
ients. In order to get round the modulation problem, only 1 bit is embedded in

ea
h random image. In other words, we either negate the random image to embed a `1'

or leave it as it is to embed a `0'. Multiple bits 
an be embedded by superimposing

many random images on top of one another, as long as these random images are

orthogonalised (e.g. via Gram-S
hmidt (GS)). Ideally, one should orthogonalise the

random images to be embedded, i.e. we apply the Gram-S
hmidt pro
ess after the

CWT 
oeÆ
ients are s
aled. However, it was dis
overed that the performan
e of

the system is worse than the 
ase when the random images are orthogonalised before

s
aling. Table 4.1 shows the ratio of the energy of the inter symbol interferen
e to

that of the random images, when orthogonalisation is applied either before or after

s
aling the CWT 
oeÆ
ients. This ratio is de�ned as:

energy ratio =

js

0

� sj

2

jsj

2

; (4.5)

where s and s

0

are the random images 
onstru
ted in the watermark embedder and

de
oder respe
tively.

Energy ratio

No. of random images

1 2 4

GS before s
aling 7.0 �10

�3

5.0 �10

�3

5.0 �10

�3

GS after s
aling 7.0 �10

�3

0.5 1.3

(a)

Energy ratio

No. of random images

1 2 4

GS before s
aling 1.2 �10

�2

1.1 �10

�2

1.1 �10

�2

GS after s
aling 1.2 �10

�2

0.3 1.2

(b)

Table 4.1: Comparing inter symbol interferen
e when orthogonalisation is applied before

or after adaptive s
aling of CWT 
oeÆ
ients. Energy ratio is de�ned as the ratio of the

energy of the interferen
e to that of the random sequen
e. (a) shows the energy ratio when

Gram-S
hmidt (GS) is applied to the random images either before or after adaptive s
aling

of the CWT 
oeÆ
ients in the 
ase where the watermarked image is not atta
ked. (b) shows

the same results when the watermarked image is 
ompressed with JPEG at a quality fa
tor

of 70.
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We 
an see that this ratio hardly varies with the number of random images, when

orthogonalisation is applied before s
aling. However, the dis
repan
ies between the

random images used in the embedder and the de
oder in
rease dramati
ally if or-

thogonalisation o

urs after s
aling. The results hold even when the watermarked

image is 
ompressed. A possible explanation for this result is that the error in ea
h

ve
tor, resulting from the slight ina

ura
y of the visual mask estimated at the de-


oder, propagates to other ve
tors during the orthogonalisation pro
ess. Therefore

we de
ided to orthogonalise the random images before they are s
aled by the visual

mask, and a small amount of interferen
e between individual random images will

remain due to the s
aling.

Using a single random image for ea
h bit of the payload solves the modulation

problem, but we are now fa
ed with greatly in
reased 
omputational load. It is de-


ided to use a blo
k based CWT as a 
ompromise and we embed bits independently

in ea
h blo
k. The blo
k size should be signi�
antly larger than the wavelet and so

we 
hoose this to be 32� 32. However, using a blo
k based CWT risks introdu
ing

blo
king artifa
ts similar to those resulting from the blo
k based DCT used in JPEG.

Fortunately, no signi�
ant artifa
ts were observed in our simulations. The frame-

work of the embedding algorithm remains the same as in �gure 4.2. The embedding

pro
essing 
an be summarised as the following equation:

x

0

i

= x

i

+ �g

i

bw

i

i = 0 : : : N � 1;

= x

i

+ �bs

i

where s

i

= g

i

w

i

; (4.6)

where,

� x

0

i

is the watermarked transform 
oeÆ
ient.

� x

i

is the original transform 
oeÆ
ient.

� � is the user spe
i�ed watermark strength, whi
h is 
onstant throughout the

image and 
ontrols the global watermark energy. � is usually about 1.

� g

i

is the adaptive gain 
al
ulated based on the neighbourhood image 
hara
-

teristi
s (equation 3.7 for the CWT), and varies a
ross subbands and s
ales.

In the 
urrent implementation of the CWT s
heme, 3 levels are used be
ause

modifying 
oeÆ
ients below level 3 tends to 
ause artifa
ts in smooth areas of

the image.

� b = �1 is the payload to be embedded.
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� w

i

is the watermark 
oeÆ
ient.

� N is the number of 
oeÆ
ients in the 
urrent subband in a parti
ular blo
k.

The above pro
ess is repeated in ea
h subband for ea
h 32� 32 image blo
k.

Cover
image I

Forward transform
into

watermark space

Inverse transform
back to

spatial domain

Compute
visual
mask

PN sequences
generation

Forward transform
into

watermark space

Binary
modulation

Key Payload

p = [p  , p  , p  , ... p    ]0 1 2 L-1

Watermark
strength a

x

Watermarked
image I'

g

x x'
S

Orthogonalise

Figure 4.2: A generi
 spread spe
trum based watermark embedder. The transform do-

main 
an be the DCT, the DWT or the CWT domains. The visual model is substituted

a

ordingly.

4.4 Watermark de
oding

The problem of watermark de
oding is similar to the dete
tion of known signal in

noise. It is well known that under stationary white noise, the mat
hed �lter is optimal.

However, the host image CWT 
oeÆ
ients, whi
h are the dominant noise sour
e at

the de
oder, are non-stationary. Hen
e the mat
hed �lter may no longer be optimal.

We assume that a watermark is present and it is desired to minimise the bit error

rate (BER) at the de
oder output. We have the following hypothesis test:

hypothesis H

0

: a bit 0 is embedded (b = 1);

hypothesis H

1

: a bit 1 is embedded (b = �1);

whi
h 
orresponds to (in the absen
e of any atta
k):

H

0

: x

0

= x+ �s; (4.7)

H

1

: x

0

= x� �s: (4.8)
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The log maximum likelihood ratio test results in the de
ision rule:

log

�

p

x

0

(x

0

jH

1

)

p

x

0

(x

0

jH

0

)

�

H

1

?

H

0

0: (4.9)

Most existing watermarking s
hemes assume the interferen
e due to the 
over image

is distributed as stationary AWGN and (4.9) be
omes the mat
hed �lter. A bit 0 will

result in a positive 
orrelation and vi
e versa.

3

We assume the host and watermark

CWT 
oeÆ
ients (where the real parts and the imaginary parts are 
on
atenated

together) in a parti
ular 
hannel are distributed as follows:

host: x � N (0; h

2

i

�

2

x

) 0; : : : ; i; : : : ; N � 1; h

i

> 1 8i;

watermark: s � N (0; g

2

i

�

2

w

) 0; : : : ; i; : : : ; N � 1; g

i

> 1 8i; (4.10)

where N (�; �

2

) is a Gaussian distribution with mean � and varian
e �

2

. Due to the

imper
eptibility requirement, the watermark energy is mu
h smaller than the image,

so �

2

x

� �

2

w

. Also, h

i

and g

i


an vary greatly for di�erent i, but when h

i

is large, g

i

will also be large. This is be
ause wavelets tend to 
on
entrate the image energy into

a few large 
oeÆ
ients and the watermark is adapted to the image. We now 
onsider

the three types of 
orrelator and 
ompare their performan
e.

4.4.1 Simple 
orrelator

The simple 
orrelator 
omputes the 
orrelation between the re
eived 
oeÆ
ients y

and the known (uns
aled) watermark random sequen
e w (
oeÆ
ients of the random

image). For the sake of 
larity we have omitted the 
onjugate operator on w in the

remainder of our analysis. This does not a�e
t our results be
ause we 
an treat w

as a ve
tor formed by the 
on
atenation of the real parts and the imaginary parts of

the CWT 
oeÆ
ients. The 
orrelator r is de�ned as:

r

1

=

1

N

N�1

X

i=0

y

i

� w

i

: (4.11)

This is 
learly a suboptimal 
orrelator but it is nevertheless useful as a 
omparison

be
ause many earlier watermarking systems use this form of 
orrelation. If we derive

3

In the 
ase of 
omplex 
oeÆ
ients like the CWT, we 
ompute the 
orrelation of the real part and

the 
orrelation of the imaginary part separately and add them together. This is easily implemented

as Ref

P

y:w

�

g, where y are the re
eived 
oeÆ
ients.
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the de
oder stru
ture for a single 
hannel from (4.9) the fa
tor 1=N does not appear,

but it is important if we have multiple 
hannels 
arrying the same information and

ea
h 
hannel has di�erent number of 
oeÆ
ients. Without loss of generality, we take

b = 1 and � = 1 for the time being. The expe
tation and the varian
e of r 
an be

derived as follows:

E(r

1

) =

1

N

X

i

E(y

i

w

i

) where y

i

= x

i

+ s

i

;

=

1

N

X

i

(E(x

i

)E(w

i

) + E(s

i

w

i

));

=

1

N

X

i

g

i

�

2

w

: (4.12)

var(r

1

) =

1

N

2

X

i

var(y

i

w

i

);

=

1

N

2

X

i

(E(x

2

i

)E(w

2

i

) + E(s

2

i

w

2

i

)� E

2

(y

i

w

i

));

=

1

N

2

X

i

(h

2

i

�

2

x

�

2

w

+ g

2

i

E(w

4

i

)� g

2

i

�

4

w

);

=

1

N

2

X

i

(h

2

i

�

2

x

�

2

w

+ 2g

2

i

�

4

w

); (4.13)

where the last line follows from the fa
t that the Pearson Kurtosis of a Gaussian

variable is 3. Sin
e r is a sum of independent random variables, the Central Limit

Theorem applies. (This applies to the other two 
orrelators whi
h follow as well.)

r will distribute approximately as Gaussian with mean E(r) and varian
e var(r).

The statisti
s of r for a bit 0 and a bit 1 will therefore have identi
al varian
es and

opposite means (�gure 4.3). The bit error rate (BER) (assuming equal probability of

bit 0 and bit 1) 
an be easily obtained as:

P

error

= Q

 

E(r)

p

var(r)

!

; (4.14)

where

Q(x) =

1

p

2�

Z

1

x

e

�x

2

2

dx: (4.15)
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Hen
e we 
an 
ompare the performan
e of the di�erent 
orrelators in terms of the

ratio � = E(r)=

p

var(r). The bigger � is, the smaller is the BER. The signal power

to noise ratio (SNR) at the 
orrelator output is de�ned as

SNR =

E(r)

2

var(r)

;

= �

2

: (4.16)

4.4.2 Mat
hed �lter

The de
oder �rst estimates g

i

from y and s
ales w

i

with the estimated weights before


orrelating with y. For the purpose of analysis, we assume the de
oder knows g

i

exa
tly. In pra
ti
e, the estimated weights bg

i

will be very similar to g

i

sin
e they

depend on the CWT 
oeÆ
ient magnitudes in a lo
al neighbourhood (equation 3.7),

and the watermark 
oeÆ
ients are random and small. The de
oder is de�ned as:

r

2

=

1

N

N�1

X

i=0

y

i

� s

i

: (4.17)

We 
an derive the statisti
s of the 
orrelator just as before (again assuming both b

and � are 1):

E(r

2

) =

1

N

X

i

g

2

i

�

2

w

; (4.18)

var(r

2

) =

1

N

2

X

i

(h

2

i

g

2

i

�

2

x

�

2

w

+ 2g

4

i

�

4

w

): (4.19)

The mat
hed �lter gives bigger weights to larger 
oeÆ
ients and the terms asso
iated

with these 
oeÆ
ients will dominate the sum in (4.17). We prove in appendix B.1,

that the existen
e of a few large 
oeÆ
ients in the sequen
e will lead to a lower

SNR at the mat
hed �lter output 
ompared with the other two de
oders des
ribed in

this se
tion. This 
an be explained by the fa
t that the mat
hed �lter ampli�es the

non-stationarity of the host distribution.
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4.4.3 Modi�ed mat
hed �lter

The modi�ed linear 
orrelator is a hybrid 
ombination between the two 
orrelators

we have 
onsidered so far. We would like to 
onvert the sequen
e su
h that the noise

is approximately stationary so we 
an use the mat
hed �lter. Instead of s
aling the

watermark 
oeÆ
ients with the estimated weight, the re
eived 
oeÆ
ients are divided

by the weights. However, if the weight gets arbitrarily small, the re
eived signal will be

highly magni�ed, whi
h is undesirable. This is similar to the problem in de
onvolution

of images, where one has to divide the image spe
trum by the estimated blurring �lter

spe
trum. There is one di�eren
e, however. In the 
ase of watermarking, the weight

is limited by the dete
tion threshold, i.e. �C

T

0

for the CWT and the DWT domains,

and by t

ijk

for the DCT (see appendix A) and 
an never be zero. Nevertheless, one


an use a similar te
hnique to pseudo-inverse �ltering, whi
h is to multiply the re
eive

sequen
e by:

f =

g

g

2

+ �

2

; (4.20)

and then 
ompute the 
orrelation between (f �y) and w. When g � �, this is almost

the same as inverse s
aling, and f � g=�

2

when g is small. Our simulations show

that the performan
e of the de
oder does not depend strongly on �, and that it is

unne
essary to use (4.20) for both real and 
omplex wavelet domains. In the 
ase of

the DCT, setting � = 1 gives good results. In all our simulations in this 
hapter, we

use normal inverse s
aling for the CWT and the DWT and use (4.20) with � = 1 for

the DCT.

By dividing the re
eived 
oeÆ
ients by the estimated weights, we redu
e the

watermark 
hannel to an additive one, where the embedded signal strength is nearly

unrelated to the host 
oeÆ
ients. Thus 
orrelating this inversely s
aled sequen
e with

the watermark sequen
e is almost equivalent to the mat
hed �lter. We again assume

the de
oder knows the weights exa
tly for the purpose of analysis. The de
oder is

de�ned as

r

3

=

1

N

N�1

X

i=0

y

i

g

i

� w

i

: (4.21)

Deriving the expe
tation and varian
e in the same way as before, we get:

E(r

3

) = �

2

w

; (4.22)
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var(r

3

) =

1

N

2

X

i

�

h

2

i

g

2

i

�

2

x

�

2

w

+ 2�

4

w

�

: (4.23)

In the spe
ial 
ase where h

i

= g

i

, (4.23) be
omes:

var(r

3

) =

1

N

(�

2

x

�

2

w

+ 2�

4

w

): (4.24)

In other words, the 
orrelator be
omes 
ompletely independent of the non-stationarity.

In pra
ti
e, h

i

will not exa
tly equal to g

i

, but we 
an assume that h

i

� g

i

throughout

the sequen
e, if the watermark is to adapt 
losely to the host image. We show in

appendix B.1 that the modi�ed mat
hed �lter performs best theoreti
ally while the

mat
hed �lter has the worst performan
e due to the non-stationarity of the noise.

Before we verify their performan
e experimentally, the problem of 
ombining infor-

mation from di�erent 
hannels is addressed.

4.4.4 Multiple 
hannel de
oding

Many spatial watermarking s
hemes (for example, [74, 91℄) pre�lter the watermarked

image before 
orrelating with the known watermark sequen
e. The purpose of the

prepro
essing is to remove most of the energy due to the host image in the low fre-

quen
y 
omponents as it is the dominant interferen
e at the de
oder. Prepro
essing

improves the SNR at the de
oder output signi�
antly, but it is not ne
essary if the

de
oder operates in the frequen
y domain, as we 
an 
ombine the outputs from di�er-

ent frequen
y bands to obtain the most likely watermark, but how should we 
ombine

these outputs?

Suppose we have K independent 
hannels with outputs r

i

(i = 0; : : : ; K � 1),

whose expe
tations and varian
es are �

i

(i = 0; : : : ; K�1) and �

2

i

(i = 0; : : : ; K�1).

We 
an model these outputs jointly as a multivariate Gaussian where a bit 0 and a

bit 1 will have opposite mean (�

i

and ��

i

(i = 0; : : : ; K� 1)) and identi
al varian
e.

Using the ML de
oder, we get:

p

y

(yjH

1

)

p

y

(yjH

0

)

=

(2�)

K=2

j�j

�

1

2

exp(�

1

2

(r� r

�

)

T

�

�1

(r� r

�

))

(2�)

K=2

j�j

�

1

2

exp(�

1

2

(r+ r

�

)

T

�

�1

(r+ r

�

))

H

1

?

H

0

1; (4.25)

where � is a diagonal matrix whose diagonal elements are �

2

i

; r = [r

0

; : : : ; r

K�1

℄ and
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Figure 4.3: Correlator output statisti
s for bit 0 and bit 1 under mild (a) and heavy (b)

atta
ks on the watermarked image. The �gures have been arbitrarily normalised for illus-

tration purpose. We 
an see that, under high level of atta
ks, the two distributions overlap.

The region where de
oding error will o

ur is also highlighted. If we use the absolute value

of the 
orrelations of the payload for estimating the mean and varian
e of the 
orrelator

outputs (required for 
ombining outputs from di�erent 
hannels), we will overestimate the

weights for the more unreliable 
hannels. One should therefore use the 
orrelations of the

referen
e watermark for estimating the mean and varian
e.

r

�

= [�

0

; : : : ; �

K�1

℄. The log-likelihood ratio of (4.25) is:

K�1

X

i=0

r

i

�

i

�

2

i

H

1

?

H

0

0: (4.26)

Hen
e the required weight for ea
h 
hannel is the ratio �

i

= �

i

=�

2

i

. If the 
orrelation

from ea
h 
hannel is not averaged (i.e. without the 1=N fa
tor), then the weights will

be
ome �

i

= �

i

=(N

i

�

2

i

), with N

i

being the number of 
oeÆ
ients in the i

th


hannel.

The statisti
s depend on the embedded bit whi
h we in general do not have prior

knowledge of. This is illustrated in �gure 4.3. When the watermark image undergoes

no or mild atta
ks, the output statisti
s for bit 1 and bit 0 are well separated, and

we 
an measure �

i

and �

2

i

reliably using the absolute value of the 
orrelations of

individual bit. However, when the watermarked image su�ers from heavy atta
k, the

two statisti
s overlap (�gure 4.3b). Using the absolute value of the 
orrelation in

this 
ase leads to an overestimate of �

i

and an underestimate of �

2

i

, whi
h results

in higher weights given to more unreliable 
hannels. We therefore use a referen
e

watermark, whi
h is orthogonal to our payload, in order to estimate the 
hannel


hara
teristi
s. This assumes the interferen
e on the payload watermark is similar to

that on the referen
e one. The de
oder de
odes the referen
e watermark as a �xed
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payload, and �

i

, �

2

i

are estimated from the 
orresponding 
orrelator outputs. This

referen
e watermark is also needed for watermark dete
tion, where the referen
e is

dete
ted as a whole (see later), when no error 
ontrol 
ode is used. The overall SNR

is given by:

SNR

overall

=

E(r

overall

)

2

var(r

overall

)

;

=

(

P

K�1

i=0

�

i

�

i

)

2

P

K�1

i=0

�

2

i

�

2

i

;

=

K�1

X

i=0

�

2

i

�

2

i

;

=

K�1

X

i=0

SNR

i

; where SNR

i

is the SNR of 
hannel i: (4.27)

Hen
e the overall SNR is equal to the sum of SNR from ea
h 
hannel. As a result,

using multiple 
hannels is always better then using a single one.

We 
an now 
ompare the performan
e of the three 
orrelators. A 64-bit watermark

is embedded in the `Lena' image and the BER and the SNR of the three de
oders are


ompared. The watermark strength � is varied from 0.1 to 1 and 30 watermarks are

embedded and de
oded for ea
h parameter setting.
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Figure 4.4: Comparison of the (a) BER and (b) SNR of the three 
orrelators dis
ussed in

se
tion 4.4, simple 
orrelator, mat
hed �lter and modi�ed mat
hed �lter. The modi�ed

mat
hed �lter has the best performan
e, just as predi
ted by theory.

Figure 4.4 shows the BER and the SNR using the three de
oders 
ombined with

multiple 
hannel de
oding. We 
an see that the experimental results mat
h with our

predi
tions. The superior performan
e of the modi�ed mat
hed �lter over the simple
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Figure 4.5: A generi
 blind spread spe
trum watermark de
oder using modi�ed mat
hed

�lter. Correlation is always performed regardless whether the suspe
ted image is a
tually

watermarked or not. The watermark dete
tor uses the 
orrelator outputs to determine

whether there is likely to be a watermark or not. In the simulations presented in this 
hap-

ter, the atta
ked image is always assumed to be watermarked and we skip the watermark

dete
tion step.


orrelator is only apparent when their respe
tive SNR is 
ompared. The �nal de
oder

is illustrated in �gure 4.5.

4.5 Comparison with other domains

In this se
tion we 
ompare our proposed blind spread spe
trum based watermarking

s
heme in the CWT, DWT and the DCT domains. The DWT based watermark

s
heme proposed by Barni et al. [17℄ was also used as a 
omparison. Barni's s
heme is


hosen be
ause it is also based on embedding a pseudo-random sequen
e in the wavelet

domain, and uses a per
eptual model [99℄ for weighting the watermark. However, the

s
heme in [17℄ is only a yes/no watermark

4

and we need to modify our algorithm to

4

During resear
h the author failed to �nd a publi
ly available implementation of a blind multi-bit

spread spe
trum based watermark s
heme in the wavelet domain whi
h also in
orporates a human

visual model. Therefore only a yes/no watermark s
heme is used for 
omparison.
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make a proper 
omparison. Measuring BER is not possible for a yes/no watermark.

Nevertheless, we 
an measure the output SNR (de�ned in equation (4.16)) of the

dete
tor, where E(r) and var(r) are now given by the following:

E(r) �

1

N

X

z �w; (4.28)

var(r) �

1

N

var(z); (4.29)

where z and w are the sequen
es of inversely s
aled re
eived 
oeÆ
ients and the un-

s
aled watermark sequen
e respe
tively and N is the total number of 
oeÆ
ients. Our

algorithm is modi�ed to embed only 1 bit. The watermark is 
orrelated independently

in ea
h subband, and 
ombined a

ording to (4.26) to obtain the overall 
orrelation.

The overall SNR is then 
al
ulated using (4.27). In [17℄, the authors �x the false

positive probability to be 10

�8

, whi
h leads to a threshold of 3:97

p

2 � var(r). This


orresponds to a threshold SNR of 15dB. If the output SNR is below this level, the

watermark will be missed with a probability of 0.5.
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Figure 4.6: The partitioning of the DCT 
oeÆ
ients into 9 
hannels to mimi
 the way the

DWT partitions the frequen
y plane. We use multiple DCT blo
ks to embed 1 bit, su
h

that the number of 
oeÆ
ients used to en
ode one bit is the same as in the DWT. The

CWT has 4:1 redundan
y and therefore has 4 times as many 
oeÆ
ients for en
oding a

parti
ular bit.

Two sets of tests were 
ondu
ted. We �rst 
ompare the performan
e of the pro-

posed spread spe
trum s
heme in the CWT, DWT and the DCT domains. The

embedder depi
ted in �gure 4.2 is used in ea
h 
ase with the transform domain (and

the visual model) substituted with CWT, DWT, DCT a

ordingly. In the 
ase of

the DCT, the 
oeÆ
ients in an 8 � 8 blo
k are divided into 9 groups as shown in

�gure 4.6 to mimi
 the way the frequen
y plane is partitioned in the wavelet domain.

Multiple blo
ks are used to embed 1 bit so that the total number of 
oeÆ
ients used

to en
ode 1 bit is the same as in the DWT. During the de
oding pro
ess, 
oeÆ
ients
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in the same group from di�erent blo
ks are 
on
atenated together to form a 
hannel

and the outputs from di�erent 
hannels are 
ombined as dis
ussed before. In the 
ase

of wavelet transforms, ea
h subband is a separate 
hannel, and sin
e we are using 3

levels of transform, we have 9 
hannels for the DWT and 18 for the CWT. A 128-bit

watermark (un
oded) is embedded and the gain is adjusted su
h that the RMS wa-

termark for the three domains is approximately the same

5

. The watermarked images

then undergo atta
ks and the modi�ed mat
hed �lter is used to de
ode the water-

mark. The atta
ked image is always assumed to be watermarked and no watermark

dete
tion is performed before de
oding. In the se
ond set of tests we 
ompare the

1-bit version of our s
heme in the CWT domain with the DWT s
heme in [17℄ and

the output SNR of the two s
hemes are 
ompared.

4.5.1 Simulation results

We evaluate the performan
e of our watermark system under JPEG 
ompression,

JPEG2000 
ompression, additive white Gaussian noise (AWGN), mean and median

�ltering. Atta
ks whi
h alter the geometry of the image will be dis
ussed in the next


hapter. Three test images: Lena (typi
al image), Baboon (signi�
ant high frequen
y


omponents) and Pills (signi�
ant 
at areas) were used. The watermarks in the 3

domains for the three images are shown in �gures 4.7, 4.8 and 4.9 respe
tively. Only

the CWT watermark manages to align itself to the dominant edges in ea
h 
ase.

JPEG 
ompression Figures 4.10 (a-
) show the BER after the watermarked im-

ages (Lena, Baboon and Pills) have been 
ompressed by JPEG with quality fa
tor

(QF) from 10 to 100, whereas �gure 4.13 (a-
) show the SNR for the 1-bit version of

the s
heme under the same atta
k for the three images. One 
an see that the CWT

watermark is in general more robust than DWT and DCT watermarks under JPEG


ompression. The performan
e of DWT and DCT watermarks under JPEG are very

similar, with the DCT watermark being more robust at higher level of 
ompression

for the Lena and Pills images. The BER for the Baboon image is lower than the other

two images as a higher level of watermark 
an be embedded in the image without


ausing signi�
ant per
eptual error. Figures 4.11 (a and b) show the same test for

5

In ea
h 
ase, one third of the watermark energy is allo
ated to a referen
e watermark, whi
h

is used in the estimation of individual 
hannel 
hara
teristi
s during de
oding. This allo
ation is

somewhat arbitrary. Sin
e we are 
omparing the relative performan
e of the three domains, the exa
t

energy allo
ation between the payload and the referen
e is not important. For example, Kundur et

al. in [89℄ divide the watermark energy equally between the referen
e and payload.
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(a) Lena original (b) CWT watermark

(
) DWT watermark (d) DCT watermark

Figure 4.7: Lena and the watermark (enhan
ed by a fa
tor of 8) in the CWT, DWT, DCT

domains

Lena when the per
eived error produ
ed by the watermark is 
onstrained to be the

same in the three domains, in whi
h 
ase the DWT has the worst performan
e. This

is be
ause the DWT watermark produ
es higher per
eived error than the other two

domains (table 3.3 in se
tion 3.4.3) and the watermark energy has to be lowered to

produ
e the same per
eptual error. Consequently, the CWT watermark has even

better performan
e 
ompared with the DWT and the DCT in pra
ti
e, when the

subje
tive quality of the watermarked image (rather than the watermark energy) is


onstrained. However, due to the la
k of a standardised image quality metri
, we will
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(a) Baboon original (b) CWT watermark

(
) DWT watermark (d) DCT watermark

Figure 4.8: Baboon and the watermark (enhan
ed by a fa
tor of 8) in the CWT, DWT,

DCT domains

use RMS error as the means for 
omparison between watermarking s
hemes in most

of the simulations in this thesis.

In the 
ase of a yes/no watermark, the CWT also provides better robustness

against JPEG 
ompression than the s
heme in [17℄. The watermark is dete
table in

all three images even when the quality fa
tor is 10. However, Barni's s
heme will

probably fail to dete
t the watermark at this quality for Lena and Pills.
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(a) Pills original (b) CWT watermark

(
) DWT watermark (d) DCT watermark

Figure 4.9: Pills (photo 
ourtesy of Karel de Gendie) and the watermark (enhan
ed by a

fa
tor of 8) in the CWT, DWT, DCT domains

JPEG2000 
ompression JPEG2000 is the state of the art image 
ompression

te
hnique whi
h employs the DWT as the 
ompression domain (instead of the DCT

as in JPEG). The 
ompression parameters (bit per pel (bpp)) are 
hosen su
h that

the RMS error between the 
ompressed unwatermarked image and the original image

is roughly the same as in JPEG with quality fa
tor 10 to 100. The JJ2000 pa
kage

(version 4.1) from [71℄ was used in all simulations. Figures 4.10 (d-f) show the BER

of the watermark in the three domains after JPEG2000 
ompression. The results are

similar to that under JPEG 
ompression. The CWT watermarks perform best and the
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Figure 4.10: Comparison of blind 
orrelation based watermark de
oding in the CWT,

DWT and the DCT domains under 
ompression. Results under JPEG (a-
) and

JPEG2000 (d-f) for 3 images: Lena (a,d), Baboon (b,e) and Pills (
,f) are shown.

For ea
h image, the RMS watermark in the three domains is adjusted to be the same.

The CWT watermarks outperform the others in all 
ases whereas the DWT and the

DCT watermarks have similar performan
e.
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Figure 4.11: When the per
eptual error (using the model in [76℄ (a) or our CWT model

(b)) instead of the RMS watermark is 
onstrained to be the same, we obtain the above

results for Lena under JPEG. The DWT domain has mu
h worse performan
e than

in the previous �gure (4.10). This is be
ause the DWT watermarks produ
e higher

per
eptual distortion than both CWT and DCT watermarks. The CWT watermarks

thus have better performan
e (relatively) than the simulation results shown here in

pra
ti
e, when the subje
tive quality of the watermarked image, rather than the RMS

watermark, is 
onstrained.

DWT and the DCT again have very similar performan
e. Figures 4.12 (a-
) 
ompare

the e�e
ts of JPEG and JPEG2000. At a given level of RMS error, JPEG2000 is

more e�e
tive in removing watermark energy than JPEG. The results for the yes/no

watermark 
ase under JPEG2000 (�gures 4.13 (d-f)) are similar to those under JPEG.

The CWT watermark is signi�
antly better than the DWT s
heme in [17℄.

AWGN, mean and median �ltering Figures 4.14 (a-f) show the results of the

Lena image under AWGN, mean and median �ltering atta
k respe
tively. In the 
ase

of AWGN, the level of RMS noise is from 4 to 28, whereas the window size of both

mean and median �ltering ranges from 1�1 (no atta
k) to 9�9 (severe atta
k). The

CWT watermarks outperform watermarks in other domains in all 
ases. In the 
ase

of a yes/no watermark, only the CWT watermark remains dete
table under mean

and median �ltering and Barni DWT s
heme fails even for the lowest level of �ltering

(3� 3 window). However, the error introdu
ed to the watermarked images by any of

these three atta
ks is very per
eptible and in general the images 
ease to be useable

before the embedded watermark be
omes suÆ
iently degraded. These atta
ks are

therefore relatively ine�e
tive and will not be 
onsidered further for the remainder of
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Figure 4.12: Figures (a-
) 
ompare the e�e
ts of JPEG and JPEG2000 on 
orrelation based

watermark de
oding. For a given RMS error, JPEG2000 is more e�e
tive in removing

watermark energy as expe
ted. Thus future watermarking s
hemes must be designed to be

robust against JPEG2000.

the thesis.

4.5.2 Dis
ussion

No error 
ontrol 
odes (ECC) are employed in the results presented in the previous

se
tion, as the purpose of the simulations is to show that the CWT watermarks are

more adapted to the host image and are 
onsequently more robust. In pra
ti
e, one

would use a good ECC to en
ode the payload prior to watermark embedding and

the de
oder output BER will be mu
h lower than shown. A typi
al ECC de
oder


an 
orre
t almost all the errors in the extra
ted bitstream as long as the input BER

is lower than a 
ertain threshold, whi
h depends on a
tual ECC being used. For

example, the threshold 
orresponding to an output BER < 10

�4

for the rate 1/3
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Figure 4.13: Comparing the 1 bit version of our CWT watermark to the DWT s
heme

in [17℄ under 
ompression. The results for JPEG (a-
) and JPEG2000 (d-f) are shown

using the same test images as in �gure 4.10. The CWT watermark again outperforms

the DWT watermark by a signi�
ant margin.
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Figure 4.14: Results of 
orrelation based watermark de
oding under AWGN, mean

and median �ltering atta
ks for both the multi-bit watermark (left 
olumn) and the

1 bit version (right 
olumn). Only the results for the Lena image are shown. The

CWT watermark outperforms the rest in all 
ases.
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turbo 
ode (dis
ussed in se
tion 2.4.2) is about 0.15. When the de
oder BER ex
eeds

the threshold, the BER of the payload output by the ECC de
oder approa
hes 0.5 and

the watermark system fails 
atastrophi
ally. Therefore a pra
ti
al way of 
omparing

watermark de
oder performan
e is to 
ompare the level of atta
k at whi
h the BER

rea
hes this 
riti
al value. If we assume the highest a

eptable level of 
ompression is

quality fa
tor 70 for JPEG and 0.9 bpp for JPEG2000 for images with no signi�
ant

high frequen
y 
omponents, we 
an see that the CWT watermarks perform very well

under 
ompression, where the 
riti
al atta
k levels are well over the a

eptable level

of 
ompression for both JPEG and JPEG2000. On the other hand, watermarks in the

DWT and the DCT domains 
an only tolerate mu
h lower level of 
ompression. The

AWGN, mean and median �ltering atta
ks are not e�e
tive be
ause these atta
ks

do not 
onsider the masking e�e
t of the host image and 
riti
al atta
k levels for

these atta
ks will produ
e una

eptable distortion in the watermarked images. In

the 
ase of a yes/no watermark, the s
heme proposed by Barni [17℄ degrades more

rapidly than our CWT s
heme, be
ause the former algorithm only uses the �nest

resolution wavelet 
oeÆ
ients, whi
h be
ome very unreliable even under low level of


ompression. This highlights the importan
e in using both high and middle frequen
y


omponents in watermarking.

4.6 On watermark dete
tion

In the previous se
tions we analysed and dis
ussed how to de
ode a watermark given

that a watermark is present in an image. However, in any watermark appli
ation,

one must be able to distinguish unwatermarked do
uments from the watermarked

ones. In order to measure watermark dete
tion false alarm rate as low as, say, 10

�8

experimentally, one would ideally need to test the watermark dete
tor over a large

database of unwatermarked images and images watermarked with the in
orre
t key,

whi
h is impra
ti
al. Therefore, we will only provide theoreti
al results here. We also

assume the watermark is white. If the watermark is not white, then the watermark

spe
trum will have an in
uen
e on the dete
tor performan
e [102℄. The problem

of watermark dete
tion 
an also be formulated into a hypothesis test (with the null

hypothesis being no watermark is present):

H

0

: y = e;

H

1

: y = �s+ e 0 < � 6 1; (4.30)
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where e is the noise ve
tor whi
h in
ludes the host image 
oeÆ
ients. � takes into

a

ount the possibility that the watermarked image is atta
ked and the amplitude of

the watermark s is redu
ed as a result. Lu et al. [104℄ and Martinez et al. [109℄ propose

the use of lo
ally optimal dete
tor (LOD) whi
h maximises the slope of the power

fun
tion when � is 
lose to zero. If the noise statisti
s are known, the 
orresponding

LOD 
an be derived as:

�

X

i

s

i

�

f

0

e

(y

i

)

f

e

(y

i

)

H

1

?

H

0

�; (4.31)

where f

e

(�) and f

0

e

(�) are the probability density fun
tion (pdf) of the noise statisti
s

and its derivative. The threshold � 
an be 
hosen a

ording to the Neyman-Pearson

prin
iple [130℄ by �xing the false positive probability. Determining the optimal thresh-

old is not always easy as it depends on the atta
ks the image has su�ered. In 
ase of

watermark de
oding, no threshold is ne
essary as de
oder statisti
s are often symmet-

ri
al about zero, so we 
an 
onveniently use zero as the threshold in distinguishing

between bit 1 and bit 0. Unfortunately, watermark de
oders 
annot in general be used

for watermark dete
tion as they will always return something even when applied on

an unwatermarked image (see appendix B.2).

In order to make a watermark dete
table, a portion of the watermark must be

known in advan
e. This is satis�ed in yes/no watermarks where the dete
tor knows

exa
tly what the embedded sequen
e is, but these watermarks 
arry no extra payload

and are thus not very useful. If we have a multi-bit payload, watermark dete
tion


an be a
hieved by one of the followings:

1. Fix L bits of the payload to be of known value. The watermark de
oder de
odes

the watermark as usual and 
ompares these L bits to the known pattern. If all

L bits mat
h, then the watermark is dete
ted.

2. Allo
ate part of the payload energy to a separate watermark, whi
h is embed-

ded as a referen
e sequen
e. A watermark dete
tor (e.g. LOD) is used to dete
t

this referen
e watermark and the de
oder pro
eeds only when the dete
tor su
-


essfully dete
ts the referen
e mark.

These two approa
hes are approximately equivalent and the se
ond approa
h 
an be

treated as de
oding all L bits as a whole. The false positive P

FP

, miss P

Miss

and

dete
tion P

D

probabilities are derived in appendix B.2, and are shown below. We

assume no error 
ontrol 
ode (ECC) is used for the moment.
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Case 1:

P

FP

= 2

�L

;

P

Miss

= 1�

 

1�Q(

r

M

L+M

� SNR)

!

L

;

P

D

=

 

1�Q

 

r

M

L+M

� SNR

!!

L

: (4.32)

Case 2:

P

FP

= p whi
h is 
hosen by user;

P

Miss

� Q

 

r

LM

L +M

� SNR �Q

�1

(p)

!

;

P

D

� 1�Q

 

r

LM

L+M

� SNR�Q

�1

(p)

!

; (4.33)

where Q

�1

(�) is the inverse of the Q fun
tion de�ned in (4.15); M is the length of the

payload (ex
luding the �xed, known part) and SNR is the signal to noise ratio per

bit at the de
oder output if no referen
e watermark is embedded. In the 
ase of a

yes/no watermark (M = 0), the �rst approa
h splits the mark into L bits and uses a

watermark de
oder for dete
tion. The false alarm rates for both approa
hes stay the

same and the miss and dete
tion probabilities be
ome:

Case 1:

P

Miss

yes=no

= 1�

 

1�Q

 

r

SNR

L

!!

L

;

P

D

yes=no

=

 

1�Q

 

r

SNR

L

!!

L

: (4.34)

Case 2:

P

Miss

yes=no

� Q(

p

SNR�Q

�1

(p));

P

D

yes=no

� 1�Q(

p

SNR �Q

�1

(p)): (4.35)
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Figures 4.15 show the re
eiver operating 
hara
teristi
s (ROC) 
urve

6

for a yes/no

watermark at a SNR of 15dB (the dete
tion threshold at P

FP

= 10

�8

) and for a 16-bit

watermark at the same overall SNR, so the total energy of watermark are the same

in the two 
ases. We 
an see that in both 
ases, using a referen
e watermark is mu
h

better as expe
ted. Intuitively, using a L-bit �xed pattern seems unwise. However,

using a full-frame referen
e watermark is not always possible, as we will see in 
hapter

6. In pra
ti
e, we will use some form of error 
ontrol 
oding on the payload and we


an a
tually use the 
ode to dete
t the watermark. This is explained in detail in


hapter 6 (se
tion 6.6).
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Figure 4.15: Re
eiver Operating Chara
teristi
s (ROC) of the two watermark dete
tors in

se
tion 4.6 in the 
ase of (a) 1-bit watermark at SNR 15dB. (b) 16-bit watermark at the

same overall SNR. We 
an see that in both 
ases dete
ting the referen
e watermark as a

whole is better.

4.7 Chapter summary

In this 
hapter, we dis
ussed the basi
 watermarking model and the use of spread

spe
trum in watermarking. We proposed a generi
 blind spread spe
trum based wa-

termarking s
heme, whi
h gets round the redundan
y of the CWT. We assumed the

interferen
e due to the host image follows a non-stationary Gaussian distribution,

and derived an optimal 
orrelation based de
oder under this s
enario. Experimental

results 
on�rmed that the modi�ed mat
hed �lter works better than a 
onventional

6

The re
eiver operating 
hara
teristi
s of a dete
tor are de�ned as the relationship between the

false positive (P

FP

) and dete
tion (P

D

) probabilities as the dete
tion threshold is varied.
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mat
hed �lter under non-stationary noise. We also dis
ussed how to 
ombine infor-

mation from multiple 
hannels to improve the performan
e of the watermark de
oder.

Watermarking in the CWT, DWT, DCT domains were 
ompared under di�erent 
om-

pression 
onditions as well as under AWGN, mean and median �ltering. In all 
ases,

the CWT watermark performed best. The proposed CWT watermarking s
heme also

outperforms the proposed yes/no watermark s
heme in [17℄, whi
h shows one should

always use both high and middle frequen
y 
omponents for watermarking. Finally,

the issue of watermark dete
tion is dis
ussed and we 
on
luded that, in the absen
e

of error 
ontrol 
odes, one should always use a separate sequen
e as the referen
e

watermark. In the next 
hapter, we will look at watermark de
oding after atta
ks in

more detail.



Chapter 5

Reliable De
oding of Watermarks

after Atta
ks

5.1 Introdu
tion

In the previous 
hapter we dis
ussed blind spread spe
trum based watermark em-

bedding as well as de
oding based on 
orrelation. We 
on
luded that the modi�ed

mat
hed �lter works best be
ause of the non-stationary nature of the host 
oeÆ
ients.

In our theoreti
al analysis, the watermarked image is assumed to be not atta
ked.

In pra
ti
e, this is unlikely as potential pirates will try to remove the watermark

without degrading the 
ommer
ial value of the image. In addition, honest users may

also pro
ess the image to suit their needs. A robust watermarking system must be

able to dete
t and de
ode a watermark from a modi�ed watermarked image, as long

as the image is still 
onsidered to be useful. As dis
ussed in 
hapter 2, there exist nu-

merous atta
ks on watermarking systems [95℄. Some are intentional (e.g. geometri


distortion, denoising), while the others may be unintentional (e.g. 
ropping, rota-

tion, 
ompression). In this 
hapter, we 
on
entrate on the following three atta
ks:


ompression, geometri
 distortion and denoising. These atta
ks are 
hosen be
ause


ompression is a very 
ommon operation performed on images, whereas geometri


distortion and denoising are shown to be e�e
tive atta
ks on watermarks. We �rst

dis
uss the e�e
ts of 
ompression on a watermark and derive an alternative de
oder

for de
oding after 
ompression. Then we des
ribe a novel image registration algo-

rithm based on motion estimation to 
ombat geometri
 distortion atta
ks. Finally,

we address robustness of watermarks to denoising atta
ks.

73
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5.2 Watermark de
oding after 
ompression

5.2.1 E�e
ts of 
ompression on watermarks

Compression is one of the most 
ommon operations on images and hen
e a robust

watermarking system must survive under a reasonable level of 
ompression. Figure 5.1

shows the s
enario of a watermarked image being 
ompressed. T

F

and T

C

are the

transform domains used for watermarking and 
ompression respe
tively, and T

�1

F

,

T

�1

C

are their inverses. Q

�

is a uniform quantiser with step size �. Suppose the

quantiser introdu
es a quantisation error of e

Q

, then the error at the input of the

de
oder will be

e

0

Q

= T

F

T

�1

C

e

Q

: (5.1)

We ignore the visual masking of the watermark (and the inverse s
aling at the de
oder)

for the moment to simplify our dis
ussion, (i.e. the watermarked signal is given by

x

0

= x+w), and the expe
tation of the 
orrelator is given by:

E(r) = E

�

1

N

X

y �w

�

;

= E

�

1

N

X

�

x

0

+ e

0

Q

�

�w

�

;

= �

2

w

+

1

N

E

�

X

e

0

Q

�w

�

: (5.2)

Ideally we would like the quantisation error to be independent of the watermark

(the se
ond term of (5.2) is zero), in whi
h 
ase the only e�e
t on the mean of the


orrelation will be due to signal attenuation by 
ompression and the varian
e will be

the sum of the varian
e due to the 
ompressed host 
oeÆ
ients and the varian
e of

the quantisation noise. We �rst dis
uss the following two 
ases:

� T

F

= T

C

- the 
ompression domain is the same as the watermarking domain,

� T

F

6= T

C

- the two domains are di�erent,

and then we will derive an alternative de
oder.

5.2.1.1 T

F

= T

C

When the 
ompression and the watermark domains are the same, e

0

Q

= e

Q

. Wolfgang

et al. [160℄ argue that one should use the same domain for watermarking and 
om-
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Figure 5.1: A model of 
ompression of watermarked images. The watermark domain T

F

and the 
ompression domain T

C


an be identi
al or di�erent. In general, the watermark is

more robust when T

F

and T

C

are di�erent. This is be
ause when the two domains are the

same, the quantisation error tends to be 
orrelated with the watermark and degrades the

performan
e of the de
oder.

pression, but their simulations do not fully agree with their arguments. Eggers [51℄

analyses 
ompression of watermarked images as a non-subtra
tive dithered quantiser,

where the watermark is the dither, and derived expressions for the mean and the

varian
e of a 
orrelator. He 
on
luded that, E(w

T

e

0

Q

) = 0 is satis�ed only under

�ne quantisation, where the distribution of the host image (after quantisation) 
an

be expressed as a 
onvolution between the original distribution of the host and a

uniform distribution in the range [�

�

2

;

�

2

). Under medium and 
oarse quantisation,

the quantisation error will be negatively 
orrelated with the watermark and hen
e the

SNR at the 
orrelator will be lower than the 
ase where e

Q

were some independent

noise. The solution suggested by Eggers for optimal dete
tion of watermark after

quantisation [50℄ is to 
al
ulate the weights � (de�ned as �=�

2

) for 
ombining out-

puts of 
orrelator from di�erent 
hannels, whi
h is the same as what we proposed for

multi
hannel de
oding in se
tion 4.4.4. �; �

2


an be pre
al
ulated from the equations

given in [51℄ when the level of 
ompression is known in advan
e. If the level of 
om-

pression is not known, whi
h is typi
ally the 
ase in pra
ti
e, Eggers suggested that

a pessimisti
 worst 
ase 
ompression level 
an be assumed for 
al
ulating 
hannel

weights, in whi
h 
ase the dete
tor performan
e will still be good if the a
tual level

of 
ompression is less severe than the worst 
ase. Fixing the weights given to ea
h


hannel in advan
e also removes the need for using a referen
e watermark for 
al
u-
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lating �; �

2

at the de
oder, whi
h in turn allows us to put the energy of the referen
e

watermark into the payload to in
rease the SNR at the de
oder. The signi�
an
e of

this will be explained further in the following 
hapter.

5.2.1.2 T

F

6= T

C

When the two domains are di�erent, the matrix T

F

T

�1

C

has the e�e
t of de
orrelating

the quantisation error. In the extreme 
ase where the error is 
ompletely de
orre-

lated, i.e. E(w

T

T

F

T

�1

C

e

Q

) = 0, the quantisation error just appears as an additional

noise sour
e at the de
oder. In pra
ti
e, the quantisation noise will not be 
ompletely

de
orrelated, but it is not straightforward to analyse the performan
e of the 
orre-

lator given arbitrary T

F

and T

C

, be
ause quantisation is a non-linear pro
ess. Fei

et al. [55℄ linearise the uniform quantiser in �gure 5.1 and showed that the result-

ing linear model has higher 
apa
ity when di�erent domains for watermarking and


ompression are used. However, the authors in [55℄ assume the image 
oeÆ
ients

follow a stationary Gaussian distribution after 
ompression, whi
h is not generally

true. Ramkumar et al. [133, 134℄ also suggest that the use of transforms with poor

energy 
ompa
tion properties, whi
h are unsuitable for 
ompression, provides greater

watermark 
apa
ity. Xia et al. [164℄ derive expli
it expressions of the quantisation

noise distribution under the same s
enario in terms of the 
hara
teristi
 fun
tion of

the distribution of the image 
oeÆ
ients. In general, image 
oeÆ
ients do not ne
es-

sarily follow Gaussian distribution, espe
ially after 
ompression. Nevertheless we 
an

expe
t the following when a watermarked image undergoes 
ompression:

1. Any 
ompression system will remove per
eptually insigni�
ant 
omponents of

an image. Therefore the watermark energy in the high frequen
y 
omponents

will be redu
ed, or even be removed altogether, whereas the watermark energy

in middle or lower frequen
y 
omponents will be more or less preserved.

2. The more di�erent the 
ompression and the watermarking domains are, the less


orrelated will the quantisation error be with the watermark, and performan
e

of the de
oder/dete
tor will be likely to improve.

The optimal solution for de
oding/dete
tion of watermark when using 
orrelation is

the same as the previous 
ase, i.e. we 
al
ulate the weights � = �=�

2

for ea
h 
hannel

and 
ombine the outputs from multiple 
hannels a

ordingly. We 
an also �x the

weights in advan
e as in the previous 
ase.
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5.2.2 The generalised (modi�ed) mat
hed �lter

The use of 
orrelation for watermark de
oding is based on the assumption that the

noise at the de
oder is Gaussian. Unfortunately, this does not hold after 
ompression.

As the 
ompression level in
reases, more and more 
oeÆ
ients in the higher frequen
y

bands are quantised to zero. The distribution of the watermark and the host 
oeÆ-


ients in these subbands thus be
ome more peaky. We 
an model the re
eived signal

after 
ompression as:

y = �w + e: (5.3)

� a

ounts for the fa
t the watermark amplitude is de
reased after 
ompression, but

sin
e this has the same e�e
t on the signal for both a bit 0 and a bit 1, we 
an ignore

it in de
oding. The 
hannel noise e 
an be des
ribed by a generalised Gaussian

distribution GG(�; 
; �):

p

GG(�;
;�)

(x) =




2�(1=
)

b(�; 
) exp(�b(�; 
)




jx� �j




); (5.4)

where,

b(�; 
) =

1

�

s

�(3=
)

�(1=
)

and �(a) =

Z

1

a

u

a�1

e

�u

du: (5.5)

� is the mean of the distribution; � is the standard deviation and 
 is the shape

parameter. The Gaussian and the Lapla
ian distribution are spe
ial 
ases of (5.4)

with shapes 
 = 2 and 
 = 1 respe
tively. As the shape parameter 
 de
reases, the

distribution be
omes more peaky and has heavier tails, whereas the distribution tends

to uniform as 
 tends to in�nity. If we substitute the probability distribution (5.4)

into the ML de
oder and take the log-likelihood (equation (4.9)), we arrive at the

following generalised (modi�ed) mat
hed �lter (or generalised Gaussian de
oder):

r

gg

=

1

N

b(�; 
)




X

i

(jy

i

+ w

i

j




� jy

i

� w

i

j




)

bit 0

?

bit 1

0: (5.6)

If the underlying noise follows the generalised Gaussian distribution with a shape

parameter other than 2, then the generalised Gaussian de
oder should perform bet-

ter than the 
orrelator. We �rst estimate the per
eptual mask from the 
ompressed

image as before and inversely s
ale the re
eived 
oeÆ
ients to make the input ap-

proximately stationary and then use (5.6) for de
oding. When 
 = 2, (5.6) redu
es
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to the 
onventional 
orrelator, normalised by

2

�

2

. When 
 < 2, the non-linearity of

the de
oder has the e�e
t of suppressing outliers in the re
eived signal, similar to

the lo
ally optimal dete
tor dis
ussed in se
tion 4.6. The use of generalised mat
hed

�lter was dis
ussed by various authors (for example, Hern�andez et al. [66℄ and Cheng

et al. [33℄) in the 
ontext of DCT domain watermarking, but in many 
ases the dis-

tribution of the DCT 
oeÆ
ients is assumed to be Lapla
ian (i.e. 
 is �xed to 1).

In pra
ti
e, we estimate the shape dynami
ally using moment mat
hing as des
ribed

in [20, 108℄.

When there is more than one 
hannel available, we estimate the shape indepen-

dently for ea
h 
hannel, substitute the shape into (5.6) and add the outputs from

di�erent 
hannels together. No s
aling fa
tors � for 
ombining 
hannel outputs are

ne
essary as (5.6) is the log-likelihood ratio

1

. In the 
ase of watermark dete
tion, it is

not possible to use the lo
al optimal dete
tor in (4.31) dire
tly be
ause there are no


losed form expressions of the probability density fun
tion and its derivative of the

generalised Gaussian distribution with arbitrary shapes. However, we 
an, for exam-

ple, model the generalised Gaussian distribution as a mixture of Gaussians [35, 22℄ and

use the LOD on this mixture. Pre
autions should be taken when the underlying noise


annot be modelled by the generalised Gaussian distribution. In su
h s
enario, the

generalised Gaussian de
oder may be suboptimal and using the modi�ed 
orrelation

de
oder as des
ribed in the previous 
hapter is a good 
ompromise.

5.2.3 Simulation results and dis
ussion

We repeat the test in se
tion 4.5 for both JPEG and JPEG2000 
ompression and

investigate any possible improvement using the generalised mat
hed �lter. A 128 bit

watermark (un
oded) is embedded as des
ribed in the last 
hapter, and the gener-

alised Gaussian de
oder is used to de
ode the watermark after inverse s
aling. Note

that we do not need a referen
e watermark to estimate �

i

(the weights for 
ombining

multiple 
hannel outputs) in the 
ase of the generalised Gaussian de
oder as dis
ussed

in the previous se
tion, and the RMS watermark payload is adjusted to be the same

as in the simulations in se
tion 4.5 for fair 
omparison.

Figure 5.2 shows the results of the generalised Gaussian de
oder in the CWT,

1

Equation 5.6 is a
tually the normalised log-likelihood ratio. If all 
hannels have the same number

of 
oeÆ
ients, the fa
tor 1=N is not ne
essary. However, in wavelet transform, the �nest resolution

subbands have the most 
oeÆ
ients and are also less reliable after 
ompression than the 
oarser

resolutions. Normalising (5.6) prevents the more unreliable 
hannels from dominating the overall

log-likelihood.
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Figure 5.2: Comparing the modi�ed 
orrelator and the generalised Gaussian de
oder

under JPEG and JPEG2000 for the CWT (a,b), DWT (
,d) and DCT (e,f) domains.

All the results are for the Lena image. Results for Baboon and Pills images are similar

and are not shown here. The generalised Gaussian de
oder has similar performan
e

to the modi�ed 
orrelator in the CWT domain under both JPEG and JPEG2000.

However, the generalised Gaussian de
oder performs worse in the DWT and DCT

domains under JPEG2000 and JPEG respe
tively.
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(b) DCT group 4 band (see �gure 4.6)

Figure 5.3: Example distributions of inversely s
aled 
oeÆ
ients after 
ompression

for the DWT (a) and the DCT (b) middle frequen
y bands of the Lena image. The

distribution on the left is after JPEG2000 at 0.6bpp and the one on the right is

after JPEG at quality fa
tor 50. The RMS error introdu
ed by 
ompression is about

the same in both 
ases. Neither of the two distributions 
an be des
ribed well by

a generalised Gaussian distribution. Using the modi�ed 
orrelator in these 
ases is

a good 
ompromise. The distribution of inversely s
aled CWT 
oeÆ
ients does not

exhibit this behaviour after 
ompression.

DWT and DCT domains under both JPEG and JPEG2000. The generalised Gaus-

sian de
oder has similar performan
e 
ompared to the modi�ed 
orrelator in the

CWT domain, but performs worse in the DWT and DCT domains under JPEG2000

and JPEG respe
tively. The results are a bit surprising. The la
k of improvement

in the CWT domain is probably be
ause inverse s
aling has the e�e
t of redu
ing

the peakiness of the 
oeÆ
ient distribution. On the other hand, the distribution

of inversely s
aled 
oeÆ
ients in the DWT and DCT domains does not always fol-

low a generalised Gaussian distribution, espe
ially in the medium and low frequen
y

bands. Figure 5.3 shows two examples of the distribution of inversely s
aled DWT

and DCT 
oeÆ
ients of one of the middle frequen
y bands of Lena under medium

level of 
ompression (quality fa
tor of 50 for JPEG and 0.6 bpp for JPEG2000

2

).

The distributions 
annot be des
ribed by a generalised Gaussian distribution. In

su
h 
ases, using 
orrelation for de
oding is a good 
ompromise be
ause the exa
t

form of the distribution is not known. The distribution of the inversely s
aled CWT


oeÆ
ients does not exhibit su
h behaviour. In a nutshell, we 
on
lude that using

the modi�ed form of 
orrelator des
ribed in se
tion 4.4.3 is good enough for de
oding

spread spe
trum based watermarks in 
ompressed images.

2

This level of 
ompression produ
es a noti
eable degradation of the image
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5.3 Watermark de
oding after geometri
 distor-

tion

5.3.1 The geometri
 distortion atta
k

The geometri
 distortion atta
k belongs to the group of geometri
 atta
ks (whi
h

in
lude rotation and s
aling, and they are dis
ussed at the end of this se
tion), where

the atta
ker does not remove the watermark, but aims to destroy the syn
hronisation

of the watermark sequen
e. This atta
k was �rst proposed by Petit
olas et al. in [123℄,

and resulted in the �rst ben
hmark (Stirmark) [95℄ on watermarking systems. Most

existing watermarking systems employ the prin
iple of spread spe
trum be
ause it al-

lows reliable 
ommuni
ation through a noisy 
hannel. Unfortunately, spread spe
trum

systems are prone to timing errors, even a slight shift in the syn
hronisation sequen
e


an 
onfuse the dete
tor. The geometri
 distortion atta
k exploits this weakness by

shifting ea
h pixel by a small distan
e in a random but smooth manner su
h that the

resulting image still resembles the original. An example of the geometri
 distortion

atta
k is illustrated in �gure 5.4. The top row shows the original Lena and the grid

while the bottom row shows the distorted version. The grid illustrates the e�e
t of

the distortion on the pixel positions. If the distorted image is not resyn
hronised, a

spread spe
trum based watermark de
oder will be defeated.

5.3.2 Image registration based on motion estimation

5.3.2.1 Introdu
tion

The pro
ess of registration aims to resyn
hronise the watermark random sequen
e in

a distorted watermarked image. Existing approa
hes fall mainly into two 
ategories:

template insertion [120℄ and feature mat
hing [72℄. The former involves embedding

a template, typi
ally a known pattern of peaks in the DFT domain, in addition

to the watermark. The template extra
ted from the watermarked image is used to

invert any possible distortions, i.e. this method is blind. Unfortunately this method

is sus
eptible to the template removal atta
k [68℄. The se
ond approa
h uses the

lo
ations of feature points in the distorted image as well as those in a referen
e


opy to infer the distortion. The underlying algorithm of these two approa
hes are

identi
al. The distortion su�ered by the watermarked image is modelled as a global
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(a) (b)

(
) (d)

Figure 5.4: An example of the geometri
 distortion atta
k. The top row shows the undis-

torted version of Lena (a) and a grid (b), while the bottom row shows the e�e
t after the

geometri
 distortion atta
k (
) and (d). The grid illustrates the e�e
t on the pixel lo
ations

after the atta
k. We 
an also see that the distorted version of Lena looks very similar to the

original. In general, the distorted image resembles the original unless the image 
ontains

many verti
al or horizontal lines (like the grid image), in whi
h 
ase the distortion will be

per
eptible.

aÆne transform:
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; (5.7)

where (x

0

; y

0

) and (x; y) are the new and the original pixel lo
ation. The matrix pa-

rameters in (5.7) are solved via linear least square using the mat
hed points in the
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distorted image and referen
e image (or mat
hed peaks of the template in the �rst


ase). This model assumes the underlying transformation is 
onstant throughout the

image, whi
h, unfortunately, does not ne
essarily hold for deliberately lo
alised trans-

forms like geometri
 distortion atta
ks. Su
h distortion, however, 
an be reasonably

well approximated by an aÆne transform on a small s
ale, if the image is to be a


lose approximation of the original.

An improved version of se
ond registration s
heme has been used in the past

in registering satellite images [61℄. Instead of modelling the distortion as an aÆne

transform, a mapping fun
tion from the original image to the distorted image is

estimated. The mat
hed points are used as an
hors and the mapping fun
tion is

interpolated from these points using radial basis fun
tions (see se
tion 5.3.2.3).

In the following se
tions we will des
ribe our novel image registration s
heme,

whi
h is based on a similar idea as in [61℄. However, instead of using mat
hed feature

points, we use motion ve
tors, thus eliminating the problem of identifying mat
hing


orresponden
es. Geometri
 distortion is viewed as a form of motion between the

referen
e and the distorted image. Although the requirement of a referen
e image

seems to 
on
i
t with blind watermark dete
tion, it is not ne
essary to use the origi-

nal host image as the referen
e. Ideally we would use an undistorted image, whi
h has

the same watermark as the distorted image, as the referen
e, so that the watermark


an help with motion estimation in otherwise smooth regions. In pra
ti
e, however,

we 
an use an undistorted (or even 
ompressed) image watermarked with a di�erent

algorithm as referen
e, with little degradation in performan
e. This is be
ause the

motion estimation algorithm is robust enough to 
ope with the presen
e of di�erent

watermarks embedded in the distorted and the referen
e images. Typi
ally, a mo-

tion �eld is mu
h denser than the distribution of feature points, and this allows us

to estimate the mapping fun
tion more a

urately. The overall image registration

pro
ess 
onsists of two steps: motion estimation and motion 
ompensation. We will

�rst summarise the basi
 motion estimation algorithm. Then we will des
ribe how to

dete
t and 
orre
t erroneous motion ve
tors and show some experimental results.

5.3.2.2 Motion estimation with 
omplex wavelets

Motion estimation is performed in the CWT domain and the algorithm is derived

from the one due to Magarey [107℄. Magarey showed that 
omplex wavelets allow

more a

urate motion estimation 
ompared with traditional te
hniques like blo
k

mat
hing [85℄ or gradient des
ent [86℄. In addition, using 
omplex wavelets allows

seamless integration of image registration with our watermarking algorithm in the
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CWT domain. Figure 5.5 depi
ts the stru
ture of the algorithm. The inputs to ea
h

level are the detail CWT subimages of the referen
e and distorted images (plus the

CSD surfa
es of the previous level, whi
h are de�ned later), while the output is a set

of real value surfa
es CSD

l

(n; f), indexed by the subpel lo
ation n = (x; y), ea
h of

whi
h de�nes a motion ve
tor and its asso
iated 
on�den
e at a given CWT level l.

CWT
Level

CWT
Level

L

CWT
Level
L -1

CWT
Level
L -1

CWT
Level

1

CWT
Level

1

Distorted
image

Reference
image

Lowpass

Lowpass Lowpass
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Detail

Detail Detail

Detail Detail

Detail

CSD
L

CSD
L-1 CSD

1

...

...

...
L

ME ME MEMVC MVC MVC

ME = Motion estimation MVC = Motion vector correction

Figure 5.5: Blo
k diagram of the motion estimation algorithm in the CWT domain. The

algorithm is hierar
hi
al and starts from the 
oarsest level of the CWT. The density of the

motion �eld in
reases by a fa
tor of 4 as we go up ea
h resolution. The algorithm terminates

when the desired motion estimate density is obtained.

The shift-dependent properties of the CWT are the essen
e of motion estimation.

For relatively small displa
ements, the phase of the CWT 
oeÆ
ient at any given

subband varies almost linearly with shift, while the amplitude is approximately shift

invariant

3

. The CWT also has better dire
tional sele
tivity than the 
onventional

real wavelet transform as there are six subbands at ea
h level instead of just three

with real wavelets (�gure 3.4). This allows us to distinguish between motion along

opposing diagonals.

In order to estimate motion to subpixel a

ura
y, we need to estimate CWT 
oef-

�
ients at non-integer-indexed lo
ations from the known integer-indexed 
oeÆ
ients

in the same subband. This is a
hieved by modulating an interpolation kernel to the

3

We 
ould have used this property and use the CWT 
oeÆ
ients magnitude for embedding water-

marks, and in this way the watermark would automati
ally be shift-invariant and be robust against

geometri
 distortion without the need of registration. This is the reason why some authors (for

example, de Rosa et al. [47℄ and Sola
hidis [137℄) use the DFT domain for watermarking. Unfor-

tunately we 
annot use the magnitude of the host image CWT 
oeÆ
ients (and without 
hanging

their phase) in watermarking, as the resulting watermark will violate equation (4.2) and there will

be information loss upon inverse transform (see se
tion 4.3.1).
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entre frequen
y of the �lter of the subband 
on
erned, and 
onvolving the result-

ing kernel with the CWT 
oeÆ
ients. If we denote the CWT 
oeÆ
ients at level l,

subband � (� 2 f�75

Æ

� 15

Æ

� 45

Æ

g) as X

(l;�)

(n) and the 
oeÆ
ients from the same

subband with a shift f = (f

x

; f

y

) as X

(l;�)

(n + f), the interpolation pro
ess 
an be

written as:

X

(l;�)

(n + f) �

X

k

W

(l;�)

f

(k)X

(l;�)

(n+ k); (5.8)

where the modulated kernel W is given by:

W

(l;�)

f

(k) = H

f

(�k)e

j(


(l;�)

)

T

(f�k)

: (5.9)

H

f

(k) is a 2-D windowed-sin
 interpolation kernel, and 


(l;�)

= (!

(l;�)

x

; !

(l;�)

y

) is the

horizontal and verti
al 
entre frequen
y (measured in radians per pixel) of the �lter

at level l and subband �. Equation (5.8) holds for any fra
tional shift f as long as

f

x

; f

y

2 [�0:5; 0:5℄. In other words, we 
an only estimate a displa
ement less than

half of the sampling interval of the 
urrent s
ale (e.g. 4 pixels at level 3). However,

there is an easy solution to estimate larger displa
ement, whi
h is dis
ussed later.

Motion estimation begins at the 
oarsest level l

max

, whi
h is �xed at level 4 in our

implementation. We de�ne the subband squared di�eren
e surfa
e (SD

(l;�)

) at subpel

n over the variable f as:

SD

(l;�)

(n; f) = jX

(l;�)

1

(n + f)�X

(l;�)

2

(n)j

2

; (5.10)

where X

1

and X

2

are the CWT 
oeÆ
ents in the same subband from the referen
e

and distorted images respe
tively. Equation (5.10) gives rise to an approximately

valley-shaped quadrati
 surfa
e (�gure 5.6a):

SD

(l;�)

(n; f) � jX

(l;�)

1

(n)j

2

+ jX

(l;�)

2

(n)j

2

�2jX

(l;�)

1

(n)X

(l;�)

2

(n)j
os(�

(l;�)

1

(n+ f)� �

(l;�)

2

(n));

(5.11)

where �

(l;�)

1

(n + f) and �

(l;�)

2

(n) are the phases of the CWT 
oeÆ
ients X

(l;�)

1

(n + f)

and X

(l;�)

2

(n) respe
tively. Equation (5.11) shows how the phase di�eren
e between

the CWT 
oeÆ
ients of the referen
e and distorted images is related to the spatial

displa
ement. The minimum of (5.11) lies along a line parallel to the dominant

orientation (the ve
tor 


(l;�)

) of the 
orresponding subband �lter. This minimum line

gives us the maximum likelihood estimate of the motion in the dire
tion orthogonal
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to the orientation of the �lter. We 
ombine the SD

(l;�)

surfa
es from all the six

subbands to form a single level squared di�eren
e surfa
e (SD

(l)

) at ea
h subpel

lo
ation n (�gure 5.6b), whi
h is also approximately quadrati
:

SD

(l)

(n; f) =

X

�

SD

(l;�)

(n; f); and;

SD

(lm)

(n; f) � a(f

x

� f

x

min

)

2

+ b(f

y

� f

y

min

)

2

+ 
(f

x

� f

x

min

)(f

y

� f

y

min

) + d:

(5.12)

The parameters in (5.12) are derived from X

1

and X

2

[107℄ and are listed below for


ompleteness:
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X
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At the 
oarsest level, the lo
ation of the minimum of this surfa
e f

min

= (f

x

min

; f

y

min

)

(s
aled by 2

l

max

) is the 
oarse motion estimate of the blo
k of 2

l

max

� 2

l

max

pixels


entred on 2

l

max

n in the distorted image. We de�ne the 
urvature matrix � around
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the motion estimate as:

� =

"

2a 



 2b

#

: (5.14)

The eigenvalues �

1

, �

2

(with �

1

> �

2

) of � and the 
orresponding eigenve
tors e

max

,

e

min

are used as a dire
tional 
on�den
e measure at level l

max

. In other words, the

motion ve
tor is most reliable in the dire
tion of e

max

and vi
e versa.

If we suspe
t the motion is larger than half of the sampling interval at the 
oarsest

level, we 
al
ulate the SD

(l)

surfa
es using 
orresponding CWT 
oeÆ
ients in the

distorted and referen
e images, and also from CWT 
oeÆ
ients in the distorted image

and those in the adja
ent lo
ations in the referen
e image. We then 
hoose the

neighbour (at ea
h subpel n) whi
h gives the smallest SD

(l)

. This in
reases the range

of motion estimation by 2

l

max

pixels and is done only at the 
oarsest level.
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Figure 5.6: (a) A typi
al subband squared di�eren
e surfa
e of the �45

Æ

subband. The

motion estimate orthogonal to this dire
tion is the ve
tor from the origin to the proje
tion

of the line of minimum of the surfa
e. We have one su
h surfa
e per subpel lo
ation per

subband. (b) When we 
ombine the SD

(l;�)

surfa
es from all six subbands, we form the

level squared di�eren
e surfa
e SD

(l)

at ea
h subpel. The lo
ation of the minimum of this

surfa
e is the motion ve
tor and the proje
tion of the surfa
e 
ontour onto the xy plane is

the ellipti
 
ontour of 
on�den
e.

The CWT 
oeÆ
ients at �ner levels are used to re�ne the 
oarse motion estimate.

We in
orporate the level squared di�eren
e surfa
e into a 
umulative squared di�eren
e
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surfa
e (CSD

(l)

) de�ned as follows:

CSD

(l)

(n; f) =

8

<

:

CSD

0(l+1)

(n; f) + SD

(l)

(n; f) if l < l

max

SD

(l)

(n; f) if l = l

max

: (5.15)

The lo
ation of the minimum of CSD

(l)

now gives us the motion estimates at level

l. The 
urvatures

4

at ea
h lo
ation n give us the 
on�den
e measure of individual

motion ve
tors f . The �eld CSD

0(l+1)

(n; f) is a bilinearly interpolated version of

CSD

(l+1)

(n; f) be
ause the density of SD

(l)

(n; f) is four times that of CSD

(l+1)

(n; f).

In addition, the 
urvatures of SD

(l)

are 
orre
ted by subtra
ting a `shallow 
ir
ular

bowl' 
entred on the minimum of SD

(l)

. We 
all this 
urvature 
orre
tion. The

e�e
t of this is to minimise the 
urvature of the quadrati
 surfa
es parallel to straight

edges. This is important in 
orre
tly identifying motion ve
tors whi
h su�er from

the aperture problem. Finally, any erroneous motion ve
tors are 
orre
ted (see next

se
tion) and the asso
iated SD

(l)

surfa
es re
al
ulated before being in
orporated into

CSD

(l)

(n; f). The 
orre
ted motion �eld forms the starting motion estimates at level

l� 1. The level at whi
h the algorithm terminates depends on desired density of the

�nal motion �eld. In image registration, we found that having one motion ve
tor per

4 � 4 pixels (i.e. terminating at level 2) is suÆ
ient. Besides, the CWT 
oeÆ
ients

at level 1 are in general too noisy to allow reliable motion estimation.

5.3.2.3 Motion ve
tor 
orre
tion

Identifying erroneous motion ve
tors Under ideal 
onditions when there are


orner features everywhere in the image and the distorted image su�ers no degra-

dation, most of the motion ve
tors will be 
orre
t. However, this rarely happens in

pra
ti
e. It is important to 
orre
t wrong motion ve
tors, otherwise the watermark

de
oder performan
e will be poor in areas where the registered image is still mis-

aligned with the watermark sequen
e. There are two s
enarios whi
h may result in

erroneous motion ve
tors:

1. When a motion ve
tor lies near an edge, only the 
omponent of motion perpen-

di
ular to the edge 
an be reliably estimated. This is the well known aperture

problem. We denote this as Type I Error. Ea
h of these ve
tors has one 
om-

ponent whi
h is reliable.

4

We 
al
ulate � using parameters from CSD

(l)

rather than SD

(l)

.



5.3. GEOMETRIC DISTORTION ATTACK 89

2. When the underlying region is either featureless, too noisy or has repetitive

patterns, the estimated motion ve
tors may be 
ompletely wrong, even though

the asso
iated 
on�den
e (equation (5.14)) may be high. We denote this as

Type II Error. Su
h ve
tors are 
ompletely unreliable and should be removed.

Figure 5.7 shows an example of the initial motion ve
tors at the 
oarsest level,

together with the ellipti
 
ontour of 
on�den
e around ea
h motion ve
tor. After


urvature 
orre
tion (see se
tion 5.3.2.2), the asso
iated ellipti
 
ontours around the

motion ve
tors, whi
h su�er from aperture problem, appear as `long and thin', with

the 
omponent of motion along the minor axis being reliable. The 
ontours of other

motion ve
tors are not a�e
ted. Thus we 
an identify Type I Error when the ratio

of the major axis to the minor axes of the ellipti
 
ontour ex
eeds a threshold. To

identify Type II Error, we utilise the smoothness 
onstraint of the motion �eld. Sin
e

geometri
 distortion results in an image that resembles the original, the true motion

�eld must be smooth, as any dis
ontinuity will result in visual artifa
ts. Unreliable

ve
tors thus manifest themselves as dis
ontinuities. We dete
t dis
ontinuity in both

magnitude and phase of the motion ve
tors. If the magnitude or the phase of a ve
tor

di�ers too mu
h from its (reliable) neighbours, we 
ag it as being erroneous. On
e

all the erroneous motion ve
tors have been identi�ed and removed, we need to �ll in

the `missing information'. Before des
ribing the interpolation algorithm, we will �rst

dis
uss the interpolation te
hnique employed.

Surfa
e interpolation using radial basis fun
tions Radial basis fun
tions (RBF)

have been widely used in medi
al imaging for re
onstru
ting surfa
es [28℄. They are

parti
ularly useful in 
ases where the holes to be �lled are relatively large

5

. A surfa
e

is regarded as a single-valued fun
tion P of two variables: P : R

2

7! R, where the in-

terpolation nodes, at whi
h the value of the fun
tion is known, do not generally lie on

a regular grid. The problem is to approximate P with a smooth fun
tion whi
h pro-

vides at least C

1


ontinuity so that there are no 
reases in the re
onstru
ted surfa
e.

Given the values of P at lo
ations (x

1

; y

1

); : : : ; (x

N

; y

N

), the radial basis fun
tion q,

whi
h approximates P, is given by:

q(n) = g(n) +

N

X

i=1

�

i

 (r

i

); (5.16)

5

If the holes were small, we 
ould use mu
h simpler te
hniques su
h as 
ubi
 splines or pie
ewise

polynomial interpolation.
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Figure 5.7: Example of motion ve
tors (bla
k arrows) in a 32 � 32 pixel blo
k, together

with individual ellipti
 
ontour of 
on�den
e. The smaller the 
ontour, the more reliable the

ve
tor. The ve
tors labelled `A' are thus relatively reliable, whereas the ve
tors labelled `B'

are probably wrong sin
e they are mu
h bigger and point in dire
tions whi
h are di�erent

from other ve
tors. There is a dominant horizontal edge in the middle of the pixel blo
k

and the 
ontours of the ve
tors lying near the edge (labelled `C') appear as `long and thin'.

The true motion is 4 pixels upward and 4 pixels to the left.

where,

n = (x; y); n

i

= (x

i

; y

i

); �

i

2 R;

r

i

= jn� n

i

j =

p

(x� x

i

)

2

+ (y � y

i

)

2

;

g(n) = g

0

+ g

1

x + g

2

y:

Thus the RBF is a linear 
ombination of translated versions of a radially symmetri


fun
tion, plus a low degree polynomial.  (r) is a �xed fun
tion and is given by:

 (r) = r

2

log(r): (5.17)

This is the so 
alled thin-plate spline. The 
oordinates (x; y) also have to be nor-

malised su
h that all data points lie on a unit square. The parameters g

0

, g

1

, g

2

and

�

i

in (5.16) must satisfy the following equations:

q(n

i

) = P(n

i

); i = 1; 2; : : : ; N; and; (5.18)
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N

X

i=1

�

i

h(n

i

) = 0; for 8h 2 �

2

: (5.19)

�

2

is the spa
e of all polynomials h of two variables with degree at most the same

as g. Equation (5.18) says q must pass through all the nodes at whi
h the value of

P is known, while equation (5.19) makes q tend to a 
at surfa
e with normal in the

dire
tion (�g

1

;�g

2

; 1), (whi
h should be orthogonal to the planar 
omponent of the

surfa
e being �tted), as we get further away from the nodes. The solution is given

by:

2

6

6

6

6

6

6

6

6

6

4

�

1

.

.

.

�

N

g

0

g

1

g

2

3

7

7

7

7

7

7

7

7

7
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=

2

6

6

6

6

6

6

6

6

6
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)  (r

12
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) 1 x

1
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1

.

.

.
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N
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y

2
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N

0 0 0

3

7

7

7

7

7

7

7
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7

5

�1

2

6
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6

6

6

6

6

6

6

4

P(n

1

)

.

.

.

P(n

N

)

0

0

0

3

7

7

7

7

7

7

7

7

7

5

; (5.20)

where r

ij

= jn

i

� n

j

j. The bottlene
k of �nding the parameters of the RBF is

the inversion of the (N + 3) � (N + 3) matrix in (5.20). At present, we form a

window around the missing data and expand the window until it 
aptures enough

reliable motion ve
tors (the neighbourhood size is set to 200 ve
tors) and then �t

an RBF to the resulting window. We found that the algorithm is eÆ
ient enough

even if we are only using brute for
e matrix inversion. Unfortunately, this limits the

maximum number of ve
tors we 
an handle at a time to about 200. On
e we obtain

the parameters of q, we evaluate (5.16) at all pla
es where there is missing data. In

other words, we only need to evaluate (5.20) on
e for ea
h surfa
e to be interpolated.

Figure 5.8 shows an example of a surfa
e interpolated with an RBF.

Corre
ting reje
ted motion ve
tors There are two phases in interpolating er-

roneous motion ve
tors. The ve
tors su�ering from the aperture problem are inter-

polated �rst before the 
ompletely unreliable ve
tors are dealt with. For ea
h Type

I Error motion ve
tor, we resolve the surrounding reliable motion ve
tors along the

dire
tion of the unreliable 
omponent of the ve
tor 
on
erned, whi
h results in a

surfa
e. We then �t an RBF to this surfa
e and evaluate a probable value for the

unreliable 
omponent of this ve
tor, whi
h is then 
ombined with the reliable 
ompo-

nent to form the 
orre
ted ve
tor. The pro
edure is repeated for ea
h Type I Error

ve
tor.
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Figure 5.8: An example of RBF interpolation. (a) shows a surfa
e with holes. (b) shows

the re
onstru
ted surfa
e interpolated by an RBF.

Identifying
erroneous
vectors

Interpolating
Type I error

vectors

Interpolating
Type II error

vectors

Relaxing
motion
field

{ }f { }u
SD m

CSD
m+1 CSD

m
{ }f0

Motion Vector Correction

,

Figure 5.9: Inside the bla
k box \Motion Ve
tor Corre
tion" of �gure 5.5. The inputs are

the initial motion estimates ffg, the 
urrent level squared di�eren
e surfa
e SD

(l)

and the

bilinearly interpolated CSD surfa
e from the previous level. The outputs are the smoothed

and 
orre
ted motion �eld fug, and the CSD surfa
e of the 
urrent level.

The newly 
orre
ted Type I Error ve
tors are then treated as reliable ve
tors

during the interpolation of Type II Error ve
tors. Fortunately, the Type II Error

ve
tors tend to form 
lusters, whi
h means we typi
ally need fewer RBFs than for

Type I Error ve
tors. For ea
h 
luster of su
h ve
tors, we form two surfa
es; with

one using the verti
al 
omponent of the surrounding reliable ve
tors, and the other

using the horizontal 
omponent. After RBFs are �tted to them, these two surfa
es

are re
ombined to form the 
orre
ted Type II Error ve
tors. After all the ve
tors are


orre
ted, the SD

(l)

surfa
es (5.10) are re
al
ulated at the 
orre
ted ve
tors. Finally,

we apply a relaxation pro
edure [15, 106℄ to the 
orre
ted motion �eld, in order to

take into a

ount the relative 
on�den
e of ea
h motion ve
tor, and to redu
e the

e�e
t of noise in our measurements. The relaxed motion �eld fug now be
omes the

initial motion estimate of the next level. Figure 5.9 summarises the overall 
orre
tion

pro
edure.

5.3.2.4 Experimental results

The motion estimation algorithm terminates at level 2, resulting in one motion ve
tor

per 4 � 4 pixels. At su
h small s
ale, the distortion 
an be approximated as simple
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(a) (b)

(
) (d)

(e) (f)

Figure 5.10: A registration example. (a) The referen
e image, whi
h is watermarked.

(b) After applying Stirmark with a bending fa
tor of 3.0. (
) The estimated motion

�eld at level 3 in the highlighted area in (a). The distortion is 
learly not aÆne a
ross

the whole region, but in a small neighbourhood, the distortion is 
lose to being aÆne.

(d) Di�eren
e between (a) and (b). The darker the 
olour, the bigger the di�eren
e.

RMS error is 39.9. (e) The registered image. (f) Di�eren
e between (a) and (e).

The registration pro
ess has almost 
ompletely inverted the distortion. RMS error

(ex
luding the boundary regions) is redu
ed to 7.1.
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(b) Baboon
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Figure 5.11: Watermark de
oding on the 3 test images atta
ked by geometri
 distortion,

before and after image registration. The higher the bending fa
tor, the bigger is the dis-

tortion indu
ed. The BER before and after registration is more or less independent of the

bending fa
tor, whi
h shows that even a slight degree of distortion is enough to jeopardise

the de
oder and registration is essential to 
orre
t watermark de
oding. The residual BER

after registration is due to part of the image boundary regions being removed by the atta
k

whi
h 
annot be re
overed.

translation given by the motion ve
tor. To invert the distortion, we simply have to

move ea
h pixel blo
k ba
k to its original lo
ation. Cubi
 spline interpolation [145℄ is

used to obtain image intensities at subpixel a

ura
y. Sin
e the geometri
 distortion

atta
k removes some parts of the image whi
h lie 
lose the the image boundaries, these

regions 
annot be re
onstru
ted during registration. However, sin
e these regions are

small 
ompared with the image, this has small e�e
ts on the de
oder performan
e.

Figure 5.10 shows an example of the registration algorithm. We 
an see that the

distortion is not aÆne in a global s
ale, but is 
lose enough to aÆne on a small s
ale.

The proposed registration algorithm su

eeds in aligning most of the edges in the
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image 
orre
tly. The e�e
tiveness of registration is also tested with our blind spread

spe
trum watermarking s
heme (in the CWT domain) proposed in 
hapter 4. The

ben
hmark software (version 3.1) des
ribed in [95℄ is used in all simulations. Figure

5.11 shows the e�e
t of registration on watermark de
oding on the 3 test images Lena,

Baboon and Pills. The bending fa
tor indi
ates the amount of distortion introdu
ed.

We 
an see that even a small amount of distortion (small bending fa
tor) is enough to


onfuse the de
oder, and the BER prior to registration approa
hes 0.5. The BER after

registration is greatly redu
ed, no matter how mu
h the image has been distorted.

There is a residue BER after registration be
ause part of the image boundary has been

removed during the geometri
 distortion. However, this is only an implementation

issue, whi
h 
an be eliminated if we do not use the image boundary regions for

watermarking. The e�e
ts of registration on other existing spread spe
trum based

watermarking s
hemes ([40, 84, 165, 166℄) are also tested and the results 
an be found

in [103℄. In all 
ases, our proposed registration algorithm improves the performan
e of

existing spread spe
trum based watermarking s
hemes signi�
antly under geometri


distortion atta
ks.

5.3.3 Registration of rotated or s
aled images

Unfortunately the registration algorithm des
ribed previously was designed spe
i�-


ally to handle relatively small distortion and it 
annot handle larger distortions like

rotation or s
aling. Template mat
hing, where a known pattern of peaks is embed-

ded in the DFT domain, as mentioned in se
tion 5.3.2.1 and dis
ussed in [120℄, 
an

be used to invert rotation, s
aling, shearing, et
. However, an atta
ker 
an simply


ompute the DFT of the watermarked image, identify the peaks and remove them,

followed by aÆne transforming the image to defeat the registration me
hanism. This

is the so 
alled template removal atta
k [68℄. In order to be robust against the tem-

plate removal atta
k, the atta
ker must not be able to remove the template without

destroying the image. A solution is to use the auto
orrelation fun
tion of the water-

mark as the template [91℄. If multiple 
opies of the same watermark, ea
h shifted

by a di�erent amount, are overlaid on top of one another, the resulting auto
orre-

lation fun
tion will feature additional peaks, whi
h 
an be used as a template. The

maximum translation dete
table by this te
hnique is limited by the displa
ement be-

tween the di�erent 
opies of the watermark (
hapter 5 of [92℄), and the larger is this

displa
ement, the smaller are the peaks in the auto
orrelation fun
tion. Hen
e there
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is a tradeo�. A better implementation is to use a periodi
 watermark sequen
e

6

as

suggested by Voloshynovskiy et al. in [149℄. The DFT of the watermark will have a

regular grid pattern of peaks and the grid period is related to watermark sequen
e

period. This grid pattern 
an be easily dete
ted by 
omputing another DFT of the

magnitude of the watermark DFT, and grid period will show up as a prominent peak

in this se
ond DFT. The rest of the registration algorithm is identi
al to the tem-

plate mat
hing approa
h dis
ussed at the beginning of this se
tion. In both of these

approa
hes, the watermark dete
tor has to 
ompute an estimate of the watermark

before extra
ting the template. Yet another approa
h for watermark de
oding in

rotated/s
aled images is to embed watermarks in a rotation/s
ale invariant domain

(e.g. the Fourier-Mellin domain [120℄). However, this approa
h has some known

problems: existen
e of interpolation error during inverse transform and the inability

to dete
t a general aÆne transform whi
h 
annot be des
ribed by rotation or s
aling,

although the former problem was later solved by the authors using the Chirp-Z trans-

form [121℄. Registration of rotated, s
aled or 
ropped images is a solved problem and

is not 
onsidered in this thesis.

As mentioned in se
tion 5.3.2.1, the geometri
 distortion atta
k 
an be well ap-

proximated as an aÆne transform on a small s
ale. Therefore one 
an perhaps use a

template approa
h (for example, [149℄) on a blo
kwise basis and perform the registra-

tion pro
ess separately in ea
h blo
k prior to watermark dete
tion. This is probably

a dire
tion of future resear
h. A possible solution to watermarking resistant to geo-

metri
 distortion is suggested by Kutter et al. in [94℄, where the image is segmented

a

ording to some features and the watermark is embedded in ea
h segment sepa-

rately.

5.4 Robustness of watermarks against denoising

atta
ks

5.4.1 The denoising atta
k

The denoising atta
k aims to estimate the watermark from the image and removes

it. This is in 
ontrast 
ompared with the geometri
 distortion atta
k des
ribed in

the previous se
tion, whi
h alters the geometry of the image without removing the

6

The watermark is still a pseudo-random sequen
e, but the entire watermark sequen
e is made

by 
on
atenating one (shorter) random sequen
e. Thus the watermark sequen
e exhibits periodi


stru
ture.
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watermark. As mentioned in se
tion 4.4.4, the dete
tor of many additive watermark-

ing s
hemes �rst estimates the watermark prior to dete
tion. The denoising atta
k

uses this weakness to its advantage. This problem arises be
ause all spread spe
trum

based watermarking s
hemes are linear, and the watermark is generated independently

(apart from the per
eptual mask) from the host image and is simply added to the

image afterwards. Thus it is straightforward to estimate the watermark 
omponent

in higher frequen
y bands, where the host image usually has little power, without the

knowledge of the se
ret key used in embedding. A 
ommonly used estimator is the

MAP estimator given by:

bs = arg max

s

fp

x

(x

0

js) � p

s

(s)g; (5.21)

where p

x

is the host pdf and x

0

is the watermarked image. Under the assumption

that both the watermark and the image are lo
ally i.i.d. Gaussian, (5.21) be
omes

the familiar Wiener �lter:

bs =

�

2

s

�

2

s

+ �

2

x

(x

0

� x

0

); (5.22)

where,

� bs is the estimated watermark.

� x

0

is the watermarked image with x

0

being its lo
al mean.

� �

2

s

and �

2

x

are the lo
al varian
es of the watermark (in
luding per
eptual s
aling)

and the host image respe
tively.

The denoised image y is obtained by subtra
ting the estimated watermark from the

watermarked image.

y = x

0

+

�

2

x

�

2

s

+ �

2

x

(x

0

� x

0

): (5.23)

Wavelet shrinkage [151℄ is also a spe
ial 
ase of the denoising atta
k, where the image

prior is Lapla
ian. Su et al. [140, 138℄ derive an optimal �lter and additive noise

spe
trum based on minimising the 
apa
ity of the image. Their �lter di�ers from the

Wiener �lter under the Gaussian image distribution assumption. The authors argued

that, in order for the image to resist estimation based atta
ks, the watermark should

per
eptually look like the host image, whi
h is referred to as the Power Spe
trum



98 CHAPTER 5. WATERMARK DECODING AFTER ATTACKS

Condition [139℄ by the authors. In the frequen
y domain, this translates to:

P

w

(!)

G(!)

/ P

x

(!); (5.24)

where P

w

(!) and P

x

(!) are the power spe
trum of the watermark and the host image,

and G(!) is the gain of the watermark. This assumes the gain of the watermark

is approximately equal to the re
ipro
al to the visual sensitivity of that parti
ular

frequen
y. In [140℄, the authors assume the signal is stationary and Gaussian, whi
h

does not hold for images in general. However, typi
al images 
an be treated as lo
ally

stationary. Thus we 
an apply the atta
k on a blo
kwise basis. We 
an see that (5.24)

is satis�ed by the gain fa
tor used in our CWT watermarking s
heme (equation 3.7),

with the term k

2

jxj

2

adapting the watermark energy 
losely to the lo
al a
tivity

of the host image and we expe
t the proposed s
heme to resist denoising atta
ks.

Denoising atta
ks are a
tually 
losely related to 
ompression. Compression aims

to remove the insigni�
ant 
omponents of the image, whereas denoising also tends

to remove insigni�
ant 
omponents of the image, whi
h are usually dominated by

noise. As we will see later, the e�e
ts of denoising atta
ks are very similar to that

due to 
ompression. We use the modi�ed 
orrelator for de
oding the watermark

under denoising atta
ks, be
ause the simulation results in se
tion 5.2.3 show that we


an obtain hardly any improvement by using the generalised Gaussian de
oder, for

de
oding CWT watermarks under 
ompression. Re
ently, a more advan
ed atta
k

whi
h involved 
hanging the sign of the estimated watermark at random lo
ations, so

that the 
orrelation between the estimated watermark and the expe
ted watermark is

redu
ed to as 
lose to zero as possible, is suggested by Voloshynovskiy et al. in [152℄.

The atta
k involves adding random noise to the denoised image, with the sign of the

random noise 
hosen to be opposite to that of the estimated watermark at about half

of the lo
ations, and the same for the rest of the lo
ations. In other words, the noise

is dependent on the denoised image. The authors refer to this as the remodulation

atta
k and they showed the atta
k is very e�e
tive against 
ommon spread spe
trum

based s
hemes and none of the s
hemes the author tested survives the atta
k.

5.4.2 Simulation results and dis
ussion

We investigate the robustness of our spread spe
trum watermarking s
heme under

denoising and denoising with remodulation. In the denoising atta
k, we divide the

image wavelet 
oeÆ
ients into trees and use the atta
k proposed by Su [140℄ on ea
h
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Figure 5.12: Comparing denoising atta
k (with and without remodulation) with JPEG


ompression. The linear �lter suggested by Su [140, 138℄ is used as the denoising �lter

and remodulation atta
k uses a 3 � 3 and 5 � 5 window to estimate the watermark. The

denoising atta
k from Su is not as e�e
tive as JPEG2000 but the remodulation atta
k

seems e�e
tive. However, the remodulation atta
k produ
es per
eptually slightly worse

images than 
ompression and denoising (see �gure 5.13).

(a) (b) (
)

Figure 5.13: Lena after JPEG2000 
ompression (a), denoising (b) and denoising with re-

modulation atta
ks with 3 � 3 window for estimating the watermark sign (
). Denoising

atta
ks blur the image in a manner similar to 
ompression, whereas the remodulated image

looks noisier. The RMS error of the all images is about 6.3.

of the trees independently. A tree is de�ned as the wavelet 
oeÆ
ients at a parti
ular

spatial lo
ation in all subbands at level 3 of the CWT transform, plus the 
hildren (in

level 2), and the grand
hildren (in level 1) of these 
oeÆ
ients. Ea
h tree is treated

as a stationary signal. The squared magnitude of the CWT 
oeÆ
ients is used as

an estimate of the power spe
trum of the signal and the CWT 
oeÆ
ients are s
aled

down in magnitude a

ording to Su's �lter followed by addition of independent noise

with power spe
trum given in [140℄. In the se
ond test, we employ the ben
hmark
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software developed by Pereira et al. [122℄ to implement the remodulation atta
k with

3�3 and 5�5 windows for estimating the watermark

7

. Figure 5.12 shows the results

of Su's linear �ltering atta
k together with denoising with remodulation 
ompared

with JPEG2000 
ompression. Only the results for the Lena image are shown and the

modi�ed 
orrelation de
oder (se
tion 4.4.3) is used in all 
ases. The atta
k suggested

by Su is not as e�e
tive as 
ompression in removing the watermark when we 
ompare

the BER at a given level of RMS error. This is be
ause the authors' assumption of

Gaussian signal does not hold for images. The remodulation atta
k is more e�e
tive

than denoising with the addition of independent noise as in [140℄. However, one

must note that the RMS error does not give an a

urate pi
ture of the distortion

introdu
ed to the image, be
ause the denoising and remodulation atta
ks result in

di�erent kinds of artifa
ts. This is apparent in �gure 5.13, whi
h shows the Lena

image after JPEG2000 
ompression (at 0.5 bpp), denoising and remodulation atta
ks

respe
tively. Denoising atta
k blurs the image in a manner similar to 
ompression,

whereas the remodulated image on the right looks noisier, even though all the images

have approximately the same RMS error. The remodulation atta
k implemented

in [122℄ is a
tually not as e�e
tive as the results suggest. This is partly be
ause

the 
urrent version of the remodulation atta
k employs a very primitive per
eptual

model. Nevertheless, we expe
t the remodulation atta
k will be very e�e
tive when

a better per
eptual model is used.

5.5 Chapter summary

In this 
hapter, we dis
ussed watermark de
oding in the presen
e of 
ompression,

geometri
 distortion and denoising atta
ks. We modelled the host image 
oeÆ
ients

under 
ompression as a generalised Gaussian distribution and introdu
ed the gen-

eralised modi�ed mat
hed �lter for de
oding in su
h noise. However, experimental

results of the new de
oder showed little improvement over the modi�ed mat
hed �lter

dis
ussed in the previous 
hapter, and in the 
ase of the DCT and the DWT domain,

it got worse. This is probably due to the fa
t that inverse s
aling has the e�e
t

of 
attening the distribution of the CWT 
oeÆ
ients and that the inversely s
aled

DWT and DCT 
oeÆ
ients in middle frequen
y bands 
annot be des
ribed well by

a generalised Gaussian distribution. Therefore, using the modi�ed mat
hed �lter is

good enough for de
oding under 
ompression. We then des
ribed a novel image reg-

7

The window used for remodulation is always 3 � 3, only the window used for estimating the

watermark sign 
hanges. Therefore the RMS error introdu
ed in the two 
ases are very similar.
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istration algorithm based on motion estimation for 
ombating geometri
 distortion.

Experimental results showed that our proposed algorithm 
an greatly improve the

performan
e of spread spe
trum based watermarking systems. Finally, we dis
ussed

denoising and remodulation atta
ks and showed that our CWT watermark s
heme

allows the watermark to 
losely follow the image power spe
trum and resist denoising

atta
ks. On the other hand, the remodulation atta
k is e�e
tive against our system.

Although the 
urrent implementation of the atta
k produ
es more distorted images,

we expe
t the remodulation atta
k will be e�e
tive in pra
ti
e if a sophisti
ated vi-

sual model is used. In the next 
hapter, we present a new approa
h to watermarking

whi
h exploits the knowledge of host image at the embedder.





Chapter 6

Watermarking as Communi
ations

with Side Information

6.1 Introdu
tion

Early watermarking s
hemes usually treat watermarking as a 
ommuni
ation pro
ess

through a very noisy 
hannel, where the original host image a
ts as interferen
e at

the de
oder. Spread spe
trum te
hniques are used to over
ome this noise. However,

the interferen
e at the de
oder is not 
ompletely unknown, be
ause the en
oder has

a

ess to the original image. Thus watermarking should be treated as 
ommuni-


ation with side information at the en
oder [43℄

1

. (This is sometimes also known

as informed watermarking). In his remarkable paper [38℄, Costa argues that if the


hannel state (side information) is known at the en
oder, then the 
apa
ity of the


ommuni
ation 
hannel does not depend on whether the de
oder has a

ess to the


hannel state or not. Instead of trying to 
an
el out the 
hannel interferen
e, the

en
oder 
hooses 
odewords in the dire
tion of the interferen
e su
h that, with high

probability, the de
oder 
an distinguish between these 
odewords. This is explained

in more detail later. We start this 
hapter by reviewing the theory of 
ommuni
ation

with side information due to Costa and two pra
ti
al implementations of Costa's idea

based on uniform quantisation. We then 
ontrast and 
ompare spread spe
trum and

quantisation based watermarking and introdu
e the 
on
ept of spread transform wa-

termarking as a hybrid 
ombination between quantisation and spread spe
trum. Our

implementation of image adaptive spread transform based watermarking s
heme will

1

The way we 
ombine information from di�erent subbands during watermark de
oding is some-

times referred to as 
ommuni
ation with side information at the de
oder [148℄.

103
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be des
ribed and we will 
ompare it with our spread spe
trum based watermarking

s
heme proposed earlier. The appli
ation of error 
ontrol 
odes and the problem of

watermark dete
tion in quantisation based watermarks are also addressed.

6.2 Communi
ation with side information and quan-

tisation based watermarking

6.2.1 De�nition of problem

The watermarking pro
ess with side information is depi
ted in �gure 6.1. The fol-

lowing symbols will be used in our dis
ussions.

� p is our payload of L bits to be transmitted. There are 2

L

possible messages.

� x is the ve
tor of host image 
oeÆ
ients in some transform domain.

� x

0

is the ve
tor of watermarked 
oeÆ
ients.

� w = x

0

� x is the ve
tor of watermark signal.

� y is the ve
tor of re
eived (and possibly 
orrupted) 
oeÆ
ients, from whi
h we

extra
t the best estimate of the embedded payload
b
p.

� e = y � x

0

is the noise ve
tor.

� p(yjx

0

) is the transition fun
tion representing the atta
ks on the watermarked

image.

It is desired to send a message p of length L bits through the watermarking 
hannel.

The watermark 
hannel p(yjx

0

) is not known to either the en
oder or the de
oder,

but the en
oder has a

ess to the 
over signal x. This is in 
ontrast to �gure 4.1,

where no knowledge of the host is exploited at the en
oder, whi
h is typi
ally the


ase for spread spe
trum based watermarking systems. By exploiting the knowledge

of the 
over image at the watermark en
oder, one 
an design an embedding s
heme

where the interferen
e due to the host is almost eliminated at the de
oder. How to

design su
h a watermarking system is explained in the next se
tion.
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Encoder p(y|x') Decoder p̂p

Key
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Distortion
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w
S

Figure 6.1: Watermarking as a 
ommuni
ation pro
ess with side information. p is the

payload. The en
oder produ
es a watermark w based on p and the 
over signal x, whi
h

is then added to 
over signal to form the watermarked signal x

0

. The de
oder re
eives a

(possibly) 
orrupted signal y and returns an estimate of the original message
b
p.

Encoder Decoder
w x' y

x ~ N(0, )s e ~ N(0, )sx e
2 2

E(w  ) £ w
2s

p p̂

Distortion
Channel

2

U U

S S

Figure 6.2: A spe
ial 
ase of 
ommuni
ation with side information where both the 
over

signal and the interferen
e are Gaussian with varian
e �

2

x

and �

2

e

respe
tively, and the

varian
e of the embedded signal is 
onstrained to �

2

w

. U is an auxiliary variable de�ned in

se
tion 6.2.2. Costa [38℄ shows that the 
apa
ity of su
h a 
hannel is independent of �

2

x

and

only depends on �

2

e

and �

2

w

.

Encoder p(y|x') Decoder

x
Key

p p̂
x' yw

Distortion
Channel

S

Figure 6.3: In non-oblivious watermarking s
hemes, the de
oder knows the host image, so

the host image does not interfere with the watermark. Costa showed that the 
apa
ity of

a blind watermarking s
heme, where the knowledge of the host is exploited at the en
oder,

is the same as this 
ase.

6.2.2 Costa's solution

Costa [38℄ 
onsiders the system in �gure 6.1 where x and the additional interferen
e

e are independent and distributed as Gaussian with varian
es �

2

x

and �

2

e

. The energy

of the signal to be transmitted w is 
onstrained su
h that E(w

2

) 6 �

2

w

. This is

shown in �gure 6.2. The most important part of Costa's solution is the design of the

auxiliary variable U , the 
odebook of the en
oder. One 
an think of the 
odebook as

the pseudo-random sequen
es used to generate the watermark signal. The 
apa
ity
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C of the 
hannel in �gure 6.2 is given by [60, 64℄:

C = max

p(x)p(u;wjx)p(yjw;x)

I(u; y)� I(u; x); (6.1)

where I(a; b) is the mutual information between variables a and b, and the maximi-

sation is over the joint distribution p(x)p(u; wjx)p(yjw; x). Costa gives the optimal


odebook of the form:

u = w + �x; (6.2)

where � is given by �

2

w

=(�

2

w

+ �

2

e

), and w � N (0; �

2

w

), x � N (0; �

2

x

). w and x are

our embedded signal and the host signal as de�ned previously. The 
orresponding


apa
ity is:

C =

1

2

log

�

1 +

�

2

w

�

2

e

�

: (6.3)

In other words, this is the same as the 
ase of non-oblivious watermarking with

Gaussian interferen
e (�gure 6.3), whi
h is the upper bound of a
hievable 
apa
ity,

sin
e the only interferen
e in the system is due to the atta
ks on the watermarked

image. Spread spe
trum based watermarks are a spe
ial 
ase of (6.2) with u = w,

i.e. � = 0, be
ause the watermark is the same as the 
odebook, the pseudo-random

sequen
es. The 
apa
ity of spread spe
trum systems (assuming Gaussian host and

Gaussian interferen
e) is given by:

C =

1

2

log

�

1 +

�

2

w

�

2

e

+ �

2

x

�

; (6.4)

whi
h is 
learly suboptimal be
ause the host power limits the 
apa
ity of the 
hannel.

However, the 
odebook u = w will be optimal if x is available at the de
oder [115℄

(non-oblivious watermarking). We now summarise the main steps of Costa's s
heme

(for more details please refer to [38, 39℄):

1. First we design U

N

, our 
odebook with entries u in N dimensions, where N is

the length of the signal. The entries u are random Gaussian sequen
es generated

as follows:

U

N

= fu

i

= N (0; �

2

w

+ ��

2

x

)1j i 2 f1; : : : ;Mgg: (6.5)

The size of the 
odebook M is 2

dN �I(u;y)��e

. The 
odebook is then partitioned
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uniformly into 2

L

non-overlapping sub-
odebooks U

N

i

(i 2 f1; : : : ; 2

L

g), ea
h

with approximately M=2

L

entries. These sub-
odebooks are available at both

the en
oder and the de
oder.

2. Assume the host ve
tor is x and a message p (1 6 p 6 2

L

) is to be transmit-

ted. First we sear
h in the p

th

sub-
odebook U

N

p

for a sequen
e u

0

whi
h is

jointly typi
al with x. In other words, we look for u

0

su
h that w = u

0

� �x

is approximately orthogonal to x. The en
oder de
lares an error if no su
h se-

quen
e is found. However, the probability of this happening is arbitrarily small

as N !1.

3. The watermarked signal is 
omputed from x

0

= x + w, whi
h is then sent

through the 
hannel.

4. The de
oder re
eives signal y and sear
hes through the whole 
odebook U

N

for

a sequen
e u

1

su
h that (u

1

;y) is jointly typi
al. An error o

urs if none or

more than one su
h sequen
e exists. With high probability, the de
oder will

only �nd one su
h sequen
e, whi
h is the same as u

0

. The index bp of the sub-


odebook U

N

bp

, from whi
h u

1

is found, is the estimated message transmitted.

The error probability approa
hes zero exponentially as N !1.

This is illustrated in �gure 6.4.

U
NMessage p

Codebook u = w + xa

U
N
p

Cover signal
x

p   sub-codebook
th

Choose the
jointly typical
sequence

xa

- S S

ChannelEncoder

e
Noise

w x'u0

U
N

Choose the
jointly typical
sequence

y u1
U

N

p̂ p̂Index

Estimated
message

Decoder

Sub-codebook
where
is found

u1

Figure 6.4: Costa's s
heme for 
ommuni
ation with a known Gaussian host in an AWGN


hannel. The operations of the en
oder and the de
oder are des
ribed in se
tion 6.2.2.

6.2.3 Pra
ti
al implementation of Costa's solution

Unfortunately, Costa's proposed solution 
annot be implemented in pra
ti
e. This is

be
ause the 
odebook size M 
an get very large. If the �

2

e

is small, U must provide

an a

urate des
ription of any possible realisation of x. It is not pra
ti
al to store nor
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sear
h in su
h a large 
odebook. We des
ribe two pra
ti
al implementations of Costa's

s
heme in this se
tion: Quantisation Index Modulation (QIM) due to Chen [29, 30℄

and S
alar Costa S
heme (SCS) due to Eggers [52, 54℄. Both s
hemes operate in

the spatial domain and are based on uniform quantisation of host samples, but with

slightly di�erent forms of 
odebook.

6.2.3.1 Quantisation Index Modulation

Quantisation Index Modulation (QIM) was not originally formulated as an implemen-

tation of Costa's ideas, but as a solution of an information hiding problem where one

aims to maximise the information 
apa
ity subje
ted to some distortion 
onstraints.

The basis of QIM is an ensemble of uniform dithered quantisers. All quantisers in

the ensemble have identi
al step size but di�erent dithers. The size of the ensemble

is equal to the number of possible values a watermark symbol 
an take. This is il-

lustrated in �gure 6.5 for the 1-D signal 
ase with an ensemble of two quantisers for

binary signalling. We assume s
alar quantisers are used at the moment, and we will

explain later how quantisation based watermarking is extended to embed one bit in

multiple host samples. If a bit 0 is to be embedded, then the quantiser 
orresponding

to bit 0 is 
hosen and the host sample is quantised to the nearest re
onstru
tion point

of that quantiser and similarly for a bit 1. The de
oder quantises the re
eived sample

with ea
h of the quantiser in turn, and the index of the quantiser whi
h gives the

smallest quantisation error is the estimated symbol. This is equivalent to sear
hing for

the nearest re
onstru
tion point in the whole ensemble of quantisers. The en
oding

and de
oding pro
esses (assuming binary 
oding) 
an be expressed as follows:

En
oding: x

0

= Q

�

(x� d

i

) + d

i

i 2 f0; 1g: (6.6)

De
oding: err

i

= Q

�

(y � d

i

) + d

i

� y i = 0; 1; (6.7)

and output

8

<

:

bit 0; if jerr

0

j < jerr

1

j;

bit 1; otherwise:

(6.8)

Q

�

is a s
alar uniform quantiser with step size � as before and d

0

; d

1

are the dithers

for bit 0 and bit 1. d

0

is generated as a uniform distribution over [0;�) and d

1

is
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given by:

d

1

=

8

<

:

d

0

�

�

2

; if d

0

>

�

2

;

d

0

+

�

2

; otherwise;

(6.9)

su
h that d

0

and d

1

are as far apart as possible and the quantisation errors are

independent of the host samples. Chen's QIM s
heme 
an also be 
onsidered as a

spe
ial 
ase of Costa's solution with the random 
odebook repla
ed by the produ
t

of N s
alar 
odebooks:

U

1

= fk�+ d

i

j i 2 f0; 1g; k 2 Zg; (6.10)

whi
h is equivalent to u = w + x, i.e. � = 1. However, � = 1 is optimal (at least

under AWGN) only if there is no additional noise (�

2

e

= 0) [38℄. The optimal � at

whi
h the 
apa
ity is maximised for a given noise level is given by �

2

w

=(�

2

w

+ �

2

e

) in

the 
ase of AWGN interferen
e.

... ...

Quantiser 0

Quantiser 1

D
Sample value

Figure 6.5: Quantisation Index Modulation (QIM) in 1-D. The 
over signal samples are

quantised individually using a uniform quantiser. If a bit 0 is to be embedded, the sample

is quantised to the nearest solid line, otherwise it is quantised to the nearest dashed line.

The quantiser step size � 
ontrols the maximum distortion introdu
ed.

6.2.3.2 S
alar Costa S
heme

Eggers proposed a s
alar version of Costa's solution by repla
ing the random 
odebook

U

N

by the produ
t of N s
alar 
odebooks, ea
h of the form (6.2). This is shown in

�gure 6.6. In the 
ase of binary signalling, the s
alar 
odebook is given by:

U

1

=

�

u = k��+ i

��

2

j i 2 f0; 1g; k 2 Z

�

: (6.11)

Additionally a dither �d

i


an be added to the term i

��

2

, otherwise (6.11) is the

same as (6.10) ex
ept for the appearan
e of �. The en
oding pro
ess is similar to

that of QIM. The pro
ess of sear
hing for a typi
al sequen
e (u

0

;x) is simpli�ed to

samplewise quantisation using the 
odebook U

1

=�, whi
h is the 
odebook in (6.11)
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Figure 6.6: S
alar Costa S
heme (SCS) as proposed by Eggers [52, 54℄, whi
h 
an be 
on-

sidered as a generalised version of Quantisation Index Modulation with an extra parameter

�, whi
h is �xed to 1 in the 
ase of QIM. � 
an be optimised if the level of interferen
e

is known in advan
e. Using � < 1 allows the enlargement of the quantiser step size while

keeping the watermark power the same. SCS is a dire
t s
alar implementation of the s
heme

proposed by Costa in [38℄.

with all entries s
aled by 1=�. The transmitted signal is given by: w = u

0

��x. The

en
oding pro
ess is summarised in the equation below:

x

0

= x+ �

�

Q

�

�

x�

i�

2

� d

i

�

+

i�

2

+ d

i

� x

�

i 2 f0; 1g: (6.12)

In other words, only a fra
tion (� < 1) of the quantisation error is added ba
k to the

host signal to form the watermarked signal. In order to keep the watermark power

the same as in the previous 
ase, the quantiser step size has to be in
reased su
h that:

�

SCS

=

�

QIM

�

: (6.13)

The de
oding pro
ess is identi
al to that of QIM. The re
eived samples are quantised

with the same quantiser as the en
oder, and the bin indi
es whi
h the samples fall

into give the estimated message. Eggers derived a slightly di�erent value of � to that

suggested by Costa by numeri
al maximisation of 
apa
ity in a Gaussian 
hannel

and his simulation results showed that the 
apa
ity of SCS is superior to that of

QIM. Chen later pat
hed QIM by introdu
ing the same 
odebook as SCS and 
alled

it Distortion Compensated QIM (DC QIM) [31℄, but Chen just used the value of �

suggested by Costa.

6.2.4 Extension to multiple samples quantisation

The two quantisation based watermarking s
hemes des
ribed earlier assume one wa-

termark bit is embedded into ea
h host sample. Typi
ally the theoreti
al 
apa
ity
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of the image is less than one bit per sample and one would use multiple samples for

embedding one payload bit to improve the robustness of the watermark. One simple

way to do this is to use the same quantiser repeatedly over ea
h sample 
orresponding

to a parti
ular bit, whi
h is equivalent to using a repetition 
ode. Alternatively one


an design a ve
tor quantiser for ea
h symbol. However, the 
odebook size in
reases

exponentially as the number of host samples in
reases and we have the same problem

as Costa's original s
heme. There is yet a third way to embed one payload bit into

multiple host samples, 
alled spread transform 
oding, whi
h will be des
ribed next.

6.3 Spread spe
trum and quantisation watermark-

ing

6.3.1 Comparing spread spe
trum and quantisation based

watermarking

In this thesis, we have des
ribed two 
ompletely di�erent approa
hes to watermarking.

One is based on the addition of a pseudorandom sequen
e to the host image, while

the other quantises the host image samples so they fall into bins 
orresponding to the

embedded data. The major di�eren
e between the two systems is the exploitation of

the knowledge of the 
over in quantisation based systems but not in spread spe
trum

based systems. The use of a visual mask in spread spe
trum systems does not 
ount as

exploiting the 
over be
ause the watermark is additive and 
onstru
ted independently

with respe
t to the 
over image. We 
ompare and 
ontrast the di�erent features of

spread spe
trum and quantisation based watermarking in table 6.1. The advantages

and the disadvantages of the two approa
hes 
omplement ea
h other. Fortunately,

there is a way to 
ombine spread spe
trum and quantisation watermarking in order

to get the advantages of both.

6.3.2 Spread transform watermarking

Quantisation based watermarking allows a relatively large amount of data to be hid-

den in the image, whi
h is suitable for information hiding appli
ations, where robust-

ness is not a primary requirement. On the other hand, watermarking appli
ations

normally only require a mu
h lower 
apa
ity than quantisation based methods 
an

o�er. Spread transform (ST) watermarking is a hybrid 
ombination between spread

spe
trum and quantisation watermarking systems, where quantisation o

urs in a
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Feature Spread spe
trum Quantisation

Exploiting

the HVS

The PN sequen
e 
an be shaped

by a mask 
omputed from the


over image, making the water-

mark image adaptive.

Sin
e a single s
alar uniform

quantiser is usually used for the

whole image, it is diÆ
ult to

adapt the watermark to the 
over

image.

Host interfer-

en
e at the

watermark

re
eiver

The embedder simply adds the

watermark to the 
over image, so

it a
ts as interferen
e at the re-


eiver.

Sin
e the en
oder uses the host

to 
onstru
t the watermark, the

interferen
e from the host 
an be

suppressed at the re
eiver.

Robustness to


ompression

Image adaptive watermarks 
an

resist 
ompression.

Non-image adaptive watermarks

are less robust to image adaptive

atta
ks su
h as 
ompression.

Robustness

to estimation

based atta
ks

Sin
e the watermark is additive

with respe
t to the 
over im-

age, it 
an be estimated from the

watermarked image and be re-

moved.

The watermark is dependent on

the 
over image as it is the quan-

tisation error of the quantiser in

the embedder. Therefore it 
an-

not be estimated from the water-

marked image.

Capa
ity The 
apa
ity is usually limited

by the interferen
e from the host.

The 
apa
ity is normally higher

than in spread spe
trum systems

and is only limited by external

interferen
e on the watermarked

image.

Embedding

multiple

watermarks

Multiple watermarks 
an be em-

bedded by using orthogonal PN

sequen
es.

Additional watermarks will over-

write existing ones unless non-

overlapping subsets of pixels are

used for the watermarks.

Table 6.1: Comparing various features of spread spe
trum and quantisation based water-

marks. The features of the two systems are 
omplement of ea
h other.

redu
ed dimension spa
e. The robustness of a quantisation based watermark is im-

proved at the expense of lowering the 
apa
ity of the image. Spread transform was

brie
y mentioned by Chen in [30℄ as a method for 
ombining QIM and image adap-

tive spread spe
trum watermarking systems. The host samples ve
tor is proje
ted

onto a random ve
tor

2

and the resulting proje
tion is quantised to embed one bit, as

des
ribed in the previous se
tion. Finally, a multiple of the random ve
tor is added

to the host ve
tor su
h that the proje
tion of the watermarked samples ve
tor onto

the random ve
tor will produ
e the 
orre
t proje
tion value. The embedding pro
ess

is illustrated in �gure 6.7. The en
oding and de
oding pro
esses are the same as in

QIM (or SCS), ex
ept that x and x

0

in (6.6), (6.12), et
. are repla
ed by proje
tion

p of the image samples onto a key dependent random ve
tor, whi
h is de�ned as:
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Figure 6.7: Spread Transform is a hybrid 
ombination between spread spe
trum and quan-

tisation based watermarking te
hniques. The basi
 s
heme is quantisation operating in a

redu
ed dimensional spa
e. Image samples are proje
ted onto random ve
tors to generate

the redu
ed dimensional data for embedding. The box marked `SCS' is the S
alar Costa

S
heme as depi
ted in �gure 6.6.

p =

x

T

v

jvj

; (6.14)

where x is a 
olumn ve
tor of image samples and v is the random proje
tion ve
tor.

The overall embedding pro
ess 
an therefore be summarised as:

x

0

= x+ (p

0

� p)v; (6.15)

with,

p

0

= p+ �

�

Q

�

�

p�

i�

2

� d

i

�

+

i�

2

+ d

i

� p

�

i 2 f0; 1g: (6.16)

Various symbols have the same meaning as in (6.12).

By using the spread transform te
hnique, one 
an 
ombine the advantages of

spread spe
trum and quantisation watermarking systems. The host image no longer

a
ts as interferen
e at the de
oder be
ause the de
oder 
omputes the proje
tion of

the watermarked image onto the random ve
tor instead of the 
orrelation between the

watermarked image and the random ve
tor. The watermark 
an be made adaptive to

the host image by s
aling the random ve
tor a

ording to the host image. Additional

watermarks 
an be embedded in the image by using orthogonal random ve
tors. In

order to redu
e the 
omputational load, the host image is divided into blo
ks and

random images the same size as one blo
k are used as proje
tion ve
tors. A blo
k size

2

The length of the proje
tion ve
tor depends on the number of bits to be embedded. The host

ve
tor is divided into blo
ks of the same length as the proje
tion ve
tor, and 1 bit 
an be embedded

into ea
h of the resulting proje
tions.
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of 32� 32 is used as in our spread spe
trum system. We also apply orthogonalisation

before s
aling the random images, be
ause we found that it gives better performan
e

than orthogonalisation after s
aling, just like the spread spe
trum system we proposed

earlier in 
hapter 4 (see page 48).

6.4 Spread transform watermarking with 
omplex

wavelets

In this se
tion, we des
ribe a pra
ti
al implementation of spread transform water-

marking in the CWT domain.

6.4.1 Embedding algorithm

In the original algorithm des
ribed by Chen [30℄, only one proje
tion ve
tor is used

for en
oding ea
h bit. Sin
e the denominator of (6.14) is non-linear in v, we 
annot


ompute the proje
tion separately in ea
h subband and add the results as in the 
ase of


orrelation based de
oding (se
tion 4.4.4). However, the high frequen
y 
omponents

of the image be
ome very noisy under 
ompression and one should ideally assign

less weight to the 
ontributions from these 
omponents. This 
an be a
hieved in

spread transform watermarking by using multiple proje
tion ve
tors per information

bit. If the proje
tion ve
tor is a bandpass signal, then proje
tion onto the random

ve
tor is almost equivalent to bandpass �ltering the host image, and only part of the

image frequen
y spe
trum will 
ontribute to the proje
tion. We de�ne a frequen
y

partitioned signal (or ve
tor) as a signal formed by re
onstru
tion using only some

of the subbands of the frequen
y transform of a white signal. In our implementation,

three levels of the CWT are used and we 
onstru
t three frequen
y partitioned ve
tors

from ea
h random ve
tor, ea
h using only one level of CWT 
oeÆ
ients. Ideally one

would use 18 partitioned ve
tors from one random ve
tor, ea
h re
onstru
ted from

one CWT subband, in order to obtain maximum 
hannel adaptability. However,

this greatly in
reases the 
omputational 
osts both in embedding and de
oding of

the watermark. Besides, most atta
ks are not orientation spe
i�
, hen
e it is not

justi�ed to weight di�erent orientation subbands in a given frequen
y range di�erently.

Alternatively, one 
an also not use frequen
y partitioning at all and just shape the

random sequen
e in the CWT domain, followed by inverse transform to form the

proje
tion ve
tor. We will refer to this as CWT spread transform without frequen
y

partitioning. The details of the embedding algorithm of our CWT spread transform
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s
heme (with frequen
y partitioning) are as follows:

1. The host image is divided into 32 � 32 blo
ks and the payload is divided into

equal-sized portions, with ea
h portion being embedded into a separate blo
k.

2. A pseudo random ve
tor of �1 (same size as one blo
k) is generated for ea
h

bit of the payload to be embedded.

3. The forward CWT of this ve
tor is 
omputed, and s
aled a

ording to lo
al

image a
tivity.

4. The s
aled 
oeÆ
ients of this ve
tor are frequen
y partitioned into 3 ve
tors,

with ea
h one re
onstru
ted ba
k into the spatial domain using only one level

of CWT 
oeÆ
ients. From this point onwards, the watermarking pro
ess takes

pla
e in the spatial domain, the CWT domain is only used for adapting the

random ve
tor to the image.

5. Compute the proje
tions of the host image samples onto ea
h of these parti-

tioned ve
tors:

p

i

=

x

T

v

i

jv

i

j

i = 1; : : : ; 3; (6.17)

where v

i

is the ve
tor in the spatial domain re
onstru
ted using level i (s
aled)

CWT 
oeÆ
ients of the original random ve
tor and p

i

is the proje
tion between

the image samples x and v

i

. If multiple bits are to be embedded, orthogonal

random ve
tors are �rst generated before they are per
eptually adapted to the

image and partitioned.

6. Quantise the proje
tions using (6.12), forming p

0

i

.

7. The watermarked image samples are given by:

x

0

= x +

X

j

3

X

i=1

(p

0

ij

� p

ij

)v

ij

; (6.18)

where j is the subs
ript for an individual bit in that blo
k; v

ij

is v

i

for bit j

and so on.

The spread transform watermark en
oder is illustrated in �gure 6.8. Examples of

spread transform watermarks look similar to those of spread spe
trum (�gures 4.7b,

4.8b, 4.9b) and are not shown here.
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Figure 6.8: We use the CWT to adapt the random ve
tors to the host image prior to

proje
tion in order to make the spread transform watermark image adaptive. We 
an also

partition the random ve
tors into di�erent frequen
y 
omponents so that only some of

the image frequen
y 
omponents 
ontribute to a parti
ular proje
tion, but otherwise our

proposed spread transform s
heme is very similar to the basi
 spread transform algorithm.

The boxes marked `ST' 
orrespond to �gure 6.7.

6.4.2 De
oding algorithm

The de
oding algorithm is as follows:

1. The re
eived image is divided into 32� 32 blo
ks.

2. The same random ve
tors as used in the en
oder are generated and forward

transformed into the CWT domain.

3. The CWT 
oeÆ
ients of the random ve
tors are s
aled using a visual mask

estimated from the re
eived image.

4. The s
aled CWT 
oeÆ
ients are frequen
y partitioned into 3 ve
tors as in the

en
oder.

5. Compute the proje
tion of the watermarked image onto ea
h of these ve
tors

using (6.14). Thus we have 3 proje
tions for ea
h information bit.

6. Ea
h of the three proje
tions is 
onverted into a soft output between -1 and 1

as follows:

output

soft;i

= 1�

4

�

jQ

�

(p

i

��d) + �d� p

i

j; (6.19)
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where output

soft;i

is the soft output 
orresponding to proje
tion p

i

; Q

�

is the

uniform quantiser of step size � used for quantising the proje
tions and d is the

optional dither.

7. The three soft outputs are weighted and 
ombined to give the �nal soft output

for a parti
ular payload bit.

output

soft

=

3

X

i=1

�

i

� output

soft;i

: (6.20)

If an error 
ontrol 
ode is used, the �nal soft output is passed to the ECC

de
oder, otherwise a bit 0 is returned if output

soft

is positive and bit 1 otherwise.

How to 
hoose the weights �

i

is dis
ussed later.

The aforementioned embedding and de
oding algorithms also apply to the non-

frequen
y-partitioning version of our implementation, ex
ept in this 
ase the fre-

quen
y partitioning part is omitted and we have only one proje
tion per data bit.

6.4.3 Parameters sele
tion

6.4.3.1 Choosing � and � for the quantiser

In [38℄, Costa suggests an optimal value of � of �

2

w

=(�

2

w

+�

2

e

), whereas Eggers in [52, 54℄

suggests a slightly di�erent value of �, but both are based on maximising the 
apa
ity

of an AWGN 
hannel. In the 
ase of spread transform watermarking, the noise

depends on the proje
tion of the distortion onto the random ve
tors and may not be

Gaussian. The appropriate values of � for both the frequen
y-partitioning and non-

frequen
y-partitioning version of our s
heme were determined empiri
ally using JPEG


ompression as the atta
k. Watermarks are embedded using di�erent values of � and

the bit error rates at di�erent 
ompression levels are measured. The value of � whi
h

gives the lowest BER on average is used in the quantiser for that level. In the version

of our algorithm with frequen
y-partitioning, only one level of CWT 
oeÆ
ients is

used ea
h time so we 
an obtain the best value of alpha for ea
h level. Figures 6.9

(a-d) show the e�e
ts of � for both the frequen
y-partitioning and the non-frequen
y-

partitioning version of the algorithm. Unlike the AWGN s
enario 
onsidered by Costa

and Eggers (�gure 6.9f), where the optimal value of � depends on the noise level, the

optimal value of � does not depend on the severity of 
ompression. In parti
ular,

using � < 1 gives us no advantage over simple QIM for level 1 of the CWT as well

as non-frequen
y-partitioning spread transform (�gure 6.9d). On the other hand, the
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Figure 6.9: E�e
ts of � (see equation 6.12) on spread transform watermark de
oding

performan
e. (a) to (
) show the variation of BER with � under JPEG 
ompression

when only 1 level of CWT 
oeÆ
ients are used in the embedding algorithm. (d)

shows the same result when all the levels are used together without partitioning them

into di�eren
e sequen
es. (e) and (f) 
orrespond to the results using the original

SCS algorithm proposed in [52, 54℄, whi
h is non-image-adaptive, under JPEG and

AWGN. In all 
ases, the spreading ve
tor is of length 1024 and a 128-bit watermark

is embedded. The watermark to noise ratio in (f) is de�ned as 10 log(�

w

=�

n

) where

the noise varian
e has taken into a

ount the e�e
t of the spreading ve
tor. Please

refer to se
tion 6.4.3.1 for dis
ussions of the results.
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optimal value of � for level 2 and 3 of the CWT is around 0.8 and 0.6 respe
tively,

regardless of the level of 
ompression. The observed results 
an be partly explained as

follows. Both Eggers and Costa assume the interferen
e is independent with respe
t

to the watermark, whi
h is only true under a low level of 
ompression (see se
tion

5.2.1.1). Using � < 1 moves the quantised proje
tions further away from the bin


entres and introdu
es additional interferen
e. The distortion due to 
ompression is

less 
orrelated with the host signal for lower frequen
y 
omponents and using � < 1

for these 
omponents gives us a slight advantage over simple QIM.

The varian
e of the watermark is given by �

2

=12, assuming the proje
tion p has

a uniform distribution over a quantisation bin. Thus we 
hoose � to be jvj

p

12=�, so

that the varian
e of the watermark will be the same as in a spread spe
trum system.

Sin
e the quantiser step size is watermark dependent, the de
oder has to estimate

the � used in the en
oder. This does not 
ause a problem be
ause the de
oder 
an

estimate the visual mask quite a

urately using the watermarked image, provided the

watermarked image is not too severely distorted.

6.4.3.2 Assigning 
hannel weights �

i

In se
tion 4.4.4, we des
ribed the use of a referen
e watermark for estimating 
hannel

statisti
s for 
ombining multiple 
orrelator outputs. Unfortunately, the referen
e

watermark 
onsumes some of the watermark energy. In se
tion 5.2.1.1, we proposed

the use of �xed weights, when a pessimisti
 level of atta
k is assumed, whi
h allows

us to allo
ate all the watermark energy to the payload. We use the latter strategy in

our spread transform s
heme. This is be
ause any error 
orre
tion 
ode will be able

to 
orre
t errors up to a 
ertain level, so it does not matter if the weights are not

optimised under mild atta
ks. We assume a worst 
ase 
ompression level equivalent

to JPEG 
ompression at quality fa
tor of 50 and 
hoose the weights using the binary

symmetri
 model suggested by Kundur in [89℄ and the measured BER at JPEG

quality fa
tor 50 in the 3 levels of CWT. Readers are referred to [89℄ for details of

deriving 
hannel weights from measured bit error rate. The weights are 
al
ulated to

be 0.1, 0.4, 0.5 for level 1, 2 and 3. We also dis
overed that it does not matter if level

1 is not used at all be
ause it is assigned su
h a small weight.

6.4.4 Performan
e of spread transform watermarking

There are three sour
es of error at the watermark de
oder:

1. The proje
tion of the distortion onto the proje
tion ve
tor.



120 CHAPTER 6. WATERMARKING AS COMMUNICATIONS WITH SI

2. Error in the proje
tion ve
tor due to the slightly di�erent visual mask used at

the de
oder 
ompared with the en
oder.

3. Error in the estimation of quantisation step size.

As dis
ussed in the last se
tion, the quantisation step size � depends on the mag-

nitude of the proje
tion ve
tor. Under reasonable levels of atta
k, the visual mask

estimated by the de
oder will not be too di�erent from the mask used in the en
oder.

Hen
e the magnitude of the proje
tion ve
tors in the en
oder and the de
oder will

be approximately the same and the last sour
e of error is typi
ally negligible 
om-

pared with the other two. If we denote the re
eived image ve
tor as x

0

+ Æx and the

estimated proje
tion ve
tor as v + Æv, then the error in proje
tion is:

p

re
eive

=

(x

0

+ Æx)

T

(v + Æv)

jv + Ævj

;

�

(x

0

+ Æx)

T

(v + Æv)

jvj

;

= p

0

+

Æx

T

v

jvj

+

x

0

T

Æv

jvj

+

Æx

T

Æv

jvj

: (6.21)

Let the se
ond, the third and the last term of (6.21) be p

err1

, p

err2

and p

err3

respe
-

tively. We observed that p

err1

and p

err2

have the same order of magnitude for level

2 and level 3 of the CWT under low to medium level of 
ompression, whereas p

err1

dominates the error in the �nest level under medium level of 
ompression. p

err3

is

in general small 
ompared with the other two errors. The distributions of p

err1

and

p

err2

are observed to be more uniform than the Gaussian distribution. Nevertheless,

assuming them to be Gaussian gives us the worst 
ase s
enario and hen
e an upper

bound on error. Let the total varian
e due to p

err1

and p

err2

be �

2

n

. Proje
ting the

image ve
tor onto a random ve
tor will redu
e the power of the distortion by a fa
tor

of N , the length of the proje
tion ve
tor, on average. Using the fa
t that the quanti-

sation step size is related to the watermark power by � = �

w

p

12 and that a de
oding

error will o

ur if the proje
tion falls outside the quantisation bin boundary, the bit

error rate is bounded by:

P

err

�6 2Q

 

r

3N

4

�

w

�

n

!

; (6.22)

where Q is the Gaussian integral (4.15) as before. Note that the region in whi
h

de
oding error will o

ur is periodi
 and so (6.22) is not exa
t even if the distribution
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of the distortion is Gaussian. The BER of an equivalent spread spe
trum based

s
heme is approximately Q(

p

N

�

w

�

x

). However, the interferen
e asso
iated with the

spread spe
trum de
oder �

x

is typi
ally larger than �

n

be
ause the host image is

part of the interferen
e for a spread spe
trum s
heme. Therefore we expe
t spread

transform to perform better than spread spe
trum under mild to medium atta
ks.

When the atta
k distortion dominates the interferen
e (�

x

� �

n

), however, a spread

spe
trum s
heme should perform better be
ause there is only one de
ision boundary

in a spread spe
trum s
heme, instead of two in spread transform.

Watermark dete
tion in quantisation based (in
luding spread transform) s
hemes

is di�erent from the spread spe
trum 
ase dis
ussed in se
tion 4.6. Sin
e we are using

a quantiser for de
oding, we 
annot 
orrelate the image samples with the known

sequen
e to dete
t a watermark. Fortunately, we 
an dete
t a watermark using error


ontrol 
odes, whi
h will be dis
ussed shortly.

6.5 Comparing CWT spread transform watermarks

with other quantisation based s
hemes

In this se
tion we 
ompare the performan
e of our proposed spread transform s
heme

with an existing quantisation based watermarking s
heme in the wavelet domain. The

s
heme proposed by Kundur in [89℄ was 
hosen to 
ompare with our proposed s
heme.

In [89℄, the median of wavelet 
oeÆ
ients at the same lo
ation in di�erent subbands is

quantised into the appropriate bin to en
ode one bit of data. The watermark payload

is embedded repeatedly for ea
h wavelet level and a referen
e watermark the same

length as the payload is embedded alongside ea
h 
opy of the payload. The de
oder

estimates ea
h 
opy of the payload and weights them a

ording to the BER of the


orresponding referen
e mark. The weighted 
opies are added together to give the

overall estimated watermark.

Figures 6.10 (a and b) show the BER of the frequen
y-partitioning version of our

s
heme, the s
heme proposed by Kundur in [89℄, as well as dire
t extension of SCS

using spread transform. One 
an see that our algorithm has superior performan
e

under medium to severe 
ompression s
enario, whereas the s
heme in [89℄ performs

better at low 
ompression s
enario. However, as argued in 
hapter 4, when an er-

ror 
ontrol 
ode is used, only the point at whi
h the BER rea
hes a 
riti
al value

(usually between 0.1 to 0.2) matters. Therefore we expe
t our system 
an tolerate a

more severe level of 
ompression than the one in [89℄. Other results for Baboon and
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Pills images under JPEG and JPEG2000 are similar to �gure 6.10 and are thus not

shown here. Dire
t extension of S
alar Costa S
heme (se
tion 6.2.3.2) using spread

transform, whi
h is not image adaptive, has poor performan
e under 
ompression in

general. The results highlight the importan
e of adapting the random ve
tors to the


over image, if the watermark is to be resistant to 
ompression.
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Figure 6.10: Comparing the frequen
y partitioning version of our proposed spread transform

s
heme in the CWT domain with Kundur's s
heme [89℄ and spread transform SCS under

JPEG 
ompression. The s
heme in [89℄ quantises the median of a tuple of DWT 
oeÆ
ients

to embed a bit. In all 
ases a 128-bit un
oded watermark is embedded with the same RMS

(2.8 for Lena and 3.4 for Baboon). Although our proposed s
heme has poorer performan
e

than Kundur's s
heme at high quality fa
tors (more noti
eable in (b)), the BER rea
hes the


riti
al level (to be 
orre
table by a typi
al error 
ontrol 
ode) at more severe 
ompression

level. Therefore our s
heme will perform better in a pra
ti
al situation. Simple spread

transform SCS watermarking performs worst in Lena and has about the same 
ompression

toleran
e to our s
heme in Baboon.

6.6 The role of error 
ontrol 
odes in watermark-

ing

A pra
ti
al robust watermarking system would employ an error 
ontrol 
ode to redu
e

the output error rate at the de
oder. As noted in 
hapter 2, error 
ontrol 
odes have

the property that, when the SNR is lower than a threshold (or the input BER to

the de
oder is higher than a 
ertain value), the ECC de
oder fails and the output

bitstream appears to be random. The rate of degradation depends on the parti
ular


ode and the nature of the error. We 
an use this property to dete
t the presen
e of

a watermark. The dete
tion pro
edure is as follows:
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1. Assume the re
eived image is watermarked, and extra
t the estimated water-

mark.

2. Pass the extra
ted watermark to the ECC de
oder to obtain the most probable

payload.

3. Use the ECC en
oder to en
ode the estimated payload. Let us 
all the resulting

data the feedba
k watermark.

4. Compare the feedba
k watermark with the estimated watermark, and if the

di�eren
e between them is smaller than the input BER threshold P

e

, de
lare a

watermark is dete
ted, otherwise de
lare no watermark is present. The e�e
ts

of P

e

on the probabilities of false positive and dete
tion and how to 
hoose it

are dis
ussed next.

The above pro
edure 
an be explained by 
onsidering an n-sphere, where n is the

length of the 
odeword. This n-sphere represents all possible bit patterns of length n.

The 
odebook of an error 
ontrol 
ode forms a pa
king of k-spheres inside the parent

n-sphere, where k is the length of the payload (see �gure 6.11). Any n-bit patterns

within the region of a k-sphere will be de
oded to a k-bit payload 
orresponding to

the 
entre of that k-sphere. This 
orresponds to the input BER being within the error


orre
ting 
apability of that error 
ontrol 
ode (the radius of a k-sphere). An n-bit

pattern extra
ted from an unwatermarked image will most probably fall into the gaps

between the k-spheres. The ECC de
oder will de
ode a k-bit pattern whose k-sphere

is 
losest to the n-bit pattern. However, the distan
e between the extra
ted n-bit

pattern and the 
entre of that k-sphere, whi
h is the 
odeword after en
oding the

de
oded k-bit pattern, will most probably be greater than the radius of the k-sphere.

Thus we know the re
eived n-bit pattern is probably not a 
odeword of the ECC and

the target image is probably not watermarked.

We shall now 
al
ulate the probabilities of false dete
tion of a non-existent wa-

termark and of failure to dete
t an existing watermark. Given a threshold BER of

P

e

, a false positive will o

ur if a random n-bit sequen
e has at least (1� P

e

)n bits

(assumed to be integer for the moment) in agreement with one of the 
odewords. The

probability that exa
tly i of the n bits of a random sequen
e agree with some pattern
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is:

P (i out of n) =

 

n

i

!

1

2

i

1

2

n�i

;

=

 

n

i

!

1

2

n

: (6.23)

where

 

n

i

!

is the number of possible ways of 
hoosing i out of n and is given by

n!

i!(n�i)!

. The probability of false positive given a parti
ular 
odeword is therefore:

P (FP j some 
odeword) =

n

X

i=(1�P

e

)n

 

n

i

!

1

2

n

: (6.24)

Sin
e the 
odeword 
losest to the extra
ted n-bit pattern is always 
hosen and the

k-spheres do not overlap, the un
onditional false positive probability is just (6.24)

multiplied by the number of 
odewords.

P

FP;ECC

=

X

all 
odewords

P (FP j some 
odeword);

=

n

X

i=(1�P

e

)n

 

n

i

!

1

2

n

� 2

k

;

=

n

X

i=(1�P

e

)n

 

n

i

!

1

2

n�k

: (6.25)

On the other hand, if at least P

e

n bits of the extra
ted watermark 
odeword are wrong,

given a watermark is present, then we will miss the watermark. The probability that

exa
tly i bits are wrong is

 

n

i

!

P

i

b

(1� P

b

)

n�i

, where P

b

is the probability any given

bit is de
oded wrongly. Assuming all 
odewords are equally likely, the 
onditional

and un
onditional miss probability will be the same and are given by:

P

Miss;ECC

=

n

X

i=P

e

n

 

n

i

!

P

i

b

(1� P

b

)

n�i

: (6.26)
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The probability of dete
tion is therefore:

P

Dete
t;ECC

= 1� P

Miss;ECC

;

=

P

e

n�1

X

i=0

 

n

i

!

P

i

b

(1� P

b

)

n�i

: (6.27)

When the length of the 
odeword n is �xed, the false positive probability depends

on k and P

e

, whereas the dete
tion probability depends on the input bit error rate

P

b

and P

e

. The user �rst 
hooses the desired maximum allowable output BER of

the de
oder, the 
orresponding input BER gives an upper limit of P

e

. The user then


hooses P

e

as a trade o� between probabilities of false positive and dete
tion. Figure

6.12a shows the variation of probability of dete
tion of a (384,124) 
ode with input

SNR for a few values of P

e

, 
hosen su
h that P

e

n is an integer. The variation of false

positive probability with P

e

(at values where P

e

n is an integer) is shown in �gure

6.12b. If we desire a maximum allowable output BER of say 10

�4

when using the

(384,124) turbo 
ode des
ribed in se
tion 2.4.2, this requires P

e

to be smaller than

0.15 and the false positive probability will be at most 10

�9

. The 
urves in �gure 6.12a

will be steeper, for a given P

e

, if n in
reases while keeping the 
ode rate �xed. The

false positive probability will also de
rease, be
ause

 

n

i

!

in
reases slower than 2

n�k

.

d/2

n

Codewords

Decoding
regions

"Gap"

Figure 6.11: An (n; k) error 
ontrol 
ode 
an be 
onsidered as a pa
king of k-sphere inside

an n-sphere. The radius of ea
h sphere is roughly half the minimum Hamming distan
e d

of the 
ode.
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Figure 6.12: (a) shows the dete
tion probability of a (384,124) 
ode under di�erent SNR

for a few values of P

e

. Assuming the interferen
e is AWGN, P

b

is given by Q(

p

SNR). (b)

shows the variation of false positive probability with P

e

of the same 
ode.

6.7 Comparing spread spe
trum and spread trans-

form watermarks

In this se
tion, we 
ompare the performan
e of spread spe
trum (SS) and spread

transform (ST) watermarks. We 
hoose JPEG as our atta
k s
enario and the turbo


ode as our error 
ontrol 
ode. As dis
ussed in se
tion 2.4.2, the de
oding 
omplex-

ity of turbo 
odes varies exponentially with the 
onstraint length of the 
onstituent

en
oders and linearly with the re
ipro
al of the 
ode rate. We use a turbo 
ode

with 2 
onstraint length 5 en
oders (and hen
e a rate of approximately

1

3

), with 10

iterations of de
oding as a 
ompromise between 
omputational 
omplexity and per-

forman
e. The obje
tive here is to 
ompare the robustness of spread spe
trum and

spread transform watermarks at di�erent payload lengths, where robustness is de-

�ned as the maximum level of 
ompression the watermark 
an tolerate before the

system fails, when say the output error rate is > 10

�4

. Figures 6.13 (a and b) show

the input BER to the turbo de
oder and the output BER of a 124-bit watermark


oded with a (384,124) turbo 
ode under di�erent quality fa
tors for the frequen
y-

partitioned version of spread transform s
heme proposed earlier as well as the spread

spe
trum system des
ribed in 
hapter 4. The Lena image was used in all the exper-

iments in this se
tion. Figures 6.13 (
 and d) show the probability of dete
tion of

the watermark based on error 
ontrol 
odes as des
ribed in the previous se
tion. The

output BER drops below 10

�4

when the input BER is less than about 0.13. Sin
e

the false alarm rate is less than 10

�15

at this value of P

e

, whi
h is good enough for
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most appli
ations, we 
an just set P

e

to 0.13 to maximise the dete
tion probability.

The threshold BER is lower than that of AWGN (�gure 2.4) be
ause the interferen
e

due to JPEG 
ompression is not Gaussian. The point where the probability of de-

te
tion 
hanges sharply from 0 to 1 
orresponds to the 
hosen breaking o� point of

the de
oder, whi
h justi�es our approa
h of using error 
ontrol 
odes for watermark

dete
tion. Figure 6.14a shows the lowest tolerant JPEG quality fa
tor for our spread

spe
trum (SS CWT), frequen
y-partitioned spread transform (ST CWT) as well as

straightforward spread transform extension of the S
alar Costa S
heme (ST SCS),

whi
h is non-image-adaptive, at di�erent 
apa
ities. When the lowest tolerant JPEG

quality fa
tor rea
hes 100, it means the system 
annot tolerate 
ompression at all.

The overall RMS watermark is the same in all three systems. The spread transform

system with frequen
y partitioning is the most robust at low 
apa
ities but qui
kly

deteriorates when the length of the payload ex
eeds 100 bits. Spread spe
trum is the

best when the payload is between 100 to about 300 bits, whereas at higher 
apa
ities

(> 300 bits), non-image-adaptive spread transform is more robust. These results 
an

be explained as follows. When a watermark is per
eptually adapted to a 
over image,

it is not possible to generate exa
tly the same random sequen
es at the en
oder and

the de
oder, be
ause the visual mask estimated from the re
eived image will not be

the same as that 
al
ulated from the original 
over image. In addition, when multiple

random sequen
es are superimposed on top of ea
h other, there will be interferen
e

between them, unless they are orthogonal. However, we mentioned in 
hapter 4 (page

48) that due to the slight ina

ura
y in the visual mask at the de
oder, if orthogo-

nalisation is applied to the sequen
es after per
eptual s
aling, this ina

ura
y results

in errors in the proje
tion ve
tor whi
h propagates to other ve
tors and leads to

degradation in performan
e of the system. Therefore we de
ide to orthogonalise the

sequen
es prior to s
aling and so there remains a little bit of interferen
e between the

sequen
es. This interferen
e builds up and be
omes more signi�
ant as the length of

the payload in
reases and eventually limits the 
apa
ity of the watermark system. In

the 
ase of the frequen
y-partitioned spread transform system, there is another sour
e

of interferen
e. The frequen
y support of the wavelets for di�erent levels in the CWT

overlap and so there is interferen
e between the di�erent sequen
es 
onstru
ted from

the CWT 
oeÆ
ients from di�erent levels. This is why the performan
e of spread

transform with frequen
y partitioning deteriorates qui
ker than spread spe
trum. On

the other hand, quantisation based en
oding methods allow us to extra
t the low fre-

quen
y 
omponents of the watermark more reliably. Therefore frequen
y-partitioned

spread transform is more robust at low 
apa
ities, when 
ompression is the dominant
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Figure 6.13: Comparison between our spread spe
trum watermarking system des
ribed in


hapter 4 and the spread transform system with frequen
y partitioning proposed in this


hapter. A (384,124) turbo 
ode is used to 
ode the watermark. (a) shows the input BER

to the turbo de
oder. (b) shows the output BER. (
) shows the 
orresponding probability

of dete
tion for the spread spe
trum watermark at di�erent values of P

e

. (d) shows the

probability of dete
tion for the spread transform watermark.

interferen
e. Non-image-adaptive spread transform su�ers from neither the interfer-

en
e due to the host nor the interferen
e between di�erent sequen
es and so allows a

high 
apa
ity payload to be embedded, but sin
e the watermark is not image adap-

tive, it is not very robust against 
ompression. In addition, su
h watermarks will be

more per
eptible in smooth regions of the image.

An alternative to the 
urrent implementation of the frequen
y partitioning version

of our spread transform is to only use 1 level of CWT 
oeÆ
ients, instead of using all

3 levels separately. Although the watermark energy will be greatly redu
ed as a result,

we do not have the interferen
e due to the ve
tors from di�erent bands interfering with

ea
h other. Figure 6.14b shows the alternative implementation of spread transform
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Figure 6.14: (a) shows the lowest tolerant JPEG quality fa
tor (when the output BER is

< 10

�4

) for both spread spe
trum, spread transform with frequen
y partitioning and non-

image-adaptive spread transform. (b) shows the same thing when only one level of CWT


oeÆ
ients are used in spread transform. The robustness of the non-frequen
y-partitioned

version of our spread transform algorithm is also shown. In general, image adaptive spread

transform is the best at low 
apa
ities; spread spe
trum (also image adaptive) is the best at

medium 
apa
ities and non-image-adaptive spread transform is the best at high 
apa
ities.

When the lowest tolerant JPEG quality fa
tor rea
hes 100, it means that the system 
annot

tolerate 
ompression at all.

with frequen
y partitioning using only level 2 or level 3. If only level 3 is used,

one 
an a
hieve slightly better performan
e than using all three levels at very low


apa
ities. However, sin
e the watermark energy is very small, the robustness of

the spread transform system using only level 2 or 3 
oeÆ
ients is qui
kly limited

by the energy of the watermark. The results of non-frequen
y-partitioned spread

transform under JPEG are also shown and we 
an see that it performs poorly at low


apa
ities 
ompared with SS CWT and ST CWT and has 
omparable performan
e

to SS CWT between 100 to 300 bits. Non-frequen
y-partitioned spread transform

treats the high and low frequen
y 
omponents of the watermark with equal weights,

so its performan
e is limited by 
ompression at low 
apa
ities. In a nutshell, one

should use spread transform with frequen
y partitioning at low 
apa
ities (up to

100 bits) and use spread spe
trum at medium 
apa
ities (100 to 300 bits) and use

non-frequen
y-adaptive spread transform when higher 
apa
ities are required.
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6.8 Chapter summary

In this 
hapter, we introdu
ed the 
on
ept of informed watermarking, where the

knowledge of the 
over image is exploited at the en
oder in order to redu
e the in-

terferen
e due to the 
over image at the de
oder. Two pra
ti
al implementations

of quantisation based watermarking were des
ribed. The pros and 
ons of spread

spe
trum and quantisation based watermarking were 
ompared and 
ontrasted, and

spread transform watermarking was introdu
ed to 
ombine the advantages of both

spread spe
trum and quantisation based watermarking. We proposed a spread trans-

form watermark algorithm in the CWT domain whi
h uses a frequen
y partitioning

te
hnique to in
rease the watermark's robustness to 
ompression. Simulation results

showed that spread transform with frequen
y partitioning is better than spread spe
-

trum at low payload 
apa
ities, and spread spe
trum is better at medium 
apa
ities,

be
ause the interferen
e between the partitioned ve
tors in a spread transform sys-

tem then be
omes signi�
ant. Simple spread transform watermarking in the spatial

domain without image adaptation is not very robust to 
ompression, but it allows

a large payload to be embedded. A watermark dete
tion algorithm based on error


ontrol 
odes was also introdu
ed, whi
h removes the need for a referen
e watermark,

and allows one to put all the energy into the payload to in
rease its robustness.



Chapter 7

Con
lusions and Future Resear
h

7.1 Thesis review

The work des
ribed in this thesis is 
on
erned with the design of robust watermarking

algorithms using 
omplex wavelets. Various appli
ations of watermarks were intro-

du
ed and an overview of existing watermarking te
hniques and atta
ks was given.

Complex wavelets were introdu
ed as an alternative to 
onventional real wavelets and

they over
ome the two drawba
ks of real wavelets: la
k of shift invarian
e and di-

re
tional sele
tivity. We demonstrated that the 
omplex wavelets transform (CWT)


losely resembles the human visual system and a visual model in the CWT domain

was developed and shown to allow better image adaptation than real wavelets or the

Dis
rete Cosine Transform (DCT).

The �rst watermarking algorithm developed was based on spread spe
trum, just

like many of the existing algorithms. However, sin
e the CWT is a redundant trans-

form, it is ne
essary to generate the random sequen
es in the spatial domain, otherwise

signi�
ant amount of energy of the watermark will be lost upon inverse transform.

A de
oder based on a modi�ed form of the mat
hed �lter was proposed and shown

to a
hieve better performan
e than the ordinary mat
hed �lter when the underlying

signal is non-stationary, whi
h is typi
al of wavelet 
oeÆ
ients where most of the

energy of the signal tends to be 
on
entrated in a few large 
oeÆ
ients. We also 
om-

pared our generi
 algorithm in three domains: the CWT, the DWT and the DCT.

Experimental results showed that the CWT watermarks are the most robust under


ompression, additive noise, median and mean �ltering. The issue of watermark de-

te
tion was also addressed and we argued that using a separate referen
e watermark

is better than �xing part of the payload to some known pattern, if no error 
ontrol


odes are used. However, in a pra
ti
al system, one would en
ode the payload with
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an error 
ontrol 
ode prior to embedding and we proposed a dete
tion me
hanism

using the properties of error 
ontrol 
odes. This removes the need for a referen
e wa-

termark and allows one to put all the watermark energy into the payload and in
rease

the robustness of the watermark.

We then dis
ussed how the performan
e of the watermark de
oder 
an be improved

when the watermarked image is atta
ked. Three s
enarios: 
ompression, geometri


distortion and denoising were 
onsidered. A new de
oder based on the generalised

Gaussian distribution was introdu
ed but it was shown to perform no better than

our modi�ed mat
hed �lter under 
ompression, hen
e we 
an just use the modi�ed

mat
hed �lter for de
oding under 
ompression. An image registration algorithm based

on motion estimation in the CWT domain was developed whi
h allows a

urate image

registration to 
ombat geometri
 distortion atta
ks. Unfortunately, a referen
e image

is still required for the registration pro
ess. Denoising atta
ks have similar e�e
ts to


ompression but are less e�e
tive. On the other hand, remodulation atta
ks proved

to be e�e
tive against our algorithm, but they resulted in more distorted images.

However, better visual models should make remodulation atta
ks more e�e
tive.

Although spread spe
trum based watermarking systems are robust, the interfer-

en
e due to the 
over image limits the 
apa
ity. The knowledge of the host 
an be

exploited at the en
oder, whi
h 
an redu
e the host interferen
e at the de
oder. This

results in a new 
lass of embedding algorithms based on quantisation. The pros and


ons of the spread spe
trum and quantisation based systems 
omplement ea
h other

and spread transform was introdu
ed as a hybrid 
ombination of the two in order to

harness the advantages of the two systems. A frequen
y partitioning te
hnique was

developed whi
h in
reases the robustness of the basi
 spread transform system under


ompression. The robustness of our spread transform and spread spe
trum algorithms

were 
ompared under 
ompression. Experimental results showed that one should use

image adaptive spread transform watermark if the payload length is relatively short,

and resort to spread spe
trum when the payload length is medium and only use the

non-image-adaptive form of the spread transform algorithm when a high data rate is

required.

7.2 Future resear
h dire
tions

In this se
tion, we summarise a few unresolved issues and give some possible resear
h

dire
tions.



7.2. FUTURE RESEARCH DIRECTIONS 133

7.2.1 Blind image registration

An image registration algorithm based on motion estimation was developed in 
hap-

ter 5, but it requires a referen
e image. The problem with many template based

blind registration s
hemes is that they assume the transformation is globally aÆne.

Geometri
 distortion, though not globally aÆne, 
an be well approximated by aÆne

transform on a blo
kwise basis. Thus a blo
k-by-blo
k template based registration

s
heme may allow blind registration against geometri
 distortion. At the time of writ-

ing, Voloshynovskiy et al. [48, 150℄ propose just su
h a s
heme to 
ombat geometri


distortion.

7.2.2 Remodulation atta
k and se
ond generation watermarks

The remodulation atta
k, whi
h is a removal based atta
k similar to denoising, but

with part of the estimated noise added ba
k to the denoised image, is shown to be

e�e
tive against additive watermarks whi
h use 
orrelation based de
oders. Unfor-

tunately, even our spread transform based s
heme is not very robust against it. A

possible 
ounter measure against the remodulation atta
k is to embed the watermark

in a non-additive way

1

. An example is proposed in [94℄, where the positions of fea-

ture points (for examples, 
orners) are modi�ed to embed a watermark. The authors

refer to this as se
ond generation watermarks. The available 
apa
ity for embedding

watermarks in this manner is rather low and mu
h work is still required to make the

s
heme more pra
ti
al. Another resear
h area related to se
ond generation water-

marks is known as obje
t watermarking, where an image is segmented into di�erent

regions and only the regions of interest are watermarked.

7.2.3 Partially and iteratively image adaptive watermarking

Watermarks should be per
eptually similar to the 
over image if they are to be re-

sistant against image adaptive atta
ks (su
h as 
ompression and other estimation

based atta
ks). However, one 
annot generate identi
al watermark sequen
es in the

embedder and the de
oder in these systems be
ause the visual mask estimated from

the 
andidate image will always be slightly di�erent from that used in the embedder.

This results in a small interferen
e between the random sequen
es 
orresponding to

1

Both spread spe
trum and quantisation based watermarks are additive. Spread spe
trum sys-

tems 
onstru
t watermarks independently of the host image, whereas quantisation based watermarks

are image dependent.
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di�erent watermark symbols, whi
h builds up as the length of the payload in
reases.

At the other extreme, non-image-adaptive watermarks do not su�er from this inter-

feren
e, but these systems are not very robust under 
ompression. One way to make

the watermark sequen
es at the embedder and the de
oder more similar is to make

them less image adaptive, for example, by �rst lowpass �ltering the image before


al
ulating the per
eptual mask. In this way, only the lower frequen
y 
omponents

of the image, whi
h tend to be better preserved under 
ompression than the higher

frequen
y 
omponents, 
ontribute to the visual mask 
al
ulation, whereas the higher

frequen
y 
omponents of the mask are made 
onstant. Sin
e the watermark typi
ally

has less energy in the lower frequen
y 
omponents, the per
eptual mask 
al
ulated

at the de
oder will be more similar to the one used at the embedder. By 
hanging

the 
uto� frequen
y of the lowpass �lter, one 
an make the watermark progressively

less image adaptive as the length of the payload is in
reased. In addition, if we use a

transform with less overlap between the frequen
y support of di�erent bands, the in-

terferen
e between sequen
es in di�erent subbands in a frequen
y-partitioned spread

transform s
heme will also be redu
ed.

Another way of making the random images 
onstru
ted in the watermark embed-

der and de
oder more similar is to �rst use the 
over image to generate the visual

mask, and then iteratively generate the visual mask in the embedder using the wa-

termarked image. The mask should be s
aled before being used to multiply the

CWT 
oeÆ
ients of the random images, so that its values, when 
al
ulated from the

watermarked 
oeÆ
ients, will not be a�e
ted by the addition of the watermark.

7.2.4 Extension to video watermarks

The watermarking systems proposed in this thesis 
an be extended to video. However,


omputing the CWT on a frame by frame basis is too 
omputationally intensive to

make watermarking ea
h frame independently pra
ti
al. Besides, watermarking ea
h

frame di�erently is sus
eptible to the 
ollusion atta
k. One should embed similar

watermarks in similar frames and di�erent watermarks in di�erent frames (s
ene

based watermarks). For example, we 
an use s
ene 
hange dete
tion algorithms to

segment the video sequen
e into s
enes, with one CWT 
omputed from the �rst frame

of ea
h s
ene for 
al
ulating the basi
 visual mask for that s
ene. The watermark is

then s
aled with this mask and wrapped a

ording to the overall (slow) motion of

a parti
ular frame with respe
t to the �rst frame. This also avoids the `dirty glass'

artifa
ts when the same watermark is embedded in all the frames of a s
ene.
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Appendix A Summary of visual models

We summarise here the visual models whi
h are used in this thesis, namely the CWT

model, the DWT model and the DCT model due to Watson [110, 158℄. These models

are used to 
al
ulate the per
eptual mask used in our proposed spread spe
trum based

watermark embedding s
heme. The three visual models below de�ne the default lo
al

gain for the watermark in the respe
tive domain. In all 
ases, the �nal watermark

is s
aled globally by a 
onstant so that the energy of the watermark satis�es some


onstraint.

A.1 The CWT visual model

The CWT visual model in se
tion 3.3.3 is repeated here for sake of 
ompleteness. In

a parti
ular resolution l and orientation �, the gain for the watermark at lo
ation

(u; v) is given by:

g(u; v) = �

q

k

2

jxj

2

+ C

2

T

0

: (A.1)

jxj

2

is the result of lowpass �ltering of the squared amplitude of the CWT 
oeÆ
ients

in a 3� 3 neighbourhood 
entered at (u; v) in a parti
ular subband. � a

ounts for

the 
hange in gain due to the variation in ba
kground luminan
e and is approximated

as:

� = 4:46(jx

d


j � 0:56)

2

+ 1:02; (A.2)

where jx

d


j is the normalised amplitude of the level 4 lowpass CWT 
oeÆ
ient. k and

C

T

0

are subband dependent 
onstants and are listed in the table below: k

0

depends

on the a
tual image and typi
ally has range between 0.5 and 1. The average value of

k

0

for the set of test images we used is about 0:9.

135



136 APPENDIX A

Level / Subband k C

T

0

Level 1 �75

Æ

;�15

Æ

1:00k

0

1.5

Level 1 �45

Æ

0:55k

0

3.1

Level 2 �75

Æ

;�15

Æ

1:05k

0

0.75

Level 2 �45

Æ

1:05k

0

0.9

Level 3 �75

Æ

;�15

Æ

1:10k

0

1.05

Level 3 �45

Æ

1:35k

0

1.0

Table A.1: Table of 
onstants used in the CWT visual model

A.2 The DWT visual model

Due to the la
k of a generi
 visual model for the DWT domain, and that all proposed

models so far depend on a spe
i�
 pair of wavelets (most 
ommonly Daube
hies' ones)

being used, we de
ide to adopt our CWT visual model to the DWT domain. We use

the same form (A.1) for the gain, but now � 
orresponds to 90

Æ

, 0

Æ

and �45

Æ

. � in

this 
ase is given by:

� = 3:62(jx

d


j � 0:59)

2

+ 0:68: (A.3)

The table A.2 gives the 
orresponding k and C

T

0

. The average value of k

0

for the set

of test images in appendix C is 2.1.

Level / Subband k C

T

0

Level 1 90

Æ

; 0

Æ

0:17k

0

2.8

Level 1 �45

Æ

0:15k

0

4.9

Level 2 90

Æ

; 0

Æ

0:29k

0

1.45

Level 2 �45

Æ

0:30k

0

1.9

Level 3 90

Æ

; 0

Æ

0:35k

0

2.05

Level 3 �45

Æ

0:33k

0

1.9

Table A.2: Table of 
onstants used in the DWT visual model

A.3 The DCT visual model

The model due to Watson [110, 158℄ is originally used to design a quantisation matrix

for JPEG 
ompression, whi
h is optimised for a given image. The model is divided

in the three fa
tors: 
ontrast sensitivity, luminan
e masking, and 
ontrast masking.

A.3.1 Contrast sensitivity

The dete
tion threshold t

ij

(0 6 i; j 6 7) for ea
h DCT basis fun
tion has been

measured and Ahumada [14℄ has extended this to a formula whi
h gives the thresholds
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under any luminan
e 
ondition:

log

10

t

ij

= log

10

T

min

r

ij

+ k(log

10

f

ij

� log

10

f

min

)

2

; (A.4)

r

ij

= r + (1� r) 
os

2

�

ij

: (A.5)

T

min

, k and f

min

are given by:

T

min

=

8

<

:

L

S

0

; if L > L

T

;

L

S

0

(

L

L

T

)

1�a

t

; if L 6 L

T

;

(A.6)

where L

T

= 13:45 
d=m

2

, S

0

= 94:7 and a

t

= 0:65. L is the average luminan
e of the

image.

k =

8

<

:

k

0

; if L > L

k

;

k

0

(

L

L

k

)

a

k

; if L 6 L

k

;

(A.7)

where L

k

= 300 
d=m

2

, k

0

= 3:125 and a

k

= 0:0706.

f

min

=

8

<

:

f

0

; if L > L

f

;

f

0

(

L

L

f

)

a

f

; if L 6 L

f

;

(A.8)

where L

f

= 300 
d=m

2

, f

0

= 6:78 
y
les=deg and a

f

= 0:182. The spatial frequen
y

f

ij

of the DCT basis fun
tion (i; j) is:

f

ij

=

1

16

q

(i=W

x

)

2

+ (j=W

y

)

2

; (A.9)

where W

x

and W

y

are the horizontal and verti
al size of a pixel in degree of visual

angle. 0 < r < 1 takes into a

ount of the imperfe
t summation of the two Fourier


omponents in the basis fun
tions and is re
ommended to have a value of 0.7. Finally,

the angular parameter �

ij

is given by:

�

ij

= ar
sin

2f

i0

f

0j

f

2

ij

: (A.10)
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A.3.2 Luminan
e masking

The basi
 threshold t

ij

from the last se
tion is modi�ed to take into a

ount of the

lo
al variation of luminan
e as follows:

t

ijk

= t

ij

�




00k




00

�

a

t

; (A.11)

where t

ijk

is the adjusted threshold t

ij

for blo
k k, 


00k

is the DC 
oeÆ
ient of blo
k

k and 


00

= 1024, a

t

= 0:65.

A.3.3 Contrast masking

The visibility of a basis fun
tion is redu
ed in the presen
e of an image 
omponent

in the same frequen
y band. The �nal masking value m

ijk

(gain of the watermark at

frequen
y (i; j) in blo
k k) is given by:

m

ijk

= max(t

ijk

; j


ijk

j

w

ij

t

1�w

ij

ijk

); (A.12)

where j


ijk

j is the magnitude of the DCT 
oeÆ
ient at that lo
ation and w

00

= 0

and w

ij

= 0:7 for all other frequen
ies. In pra
ti
e, the user further s
ales m

ijk

by a

global fa
tor (like � for the CWT visual model dis
ussed in se
tion 3.3.3) so that the

watermark satis�es some energy 
onstraint.
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Appendix B Analysis of blind spread spe
trum wa-

termark de
oding and dete
tion using


orrelation

B.1 Performan
e of 
orrelation based de
oder

In this se
tion we analyse the performan
e of the three types of 
orrelation based

de
oder given in se
tion 4.4. For the sake of 
ompleteness, we repeat our assumptions

about the 
oeÆ
ient distributions as well as the mean/varian
e of the three types of

de
oder. We assume the host and watermark 
oeÆ
ients in a parti
ular 
hannel (if

CWT is used as the watermark domain, the real parts and the imaginary parts are


on
atenated together) are distributed as follows:

host : x � N (0; h

2

i

�

2

x

) 0 6 i 6 N � 1;

watermark : s � N (0; g

2

i

�

2

w

) 0 6 i 6 N � 1 and �

2

x

� �

2

w

; (B.13)

where N (�; �

2

) is a Gaussian distribution with mean � and varian
e �

2

and N is the

number of 
oeÆ
ients. In other words, ea
h element in the sequen
e 
an have di�erent

varian
e from one another, but they will all have zero mean. The expe
tation and

the varian
e of the three types of de
oder are as follows:

Case 1: Simple 
orrelator

E(r

1

) =

1

N

X

i

g

i

�

2

w

; (B.14)

var(r

1

) =

1

N

2

X

i

�

h

2

i

�

2

x

�

2

w

+ 2g

2

i

�

4

w

�

: (B.15)

Case 2: Mat
hed �lter

E(r

2

) =

1

N

X

i

g

2

i

�

2

w

; (B.16)

var(r

2

) =

1

N

2

X

i

�

h

2

i

g

2

i

�

2

x

�

2

w

+ 2g

4

i

w

4

i

�

: (B.17)
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Case 3: Modi�ed mat
hed �lter

E(r

3

) = �

2

w

; (B.18)

var(r

3

) =

1

N

2

X

i

�

h

2

i

g

2

i

�

2

x

�

2

w

+ 2�

4

w

�

: (B.19)

Now 
onsider the 
ase where there is an element in the sequen
e with h

k

(0 6 k 6

N � 1) su
h that h

k

� h

i

; 8i 6= k. This also means that g

k

� g

i

; 8i 6= k as the

watermark is adapted to the image. The term asso
iated with h

k

and g

k

will dominate

the sums in the equations (B.14) to (B.17)

2

. Let �

i

= h

i

=h

k

and �

i

= g

i

=g

k

(i 6= k)

respe
tively, su
h that 0 < �

i

; �

i

� 1. We 
an rewrite (B.14) to (B.17) as follows:

E(r

1

) =

1

N

g

k

�

2

w

 

1 +

X

i6=k

�

i

!

; (B.20)

var(r

1

) =

1

N

2

 

h

2

k

�

2

x

�

2

w

 

1 +

X

i6=k

�

2

i

!

+ 2g

2

k

�

4

w

 

1 +

X

i6=k

�

2

i

!!

: (B.21)

E(r

2

) =

1

N

g

2

k

�

2

w

 

1 +

X

i6=k

�

2

i

!

; (B.22)

var(r

2

) =

1

N

2

 

h

2

k

g

2

k

�

2

x

�

2

w

 

1 +

X

i6=k

�

2

i

�

2

i

!

+ 2g

4

k

�

4

w

 

1 +

X

i6=k

�

4

i

!!

: (B.23)

Expressions for the ratio � (de�ned as E=

p

var) for the three de
oders 
an be derived

as follows:

�

1

=

g

k

�

2

w

�

1 +

P

i6=k

�

i

�

r

h

2

k

�

2

x

�

2

w

�

1 +

P

i6=k

�

2

i

�

+ 2g

2

k

�

4

w

�

1 +

P

i6=k

�

2

i

�

;

�

g

k

�

w

h

k

�

x

0

�

1 +

P

i6=k

�

i

q

1 +

P

i6=k

�

2

i

1

A

| {z }

a

* �

2

x

� �

2

w

: (B.24)

2

There is no loss of generality here as we 
an extend the argument to the 
ase where there are

several big 
oeÆ
ients, by partitioning our sequen
es into several sub-sequen
es, ea
h with one big


oeÆ
ient and treat ea
h sub-sequen
e as a separate 
hannel. Sin
e the resulting SNR is the sum of

SNR of ea
h sequen
e (equation 4.27), the proof is still valid. This extension works as long as the

number of large 
oeÆ
ients is small 
ompared with the total number of 
oeÆ
ients.
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�

2

=

g

2

k

�

2

w

�

1 +

P

i6=k

�

2

i

�

r

h

2

k

g

2

k

�

2

x

�

2

w

�

1 +

P

i6=k

�

2

i

�

2

i

�

+ 2g

4

k

�

4

w

�

1 +

P

i6=k

�

4

i

�

;

�

g

k

�

w

h

k

�

x

0

�

1 +

P

i6=k

�

2

i

q

1 +

P

i6=k

�

2

i

�

2

i

1

A

| {z }

b

: (B.25)

�

3

=

�

2

w

1

N

q

P

i

h

2

i

g

2

i

�

2

x

�

2

w

+ 2�

4

w

;

�

p

Ng

k

�

w

h

k

�

x

; (B.26)

where the last line of (B.26) follows from the assumption that h

i

� g

i

throughout the

sequen
e. It is not obvious how big the terms marked with (a) and (b) are 
ompared

with

p

N . If we assume �

i

= �

i

8i, and let:

�(�) =

(1 +

P

�

i

)

2

1 +

P

�

2

i

; (B.27)

�(�; n) =

(1 +

P

�

n

i

)

2

1 +

P

�

2n

i

; (B.28)

where we have dropped the index range on the summation signs for 
larity and all

sums in (B.27, B.28) have N � 1 terms, we 
an show that:

N > �(�) = �(�; 1) > �(�; 2);

) �

3

> �

1

> �

2

: (B.29)

In order to show N > �(�), we �rst note that if all �

i

were equal to 1, then �(�) = N .

Next, we 
onsider the sign of the �rst and the se
ond partial derivatives of �(�) with

respe
t to a parti
ular element �

j

in the summation. The �rst partial derivative is

given by:

��

��

j

=

2 (1 +

P

�

i

) (1� �

j

+

P

�

2

i

� �

j

P

�

i

)

(1 +

P

�

2

i

)

2

: (B.30)

The sign of (B.30) is given by the sign of the numerator. 1� �

j

> 0 sin
e �

j

< 1 8j,
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but the sign of

P

�

2

i

� �

j

P

�

i

depends on the a
tual values of �

i

. If we assume the

sequen
e of �

i

are i.i.d., this term will be non-negative on average be
ause:

E(

X

�

2

i

� �

j

X

�

i

);

� (N � 1)E(�

2

)� E(�)(N � 1)E(�);

= (N � 1)(E(�

2

)� E

2

(�));

> 0: (B.31)

The gradient of (B.30) with respe
t to � will therefore be positive on average. We

now 
al
ulate the numerator of the se
ond partial derivative to determine its sign,

whi
h is given as follows in its expanded form:

sign

�

�

2

�

��

2

j

�

= sign(

X

�

2

i

+ 2

�

X

�

2

i

�

2

+

�

X

�

2

i

�

3

� 2

X

�

i

� 4

X

�

i

X

�

2

i

� 2

X

�

i

�

X

�

2

i

�

2

�

�

X

�

i

�

2

� 2

�

X
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i

�

2

X

�

2

i

�

�

X
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i

�

2

�

X

�

2

i

�

2

� 4�

j

+ 4�
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j

� 4�

j

X

�

i

� 8�

j

X

�

2

i

+ 8�

2

j

X

�

i

+ 4�
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j

X

�

2

i

� 8�

j

X

�

i

X
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2

i

+ 4�

2

j

�
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i
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2

� 4�

j
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i
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2
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�
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X
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i

�
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X
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:

(B.32)

By 
omparing the magnitudes of the positive and negative terms in (B.32) and using

fa
ts su
h as

P

�

i

>

P

�

2

i

and �

j

�

P

�

i

, we 
an show that (B.32) is always negative.

Therefore �(�) is a 
on
ave fun
tion of �

i

, and �(�) < N for �

i

< 1. Sin
e the fun
tion

� is 
ontinuous in �, we 
an argue that the term marked a in (B.24) is smaller than

p

N in the small neighbourhood around � su
h that �

i

� �

i

, hen
e �

3

> �

1

.

In the se
ond part of our proof, we show �(�; 1) > �(�; 2) by 
onsidering the

partial derivative of � with respe
t to n:

��

�n

=

2 (1 +

P

�

n

i

) (

P

ln (�

i

) �

n

i

�

P

ln (�

i

) �

2n

i

)

(1 +

P

�

2n

i

)

2

; (B.33)

whi
h is always negative be
ause ln(�

i

) < 0 and so ln(�

i

)�

n

i

< ln(�

i

)�

2n

i

8i. Using

the 
ontinuity prin
iple on � with respe
t to n and � respe
tively, we �nd that

�(�; 1) > �(�; 2) and �

1

> �

2

, whi
h 
omplete our proof. We 
an therefore infer that

the modi�ed 
orrelator should perform better than both the simple 
orrelator and

mat
hed �lter under non-stationary noise 
onditions.
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B.2 Blind spread spe
trum watermark dete
tion

This se
tion derives the false positive, miss and dete
tion probabilities of the two

approa
hes for watermark dete
tion des
ribed in se
tion 4.6, namely �xing L bits

of the payload to some known pattern or allo
ate part of the watermark energy to

a separate referen
e watermark. We assume no error 
ontrol 
oding is used here

to en
ode the payload. There are two possible situations where a false positive 
an

o

ur:

1. The watermark dete
tor de
lares a watermark is present when in fa
t there is

none.

2. The watermark dete
tor de
lares a watermark is present when in fa
t another

watermark marked with the wrong key is present.

We 
an modify our null hypothesis to 
ope with the two 
ases as follows:

H

0

: y = e no watermark;

H

�

0

: y = s

�

+ e wrong key;

H

1

: y = s + e: (B.34)

where e and s are the noise (whi
h in
ludes the host signal) and the desired signal

respe
tively. � from (4.30) is dropped for the sake of 
larity. s

�

is another watermark

with the wrong key su
h that E(s � s

�

) = 0. The statisti
s of the 
orrelator under

these hypotheses are all Gaussian (statisti
s under H

�

0


an be derived in a similar way

as des
ribed in se
tion 4.4) and are summarized as follows:

�

H

0

= �

H

�

0

= 0; �

H

1

6= 0;

�

2

H

�

0

� �

2

H

1

; �

2

H

�

0

; �

2

H

1

> �

2

H

0

: (B.35)

�

2

H

�

0

� �

2

H

1

be
ause the image energy is mu
h larger than the watermark energy and

E(s

�

�e) = 0. Sin
e �

H

�

0

> �

H

0

, it is the worst 
ase s
enario and we should use �

H

�

0

in

our 
al
ulations. In the following analysis, we assume the energy of the payload is E

b

per bit and that the noise power spe
tral density (PSD) is N

0

(i.e. assuming white

noise). We also assume the length of the payload is M bits. Therefore the SNR per

bit is given by E

b

=N

0

and the total energy E of the watermark is M � E

b

.
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B.2.1 L �xed bits

It 
an easily be seen that the de
oder will de
ode 1 and 0 with equal probability in

an unwatermarked image (* �

H

�

0

= 0), the probability of getting L bits 
orre
tly at

random (and hen
e false alarm) is simply:

P

FP

= 2

�L

: (B.36)

If we require a false alarm rate of say 10

�6

, then we need L > 20. In order to keep

the distortion level in the watermarked image the same, the energy of the payload

has to be redu
ed by a fa
tor of

M

L+M

. The e�e
tive energy per bit and the e�e
tive

SNR per bit are:

E

0

b

=

M

L +M

E

b

;

SNR

0

=

M

L +M

SNR: (B.37)

The new bit error rate 
an be derived from (4.14) using the new SNR as:

P

error

= Q

 

r

M

L+M

� SNR

!

; (B.38)

where SNR is the original SNR per bit at the 
orrelator in the absen
e of the �x

pattern. Assuming the de
oder de
odes 1 bit at a time, we will miss a watermark if

any of these L bits is de
oded wrongly. Hen
e probability of dete
tion is:

P

D

= P (all L bits are de
oded 
orre
tly);

=

 

1�Q

 

r

M

L+M

� SNR

!!

L

; (B.39)

and the miss probability is simply:

P

Miss

= 1�

 

1�Q

 

r

M

L +M

� SNR

!!

L

: (B.40)

B.2.2 Separate referen
e watermark

If we allo
ate some of our watermark energy to a separate referen
e watermark, say,

by s
aling the referen
e and the payload by �

1

and �

2

su
h that �

2

1

+ �

2

2

= 1, so as



APPENDIX B 145

to keep the resulting distortion the same. The payload total energy and the referen
e

watermark energy are �

2

2

E and �

2

1

E respe
tively. If we equate the total energy of the

referen
e watermark in the two 
ases, we 
an see that this is equivalent to setting L

to:

L =

�

2

1

M

1� �

2

1

: (B.41)

Sin
e the entire referen
e watermark is dete
ted as a whole, the e�e
tive SNR of the

referen
e watermark is:

SNR

ref mark

=

�

2

1

E

N

0

;

= �

2

1

M � SNR;

=

LM

L+M

� SNR: (B.42)

SNR is the SNR per bit without the referen
e as before. The user 
hooses the desired

false alarm rate, say p, and 
omputes the threshold � based on Neyman-Pearson. The

relationship between p and � is:

P

FP

= p; (B.43)

� = �

H

�

0

Q

�1

(p); (B.44)

where Q

�1

(�) is the inverse of the Q fun
tion de�ned in (4.15). The watermark will

be missed if the output of the 
orrelator is less than �. The miss probability 
an be

derived as follows:

P

Miss

= P (output < �jH

1

);

= Q

�

�

H

1

� �

�

H

1

�

;

= Q

�

�

H

1

�

H

1

�

�

H

�

0

Q

�1

(p)

�

H

1

�

;

� Q

 

r

LM

L+M

� SNR�Q

�1

(p)

!

: (B.45)
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The last line follows from (B.35) and (B.42). The probability of dete
tion is just:

P

D

� 1�Q

 

r

LM

L+M

� SNR�Q

�1

(p)

!

: (B.46)

B.2.3 Spe
ial 
ase: a yes=no watermark

In 
ase of a yes=no watermark (i.e. M = 0), the above expressions of dete
tion/miss

probabilities need to be modi�ed. If we split the watermark up into L bits and use

the �rst approa
h for dete
tion, the SNR is redu
ed by a fa
tor of L for ea
h bit and

we get:

P

D

L bit

=

 

1�Q

 

r

SNR

L

!!

L

; (B.47)

where SNR is the ratio of the total watermark energy to the noise PSD. On the other

hand if we dete
t this yes=no watermark in the 
onventional way, we �nd:

P

D

ref

� 1�Q

�

p

SNR�Q

�1

(p)

�

: (B.48)

The false alarm probabilities are independent of M and are thus una�e
ted.
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Appendix C Test images

All images are 256 grey s
ale and are of 256 � 256 pixels. All images (ex
ept Pills,

Newyork and Lo
hness) 
ourtesy of the Signal and Image Pro
essing Institute at the

University of Southern California.

Lena Camera Baboon Claire

Couple Tng2 Pentagon Peppers

Fishingboat

Pills

�

Indust F16

Bridge Newyork

Barbara Lo
hness

�

Pills - 
opyright photo 
ourtest of Karel de Gendie.
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