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Abstract 

 
In this dissertation a notional multi-sensor system acting in a maritime border control 

scenario for Homeland Security (HS) is analyzed, modelled, and simulated. The functions 

performed by the system are the detection, tracking, identification and classification of 

naval targets that enter a sea region, the evaluation of their threat level and the selection of 

a suitable reaction to them. The emulated system is composed of two platforms carrying 

multiple sensors: a land based platform, located on the coast, and an air platform, moving 

on an elliptic trajectory in front of the coast. The land based platform is equipped with a 

Vessel Traffic Service (VTS) radar, an infrared camera (IR) and a station belonging to an 

Automatic Identification System (AIS). The air platform carries an Airborne Early Warning 

Radar (AEWR) that can operate on a spotlight Synthetic Aperture Radar (SAR) mode, a 

video camera, and a second IR camera. A Command and Control (C2) centre, located on the 

coast, coordinates the surveillance operation. In the maritime scenario four classes of naval 

targets are considered: high speed dinghy, immigrant boat, fishing boat, and oil tanker. A 

classification algorithm is also proposed which exploits an analytical approach based on the 

confusion matrix (CM) of the imaging sensors that belong to the system. The performance 

of the integrated system is evaluated in terms of its Measures of Effectiveness (MoE), which 

are the system metrics on the detection, classification, threat level evaluation, and selection 

of the intervention. These metrics are evaluated considering both the cases where an ideal 

error free classification process and a non-ideal classification process are performed.  

 
 
 
 
 
 
 



viii 

 
 
 
 
 
 
 
 
 
 



 

ix 

 
Contents 
 

List of Figures.......................................................................................................... xi 
List of Tables......................................................................................................... xiii 
List of Acronyms, Operators, and Symbols ........................................................... xv 
 
Chapter 1 - Introduction ........................................................................................... 1 

1.1 Motivations......................................................................................................... 1 
1.2 Main factors and contributions ........................................................................... 3 
1.3 Outlines............................................................................................................... 5 

Chapter 2 - The system architecture ......................................................................... 7 
2.1 System overview................................................................................................. 7 
2.2 The scenario and the environmental conditions................................................ 10 
2.3 The sensors of the integrated system ................................................................ 13 

2.3.1 The Vessel Traffic Service radar............................................................. 13 
2.3.2 The Automatic Identification System ..................................................... 16 
2.3.3 The Airborne Early Warning Radar ........................................................ 18 

2.3.3.1 The spotlight SAR mode ..................................................................... 21 
2.3.4 The video camera .................................................................................... 25 
2.3.5 The infrared camera ................................................................................ 29 

2.4 The Command and Control centre.................................................................... 33 
2.5 The end to end simulator .................................................................................. 33 

Chapter 3 - The classification process.................................................................... 35 
3.1 Introduction ...................................................................................................... 35 
3.2 The classification algorithm ............................................................................. 37 
3.3 Construction of a multisensor image database.................................................. 41 

3.3.1 The video camera database ..................................................................... 44 
3.3.2 The infrared camera database.................................................................. 48 
3.3.3 The spotlight SAR database .................................................................... 53 

3.4 The fusion of the decision on the target class ................................................... 59 
3.5 Performance of the fusion process.................................................................... 68 

3.5.1 Numerical example ................................................................................. 71 
Chapter 4 - The Command and Control centre....................................................... 75 

4.1 Introduction ...................................................................................................... 75 
4.2 Track association and fusion ............................................................................ 76 
4.3 The threat evaluation logic ............................................................................... 78 
4.4 The selection of the intervention ...................................................................... 82 

Chapter 5 - Performance analysis........................................................................... 87 
5.1 Measures of Effectiveness ................................................................................ 87 
5.2 Simulation results ............................................................................................. 90 

5.2.1 Ideal classification process ..................................................................... 92 
5.2.2 Non ideal classification process .............................................................. 98 



Contents 

x 

Chapter 6 - Conclusions ....................................................................................... 103 
Appendix A - Analytical computation of the confusion matrix ........................... 107 
References ............................................................................................................ 117 
List of Publications............................................................................................... 123 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

xi 

 

List of Figures 
Figure 2.1 – System architecture ........................................................................................... 8 
Figure 2.2 – Scenario........................................................................................................... 10 
Figure 2.3 – VTS detection probability: a) sea state 0; b) sea state 4 .................................. 15 
Figure 2.4 – Allocation of time slots in the AIS .................................................................. 16 
Figure 2.5 – AEWR detection probability: a) sea state 0; b) sea state 4 .............................. 21 
Figure 2.6 – Spotlight SAR geometry.................................................................................. 22 
Figure 2.7 – Video camera model........................................................................................ 28 
Figure 2.8 – Minimum Resolvable Temperature Difference ............................................... 30 
Figure 2.9 – IR camera model ............................................................................................. 31 
Figure 2.10 – Flow chart of the MatLab© end to end simulator........................................... 34 
 
Figure 3.1 – Classification based on the elements of the CM.............................................. 39 
Figure 3.2 – Computation of the CM................................................................................... 41 
Figure 3.3 – CAD models .................................................................................................... 42 
Figure 3.4 – CAD decomposition into polygonal facets...................................................... 43 
Figure 3.5 – Translation and rotation of the geographical system on the target .................. 44 
Figure 3.6 – Azimuth and elevation required for the CAD projection ................................ 46 
Figure 3.7 – Construction of the video camera database ..................................................... 47 
Figure 3.8 – Example of simulated images for the video camera ........................................ 48 
Figure 3.9 – View angles (a) and range values (b) considered in the IR database 

construction................................................................................................................ 49 
Figure 3.10 – Association intervals for the view angle........................................................ 50 
Figure 3.11 – Construction of the IR camera database ........................................................ 50 
Figure 3.12 – Example of simulated images for the IR camera for the 5 view angles......... 51 
Figure 3.13 – Example of simulated IR images for all the classes considered .................... 53 
Figure 3.14 – Construction of the spotlight SAR database.................................................. 56 
Figure 3.15 – SAR geometry ............................................................................................... 56 
Figure 3.16 – Example of simulated images for the spotlight SAR..................................... 59 
Figure 3.17 – Fusion of the decisions on target class .......................................................... 61 
Figure 3.18 – Example of pmf for the sequence d[8]=(1,2,4) when H1 is true...................... 67 
Figure 3.19 – Probability of correct classification equal to the factor Q ............................. 74 
 
Figure 4.1 – Tracker architecture......................................................................................... 76 
Figure 4.2 – Example of intervention on a TL2 tack with resource B................................. 84 
 
Figure 5.1 – MoE on the detection ( evaluatedη ) for Case A.................................................... 93 
Figure 5.2 – Motion of the air platform (P2) on the elliptic trajectory................................. 93 
Figure 5.3 – MoE during the threat evaluation logic for Case A ......................................... 94 
Figure 5.4 – MoE during the intervention for Case A ......................................................... 97 
Figure 5.5 – Evolution of the scenario during a single Monte Carlo trial............................ 98 
Figure 5.6 – MoE during the threat evaluation: a) Case A; b) Case B................................. 99 



List of Figures 

xii 

Figure 5.7 – MoE during the threat evaluation: a) Case C; b) Case D .............................. 101 
 
Figure A.1 – Approximation for the conditional error probability .................................... 113 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

xiii 

 

List of Tables 
Table 2.1 – Target parameters ............................................................................................. 11 
Table 2.2 – Beaufort scale ................................................................................................... 12 
Table 2.3 – VTS radar typical parameters ........................................................................... 14 
Table 2.4 – AEW radar typical parameters.......................................................................... 19 
Table 2.5 – Geometric parameters of the air platform trajectory......................................... 20 
Table 2.6 – Video camera Fields of View (FOV)................................................................ 25 
Table 2.7 – Typical parameters for the video camera.......................................................... 28 
Table 2.8 – Typical parameters for the IR camera............................................................... 31 
Table 2.9 – Meteorological vectors for the IR camera ........................................................ 32 
 
Table 3.1 – Predicted RCS of the targets............................................................................. 55 
Table 3.2 – Dimensions of the simulated EM images ......................................................... 55 
Table 3.3 – Observable sequences....................................................................................... 63 
Table 3.4 – Fusion table for MV rule .................................................................................. 64 
Table 3.5 – Fusion table for ML rule................................................................................... 68 
Table 3.6 – CM of the video camera, C(1) ............................................................................ 72 
Table 3.7 – CM of the IR camera, C(2)................................................................................. 72 
Table 3.8 – CM of the spotlight SAR, C(3)........................................................................... 72 
Table 3.9 – Fused CM by using the MV rule, FMV .............................................................. 73 
Table 3.10 – Fused CM by using the ML rule, FML............................................................. 73 
Table 3.11 – Performance of the CMs................................................................................. 74 
 
Table 4.1 – Tolerance thresholds......................................................................................... 79 
Table 4.2 – Threat evaluation logic for the dinghy.............................................................. 80 
Table 4.3 - Threat evaluation logic for the immigrant boat ................................................. 80 
Table 4.4 - Threat evaluation logic for the fishing boat....................................................... 80 
Table 4.5 - Threat evaluation logic for the oil tanker .......................................................... 81 
Table 4.6 - Threat evaluation logic for class “unknown”..................................................... 81 
Table 4.7 – Selection of the intervention ............................................................................. 82 
Table 4.8 – Parameters of the resources .............................................................................. 83 
 
Table 5.1 – Parameters of the targets for the fixed simulation scenario .............................. 91 
Table 5.2 – System response time during the threat evaluation process.............................. 95 
Table 5.3 – MoE during the intervention for Case A........................................................... 96 
 

 
 
 
 
 
 



 

xiv 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



xv 

 

List of Acronyms, Operators, and 

Symbols 

Acronyms 

AEWR  Airborne Early Warning Radar 
AIS  Automatic Identification System 
ATC  Automatic Target Classification  

C2  Command and Control 
CAD  Computer Aided Design 
CM  Confusion Matrix 

DM  Decision Making 

EM  Electro-Magnetic 
EO  Electro-Optic 

FD  False Declaration 
FOV  Field Of View 

GPS  Global Positioning System 

HS  Homeland Security 

IMO  International Maritime Organization 
IR  Infrared 
ISAR  Inverse Synthetic Aperture Radar 
IT  Information Technology 

LOS  Line Of Sight  
LOWTRAN LOW resolution TRANsmission model  
LRIT  Long Range Identification and Tracking 

MA  Missed Assessment  
ML  Maximum Likelihood 



List of Acronyms, Operators, and Symbols 

 xvi

MoE  Measures Of Effectiveness 
MRC  Minimum Resolvable Contrast 
MRTD  Minimum Resolvable Temperature Difference 
MTF  Modulation Transfer Function 
MV  Majority Voting  

NEIL  Noise Equivalent Iluminance  
NETD  Noise Equivalent Temperature Difference 

OL  Off Limit 

pmf  Probability Mass Function 
PRF  Pulse Repetition Frequency 

RCS  Radar Cross Section 
RS  Response Selection 

SA  Situation Assessment  
SAR  Synthetic Aperture Radar 
SNR  Signal to Noise Ratio 
SOTDMA Self Organizing Time Division Multiple Access 
SS  Sea State 

TAMORA TArget MOdelling for Radar Applications  
TIR  Thermal Infrared  
TL  Threat Level 

VHF  Very High Frequencies 
VTS  Vessel Traffic Service 

WZ  Warning Zone 

2D  Two Dimensional  
3D  Three Dimensional 
 

Operators  

( )⋅tr   Trace of a matrix 

 

 



List of Acronyms, Operators, and Symbols 
 

 xvii

Symbols  

C(k)  Confusion Matrix of the k-th sensor 
cij

(k)  Element ij of the confusion matrix C(k) 

DCR  Target critical dimension 
∆L  Luminance difference between the target and the background in an EO 

image  
∆T  Temperature difference between the target and the background in an IR 

image  

TL2∆τ  Delay in the evaluation of all the threat targets that enter the scene 

f#  f number (ratio between the depth of focus and the lens diameter) 
FAR  External area in the sea scenario   
fmax  Maximum spatial frequency 
Fn  Receiver noise factor 
Fp  Pattern propagation factor 
fs  Spatial frequency 
FS  Scale factor taking into account for the predicted RCS of the target in the 

SAR images 

G  Antenna gain 

hT  Height of the radar tower 
H  Horizontal plane 
Hi  i-th hypothesis 

1η   Ratio between the number of interventions performed and the number of 

real threat targets detected by the system 

2η   Ratio between the number of interventions performed and the number of 

tracks evaluated as threat by the system 

3η   Ratio between the number of interventions performed and the number of 

real threat targets that enter the scene 

TL2η  Percentage of correct intervention with respect to the total number of 

interventions 

TL0η  Percentage of incorrect intervention with respect to the total number of 

interventions 

OL/WZ/FARη  Number of interventions performed respectively in the regions OL, WZ 

and FAR, with respect to the total number of interventions  



List of Acronyms, Operators, and Symbols 

 xviii

ICSTL  Air mass factor 
IN  Direction of a target that approaches the coast line 

φaz  Azimuth beamwidth  
φel  Elevation beamwidth 

k  Boltzmann constant (1.38·10-23 J/oK) 
ka  Earth radius (6378.137 km) 

λ  Wavelength of the transmitted pulse 

Lα  Loss due to the atmosphere attenuation  
Lt  Loss due to the transmission line 

M  Number of target classes 

Na  Number of pulses integrated in azimuth 
NA  Number of resources of type A (helicopters) 
NB  Number of resources of type B (patrol boats) 
NC  Number of resolvable cycles for the recognition 
NH  Number of pixels on the horizontal plane 
Npixels  Number of pixels  
NV  Number of pixels on the vertical plane 

OUT  Direction of a target that moves opposite to the coast line 

CCP   Probability of correct classification 

iCC|HP   Probability of correct classification given the hypothesis Hi  

ERRP   Classification error probability 

iERR|HP   Classification error probability given the hypothesis Hi 

PD  Probability of detection  
PFA  Probability of false alarm 

FD|TL0P   Probability of false declaration given a neutral target 

FD|TL2P   Probability of false declaration given a threat target 

PMA  Probability of missed assessment  
Prec  Probability of recognition  

q  Size of scattering particles    
Q  Quality factor of the classification process 



List of Acronyms, Operators, and Symbols 
 

 xix

R  Reflectivity of the EO sensor 
ρb  Reflection coefficient of the background  
Rmax  Maximum range of the radar  
ρt   Reflection coefficient of the target 

S  Sensitivity of the EO sensor 
σatm  Atmosphere extinction coefficient  
σρ  Resolution in range of the radar 
σθ  Resolution in azimuth of the radar 

τ  Width of the transmitted pulse  
Ta  Antenna temperature 
Tappr  Approaching time of the target to the coast 
τatm  Atmosphere transmittivity  
TavailableA/B Time available for the reaction for resource type A/B 
Td  Radar dwell time 
Tdep  Departure time of the resource 
Te  Effective input noise temperature of the receiver 
Tinsp

  Inspection time of the resource 
TL0  Threat Level 0 (neutral target)  
TL0remaining Average number of TL0 targets waiting for an assessment after that the 

observation time of the scene is elapsed 
TL1   Threat Level 1 (suspect target)  
TL2  Threat Level 2 (threat target)   
TL2remaining Average number of TL2 targets waiting for an assessment after that the 

observation time of the scene is elapsed 
Tr  Noise temperature of the transmission line   
TreactA/B  Reaction time of the resource type A/B 
TRT  Round trip time of the resource 
Ts  System equivalent temperature     
Tscan  Radar scan time 
Tunavailable  Time during which the resource is unavailable 
T0  Environment temperature 

V  Visibility of the sensor  
VA  Speed of resource type A 
VB  Speed of resource type B 
 



List of Acronyms, Operators, and Symbols 

 xx

 



 

 

 

 Chapter 1  
Introduction 

 

 

1.1  Motivations 

In the last few years Homeland Security (HS) has became a very important 

concern for many governments, which have to protect their nations and their 

critical infrastructures, and thus it is gaining a considerable interest in the research 

community. From a scientific point of view, it is a difficult task to provide a 

definition of this topic and to exactly draw up its boundaries. In fact, when we talk 

about the security and the surveillance of a country, several problems and aspects 

must be considered. In particular, the following factors play a crucial role and 

define the complexity level of the considered application field: the number of 

potential threats can be high and uncertain; the surveillance operation occurs 

during peace conditions, so that many environmental elements can make confusion 

and cause distraction; the threat detection and identification can be made more 

complicated by the use of camouflaging techniques; the monitored area is typically 

wide and it requires a large and heterogeneous sensor network; the surveillance 

operation is strongly related to the operational scenario, so that it is not possible to 

define a unique approach to solve the problem.  

Due to the confluence of all these factors, the context and the background of 

nowadays military operations and of the emerging civil requirements are 

considerably different from the past: in the new operational scenarios the threat 
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does not operate in a dense warfare environment and it can no more be identified 

with the number of targets, but it takes the form of a hidden and an unexpected 

threat, that can be a single dangerous target often acting during peace condition. 

This consideration is forcing the national military community to revisit the widely 

developed military techniques towards a different direction, where a single target 

represent the threat that must be detected, recognized and prevented. While a wide 

scientific literature is available dealing with the classical military techniques, only 

recently some emerging research activities are oriented to investigate different 

approaches to deal with this new type of threat. 

Information Technology (IT) can provide an important support to HS in 

preventing, detecting, and early warning of intentional disasters. Technologies for 

identification and authentication, border security, and controlled access to critical 

infrastructures are significant steps to prevent unexpected attacks. Both future 

military operations and civil needs require innovative powerful sensors and sensor 

configurations that are able to dynamically change their behaviour to overcome 

with the changing priorities and requirements of the mission [59]. This implies the 

use of complex sensor networks, integrated information techniques, effective 

decision aids, robust command and control systems for early threat detection and 

for rapid response and recovery efforts ([1],[11],[50],[56]). Even though the link 

between Information Technology and Homeland Security is relatively recent and 

many technical aspects are yet undetermined, sensor integration and collaboration 

is a widely applied technique aimed to aggregate data from multiple sources, to 

yield timely information on potential threats and to improve the accuracy in 

monitoring events ([43],[60]). A large number of sensors based on dissimilar 

phenomenology have already been developed to support surveillance operations. 

Furthermore, the development of more efficient fusion strategies and the 

improvement in the design of advanced sensors, equipped with quick 

microprocessor to perform distributed data processing and computation, can 

provide a significant aid to HS and can reduce the computational load of the 

surveillance operations. Sensor integration has been widely addressed in the 
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literature ([4],[8],[9],[15],[16],[20],[46]), but it is still a challenging issue and it 

requires deeper studies in order to solve the problems related to the difference in 

the nature of the sensors integrated together, in their internal characteristics and in 

the type of information provided. 

In this dissertation a notional integrated multi-sensor system acting in a maritime 

border control scenario for HS is analyzed, modelled, and simulated. The mission 

of this system is the detection, the tracking, the identification, the classification of 

multiple naval targets, their threat level evaluation and the selection of an 

intervention on them. The system is composed of two platforms carrying multiple 

sensors: a land based platform, containing a Vessel traffic Service (VTS) radar, an 

infrared camera (IR) and a station belonging to an Automatic Identification System 

(AIS); an airborne platform, moving along an elliptic patrol in front of a coastal 

region and carrying an Airborne Early Warning Radar (AEWR) and three imaging 

sensors, that are a video camera, a second IR camera and a spotlight Synthetic 

Aperture Radar (SAR). A Command and Control (C2) centre coordinates the 

surveillance operations. The system uses the kinematical parameters provided by 

the two radars, the identification information provided the AIS station, and the 

class information provided by the imaging sensors in order to classify the detected 

target, to evaluate if it represents a potential threat and to select a suitable 

intervention on it. The performance of this system has been evaluated in terms of 

Measures of Effectiveness (MoE), which are the system metrics during the 

detection, classification, threat level evaluation, and selection of the intervention. 

These metrics have been evaluated considering both the cases where an ideal error 

free classification process and a non-ideal classification process are performed.  

 

1.2 Main factors and contributions 

As stated before, surveillance for HS is an extensive application field and the 

performance of this operation is strongly related to the operative background. A 
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first step that can help to define and to analyze a system acting in the field of HS is 

to exactly define the scenario where the system acts.  

In this context the main contributions of this work are the following: 

▪ A complex multi-sensor system is defined, including a large sensor network 

aimed at monitoring a wide sea area. The sensors considered in the network 

present technological limitations complementary to each other and their 

integration represents the possibility to compensate for these limitations [28]. 

▪ The scenario where the system acts is completely characterized, including the 

geographical area considered, the environmental conditions, the target features 

and the proprieties of the sensors in the network [28]. 

▪ An end-to-end simulator that emulates this system is implemented, using the 

MatLab© software. In this simulator we consider the whole complex multi-

sensor system, including the scenario, the environment, and the 

phenomenology of each sensor. The targets are model using their kinematical 

parameters and their geometrical features, and the signal processing for the 

sensors is taken into account ([26],[28]).  

▪ A classification algorithm for the imaging sensors belonging to the system is 

developed. This algorithm exploits the knowledge of the confusion matrix 

(CM), analytically evaluated for each imaging sensor, and it allows us to easily 

include the target classification process inside the software simulation of the 

complex multi-sensor system. The algorithm is general and it also applies to 

imaging sensors different from those considered in this work [27]. We also 

consider and solve the problem of the fusion of the class information provided 

by the different imaging sensors.  

Considering the confluence of these contributions, this work provides a 

significant example of the methodology for analyzing a complex application field 

such as HS and a concrete tool for the qualitative evaluation of the performance of 

all the processes and functions involved in this mission.   
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1.3 Outlines 

This dissertation is organized as follows. Chapter 2 describes the architecture of 

the integrated multi-sensor system: details are provided for each sensor of both the 

land based and the air platforms. Chapter 3 describes the classification algorithm 

developed to insert the classification process into the study of the complex system 

and it presents the construction of a multi-sensor image database for the three 

imaging sensors considered inside the system. The fusion of the class information 

coming from dissimilar sensors is also described and examples of results 

concerning the fusion process are shown. Chapter 4 describes the operations 

performed inside the C2 centre. The performance analysis of the overall system is 

presented in Chapter 5. Finally, conclusions and directions for future works are 

reported in Chapter 6.  
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 Chapter 2  

The system architecture 
 

 

2.1 System overview 

In this section we provide an overview of the complete system architecture and 

of its functions. The notional surveillance system analyzed in this work is 

composed of two platforms carrying multiple sensors: a land based platform, 

located on the coast, and an airborne platform, moving along an elliptic trajectory 

in front of the coast line. The land platform is equipped with a Vessel Traffic 

Service (VTS) radar, an infrared camera (IR), and a station belonging to an 

Automatic Identification System (AIS), which provides an information on the 

target cooperativeness. The air platform carries an Airborne Early Warning Radar 

(AEWR), which can operate in a spotlight SAR mode, a video camera and a second 

IR camera. The mission of the system is the detection, tracking, identification, and 

classification of multiple targets that enter a sea region, the assessment of their 

threat level, and the selection of a suitable intervention on them. The monitored 

area is divided into three regions: an off-limit region, in front of the coast, a 

warning zone and an external area. The threat evaluation and the selection of the 

intervention are performed by a Command and Control (C2) centre that coordinates 

all the operations of the multi-sensor system. The system architecture is shown in 

Figure 2.1.  
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Figure 2.1 – System architecture 

 
The system uses the kinematical parameters provided by the two radars, the 

identification information provided the by AIS station, and the class information 

provided by the imaging sensors to classify the target, to evaluate if it represents a 

threat and to select a suitable intervention on it. In particular, the imaging sensors 

provide information on the target class, based on a processing of the target image. 

Their performance is expressed by means of the confusion matrix, which is 

analytically computed for each sensor as a function of the following parameters: 

the sensor signal-to-noise ratio (SNR), the sensor resolution, a database of 

reference images, and the cross-correlation between these reference images. As 

described in Chapter 3, this approach corresponds to a high level of abstraction and 

it allows us to simplify the analysis of the complex classification process related to 

a sensor and to insert it in the study of the multi-sensor system. In order to simplify 

the notation, in the rest of this work we will refer to the confusion matrix 

analytically computed for each imaging sensor as the sensor confusion matrix 

(CM).  

The detection and the tracking of the targets are performed independently by the 

two radars. When these processes are completed, the C2 centre performs the 
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association and the fusion of the tracks, the fusion of the class information, and 

finally the track processing, that consists in the evaluation of the target parameters 

required to assess the threat level. More specifically, the following parameters are 

computed:  

▪ the target estimated trajectory;  

▪ the expected intersection point between the target trajectory and the 

boundary of the off-limit region;  

▪ the target direction with respect to the coast;  

▪ the target distance from the coast;  

▪ the potential point where the target is expected to approach the coast and 

the estimated approaching time.  

After this processing the threat level of the target is assessed. First of all the 

target is identified as cooperative or non-cooperative, on the basis of the 

information provided by the AIS, if it is available. The non-cooperative targets are 

subject to the threat level evaluation. The threat evaluation logic is based on a 

deterministic comparison between the target kinematical parameters and some 

tolerance threshold on the speed, on the distance between the target and the coast, 

and on the direction. A different logic is used for each target class. According to 

the evaluation logic a Threat Level (TL) is assigned to the non-cooperative targets 

in the set {TL0,TL1,TL2}, where TL0 indicates a neutral target, TL1 a suspect 

target, and TL2 a threat target.   

After the threat evaluation process, the C2 centre selects an appropriate reaction 

to the target. The neutral targets do not require any intervention and their parameter 

are no more stored in the C2 centre. For the targets that are evaluated as suspect the 

decision on the intervention is delayed, in order to acquire more information on 

their nature during the following observation time. An intervention is only selected 

for the targets assessed as threat and it consists in the allocation of a system 

resource to inspect the nature of the target. Two types of resources are considered 

here: a helicopter and a patrol boat; both the resources are used only for the target 

inspection and they do not carry any sensor on board. The system performance is 
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evaluated in terms of MoE, which include metrics on the detection capability of the 

integrated system, on the classification, on the threat evaluation, and on the 

intervention. 

 

2.2 The scenario and the environmental conditions 

The scenario is composed of the geographical area considered, the 

environmental conditions (the sea state and the atmosphere model), the position of 

the sensors in this area, the multiple naval targets that enter the scene, and the 

resources of the system. The sea area considered in this work is a portion of the 

Sicilian coast in front of the Channel of Sicily. The choice of this particular 

geographical area has been performed only to provide an example for the scenario.  
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Figure 2.2 – Scenario 

 
The scenario is shown in Figure 2.2. The sea area considered is divided into three 

regions: 

▪ the off-limit region (OL), that is the area included between the coast line 

and the bound line r0, that is 20 Km far from the coast; 
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▪ the warning zone (WZ), that is the area included between 20 Km and 50 

Km from the coast (between lines r0 and r1 in the figure); 

▪ the external area (FAR), that is the wide sea area contiguous to the 

warning zone.  

The point P1 in Figure 2.2 represents the position of the land based platform, and 

the point P2 is the position of the air platform that moves on an elliptic trajectory 

centred on the boundary between the warning zone and the external area.  The 

resources of the system are located on the points A and B: the point A, 

corresponding to Trapani airport, is the departure base of the helicopters (resource 

A) and the point B, corresponding to Sciacca harbour, is the departure base of the 

patrol boats (resource B).  

Four classes of naval targets have been considered inside this area: 

▪ Class 1: high speed dinghy; 

▪ Class2: immigrant boat; 

▪ Class 3: fishing boat; 

▪ Class 4: oil tanker.  

The parameters of each target are generated according to its class, as reported in 

Table 2.1 In particular, the velocity of the target is assumed to be constant and it is 

generated as a random variable uniformly distributed in the intervals reported in the 

third column of the table. The last column represents the estimated radar cross 

section (RCS) for each target class.  

 

Table 2.1 – Target parameters 

Class Size Speed Cooperativeness RCS 
Dinghy (1) (10 x 4.6 x 3) m 0 ÷60 Nodes1 N 3 m2 

Immigrant boat 
(2) (15 x 4.7 x 5.3) m 0 ÷24 Nodes N 10 m2 

Fishing boat (3) (16 x 5.3 x 7) m 0 ÷12 Nodes Y/N 100 m2 

Oil tanker (4) (100 x 33.5 x 37.6) m 0 ÷20 Nodes Y/N 1000 m2 

                                                 
1 1 Node = 1.852 Km/h.  



2.2 The scenario and the environmental conditions 

 12

 

In this scenario two possible values for the sea state (SS) have been considered, 

equal to 0 and 4 in the Beaufort scale. This scale classifies the sea state according 

to the wave height and to the wind speed and assigns it a numerical value in the 

interval 0÷12 [45]. The complete scale is reported in Table 2.2. 

 
 

Table 2.2 – Beaufort scale 

 

The value 0 represents the state of calm and flat sea, while the value 4 represents 

the state of moderate breeze, with wind speed lower than 29 Km/h and small waves 

(maximum height equal to 1 meter).   

The atmosphere conditions influence the performance of the sensors involved in 

the surveillance operation. The atmosphere model assumed in this work takes into 

account for the effects of the sea state, for the temperature, for the visibility and for 

the relative humidity. This model is based on the Lambert absorption law [53]: 

ATM
ATM

-σ (V,λ) Rτ (R,V,λ) = e ⋅  (2.1) 

Wind speed Wave height Beaufort 
number Description knots Km/h m ft 

0 Calm 0 0 0 0 

1 Light air 1-3 1-6 0.1 0.33 

2 Light breeze 4-6 7-11 0.2 0.66 

3 Gentle breeze  7-10 12-19 0.6 2 

4 Moderate breeze  11-15 20-29 1 3.3 

5 Fresh breeze  16-21 30-39 2 6.6 

6 Strong breeze  22-27 40-50 3 9.9 

7 Moderate gale 28-33 51-62 4 13.1 

8 Fresh gale 34-40 63-75 5.5 18 

9 Strong gale 41-47 76-87 7 23 

10 Storm  48-55 88-102 9 29.5 

11 Violent storm 56-63 103-119 11.5 37.7 

12 Hurricane 64-80 120 >14 >46 
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where τATM is the atmosphere transmittivity, V is the sensor visibility, λ is the 

sensor wavelength, R is the distance between the sensor and the target, and  σATM is 

the atmosphere extinction coefficient. The transmittivity depends on the deepness 

of the crossed atmosphere layer, and thus it depends on the sensor height, on the 

distance between the sensor and the ship, and on the view angle. The evaluation of 

the atmosphere extinction coefficient for each sensor of the system is reported in 

the next sections. 

 

2.3 The sensors of the integrated system 

In this section we provide a description of the model of the each sensor 

belonging to the system: the VTS radar, the AIS station, and the IR camera for the 

land based platform; the AEW radar, the video camera, the second IR camera for 

the air platform. The spotlight SAR is an operative mode of the AEW radar. The 

model for the IR cameras contained in the two platforms is the same.  

2.3.1 The Vessel Traffic Service radar 
The land based radar is located on the south west coast of Sicily and it is a 

Vessel Traffic Service (VTS) like radar. The VTS is a radar typically used to 

monitor the maritime traffic and for the surveillance of small, medium and large 

harbors ([39],[63]). They usually operate in the S and X bands [35] and their 

coverage range can go from 10 Km to 38 Km, dependent on the target RCS. The 

parameters of the VTS radar used in our system are reported in Table 2.3. 
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Table 2.3 – VTS radar typical parameters 

Parameter Value 

Range resolution  σρ = 7.5 m 

Azimuth resolution σθ = 0.37° 

Scan time Tscan = 2.3 s 

Tower height  hT = 40 m 

Maximum range Rmax ≅ 30Km 

False alarm probability PFA = 10-4 

 
 

The detection probability curves as a function of the range are shown in Figure 2.3 

a) and b), respectively for sea state values equal to 0 and 4 in the Beaufort scale. 

These curves are referred to a false alarm probability equal to 10-4.  
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Figure 2.3 – VTS detection probability: a) sea state 0; b) sea state 4 

 
These curves have been analytically evaluated by solving the radar equation for 

different values of the target RCS and also taking into account for the clutter, for 

the multipath and for the atmosphere attenuation. The maximum range reported in 

Table 2.3 is consistent with the radar horizon formula [52], that provide the 

maximum theoretical radar visibility as a function of the height of the radar tower: 

a td = 2 k h⋅ ⋅ , where ka is the earth radius.  

In the integrated system analyzed in this work, the land based radar provides the 

target kinematical parameters, which are the coordinates, the speed, and the 

direction. It is assumed the track initialization takes place when the detection has 

occurred for three radar scans over a window of five scans. We also have assumed 

that the tracking is performed with respect to an inertial reference system, whose 

centre is located in the point ( )0;0≡O  of Figure 2.2. In the reminder of this 

dissertation we will refer to this system as the geographical system. 

 

PFA = 10-4
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2.3.2 The Automatic Identification System 

The Automatic Identification System (AIS) is a broadcast communication system 

that operates in the VHF marine band. It was introduced around 1980 as an aid tool 

for the observation of the traffic around the ships and in the harbors.   

The system allows the exchange of information between the AIS stations and a 

transponder on board of the ship. This information usually concerns the ship 

identity, the position, the speed, the size, and the route. The AIS uses a Self 

Organizing TDMA technique (SOTDMA) with a transmission speed equal to 9.6 

Kbps: every time minute is divided into 2250 time slots of 26.6 ms. One ship in the 

system usually allocates one time slot in order to transmit the information about its 

position and its identity [31]. The allocation of the time slots is described in Figure 

2.4.  

 

Figure 2.4 – Allocation of time slots in the AIS 

 
Even tough the main purpose of the system is the identification of the ship, the 

aid to the tracking operations and the exchange of information aimed to avoid the 

collision between the ships, when other time slots are available the system can also 
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be used to transmit additional information, such as the type of shipment onboard, 

an assistance request, etc. More specifically, the system provides for 22 encoded 

binary messages also used for management communications (acknowledgement, 

interrogation, etc.) ([33],[37]). 

The ship transponders are synchronized to the Global Positioning System (GPS) 

clock. These transponders transmit broadcast messages using two channels in the 

VHF marine band (161.975MHz, 162.025MHz). The coverage of the VHF band 

for maritime communications is typically around 20 Km, even tough the coverage 

area of the device is established by the competent authority [32]. Since the AIS 

works in the VHF radio band, it is able to run communications in the line of sight 

(LOS). When the number of AIS stations in the LOS of a receiver station exceeds 

the system capability in terms of available time slots, the SOTDMA algorithm 

automatically breaks off the communications of the farther stations in favour of the 

closer stations [31]. The results is a progressive reduction in the size of the radio 

cell and thus in the coverage. When the traffic intensity is very high this can cause 

a block of the system. In such cases the performance could be derived by 

modelling the system as a Markov chain and by evaluating the block probability 

[23]. The critical factors related to the use of the AIS are: 

▪ The functioning of the system depends on the presence of the GPS signal, thus 

the precision in the timing information depends on the GPS precision. 

Considering the practical experience, the risk of absence of the GPS signal is 

extremely low. 

▪ The problem related to the traffic intensity and to the unavailability of time 

slots. However this problem can be reduced by increasing the number of 

stations and repeaters into the system. 

▪ The sensitivity of the overall performance to the position of the GPS antenna: 

this factor can considerably influence the information about the position of a 

large ship and thus it can increase the probability of collision with other ships. 

▪ The potential errors in the installation of the AIS transponder onboard the ship 

[36]. 
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▪ The effects due to the synchronization jitter, i.e. the time between nominal 

slot start as determined by the UTC synchronisation source and the effective 

start of the transmission from the AIS station. The synchronization jitter must 

not be higher than ±104 µs using UTC direct synchronisation and ±312 µs 

using UTC indirect synchronisation [34].  

▪ The possible errors related to the human operator, e.g. in the communication 

of the ship identity [31]. 

In this work the AIS station is only used to identify the target as a cooperative or 

a non-cooperative one. It is assumed that the coverage of the AIS station is 10% 

higher than the VTS coverage; anyway the analysis performed in this work is 

parametric. In some cases, practical experiences show a much higher coverage by 

the AIS versus a VTS radar. Since we consider simulation scenarios characterized 

by the presence of no more than 20 targets during an observation time of one hour, 

we have assumed an ideal behaviour for the AIS station and we have not 

considered the block probability of the system due to the traffic intensity. 

There is an invitation of the International Maritime Organization (IMO) that asks 

to use a Long Range Identification and Tracking (LRIT) system onboard the new 

constructed ships, starting from January 2008. The new system is based on the 

same principle of the AIS, but it exploits satellite communications instead of the 

VHF channels [62].  

 

2.3.3 The Airborne Early Warning Radar 

The airborne radar moves on an elliptic trajectory between the warning zone 

and the external area and it is a coherent Airborne Early Warning Radar (AEWR). 

The parameters of the radar used inside the system are listed in Table 2.4.  
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Table 2.4 – AEW radar typical parameters 

Parameter Value 

Range resolution σρ = 2.4 m  

Azimuth resolution σθ = 0.25° 

Elevation beamwidth  ϕel = 6°  

Azimuth beamwidth  ϕaz = 2.5°  

Grazing angle 3.7°  

Scan time Tscan = 1 s 

Flight quote  hT = 914.4 m 

Maximum range  Rmax ≅ 70÷80 Km 

Platform speed 90 m/s 

Central frequency   f0 = 9.6 GHz 

PRF 625 Hz 

Signal bandwidth B = 150 MHz 

Pulse width  τ = 20µs (16 ns for the compressed 
pulse) 

Transmitted power  PT = 3 W 

Polarization  H 

False alarm probability PFA = 10-6 

 
 

The elliptic trajectory of the air platform is shown in Figure 2.2. The geometric 

parameters of the ellipse are reported in Table 2.5. The coordinates of the ellipse 

centre ( )Oe OeX ; Y  are referred to the inertial reference system centred in the point 

( )0;0≡O of Figure 2.2.  
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Table 2.5 – Geometric parameters of the air platform trajectory 
Parameter Value 

Platform speed vP2 = 90 m/s 

Ellipse centre ( ) ( )Oe OeX ;Y 146000 m; 116932 m≡  

Major semi-axis  a = 40500 m 

Minor semi-axis b = 10000 m 

Starting point of the trajectory ( ) ( )0 0 Oe Oex ;y  X -a;Y≡  

Ellipse length  ( ) ( ) ( )L = π 3 a+b - 3a+b a+3b ⋅   

Orbit period P2 P2T L v=  

Rotation frequency P22 Tπ  

 

The detection probabilities of the AEW radar acting in a coherent mode are 

shown in Figure 2.5 a) and b) respectively for sea state values equal to 0 and 4 of 

the Beaufort scale. These curves refer to a false alarm probability equal to 10-6.  
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Figure 2.5 – AEWR detection probability: a) sea state 0; b) sea state 4 

 

The AEW radar performs the detection and the tracking independently of the 

land based radar, providing the kinematical parameters of the target. Also in this 

case, it is assumed that the track initialization occurs when the detection has 

occurred for three radar scans over a window of five consecutive scans and that the 

tracking operation is performed with respect to the geographical system.  

 

2.3.3.1 The spotlight SAR mode 

The spotlight SAR ([7],[22]) is an operative mode of the airborne radar. The 

spotlight SAR geometry exploits the movement of the radar, i.e. the airborne radar 

in the case considered here. During the platform motion, the beam of the radar 

antenna always covers the same portion of sea (or of surface, in a more general 

case).  
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Figure 2.6 – Spotlight SAR geometry 

 
We derive the expression of the signal to noise ratio (SNR) as a function of the 

radar parameters for the spotlight SAR geometry, by considering the radar 

equation. The parameters of the radar are described in Table 2.4. From the 

definition of SNR, we have: 

P'SNR' =
P'

r

n

 (2.2) 

where we have not considered the number of pulses integrated along the azimuth 

direction. In Equation (2.2), P 'r  represents the signal received power and  P 'n  is the 

noise power. The received power can be computed from the radar equation as: 

( )

2 2 4
T

3 4
t α

P G λ F
P'

4π R L L

⋅ ⋅ ⋅ ⋅
=

⋅ ⋅ ⋅
p

r

RCS
 (2.3) 

where PT is the average transmitted power, G is the antenna gain, λ is the 

wavelength, RCS is the target radar cross section, and R is the distance between the 

target and the radar. The factor Fp represents the pattern propagation factor that 

takes into account the multipath effects, Lt is the transmission line loss and Lα is the 

atmosphere attenuation [5].  In this analysis we will neglect the multipath and we 

will assume Fp=1. Thus the received power is: 

( )

2 2
T

3 4
t α

P G λP'
4π R L L

=r
RCS  (2.4) 
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The thermal noise is assumed to be a white stationary Gaussian process, whose 

power is:  

sP' = kT Bn  (2.5) 

Where k is the Boltzmann constant k=1.38·10-23J/oK, Ts is the system equivalent 

temperature, and B is the noise bandwidth. For simplicity the noise band is 

assumed to be equal to the band of the chirp Bs [44]. The system equivalent 

temperature can be computed as [51]: 

s a r r eT = T  + T  + L T  (2.6) 

where Ta is the antenna noise temperature. Since the antenna beam is directed 

towards the sea, Ta is assumed to be equal to the temperature of water; Tr is the 

transmission line noise temperature, Lr is the loss factor due to the receiving 

transmission line and Te is the effective input noise temperature of the receiver, that 

can be computed as:  

( )e 0 nT = T F -1  (2.7) 

where T0 is, by convention, 290 K and Fn is the linear value of the receiver noise 

factor. In this analysis, we assume aT 290 K= , we neglect the term Tr with respect 

to the others and we assume rL 1=  and nF 3 dB 1.99= = . The resulting system 

temperature is approximately sT 579 K= .  

The signal to noise ratio is then: 

( ) ( )

2 2 2 2
T T
3 34 4

t α s t α s

P G λ P G λ'
4π R L L kT B 4π R L L kT

= =
RCS RCS SNR τ  (2.8) 

that represents the signal to noise ratio at the output of the matched filter. In the 

second part of Equation (2.8) we have considered the inverse of the chirp band 

equal to the pulse width. The parameters in the expression of SNR'  are: 

 PT, the transmitted power: PT = 3W, from Table 2.4. 

 G, the antenna gain: for a pencil-beam antenna, when only the beamwidths in 

the principal planes are known, can be approximated as [51]: 
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az el

40000G =
⋅ϕ ϕ

 (2.9) 

where ϕAZ and ϕEL are the azimuth and the elevation half-power beamwidth in 

degree, available from Table 2.4. This approximation states that a 1 degree 

pencil-beam antenna has a gain of 46 dB. 

 λ, wavelength of the transmitted signal:  

0

cλ =
f

 (2.10) 

with c=3.108 m/s the light speed, and f0=9.6 GHz the central frequency (X- 

band). 

 τ, the length of the pulse.  

 R, the distance between the target and the radar. 

 Lt, transmission line loss. An indicative value of this parameter for the 

considered system, based on the experience, is 1.5 dB. 

 Lα, atmosphere attenuation. It can be computed from the transmittance law as: 
-γ R

αL = e ⋅  (2.11) 

where R is the distance between the target and the sensor in Km and γ is the 

atmosphere attenuation coefficient. This coefficient is 0.024 dB/Km for the X 

band [5].  

 Ts, the system equivalent temperature evaluated from (2.6).  

 RCS, the radar cross section of the target. 

By considering the number of pulses integrated in azimuth, the expression of the 

signal to noise ratio becomes: 

( )

2 2
T a

3 4
t α s

P G λ N= N  
4π R L L KT

τ  
=a

RCS SNR SNR'  (2.12) 

where Na is: 

N  = ⋅a dPRF T  (2.13) 

and dT  is the is the dwell time.  
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2.3.4 The video camera 

The video camera is a standard monochromatic TV camera. The fields of view 

(FOV) for the camera are listed in Table 2.6.  

Table 2.6 – Video camera Fields of View (FOV) 

Field of view 
(FOV) 

Horizontal (H) Vertical (V) 

FOV 1 0.6o 0.45o 

FOV 2 0.3o 0.22o 

FOV 3 0.2o 0.15o 

FOV 4 0.1o 0.07o 

 

The model of the video camera assumes that the detection is performed by the 

radar belonging to the platform where the camera is located, while the acquisition 

and the recognition of the image is performed according to the Johnson criterion 

([6],[49],[57]), with a recognition probability Prec. This probability is calculated as 

follows: 

1. The original luminance difference between the target and the image 

background is: 

( )0 t b
E∆L = ρ -ρ
π

 [Lux] (2.14) 

where E is the scene luminance, ρt is the target reflection coefficient and ρb is 

the background reflection coefficient. Under the assumption of direct 

sunlight the scene luminance is -5E = 1.3 10⋅  Lux. 

2. The luminance difference at the input of the sensor, considering the 

atmosphere attenuation, is: 
ATMR

0∆L = ∆L e σ−⋅  [Lux] (2.15) 

where ATMσ is the atmosphere extinction coefficient of Equation (2.1).  

3. A Minimum Resolvable Contrast (MRC) curve is constructed as follows: 
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s
syst s

NEILMRC(f )
MTF (f )

=   (2.16) 

The numerator is the Noise Equivalent ILuminance (NEIL) of the sensor, 

defined as follows: 

( )2

S RNEIL
SNR 2f

⋅
=

⋅ #

 (2.17) 

where S is the camera sensitivity, i.e. the luminance level (Lux) incident on 

the camera display2 that produce a video signal equal to the saturation value, 

i.e. 700 mV for the monochromatic camera considered here. The parameter R 

is the display reflectivity3 and it is provided by the constructor, and f#  (f 

number) is the ratio between the depth of focus and the lens diameter ( f D ); 

SNR represents the signal-to-noise ratio measured at the output of the sensor, 

when a luminance difference value that generate a video signal equal to the 

saturation level is considered. The denominator of Equation (2.17) is the 

Modulation Transfer Function [53] (MTF) of the system composed by the 

atmosphere, the sensor and the display. It takes into account of the MTF of 

the single sensor and also of the effect vibrations in the platform where the 

sensor is located: 

( ) s s s
syst s

s s

1- k f 0 f f
MTF f

0 f f
 ⋅ ≤ ≤= 

>

  
                   

 (2.18) 

Where fs is the spatial frequency and the factors k  and sf  are constants 

dependent on the FOV and provided by the constructor. 

4. The MRC curve is scaled in order to obtain the curve representing the 

luminance difference between the target and the background ∆L as a 

function of the spatial frequency (fs) for a fixed distance from the sensor 

( R ), by means of the camera equation: 
                                                 
2 The camera display is supposed to be a lambertian diffuser.  
3 The reflectivity is an adimensional parameter, representing the energy associated to the 
propagation of an electromagnetic wave, when it is reflected on the separation interface 
between two different media.  
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( )s s2
#

πMRC(R,f ) L(R,f ) 
2f

= ⋅ ∆  (2.19) 

( )2
#

s s

2f
 L(R,f ) MRC(R,f )

π
∆ = ⋅  (2.20) 

5. The maximum resolvable spatial frequency required for the recognition is 

then evaluated from the ( )sL R,f∆ curve, by using the difference luminance 

value ∆L computed at point 2: 

( )1
maxf L−= ∆f  (2.21) 

6. The number of resolvable cycles NC across the target critical dimension 

needed for the recognition is evaluated as follows [49]: 

CR
C max

DN f
R

= ⋅  (2.22) 

where the ratio between the target critical dimension and the range ( CRD R ) 

represents the target angular dimension. 

7. The value of the recognition probability is finally derived as a function of 

the number of cycles, ( )r ec CP N= f , by means of an interpolation of  a set 

of empirically generated curves provided by the producer. 

 

Typical parameters for a standard monochromatic TV camera are reported in Table 

2.7. 
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Table 2.7 – Typical parameters for the video camera 
Parameter Value 

FOV 1 FOV 2 FOV 3 FOV 4 S, Sensitivity [Lux] 

798 3192 8003 22743 

FOV 1 FOV 2 FOV 3 FOV 4 NEIL @50dB  [mLux] 
51 204 511.9 1453.9 

R, Reflectivity (adimensional) 0.9 

f#, f number (f/D) 3.33 

Number of pixels, vertical (V)  
x horizontal (H)  

576 (V) x 768 (H) 

FOV 1 FOV 2 FOV 3 FOV 4 k  (adimensional) 
0.045 0.023 0.0166 0.0126 

FOV 1 FOV 2 FOV 3 FOV 4 
sf [cycles/mrad] 

22 43 60 79 

 

The model of the video camera described is shown in Figure 2.7. The atmosphere 

effect is considered by means of the Lambert absorption law of Equation (2.1).  
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Figure 2.7 – Video camera model 
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The atmosphere extinction coefficient is evaluated, for fixed values of the visibility 

V and of the wavelength λ, as [40]: 
-q

ATM
3.912 λσ (V,λ)=

V 550nm
 ⋅  
 

 (2.23) 

where q is the size distribution of the scattering particles: 

1.6 for high visibility (  > 50 km)                         
1.3 for average visibility (6 km <  < 50 km)          

q = 0.16  + 0.34 for haze visibility (1 km <  < 6 km)
 - 0.5 for mist visibility (0

V
V

V V
V .5 km <  < 1 km)       
0 for fog visibility (  < 0.5 km)                            









V
V

 

(2.24) 

A visibility V=23 Km and a wavelength λ=0.55 µm (in the middle of the visible 

window) have been assumed for the video camera, thus the resulting value for q is 

1.3.  

The noise features of the video camera are expressed in terms of Noise 

Equivalent Luminance (NEIL) introduced in Equation (2.17). This parameter 

represents the output luminance of the sensor produced by a signal whose 

amplitude is equal to the noise effective value. Considering this definition and 

Equation (2.17), the SNR at the output of the sensor for a target characterized by a 

luminance difference with the background equal to L∆ can be expressed as: 

( )2

LSNR
NEIL 2f

∆
=

⋅ #

 (2.25) 

 

2.3.5 The infrared camera 

The infrared camera used in the integrated system is a standard IR camera. The 

recognition process is based on the Johnson criterion, as in the case of the video 

camera, but the temperature difference between the target and the image 

background is considered instead of the luminance difference: 
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1. The original temperature difference between the target and the image 

background is ∆T0. The temperature difference at the input of the sensor, 

considering the atmosphere attenuation, is: 
ATMR

0T T e σ−∆ = ∆ ⋅  (2.26) 

2. The maximum resolvable spatial frequency required for the recognition is 

evaluated from a Minimum Resolvable Difference Temperature (MRTD) 

curve, provided by the constructor and shown in Figure 2.8.  

∆T

fMAX

MRTD

frequency

 

Figure 2.8 – Minimum Resolvable Temperature Difference 

 
3. The number of resolvable cycles across the target critical dimension 

needed for the recognition, NC, is evaluated for a fixed value of the range 

R : 

CR
C max

DN = f
R

⋅  (2.27) 

where DCR is the critical dimension of the target and the ratio CRD R  

represents the target angular dimension. 

4. The value of the recognition probability is derived as a function of the 

number of cycles, ( )r ec CP N= f , by means of an interpolation of  a set of 

empirically generated curves provided by the producer. 

The typical parameters for a standard IR camera are reported in Table 2.8. The 

model of the IR model is described in Figure 2.9  
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Table 2.8 – Typical parameters for the IR camera 

Parameter Value 

NETD [moK] 20 

Number of pixels  
vertical (V) x horizontal (H)  576 (V) x 768 (H) 

 

Maximum range [Km] 20 

 

 

Atmosphere:
σATM

Sensor’s
parameters:

MRTD, NETD,
SNR

Target
DCR, ∆T0, R Compute

 ∆T=∆T0e
-σR

Compute NC

∆Τ

fMAX

⋅CN CR
max

D= f
R

Compute PREC=f(NC)

NC
PRECNCPREC

1
0.95
0.8
…

9
6
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Figure 2.9 – IR camera model 
 

Also in this case, the atmosphere effect is considered by means of the Lambert 

absorption law of Equation (2.1). The atmosphere extinction coefficient ATMσ  has 

been evaluated using the software LOWTRAN (LOW resolution TRANsmission 

model) [48], under the following assumptions: 

▪ Temperature: T = 30o; 

▪ Visibility: V = 23 Km; 
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▪ Relative humidity: 43%; 

▪ Sea state: SS = 0 and 4. 

 

Table 2.9 – Meteorological vectors for the IR camera 

Weather Vectors  

# Parameter  Vector 1 Vector 2 

1 Temperature 30 °C 30 °C 

2 Visibility 23 km 23 km 

3 Relative humidity 43 % 43 % 

4 Sea state 0 4 

5 Atmosphere extinction coefficient ATMσ  0.201 km-1 0.208 km-1 

 

 

Table 2.9 describes the resulting weather vectors. This model also assumes: 

▪ Frequency band: 7.5÷10.5 µm, i.e. the band of the thermal infrared (TIR); 

▪ Air mass factor: ICSTL = 8. 

The last parameter (ICSTL) is only used in the Navy Aerosol Model [30] and it 

depends on the amount of aerosol contained in the atmosphere because of the 

coastal influence. Dependent on the available data, there are three methods to 

evaluate it [48] :  

1. ( )t / 4ICSTL INT 9 e 1−= ⋅ + , where t is the number of  days the air has been 

blowing over the sea; 

2. ( )ICSTL INT Rn 4 1= + , where Rn is concentration of the radon 2224 in the 

atmosphere, expressed in picocuriers/m3. 

3. the ICSTL can be chosen in the interval [1÷10], as an estimate of the effect of 

the continental mass considering that is: ICSTL=1 for open ocean and 

ICSTL=10 for sea near to the coast. 

                                                 
4 Randon 222 is a noble gas coming from radium decay.  
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For the three sea regions of the scenario described in Figure 2.2, we can assume an 

average value of the ICSTL equal to 8, i.e. the value exploited for the computation 

of the meteorological vectors of Table 2.9.  

The noise features of the IR camera are expressed in terms of its Noise 

Equivalent Temperature Difference (NETD), i.e. the temperature difference that 

produces a SNR to one at the output of the detector [14]. From this definition, the 

SNR at the output of the detector for a target characterized by a temperature 

difference T∆  can be evaluated as: 

TSNR
NETD

∆
=  (2.28) 

 

2.4 The Command and Control centre 

After that the detection, the tracking, the identification, and the classification of 

the targets that enter the scene are performed by the sensors of the two platforms, 

the initialized tracks are sent to the C2 centre. Here the tracks coming from the two 

radars are associated and fused, their threat level is evaluated, and a suitable 

intervention is selected on each assessed target. The functions performed by the C2 

centre are described in Chapter 4.  

 

2.5 The end to end simulator  

The end to end simulator emulates the functions of the integrated multi-sensor 

system described above and it evaluated its performance by a Monte Carlo 

simulation. It has been completely developed using the software MatLab©. The 

flow chart of the simulator is reported in Figure 2.10. For each Monte Carlo trial a 

fixed observation time for the scenario is considered. This observation time is 

divided into a number of time slots and for each time slot all the functions of the 

system are reiterated. The structure and the parameters of the simulation are 

described in Chapter 5. 
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Figure 2.10 – Flow chart of the MatLab© end to end simulator 

 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 

 Chapter 3 
The classification process 

 
 

3.1  Introduction 

The ability to quickly and reliably recognize non cooperative targets is of 

primary importance for surveillance operations in HS applications. The 

development of efficient fusion strategies and the improvements in the design of 

more reliable sensors has increased the research interest in the classification 

techniques. In particular, automatic surveillance systems based on imaging sensors 

are gaining significant interest, as proved by recent research works ([10],[21],[54]) 

addressed to improve the quality of image-based surveillance systems. The 

classification techniques can include both approaches based on the human 

interpretation of the data provided by a sensor system or automatic methods 

([12],[24]). The Automatic Target Classification (ATC) techniques can use data 

coming from sensors of different nature, such as infrared, electro-optic cameras 

and radar systems. In ATC the classification task can be accomplished using 

several approaches. A model based technique uses a model of the target, obtained 

for example by a Computer Aided Design (CAD) model or an Electro-Magnetic 

(EM) simulation [2], to compare the simulated models with the signature of the 

target under test. The computational load of this methodology can be very high, 

especially when more than one sensor is used. Another methodology can consist of 

collecting many real versions of the target signature and of comparing them with 

the signature of the current target under test, but in this case a very large database 
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is required and if the target changes in some way the classification process may be 

unsuccessful. 

In this work we develop a classification algorithm, which uses a different 

approach, where the information on the target class is provided by the three 

imaging sensors belonging to the system and it is expressed by means of a 

confusion matrix (CM). This approach allows us to overcome with the difficulties 

related to the high computational load of the methodologies described above and to 

easily insert the classification task in the analysis of the integrated system. The CM 

is analytically computed for each imaging sensor and it models the performance of 

the sensor during the classification process. The entries of this matrix are the 

conditional error probabilities in the classification and the conditional correct 

classification probabilities. These probabilities amount to the target class likelihood 

functions and are used to make the decision on the target class by each sensor. 

Then a final decision on the class is made, using a suitable fusion rule in order to 

combine the decisions coming from the three sensors. The overall performance of 

the classification process is evaluated by means of the “fused” confusion matrix, 

i.e. the CM pertinent to the final decision on the target class. The ultimate purpose 

of this fusion process is to combine the outputs of the three imaging sensors in 

order to obtain an accurate and reliable estimate of the target class. This 

information on the class is then used by the C2 centre during the threat level 

evaluation, as described in Chapter 4.  

In [13], different levels of abstraction in the fusion of data coming from 

different imaging sensors are described: the signal-level fusion is the combination 

of signals from different sensors, performed before the production of images; the 

pixel-level fusion consists of merging different digital images; the feature-level 

fusion extracts specific features from different image and combines them. The 

approach developed in this work, using the CM to model the classification 

capability of the imaging sensor, refers to a higher level of abstraction. A similar 

approach is also used in [3], but there the classification process is used to support 

the data association and improve the tracking, especially in presence of association 
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uncertainty in kinematic measurements. In literature many applications are 

proposed where radar images are combined with images of different kind of 

sensors ([13],[15],[18],[55]) or where heterogeneous data set coming from 

dissimilar imaging sensors are effectively combined at an information fusion level 

[29]. The main contribution of the proposed classification algorithm is the 

development of a methodology that allows us to incorporate the classification task 

in the study of a complex multisensor system, such as the one analyzed in this 

work, and to use it as a support during other surveillance operations, without 

increasing the computational complexity of the overall system. 

 

3.2 The classification algorithm 

The generic entry of the CM of a classifier is the probability that a target 

belonging to the class i is misclassified as belonging to class j: 

( ) { } { }ij j i i
ˆc Pr the -th sensor decides for H  when H  is true Pr j |  Hk

kk d= = =  (3.1) 

where Hi represents the hypothesis that the target belongs to class i and { ˆ jkd = } 

represents the event {the k-th sensor decides for Hj}. Thus each row of the CM 

represents the class of the target and the class likelihood function for the sensor 

output j is the j-th column of C [3]. The off-diagonal elements of the CM represent 

the conditional error probability during the classification and the diagonal elements 

are the conditional correct classification probabilities for a given sensor, under the 

hypothesis Hi: 

( ) { }
{ }

iCC|H i

i i

P Pr correct classification for the -th sensor | H

        Pr the -th sensor decides for H  when H  is true

k k

k

=

=
 

(3.2) 

Then the correct classification probability is: 
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( ) { }
i

M

CC CC|H i
i 1

P P Pr Hk

=

= ⋅∑  
(3.3) 

where the term ( )
iCC|HP k  is the conditional correct classification probability given by 

the diagonal element ( )k
iic  of the confusion matrix, { }iPr H  is the probability of the 

i-th hypothesis, and M is the number of hypotheses, i.e. 4M =  in the case of four 

classes considered here. The error probability conditioned to the i-th class, for the 

k-th sensor, is: 

( ) ( )
i

M

ERR|H ij
i 1,i j

P ck k

= ≠

= ∑  
(3.4) 

The entries of the CM are used to model the performance of each sensor during 

the classification and to make the decision on the target class. This means that a 

target detected by the system is declared as belonging to class j with a probability 

equal to ( )k
ijc , which is used by the sensor as a threshold for the decision on the 

class. In order to associate a class to an incoming target, a random variable 

uniformly distributed in the interval [0,1] is generated and it is compared with the 

threshold given by the entries of the sensor CM. This is done to simulate the 

classification event without generating the data. The classification process based on 

the elements of the CM is shown in Figure 3.1. This implies to assume equal a 

priori probabilities for the hypotheses.  
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ci10 ci1 +ci2+ci3 +ci4=1
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Figure 3.1 – Classification based on the elements of the CM 

 

In the classification approach described in this work, the entries of the CM are 

computed in an approximated closed-form by means of an analytical evaluation, 

whose details are described in Appendix A. The parameters required for the 

analytical evaluation for each sensor are: (i) the signal-to-noise ratio (SNR) at the 

output of the sensor; (ii) the sensor resolution; (iii) a set of reference images stored 

in a database; (iv) the cross-correlation between the images of the database. The 

CM can be expressed as the following function: 

( )ij H Vc SNR, N , N ,Mf = = C  (3.5) 

where SNR is the signal-to-noise ratio, NH and NV represent the sensor resolution in 

terms of number of pixels on the horizontal and vertical planes respectively, and M 

is the dimension of the reference database. As described in Appendix A, the 

computation of the entries of the CM in the i-th row is derived from the 

computation of the classification error probability for the i-th class. The error 

probability is computed in an incremental way, by defining the elementary error 

event in the space composed by all the possible hypotheses {H1,…,HM} and by 

adding the contribution of this event to the overall error probability. The partial 

contributions for the i-th class are assigned to the off-diagonal elements ( )k
ijc . The 

diagonal elements can be computed as: 



3.2 The classification algorithm 

 40

( ) ( ) ( )
i

M

ii ERR|H ij
i 1,i j

c 1 P 1 ck k k

= ≠

= − = − ∑  
(3.6) 

The simplified assumptions are: 

▪ The detection of the target is performed by the radar, i.e. the VTS radar or the 

AEW radar in the system considered in this work. 

▪ The recognition process always occurs, independently of the classification.  

▪ The image database for each sensor is exhaustive, i.e. the possibility that the 

image of the target under test is not contained in the database is not 

considered.  

▪ The reference images of each database do not contain any source of noise, but 

this is added during the analytical computation of the CM. 

▪ The noise added over each image is additive Gaussian and independent from 

pixel to pixel. 

In the case considered here, the dimension of the reference database is equal to the 

number of classes considered ( 4M = ), since the hypothesis of exhaustive database 

is made. The images of each reference database are simulated images obtained 

from a Computer Aided Design (CAD) model of the four ships considered. The 

construction of the reference database for the three imaging sensors considered in 

the system is described in Section 3.3.  

The computation of the CM is schematically represented in Figure 3.2.  
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Figure 3.2 – Computation of the CM 

 
The algorithm described is general and it also applies to imaging sensors different 

from those considered in this work.  

 

3.3 Construction of a multisensor image database  

The analytical computation of the CM requires the construction of a database of 

reference images. This database has been constructed using a three-dimensional 

(3D) Computer Aided Design (CAD) model of the naval targets considered in the 

scenario. The same CAD models have been exploited for the construction of the 

reference database for the video camera, for the IR camera, and for the spotlight 

SAR. The models are shown in Figure 3.3 for: a) dinghy; b) motor boat; c) fishing 

boat; d) oil tanker; e) dinghy with people on board; f) fishing boat with people on 

board.  
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a) b) 

 
 

c) e) 

  
f) g) 

Figure 3.3 – CAD models 

 

The model of the motor boat of Figure 3.3 b) has been exploited to represent the 

immigrant boat. The size of the naval targets reported in Figure 3.3 is: 

▪ Dinghy: (10 x 4.6 x 3) m; 

▪ Motor boat: (15 x 4.7 x 5.3) m; 

▪ Fishing boat: (16 x 5.3 x 7) m; 

▪ Oil tanker: (100 x 33.5 x 37.6) m. 

For the video camera the image generation is simply obtained by the projection of 

the 3D CAD on the camera focal plane. For the IR camera, the images are 

simulated using a specific simulation software, the Open-source Software for 

Modelling and Simulation of Infrared Signatures (OSMOSIS) [41], developed at 
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the Military Royal Academy of Brussels. For the spotlight SAR the CADs have 

been processed by a software for the simulation of electro-magnetic (EM) images. 

In all the cases, the original CADs have been previously decomposed into 

polygonal facets, as shown in Figure 3.4 for: a) dinghy; b) motor boat; c) fishing 

boat; d) oil tanker; e) dinghy with people on board; f) fishing boat with people on 

board. 

 
a) b) 

 
 

c) d) 

 
e) f) 

Figure 3.4 – CAD decomposition into polygonal facets 

 

The approach utilized in this work exploits the knowledge of the CM, computed 

by means of a reference database of simulated images, and thus it represents a 

trade-off between a completely model based technique and a completely analytical 

technique.  
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3.3.1 The video camera database 
For the generation of the simulated video images, the original 3D CAD of the 

ship is projected on the camera focal plane, taking into account for its orientation 

and its distance from the sensor. The result of this projection is a two-dimensional 

(2D) black and white image of the ship considered. The MatLab function that 

makes the projection operates according to the following steps: 

1. The origin of the geographical reference system is shifted on the target position 

( )T T TT X ,Y ,Z≡  and it is rotated so that the x axis is parallel to the target 

direction.  

2. In the resulting target centred system, the azimuth and the elevation of the line 

between the camera and the target are computed and they are used as input to 

the MatLab tool that projects the 3D object on the camera focal plane5. 

 

 

Figure 3.5 – Translation and rotation of the geographical system on the target 

 
The operations described at step 1 are shown in Figure 3.5, where we indicated as: 

x
y
z
1

 
 
 =
 
  
 

X  

(3.7) 

the coordinates of a generic point in the original geographical reference system; 

                                                 
5 The operations described at step 1 and 2 are only performed to consider the same 
reference system of the MatLab©  function “viewmtx”, used for the CAD projection.  
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T

T
T

T

X
Y
Z
1

 
 
 =
 
  
 

X   

(3.8) 

the coordinates of the target in the original reference system;  

X '
Y '

'
Z'
1

 
 
 =
 
  
 

X   

(3.9) 

the coordinates of a generic point in the new reference system centred on the target; 
'
C
'
C

C '
C

X
Y

'
Z
1

 
 
 =  
  
 

X   

(3.10) 

the coordinates of the camera in the new reference system. The translation and 

rotation are obtained by the following homogeneous transformation: 

T

T
Z T Z

T

x X x '
y Y y '
z Z z '
1 1 1

     
     
     = + ⋅ → = + ⋅
     
          
     

R X X R X  '  

(3.11) 

-1
T Z Z T' ' ( - )= + ⋅ → = ⋅X X R X X R X X       
-1 -1 -1

Z T Z' ( - ) '= ⋅ → = ⋅ ⋅X R X X X R T X     
(3.12) 

where: 

( ) ( )
( ) ( )

T

T

T

1 0 0 Xcos α -sin α 0 0
0 1 0 Ysin α cos α 0 0

 = ,     =
0 0 1 Z0 0 1 0
0 0 0 10 0 0 1

   
   
   
   
   

     

R T  

(3.13) 

α is the rotation angle, i.e. the angle between the target direction and the x axis of 

the original reference system, by considering a counter-clockwise rotation from the 

x axis to the target speed vector. This angle is indicated as target heading in Figure 
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3.5. Note that the fourth component in the vectors (3.7) - (3.11) does not 

correspond to any physical coordinate, but it has been included only to obtain a 

homogeneous transformation in the system (3.12) and to easily handle the 

inversion of the matrices R  and T  in the software.  After the change of 

coordinates, the azimuth and the elevation to be provided to the MatLab© 

projecting function are computed as shown in Figure 3.6. 

 

 
Figure 3.6 – Azimuth and elevation required for the CAD projection 

 

The azimuth is:  

π                                     if (x' = 0) & (y' > 0)
     0                                   if  (x' = 0) & (y' < 0)    
π/2                                  if  (x' > 0) & (y' = 0)
3π 2                   

az = ( )
( )

( )
( )

-1 '
C

-1 '
C

-1 '
C

-1 '
C

             if  (x' < 0) & (y' = 0)

π 2 + cos X d           if  (x' > 0) & (y' > 0)

cos -Y d                     if  (x' > 0) & (y' < 0)

3π 2 + cos X d          if  (x' < 0) & (y' < 0)

π + cos Y d                 if  (x' < 0) & (y' > 0)
















 

(3.14) 

and the elevation is: 

-1 -1C C

C C

Z' Z'el = tan = tan    
d X' + Y'

          
 (3.15) 

After the projection, an image resize is performed in order to match the size of the 

final image with the resolution of the camera, in term of number of pixels on the 
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horizontal and vertical planes. The flow chart of the video camera database 

construction is described in Figure 3.7.  

 

Get azimuth and
elevation

(input for the camera)

CAD projection on the
camera focal plane

Make visible DB

TARGET:
position & direction

Read CAD stl file
(off-line)

DB

Image RESIZE
(Number of pixel H x V)

 
 

Figure 3.7 – Construction of the video camera database 

 
 

As an example, Figure 3.8 shows the images derived from the CADs of Figure 

3.3 for: a) dinghy; b) motor boat; c) fishing boat; d) oil tanker; e) dinghy with 

people; f) fishing boat with people. The view angle is equal to 45°, the distance 

between the target and the camera is 5 Km, the camera FOV is 0.6° in the 

horizontal direction (H) and 0.45° in the vertical direction (V), and the resolution in 

terms of pixels is 768 (H) by 576 (V).  
 

  
a) b) 
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c) d) 

  
e) f) 

Figure 3.8 – Example of simulated images for the video camera 

 

Figure 3.8 shows that all the targets are clearly recognizable, even thought the 

distance is long (5 Km). This is due to the fact that we have obtained the images by 

means of a simple projection that takes into account for the target view angle and 

range, and for its azimuth and elevation with respect to the camera. The resulting 

images are ideal, since no attenuation, blurring, sea clutter or other distortion 

effects are considered [23]. Also note that the images are not affected by noise, 

since this is added during the analytical computation of the CM.  

  

3.3.2 The infrared camera database  

The IR images are simulated using the software “Open-source Software for 

Modelling and Simulation of Infrared Signatures” (OSMOSIS) [41], completely 

developed at the Belgian Royal Military Academy. This software integrates the 

dependence of the emissivity upon the surface temperature, the wavelength, and 
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the elevation angle ([17],[42]). The geometrical features and the temperature 

features of the target are then merged using the free software GMSH [61].  In the 

case of the IR database it is not possible to handle the view angle and the range of 

the target with continuity, since these parameters are manually set in the GMSH 

software. For this reason we operate a sort of “quantization” of the IR image 

database by considering only five values of distance between the target and the 

sensor and only five view angles, as shown in Figure 3.9 a and b. It is assumed that 

the geometry of the ship is symmetric.  

 

 

a) 

 

b) 

Figure 3.9 – View angles (a) and range values (b) considered in the IR database 
construction 

 

The association between the incoming target and the simulated image is made by 

evaluating the effective view angle of the target under test and by choosing the 

reference database containing the simulated images characterized by the view angle 

closer to the real target view angle. The same is done for the distance between the 

target and the camera. The association intervals for the view angles are shown in 

Figure 3.10. 

      
 

 

Range [Km]  

IR 

5 10 151 20

 

0°

45°

90°
135°

180° 



3.3 Construction of a multisensor image database 

 50

 

Figure 3.10 – Association intervals for the view angle 

 
 

The flow chart of the operations applied for the construction of the IR image 

database is shown in Figure 3.11.  

 

 

 

Figure 3.11 – Construction of the IR camera database 

 
 

Figure 3.12 shows an example of the IR simulated images obtained for the dinghy 

and for the five view angles considered. The range is 1 Km and the original CAD is 

that of Figure 3.3a. The camera FOV is 2.50° in the horizontal direction (H) and 
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1.67° in the vertical direction (V), and the resolution in terms of pixels is 768 (H) 

by 576 (V). The temperature information is contained in the gray scale of the 

images. The view angles reported in Figure 3.12 are: a) 0°; b) 45°; c) 90°; d) 135°; 

e) 180°.  
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e) 

Figure 3.12 – Example of simulated images for the IR camera for the 5 view angles6 

                                                 
6 Images by courtesy of Dr. F. D. Lapierre, Military Royal Academy, Brussels, Belgium.  
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Finally, Figure 3.13 shows an example of the IR images for all the classes 

considered. The images are derived from the CADs of Figure 3.3 for: a) dinghy; b) 

motor boat; c) fishing boat; d) oil tanker; e) dinghy with people; f) fishing boat 

with people. The range is 1 Km and the view angle is 45°. The FOV and the 

resolution of the camera are the same of Figure 3.12. Also in the IR case, the 

images are not affected by noise. 
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e) f) 

Figure 3.13 – Example of simulated IR images for all the classes considered 

 

3.3.3 The spotlight SAR database 

The simulation of the EM images of the spotlight SAR is based on the software 

“TArget MOdelling for Radar Application” (TAMORA). The following 

assumptions are made: 

▪ The images do not contain background, but only the contribution of the ship 

geometry is considered. 

▪ The image simulation does not consider the environmental conditions, such 

as the sea clutter, the multipath, or the atmosphere effect. 

▪ The images do not contain any source of noise. 

Also in this case, as for the IR database construction, it is not possible to handle the 

target view angle with continuity, since this parameter is manually set in the 

TAMORA software. For this reason we perform an analogous quantization of the 

SAR database, by considering only the five view angles of Figure 3.9a. The 

association between the incoming target and the simulated image is the same of 

Figure 3.10. The construction of the simulated EM images is based on the 

following steps: 

1. The prediction of the echoes coming from the target is performed, by using 

the geometrical features contained in the 3D CAD. During this operation a 
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sequence of 81 transmitted frequencies is considered, starting from a 

frequency value equal to 9400 MHz and increasing it with a step of 5 

MHz. In addition, the target is rotated with respect to a fixed view angle 

(i.e. one of the five view angles considered) by using a rotation angle equal 

to 0.03° for all the classes, except that for the oil tanker, for which the 

rotation angle is 0.006°. The rotation of the target is performed in order to 

simulate the cross range resolution of the spotlight SAR. Then the 

TAMORA software is used to construct a two-dimensional (2D) complex 

hologram for each target. In particular, 20 complex holograms are 

evaluated for the four classes and for the 5 view angles considered.  

2. The simulated image of the ship is then reconstructed by means of a 2D 

Inverse Discrete Fast Fourier Transform (IDFFT) of the hologram obtained 

during the previous step, performed on the space and frequency domains. 

The result of the 2D IDFFT is represented by matrices whose elements are 

intensities proportional to the RCS of the target. After that the IDFFT is performed 

these matrices are scaled such that the total RCS of each simulated image is equal 

to the predicted RCS of the target, which is a function of the frequency and of the 

view angle. The scale factor FS is evaluated by assuming that the sum of all the 

intensity contributions in the image is equal to the target predicted RCS: 

 

( )s
1

F
= ×

=

=∑
pixels H VN N N

lin predicted
i

p i RCS  (3.16) 

 

( )
s

1

F = ×

=

=

∑
pixels H V

predicted
N N N

lin
i

RCS

p i
 (3.17) 

where ( )linp i  is the linear value of the pixel square intensity, predictedRCS  is the 

predicted RCS of the target, evaluated during the EM simulations performed with 
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the software TAMORA, and reported in Table 3.1 for each class and for each view 

angle. The number of pixels, pixelsN , is reported in Table 3.2 for each class.  

 

Table 3.1 – Predicted RCS of the targets 
 

 
View 1  View 2 View 3 View 4 View 5 

Dinghy 15 dBm2 5 dBm2 -10 dBm2 6 dBm2   2 dBm2 

Dinghy 
(with people on 

board) 
15 dBm2 5 dBm2 -8 dBm2 6 dBm2 -8 dBm2 

Motor boat 15 dBm2 8 dBm2 12 dBm2 6 dBm2 10 dBm2 

Fishing boat 20 dBm2 0 dBm2 20 dBm2 5 dBm2 8 dBm2 
Fishing boat 

(with people on 
board) 

20 dBm2 1 dBm2 22 dBm2 6 dBm2 5 dBm2 

Oil tanker 32 dBm2 8 dBm2 28 dBm2 12 dBm2 30 dBm2 

 

 

Table 3.2 – Dimensions of the simulated EM images 

 Number of pixels (H) x (V) Size of the pixel [m2] 

Dinghy 80 x 80 0.25 
Motor boat 100 x 100 0.25 
Fishing boat 80 x 80 0.25 
Oil tanker 300 x 300 0.4 

 
 
The operations performed for the generation of the EM simulated images are 

summarized in Figure 3.14.  
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Figure 3.14 – Construction of the spotlight SAR database 

 
 
As concerns the dependence of the images on the distance between the target 

and the sensor, for the spotlight SAR we have assumed that the radar resolution is 

invariant with respect to the range, which is true when the relative motion between 

the target and the platform is perfectly compensated. This can be proved separately 

for the SAR and for the spotlight SAR, whose geometry is equivalent to the inverse 

SAR (ISAR).   

 

Figure 3.15 – SAR geometry 

 
 
In Figure 3.15, v is the speed of the sensor platform, θ is the width of the beam on 

the azimuth and B is the band of the chirp along the azimuth. From the geometry 

represented in the figure, the band of the chirp can be computed as follows: 

Chirp on azimuth

Radar 

BB 

θθ target

time

v

vr

LLa

R 
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r
θv vsin
2

 =  
 

 (3.18) 

r
DMAX

2v 2v θf = = sin
λ λ 2

 
 
 

 (3.19) 

and  

DMAX
v θB 2f 4 sin
λ 2

 = =  
 

 (3.20) 

The time resolution is: 

t
1 λr
B 2vθ

= ≅  (3.21) 

and the spatial resolution is (for the spotlight SAR):  

x t
λr = r v =
2θ

 (3.22) 

Then the spatial resolution depends on the wavelength λ and on the beamwidth θ. 

In particular, it does not depend on the distance: if the distance changes, the band 

of the chirp is the same and thus the time resolution and the spatial resolution also 

remain the same. In the case of the spotlight SAR, such as in the case of the ISAR 

[58], the cross range resolution is given by Equation (3.22), where θ is the 

processing angle, i.e. the rotation angle of the target during the dwell time. In fact, 

after the compensation of the translational motion, both the geometries of the 

spotlight SAR and the ISAR can be considered as the rotation around a fixed point. 

If ω indicates the rotation speed of the target, the radial speed of a point whose 

cross range coordinate is x can be evaluated as:  

rv = ωx  (3.23) 

and by considering the differential with respect to x: 

rdv = ωdx  (3.24) 

By multiplying both sides of Equation (3.24) by the observation time T0, we 

obtain:  

0 r 0T dv = T ω dx = θ dx⋅ ⋅ ⋅ ⋅  (3.25) 
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since 0ωT  = θ  is the processing angle of the target. From Equation (3.19), we 

have: 

r D
λdv df
2

=  (3.26) 

where dfD is the variation of the Doppler frequency. By replacing Equation (3.26) 

into Equation (3.25), we obtain: 

0 D
0 r

T dfθ dx = T dv  = λ  
2

⋅ ⋅  (3.27) 

And considering that the product 0 DT df  is equal to 1, we derive that the cross range 

resolution is equal to that of Equation (3.22).  

As an example, Figure 3.16 shows the EM simulated images obtained according 

to the procedure described in Figure 3.14, for the dinghy. Also in this case the 

original CAD is that of Figure 3.3 a. The view angles are: a) 0°; b) 45°; c) 90°; d) 

135°; e) 180°.   
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c) d) 
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e) 

Figure 3.16 – Example of simulated images for the spotlight SAR7 

 
 

3.4 The fusion of the decision on the target class 

After that the decision on the target class is made by each imaging sensor, 

according to the algorithm described in Section 3.2, the fusion of the decisions is 

performed. The information on the class is generally not very reliable for long 

distance from the air platform, when only the spotlight SAR is active, and it 

becomes more reliable when the target is closer to the platform, when also the 

video camera and IR camera are active. The purpose of the fusion operation is to 

process the outputs of the three imaging sensors in order to obtain an accurate and 

reliable estimate of the target class. As stated before, the performance of each 

                                                 
7 Images by courtesy of Dr. U. D’Elia and Dr. M. G. Del Gaudio, MBDA, Rome, Italy.  
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imaging sensor during the classification process is modelled by means of its 

confusion matrix ( ) ( )
ijc =  C k k . The CMs of the three imaging sensors considered 

in this work are (1) (1)
ijc =  C  for the video camera, (2) (2)

ijc =  C  for the IR camera 

and (3) (3)
ijc =  C  for the spotlight SAR. According to the definition given in 

Equation (3.1), the generic entry of the matrix C(1) is the following probability: 

{ } { }(1)
ij j i 1 ic Pr video camera decides for H   when H  is true Pr d j | H= = =  (3.28) 

Similarly, the entries of matrices C(2) and C(3) are defined as: 

{ } { }(2)
ij j i 2 ic Pr IR camera decides for H   when H  is true Pr d j | H= = =  (3.29) 

and: 

{ } { }(3)
ij j i 3 ic Pr spotlight SAR decides for H   when H  is true Pr d j | H= = =  (3.30) 

Note that is: 

 { } { }1 jd j Video camera decides for H= ≡  

 { } { }2 jd j IR camera decides for H= ≡  

 { } { }3 jd j Spotlight SAR decides for H= ≡  

Thus the conditional correct classification probabilities are { }(1)
ii 1 ic Pr d i | H= =  for 

the video camera; { }(2)
ii 2 ic Pr d i | H= = for the IR camera and { }(3)

ii 3 ic Pr d i | H= =  

for the spotlight SAR. The fusion process is described in Figure 3.17. For each 

imaging sensor, the CM matrix is analytically computed as described in Appendix 

A and its entries are used to make a local decision on the class, i.e. d1 for the video 

camera, d2 for the IR camera, and d3 for the spotlight SAR. Then these local 

decisions are combined using an appropriate decision rule. 
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Decision rule

Analytical computation of
confusion matrix

VISIBLE
camera IR camera Spot-light

SAR 2D

Analytical computation of
confusion matrix

Analytical computation of
confusion matrix

( )1C ( )2C

1 2 43 1 2 43 1 2 43

1d 2d
3d

fd  

( ) 
 

1
ijc

( ) 
 

2
ijc ( ) 

 
3

ijc

( )3C

  ijfF =

( )fd = dg
( )≡ 2 31 dd , ,dd

 

Figure 3.17 – Fusion of the decisions on target class 

 
In our analysis, we have assumed that the decisions coming from the three 

sensors are aligned in time, i.e. a delay in the fusion process is considered in order 

to take into account for the sampling rate of the slower sensor. The observed data is 

a three-dimensional vector ( )1 2 3d ,d ,d=d  whose elements kd , for k = 1,2,3 , are 

discrete random variables (r.v.) that take values in the set { }S 1,2,3, ,M=I " , 

where M 4=  is the number of classes considered, and represent the decision on the 

target class coming from each imaging sensor. Let consider the set 
[ ]{ }m K

d ,  m 1....M= =I d , which is the set of all the observable sequences of K 3=  

elements that can be constructed with the M 4=  elements of the set IS. The 

dimension of  Id is K 3M 4 64= = . Our purpose is to map the three-dimensional 

vectors d  into a scalar value belonging to the set IS and representing the final 

estimated class of the target, i.e. fd  in Figure 3.17. This means to distinguish 
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between M possible hypotheses { }1 2 MH ,H , ,H… . We assume that these 

hypotheses have the same a priori probability: 

{ }i
1Pr H =      for  i 1, ,M
M

= "  (3.31) 

We indicate with ( )dg  the fusion rule, i.e. the function that maps the observed 

vector d  into a final decision in favour of one of the M hypotheses: 

( )fd = dg  (3.32) 

where { }fd j=  represents the event { }jwe decide in favour of H . This approach, 

based on the fusion of the decisions made by each sensor through the CM entries, 

allows us to manage the combination of information coming from very dissimilar 

imaging sensors and to compensate for the sensor parameter differences, such as 

the fields of view, the resolutions, and the noise features. The overall performance 

of the fusion process can be expressed by means of a “fused” confusion matrix, i.e. 

the matrix pertinent to the final decision on the target class df. Two fusion 

strategies have been considered in this work: one based on the majority voting 

decision rule and the other based on the maximum likelihood decision rule.  

 

A. Majority voting decision rule (MV) 

The majority voting decision rule consists in choosing for target class that 

occurs more times in the observed sequence ( )1 2 3d ,d ,d . In the case of the three-

dimensional sequences considered here, the MV rule can be analytically expressed 

as follows: 

( ){ }f q 1 2 3d = q q :  L d ,d ,d 2→ ≥  (3.33) 

where ( )q 1 2 3L d ,d ,d  is the number of times the value q appears in the sequence 

( )1 2 3= d ,d ,dd , i.e. the number of occurrences of the q-th class in the observed 

sequence. When ( )q 1 2 3L d ,d ,d 1= , i.e. ( ) ( ) ( ){ }1 2 1 3 2 3d d d d d d≠ ≠ ≠∩ ∩ , the MV 
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rule is not applicable. In these cases, we choose the class for which has decided the 

“more reliable sensor”, i.e. the sensor for which the conditional correct 

classification probability, given by the diagonal elements of the CM, is higher. For 

instance, if the sequence ( )[8] 1,2,4=d  is observed, the final class will be fd q=  

for which { }k qPr d q | H=  is maximum, for k=1,2,3. In this example we have: 

1d = 1 , 2d 2= , and 3d 4= ; then we consider the diagonal elements (1)
11c  for the 

video camera, (2)
22c  for the IR camera and (3)

44c  for the spotlight SAR and we decide: 

( )
( )
( )

(1) (2) (3) (1)
11 22 44 11

(1) (2) (3) (2)
f 11 22 44 22

(1) (2) (3) (3)
11 22 44 44

1      if   c ,c ,c =c

d 2      if  c ,c ,c =c

4      if  c ,c ,c =c

max

max

max


= 



 

(3.34) 

The observable three-dimensional vectors d[m] are all the possible sequences of 

3K =  objects ( 1 2 3d ,d ,d ) that can be made with the 4M =  elements  of the 

previously defined set Id. Table 3.3 shows all the 64 observable sequences.  

 

Table 3.3 – Observable sequences 
111 

112 

113 

114 

121 

122 

123 

124 

131 

132 

133 

134 

141 

142 

143 

144 

211 

212 

213 

214 

221 

222 

223 

224 

131 

232 

233 

234 

141 

242 

243 

244 

311 

312 

313 

314 

321 

322 

323 

324 

331 

332 

333 

334 

341 

342 

343 

344 

411 

412 

413 

414 

421 

422 

423 

424 

431 

432 

433 

434 

441 

442 

443 

444 
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According to the decision rule described by (3.33), we can derive a fusion table for 

MV decision rule, as shown in Table 3.4.  

 

Table 3.4 – Fusion table for MV rule 

 d 
# occurrences 

of 1 

# occurrences 

of 2 

# occurrences 

of 3 

# occurrences 

of 4 fd  

d[1] 111 3 0 0 0 1 

d[2] 112 2 1 0 0 1 

d[3] 113 2 0 1 0 1 

d[4] 114 2 0 0 1 1 

#  #  #  #  #  #  #  

d[8] 124 1 1 0 1 (∗) 

 

#  

 

#  

 

#  

 

#  

 

#  

 

 

#  

 

#  

d[64] 444 0 0 0 3 4 

 

The last column of the table contains the final decision on the target class made 

according to the MV rule. Using this table, we can evaluate the fused matrix F, 

after the fusion of the information on the target class:  

ijf =  F  (3.35) 

The entries of this matrix are: 

{ } ( )
j

[m]
ij f i i

m D

f Pr d j | H Pr = | H
∈

= = = ∑ d d  (3.36) 

where jD  is the decision zone of jH , i.e. the set of m’s for which we decide in 

favour of jH . It is defined as: 

( ){ }[m]
jD m :  jg= =d  (3.37) 

                                                 
∗ Choose class coming from the more reliable sensor. 
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The elements of the sum ( )[m]
iPr = | Hd d  can be computed as: 

( ) ( ) ( ) ( )[m] [m] [m] [m]
i 1 i 2 i 1 iPr = | H Pr d = d | H Pr d = d | H Pr d = d | H= ⋅ ⋅d d  (3.38) 

that represents the product of the entries of the CMs of the three sensors: 

( ) { } (1) (2) (3)
i 1 2 3 i ij ik inPr | H Pr d j,d k,d n | H c c c= = = = = ⋅ ⋅d  (3.39) 

with , , 1, ,4=j k n,i " . 

 

B. Maximum likelihood decision rule (ML) 

In many applications, the most common approach utilized to distinguish 

between two or more hypotheses is based on the Bayes rule, which assumes a prior 

knowledge of the probabilities of the hypotheses under test.  The Bayes rule is 

based on the minimization of the expectation of the cost function Cij, defined as the 

cost assigned to the decision to choose in favour of Hj when Hi is true [38]. The 

analytical formulation of the Bayesian approach applied to the decision on the 

target class is: 

( ){ }f j
j

d q :   q arg max Pr H |   for  j 1, ,M   = = =d …  (3.40) 

The rule expressed by (3.40) is called M-ary maximum a posteriori probability 

(MAP) decision rule, since ( )jPr H | d  is the probability of the hypothesis Hj after 

the observation of the data d, thus it is an a posteriori probability. As stated before, 

this decision rule assumes prior knowledge of the likelihoods of the hypotheses. 

According to the Bayes theorem, the a posteriori probability ( )jPr H | d  can be 

expressed as: 

( ) ( ) ( )
( )

j j
j

p | H Pr H
Pr H |

p
⋅

=
d

d
d

 (3.41) 

where ( )jPr H  is the prior probability of the j-th hypothesis and ( )p d  is the 

probability mass function (pmf) of the discrete data d. Since ( )p d  is a positive 
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function that does not depend on the hypothesis, it does not affect the maximization 

of  ( )jPr H | d . When the assumption of equal prior probability of the hypotheses 

can be done, the decision rule of (3.40) can be expressed as:  

( )f j
j

d q :   q arg max p | H   for j,q 1, ,M   and   j q= = = ≠d …  (3.42) 

This is called M-ary maximum likelihood (ML) decision rule, since ( )jp | Hd  is the 

likelihood function of the j-th hypothesis. Note that the decision rule (3.42) 

provides the minimum error probability only when the prior probabilities ( )qPr H  

for q 1, ,M= "  are all equal. 

According to the ML rule, to decide the final class of the target using the 

observed data sequences d , we have to choose for the hypothesis qH  that 

maximizes the following probability mass functions: 

( )[m] K
qp = | H ,  m 1, ,M     q 1, ,Mfor and  for = =d d " "  (3.43) 

where: 

( ) ( ) ( ) ( )[m] [m] [m] [m]
q 1 1 q 2 2 q 3 3 qp = | H p d = d | H p d = d | H p d = d | H= ⋅ ⋅d d  (3.44) 

The elements of the product in (3.44) are the entries of the confusion matrices C(1), 

C(2), and C(3), respectively. The joint conditional probability mass function of d can 

be expressed as follows: 

( ) { } (1) (2) (3)
q 1 2 3 q qi qj qnp | H Pr d i,d j,d n | H c c c= = = = = ⋅ ⋅d  (3.45) 

This is shown in Figure 3.18 for the sequence ( )[8] 1,2,4=d .  
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( )1 1p d |H

( )2 1p d |H

( )3 1p d |H

( ) ⋅ ⋅(1) (2) (3)
1 2 3 1 11 12 14p d =1,d = 2,d = 4 |H = c c c

(1)
11c

(1)
12c

(1)
13c (1)

14c

(2)
11c

(2)
12c

(2)
13c (2)

14c

(3)
12c

(3)
13c

(3)
14c

(3)
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Figure 3.18 – Example of pmf for the sequence d[8]=(1,2,4) when H1 is true 

 

 

According to the ML decision rule describe above, we can derive a fusion table for 

all the observable sequences, as shown in Table 3.5. The last column of the table 

contains the final decision on the target class made according to (3.42). Similarly to 

the case of the MV rule, from this table we can obtain the fused confusion matrix 

ijf =  F , by using Equations (3.36) and (3.37).  
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Table 3.5 – Fusion table for ML rule 

 d ( )1p | Hd  ( )2p Hd |  ( )3p | Hd  ( )4p | Hd  df 

d[1] 

d[2] 

d[3] 

d[4] 

d[5] 

 

#  
d[8] 

 

 

#  
 

 

d[64] 

[111]  

[112]  

[113]  

 

 
 

#  
[124]  

 
 

 

#  
 

 

[444]  

(1) (2) (3)
11 11 11c c c⋅ ⋅  

(1) (2) (3)
11 11 12c c c⋅ ⋅  

(1) (2) (3)
11 11 13c c c⋅ ⋅  

#  
 

#  
(1) (2) (3)
11 12 14c c c⋅ ⋅  

 

 

#  
 
 
 

(1) (2) (3)
14 14 14c c c⋅ ⋅  

(1) (2) (3)
21 21 21c c c⋅ ⋅  

(1) (2) (3)
21 21 22c c c⋅ ⋅  

(1) (2) (3)
21 21 23c c c⋅ ⋅  

#  
 

#  
(1) (2) (3)
21 22 24c c c⋅ ⋅  

 

 

#  
 
 
 

(1) (2) (3)
24 24 24c c c⋅ ⋅  

(1) (2) (3)
31 31 31c c c⋅ ⋅  

(1) (2) (3)
31 31 32c c c⋅ ⋅  

(1) (2) (3)
31 31 33c c c⋅ ⋅  

#  
 

#  
(1) (2) (3)
31 32 34c c c⋅ ⋅  

 

 

#  
 
 
 

(1) (2) (3)
34 34 34c c c⋅ ⋅  

(1) (2) (3)
41 41 41c c c⋅ ⋅  

(1) (2) (3)
41 41 42c c c⋅ ⋅  

(1) (2) (3)
41 41 43c c c⋅ ⋅  

#  
 

#  
(1) (2) (3)
41 42 44c c c⋅ ⋅  

 

 

#  
 
 
 

(1) (2) (3)
44 44 44c c c⋅ ⋅  

1 

1 

1 

 

#  
 

#  
 

 

 

#  
 

 

4 

 

 

3.5 Performance of the fusion process 

The performance of the decision rule can be expressed in terms of closeness of 

the fused confusion matrix F to the identity matrix, which represents the ideal case. 

In fact, an ideal classification process is characterized by probabilities of error (off-

diagonal elements of the CM) equal to zero and by probabilities of correct 

classification (diagonal elements) equal to one:   

M

1
1 0

0 1
1

 
 
 
 =
 
 
  

I %  

(3.46) 
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where the dimension M of the matrix is the number of hypotheses in the 

classification process ( 4=M  in the case considered here). The conditional correct 

classification probabilities for the fused matrix F can be expressed from its 

diagonal elements, similarly to those of the CMs of the three sensors, C(1), C(2) and 

C(3):  

{ }
iCC|H i iiP Pr correct classification  | H f= =  (3.47) 

The probability of correct classification is then: 

{ }
i i

M M

CC CC|H i CC|H
i 1 i 1

1P P Pr H P
M= =

= ⋅ = ⋅∑ ∑  (3.48) 

where in the last part of the equality, we have used the assumption (3.31) of equal a 

priori probability for the hypotheses. By replacing equation (3.47) in (3.48), we 

obtain: 

( )
i

M M

CC CC|H ii
i 1 i 1

tr1 1P P f
M M M= =

= ⋅ = ⋅ =∑ ∑
F

 (3.49) 

where we have considered that the sum of the diagonal elements represents the 

trace of matrix F. To evaluate the performance of the fused matrix F, we consider 

the probability of correct classification expressed in (3.49) and we select as the best 

performing matrix the one for which the probability of correct classification, and 

then the ratio tr( ) MF , is the nearest to 1, i.e. its maximum value. This occurs 

when the trace of matrix F at the numerator is close to M, which is the trace of the 

identity matrix. From this point of view the correct classification probability is an 

index of the closeness of matrix F to the identity IM.  

The same performance criterion can also be explained as follows. To 

evaluate the closeness of the fused matrix F to the identity, we can define the 

following quality factor: 

{ }
( )

( ) ( )
( )

( )
( )

( )M M

M M M

tr tr tr tr tr
= 1- 1

tr tr tr M
Q

− −
= − = =

I F I F F F
I I I

 (3.50) 
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The parameter Q is included in the interval [ ]0,1  and it is close to 1 when the 

fused matrix F is very close to identity and it is close to 0 when F is significantly 

different from identity. As we can see by comparing (3.49) and (3.50), the 

parameter Q is equivalent to the probability of correct classification. Thus, the best 

fused matrix is the one for which this quality factor is nearest to 1, that is also the 

maximum value of the correct classification probability. The difference 

( ) ( )Mtr tr−I F  at the numerator of the first side of Equation (3.50) represents the 

sum of the off-diagonal elements of F: 

( ) ( ) ( )
M M

M ij
j 1 i 1
j i

tr tr M tr f
= =
≠

− = − = ∑∑I F F  (3.51) 

This property is due to the fact that the sum of all the elements of the matrix F is 

equal to M, as can be demonstrated by using the definition given in (3.36): 

{ }
M M M M

ij f i
j 1 i 1 j 1 i 1

f Pr d j | H
= = = =

= =∑∑ ∑∑  (3.52) 

By setting the value of j in the previous expression and considering only the sum 

{ }
M

f i
i 1

Pr d j | H
=

=∑ , i.e. the sum over the columns of F, from the total probability 

theorem we obtain: 

{ } { } { }
M

f f i i
i 1

Pr d j Pr d j | H Pr H
=

= = =∑  (3.53) 

and by using the assumption of equal probability of the hypotheses Equation (3.53) 

can be written as: 

{ } { } { } { }
M M

f f i i f i
i 1 i 1

1Pr d j Pr d j | H Pr H Pr d j | H
M= =

= = = = =∑ ∑  (3.54) 

and the sum { }
M

f i
i 1

Pr d j/ H
=

=∑  becomes: 

{ } { }
M

f i f
i 1

Pr d j | H M Pr d j
=

= = ⋅ =∑  (3.55) 

Then the sum of all the elements of matrix F defined in (3.52) can be expressed as: 
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{ } { }

{ }

M M M M M

ij f i f
j 1 i 1 j 1 i 1 j 1

M

f
j 1

f Pr d j | H M Pr d j

            M Pr d j M

= = = = =

=

 
= = = ⋅ = = 

 

= ⋅ = =

∑∑ ∑ ∑ ∑

∑
 

(3.56) 

Since the events { }fd j= for j=1,…,M represent the set of all possible decision 

events, it is: 

{ }
M

f
j 1

Pr d j 1
=

= =∑  (3.57) 

Using these performance criteria, we have found that the best fusion rule between 

the two described above is the one based on the ML decision rule.   

 

3.5.1 Numerical example  

In this section we provide a numerical example concerning the classification 

process performed by the three imaging sensors, for the four naval targets that we 

have described in the scenario: dinghy, motor boat, fishing boat, and oil tanker. 

The databases of simulated images required for the computation of the CM have 

been constructed as described in Section 3.3 for three imaging sensors. A distance 

between the target and the sensor equal to 10 Km and a view angle equal to 180° 

have been considered. The SNR over the single pixel of the reference images has 

been evaluated by considering the noise features of each imaging sensor, as 

described in Section 2.3.4 for the video camera, in Section 2.3.5 for the IR camera, 

and in Section 2.3.3.1 for the spotlight SAR. The effect of the atmosphere has been 

taken into account by considering the extinction coefficient of Equation (2.23) for 

the video camera, the coefficient of Table 2.9 for the IR camera, and the factor Lα 

of Equation (2.11) for the spotlight SAR. In all the cases, the sea state is assumed 

to be equal to 0. The simulated images of the three sensors are referred to the same 

geometrical and environmental conditions, but the SNR value can be different from 

one sensor to the other, due to the different nature of the sensors. 
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The resulting CMs for the video camera, the IR camera and the spotlight SAR 

are reported, respectively, in Table 3.6-Table 3.8.  

 

Table 3.6 – CM of the video camera, C(1) 
output → 

input ↓ 
Dinghy Motor boat Fishing boat Oil tanker 

Dinghy 0.9209 0.0648 0.0142 0.0000 

Motor boat 0.0648 0.8490 0.0862 0.0000 

Fishing boat 0.0142 0.0862 0.8996 0.0000 

Oil tanker  0.0000 0.0000 0.0000 1.0000 

 

Table 3.7 – CM of the IR camera, C(2) 
output → 

input ↓ 
Dinghy Motor boat Fishing boat Oil tanker 

Dinghy 0.8076 0.0289 0.1635 0.0000 

Motor boat 0.0289 0.9529 0.0182   0.0000 

Fishing boat 0.1635 0.0182 0.8182 0.0000 

Oil tanker  0.0000 0.0000 0.0000 1.0000 

 

 
Table 3.8 – CM of the spotlight SAR, C(3) 

output → 

input ↓ 
Dinghy Motor boat Fishing boat Oil tanker 

Dinghy 0.5995 0.2306 0.1698 0.0000 

Motor boat 0.2306 0.7167 0.0526 0.0000 

Fishing boat 0.1698 0.0526   0.7775 0.0000 

Oil tanker  0.0000 0.0000 0.0000 1.0000 

 

These tables show that the less reliable sensor, as concerns the classification of 

the four targets considered, is the spotlight SAR. The correct classification 
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probability conditioned to Class 4 (oil tanker) is always 
4C|HP 1= , due to the fact 

that the size of this class of target (100 m) is significantly different from the size of 

the other targets considered. The fused CMs obtained by the majority voting rule, 

FMV, and by the maximum likelihood rule, FML, are shown in Table 3.9 and in 

Table 3.10.  

 

Table 3.9 – Fused CM by using the MV rule, FMV 
output → 

input ↓ 
Dinghy Motor boat Fishing boat Oil tanker 

Dinghy 0.9455 0.0226 0.0317 0.0000 

Motor boat 0.0523 0.9407 0.0069 0.0000 

Fishing boat 0.0660 0.0069 0.9269 0.0000 

Oil tanker  0.0000 0.0000 0.0000 1.0000 

 

Table 3.10 – Fused CM by using the ML rule, FML 
output → 

input ↓ 
Dinghy Motor boat Fishing boat Oil tanker 

Dinghy 0.9460 0.0229 0.0309 0.0000 

Motor boat 0.0262 0.9597 0.0140 0.0000 

Fishing boat 0.0166 0.0097 0.9735 0.0000 

Oil tanker  0.0000 0.0000 0.0000 1.0000 

 

From these tables we can observe that the best performing fused matrix, i.e. the 

nearest to I4, is the one obtained by the ML decision rule, FML.  

The goodness of the CMs in Table 3.6 - Table 3.10 is expressed by means of the 

probability of correct classification PCC that is equal to the quality factor Q defined 

in (3.50). As shown in Table 3.11, the value of CCP Q≡  nearest to 1 is that 

corresponding to the fused matrix FML.  
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Table 3.11 – Performance of the CMs 

 A B C FMV FML 

Q ≡ PCC  0.9174 0.8947  0.7734 0.9533 0.9698 

 

The fusion process can provide an improvement in the correct classification 

probability equal to 3.59% for the MV rule and equal to 5.24% for the ML rule, 

with respect to the more reliable sensor, i.e. the video camera in the numerical 

example considered here. The value CCP Q≡  for all the CMs considered in this 

numerical example is also graphically shown in Figure 3.19. 
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Figure 3.19 – Probability of correct classification equal to the factor Q 

 

 
 



 

 

 

 Chapter 4 
The Command and Control centre 

 
 

4.1 Introduction 

The surveillance operation performed by the integrated system is coordinated by 

a Command and Control (C2) centre. The targets detected, identified and classified 

by the multiple sensors of the system are sent to the C2 centre, where the following 

functions are performed: 

▪ the association and the fusion of the tracks coming from the two radars; 

▪ the processing of the tracks, in order to evaluate the parameters required for the 

threat evaluation; 

▪ the threat level evaluation of the detected targets; 

▪ the selection of a suitable intervention on the evaluated targets; 

▪ the allocation of a system resource in order to inspect the nature of the targets 

evaluated as potentially threat. 

The decision making (DM) process for the evaluation of the threat level and for 

the selection of an intervention is composed by two steps: the Situation Assessment 

(SA) step, during which the threat level of the targets is assessed, and the Response 

Selection (RS) step, which corresponds to the selection of a suitable intervention 

on the previously assessed targets and to the allocation of a system resource for the 

target inspection. The C2 centre also performs the fusion of the class information 

described in Section 3.4, when this is available from the imaging sensors. 
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4.2 Track association and fusion 

As stated before, the land based radar and the airborne radar perform the 

detection and the tracking of the targets independently. For both the radars it is 

assumed that the track initialization takes place when the detection has occurred for 

three radar scans over a window of five scans. It is also assumed that the two radars 

perform the tracking with respect to the inertial geographical system centred in the 

point ( )0;0≡O  of Figure 2.2. This means that the target coordinates are detected 

by each radar with respect to its own reference system and then they are shifted on 

the geographical system, before that the tracking is performed. This is 

schematically represented in Figure 4.1.  

Land based radar

( )1x' n ( )x2'' n

Change coordinates
VTS  GEO

( ) ( )=1x x M x
1P 1 1n + ' n

( )x̂GEO
1 n

State-vector
association

State-vector fusion

( )x̂ n

C2

…

( )x̂GEO
2 n

( )PGEO
1 n

Target parameters

Airborne radar

Change coordinates
AEWR  GEO

( ) ( ) ( ) ( )= ⋅2x x M x
2P 2 2n n + n '' n

Kalman filter
Φ1,G1

Kalman filter
Φ2,G2

( )PGEO
2 n

 

Figure 4.1 – Tracker architecture 
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To simplify the computational load of the simulator developed in this work, we 

have not implemented the tracker architecture inside the end to end simulator, but 

we have taken into account for the tracking process by means of analytical 

expressions of the measurement errors in the target coordinates. An interesting 

future development of this work is the inclusion of the tracking architecture inside 

the simulator and the study of the computational issues related to this operation. 

The measurement errors on the Cartesian coordinates have been computed as 

follows [19]:  
2 2 2 2 2 2
X ρ θσ σ cos θ +ρ σ sin θ =  

2 2 2 2 2 2
Y ρ θσ σ sin θ +ρ σ cos θ =  

( )2 2 2
XY ρ θσ σ ρ σ sinθ cosθ = −  

 

(4.1) 

where ρσ  and θσ  are the standard deviations of the radar errors on the range and 

on the azimuth and it is assumed that the radar measurement errors are small 

compared with the true target coordinates. 

When the initialized tracks are sent to the C2 centre, a test for the track to track 

association is performed before that the tracks are fused together. In our analysis 

we have assumed that the estimation errors in the state vector from the two radars 

are independent [4]. The track association is performed on the bases of the 

estimated coordinates, i.e. the tracks are considered as belonging to the same target 

when the following conditions are verified:  

( )1 2

2 2
1 2 X X

ˆ ˆX -X < 2 σ +σ  

( )1 2

2 2
1 2 Y Y

ˆ ˆY -Y < 2 σ +σ  

 

(4.2) 

where 1 1
ˆ ˆ(X ,Y )  and 2 2

ˆ ˆ(X ,Y )  are respectively the target Cartesian coordinates 

estimated by the VTS radar and by the AEW radar.  

After the track association test, the tracks that belong to the same target are 

combined in order to obtain a more accurate estimate of the state vector. The fusion 
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equation is obtained by weighting the track coming from each radar proportionally 

to its accuracy. The fusion equation under the error independence assumption is: 

( ) ( )-1 -12 1 2 1 1 1 2 2ˆ ˆ ˆ = +  + +x P P P x P P P x  (4.3) 

where P1 and P2 are the covariance matrices of the estimation errors respectively 

for the land based radar and for the airborne radar, 1x̂  and 2x̂  are the estimated 

state vectors from the two radars, and x̂  is the final state vector after the fusion 

process. The corresponding fusion equation for the covariance matrix is:  

( )-11 1 2 2 = +P P P P P  (4.4) 

 

 

4.3 The threat evaluation logic  

When the track fusion has been performed, the C2 centre processes the track 

parameters in order to obtain the information required to evaluate the target threat 

level. More specifically, the following quantities are estimated: 

▪ the trajectory of the target; 

▪ the coordinates I I(X ,Y )  of the estimated intersection point between the 

target trajectory and the bound of the off-limit region; 

▪ the coordinates C C(X ,Y )  of the expected impact point between the target and 

the coast line; 

▪ the distance between the target and the coast line; 

▪ the direction of the target with respect to the coast; 

▪ the target approaching time to the coast. 

After the track processing, a decision making process occurs in order to evaluate 

the threat level of each track. The threat evaluation logic is based on a deterministic 

comparison between the target parameters and some allowed values, defined by 

tolerance thresholds that depend on the operational scenario and on the information 

available on the target. In the scenario considered in this work, the tolerance 
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thresholds are expressed in terms of the maximum allowed target speed, the 

minimum distance allowed between the target position and the coast line, the target 

direction with respect to the coast. These thresholds are described in Table 4.1. 

 

Table 4.1 – Tolerance thresholds 
Speed (V) LOW (V 12 Nodes)

MEDIUM (12 V 40 Nodes)
HIGH (V 40 Nodes)

<
≤ ≤

>

  
  

  
 

Distance FAR (out of  the Warning Zone)
WZ (inside  the Warning Zone)
OFF (inside the Off Limit region)−

Direction IN : approaching the coast
OUT : otherwise

 

 

First, the target is identified as cooperative or non-cooperative on the base of the 

information provide by the AIS station, if available. The non-cooperative targets 

are further evaluated in order to define their Threat Level (TLi, i =0,1,2 ): 

▪ TL0: neutral target; 

▪ TL1: suspect target; 

▪ TL2: threat target. 

The evaluation logic also takes into account for the class information derived 

from one or more imaging sensors. This logic is shown in Tables 4.2 - 4.5 for the 

four classes of targets. In the tables “IN” indicates a target approaching the coast 

and “OUT” indicates a target whose direction is opposite to the coast. In Table 4.6 

the case of class “unknown” has been considered, i.e. when the target class has not 

been detected by the imaging sensors. 
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Table 4.2 – Threat evaluation logic for the dinghy 

Class Speed Distance from 
the coast Direction TL 

Dinghy (1) LOW 
LOW 
LOW 
LOW 
LOW 
LOW 

FAR 
FAR 
WZ 
WZ 
OFF 
OFF 

IN 
OUT 
IN 

OUT 
IN 

OUT 

TL1 
TL0 
TL1 
TL0 
TL2 
TL1 

 MEDIUM 
MEDIUM 
MEDIUM 
MEDIUM 
MEDIUM 
MEDIUM 
HIGH 
HIGH 
HIGH 
HIGH 
HIGH 
HIGH 

FAR 
FAR 
WZ 
WZ 
OFF 
OFF 
FAR 
FAR 
WZ 
WZ 
OFF 
OFF 

IN 
OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 

TL1 
TL0 
TL2 
TL1 
TL2 
TL1 
TL2 
TL1 
TL2 
TL1 
TL2 
TL2 

 
 
 

Table 4.3 – Threat evaluation logic for the immigrant boat 

Class Speed Distance from 
the coast Direction TL 

Immigrant boat (2) LOW 
LOW 
LOW 
MEDIUM 
MEDIUM 
MEDIUM 

FAR 
WZ 
OFF 
FAR 
WZ 
OFF 

IN 
IN 
IN 
IN 
IN 
IN 

TL1 
TL2 
TL2 
TL1 
TL2 
TL2 

 
 
 

Table 4.4 – Threat evaluation logic for the fishing boat 

Class Speed Distance from 
the coast Direction TL 

Fishing boat (3) LOW 
LOW 
LOW 
LOW 
LOW 
LOW 

FAR 
FAR 
WZ 
WZ 
OFF 
OFF 

IN 
OUT 
IN 

OUT 
IN 

OUT 

TL1 
TL0 
TL1 
TL1 
TL2 
TL2 
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Table 4.5 – Threat evaluation logic for the oil tanker 

Class Speed Distance from 
the coast Direction TL 

Oil tanker (4) LOW 
LOW 
LOW 
LOW 
LOW 
LOW 
MEDIUM 
MEDIUM 
MEDIUM 
MEDIUM 
MEDIUM 
MEDIUM 

FAR 
FAR 
WZ 
WZ 
OFF 
OFF 
FAR 
FAR 
WZ 
WZ 
OFF 
OFF 

IN 
OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 

TL1 
TL0 
TL1 
TL1 
TL2 
TL2 
TL1 
TL0 
TL1 
TL1 
TL2 
TL2 

 
 
 

Table 4.6 – Threat evaluation logic for class “unknown” 

Class Speed Distance from 
the coast Direction TL 

Unknown 

(not detected by 
the imaging 
sensors) 

LOW 
LOW 
LOW 
LOW 
LOW 
LOW 
MEDIUM 
MEDIUM 
MEDIUM 
MEDIUM 
MEDIUM 
MEDIUM 
HIGH 
HIGH 
HIGH 
HIGH 
HIGH 
HIGH 

FAR 
FAR 
WZ 
WZ 
OFF 
OFF 
FAR 
FAR 
WZ 
WZ 
OFF 
OFF 
FAR 
FAR 
WZ 
WZ 
OFF 
OFF 

IN 
OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 
IN 

OUT 

TL1 
TL0 
TL1 
TL1 
TL2 
TL2 
TL1 
TL0 
TL1 
TL1 
TL2 
TL2 
TL2 
TL1 
TL2 
TL1 
TL2 
TL2 

 
 
The basic idea of this logic is to delay the decision when not enough information is 

available to derive the target nature, in order to acquire more accurate information 

on the target nature. The tracks that are evaluated in a definitive way as neutral 

(TL0) or threat (TL2) are no more stored in the C2 centre and they are removed 
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from the simulation scenario. Only the tracks that are evaluated as suspect (TL1) 

are stored in the C2 centre to be further evaluated until a definitive decision on their 

nature can be made and a suitable intervention can be selected.  

Note that an immigrant boat can only approach the coast, in order to simulate a 

realistic scenario. Since the parameters of the target are generated according to the 

values reported in Table 2.1, only for the dinghy the speed can assume the value 

“high”.  

 

4.4 The selection of the intervention  

After the threat evaluation process, the C2 centre selects an appropriate reaction 

on the target. The intervention is only selected for targets assessed as threat (TL2) 

and it consists in the allocation of a system resource, in order to inspect the nature 

of the target. The targets that are evaluated as neutral (TL0) do not require any 

intervention and their parameters are no more stored in the C2 centre. For the 

targets that are evaluated as suspect the decision on the intervention is delayed, in 

order to acquire more information on their nature during the following observation 

time. Table 4.7 shows the selection of the intervention on the evaluated tracks. 

 

Table 4.7 – Selection of the intervention 

Track Intervention 

Cooperative track No intervention 

TL0: neutral track No intervention 

TL1: suspect track Delay the decision  

TL2: threat track Allocate a resource of the system (type A or type B) 
to inspect the target nature  

 

 

In the system analyzed in this work, two types of resources are considered for 

the intervention: a helicopter (type A) and a patrol boat (type B); both the 

resources are used only for the target inspection and they do not carry any 
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sensors on board. The choice of the type of resource depends on the time 

available for the reaction, which is related to the parameters of the operative 

scenario, such as the target speed, the target approaching time to the coast, or the 

number of resources available. The parameters of each resource are reported in 

Table 4.8.  The numerical values shown in the table are merely indicative and 

they must be properly selected for each operational context under investigation. 

 

Table 4.8 – Parameters of the resources 

Resource A: helicopter 

Availability NA=3 helicopters 

Speed VA= 300Km/h; 

Departure base Airport (Trapani) 

Inspection time 300 sec 

Departure time 300 sec 

Resource B: patron boat 

Availability NB=7 patrol boats 

Speed VB= 60Km/h; 

Departure base Harbor (Sciacca) 

Inspection time 300 sec 

Departure time 300 sec 

 

 

The time available for the reaction for the resource B (or A) is evaluated as 

follows. The reaction time of the resource B (or A) is defined as the time required 

by the resource to intercept the trajectory of the target. In Figure 4.2 we indicate as 

( )P P TP X ;Y r≡ ∈  the potential point where the resource will intercept the target 

trajectory, which is indicated by the line rT, and as ( )T TT X ;Y≡  the current 

position of the target.  
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Figure 4.2 – Example of intervention on a TL2 tack with resource B 

 

The time instants:  

( ) ( )2 2
T P T PTP

T

X X Y Yd
t

V V
− + −

= =
JJJG

 
(4.5) 

( ) ( )2 2
B P B PBP

R
B B

X X Y Yd
t

V V
− + −

= =
JJJG

 
(4.6) 

are, respectively, the instant when the target will be in the point P and the instant 

when the resource will be in the same point; V is the speed of the target and VB is 

the speed of resource B. The coordinates of point P can be evaluated by solving the 

following system: 

T R

T P T P T

t t                                 
P r Y m X q

=
 ∈ → = +

 (4.7) 

if the solution for the system exists. Thus the reaction time is:  

RT t=reactB  (4.8) 

and the time available for the reaction is: 

T T T= −availableB appr reactB  (4.9) 

Off-limit

r0 

r1T 
Target  

N 
I 

P

Warning 
Zone 

rT 
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where Tappr is the approaching time of the target to the coast. If the time TavailableB is 

higher than zero and if the number NB of available patrol boats is not zero, the 

intervention can be performed with the resource B. Otherwise, the time available 

for the reaction for the resource A (TavailableA) is evaluated in the same way of that 

of resource B, by considering the coordinates ( )A AX ;Y  and the speed VA in 

Equation (4.6). If TavailableA is higher than zero and if the number NA of available 

helicopters is not zero, the intervention is performed with resource A; otherwise a 

missed intervention occurs, i.e. a system error during the resource allocation. In 

both cases the resource is not allocated when the point P, where it could intercept 

the target, is next to the coast line. When a resource (B or A) is allocated for the 

inspection of the target, the system evaluates the time during which it is involved 

with the target inspection and then it is unavailable. This time is equal to the sum 

of the time that the resource spends to reach the target, to inspect it, and to return to 

the departure base: 

T T T T= + +unavailable dep RT insp  (4.10) 

where Tdep is the departure time required to the resource, TRT is the round trip time, 

and Tinsp is the inspection time. In this way, a resource can be considered again 

available when the time Tunavailable is expired. For simplicity, we have not 

considered the use of a resource when it has completed the inspection, but it is not 

yet returned in the departure base.  
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 Chapter 5 
 Performance analysis 

 
 

 

5.1 Measures of Effectiveness 
The performance of the overall system is evaluated in terms of measures of 

effectiveness (MoE). These MoE include metrics on the detection capability of the 

integrated system, on the threat evaluation, and on the intervention. 

 The metric concerning the detection is represented by the parameter evaluatedη , 

defined as the ratio between the number of targets detected by the integrated 

system, i.e. by one of the two radars or by both of them, and thus sent to the C2 

centre for the threat evaluation, and the total number of targets that enter the scene. 

This parameter takes into account that the tracks evaluated in a definitive way as 

TL0 or TL2 are removed from the simulation scenario, and only the tracks 

evaluated as TL1 are stored in the C2 centre for a further evaluation.   

The metrics on the threat evaluation process are:  

▪ the probability of false declaration (FD) conditioned to the presence of a 

neutral target, i.e. ( )| 0 =FD TL 2 0P Pr TL |TL , that could cause a false intervention 

during the response selection task;  

▪ the probability of FD conditioned to the presence of a threat target, i.e. 

( )| 2 =FD TL 0 2P Pr TL |TL , that will cause a missed intervention;  

▪ the probability of missed assessment (MA), which is the probability 
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( )=MA 1 0 2P Pr TL |TL ,TL  to declare the target as suspect and then to not be 

able to evaluated in a definitive way the target during the first assessment 

operation.  

We have also defined some parameters related to the system response time during 

the threat evaluation process:  

▪ TL2mean(∆τ ) : average value of the delay in the evaluation of all the threat 

targets that enter the scene, that provides a sign about the average time 

instant during which all the threat targets have been evaluated and 

removed from the scene; 

▪ TL2std(∆τ ) : standard deviation of the delay in the evaluation of all the 

threat targets; 

▪ TL2remaining: average number of TL2 targets waiting for an assessment after 

that the observation time of the scene is elapsed; 

▪ TL0remaining: average number of TL0 targets waiting for an assessment after 

that the observation time of the scene is elapsed. 

These parameters provide an indicator of the time required to evaluate all the 

targets of the simulation scenario during a fixed observation time of the scene. 

The metrics on intervention are the following: 

▪ the ratio between the number of interventions performed and the number 

of real threat targets detected by the system: 

1
 # of interventions performedη =

total # of   by the systemreal TL2 tracks detected
 (5.1) 

▪  the ratio between the number of interventions performed and the number 

of tracks evaluated as TL2 by the system: 

2
 # of interventions performedη =

# of  by the system tracks evaluated as TL2
 (5.2) 

▪ the ratio between the number of interventions performed and the number 
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of real threat targets that enter the scene: 

3
 # of interventions performedη =

# of   real TL2 tracks that enter the scene
 (5.3) 

▪ the ratio between the number of interventions on TL2 tracks and the total 

number of intervention performed, i.e. the percentage of correct 

intervention with respect to the total number of interventions: 

TL2
 # of correct interventions η =

total # of interventions performed
(performed on TL2)  (5.4) 

▪ the ratio between the number of interventions on TL0 tracks and the total 

number of intervention performed, i.e. the percentage of incorrect 

intervention with respect to the total number of interventions: 

TL0
 # of incorrect interventions η =

total # of interventions performed
(performed on TL0)  (5.5) 

These metrics also take into account for the number and type of available 

resources. Finally, we have also defined the parameters OLη , WZη  and FARη  that 

represent the number of interventions performed respectively in the regions OL, 

WZ and FAR, with respect to the total number of interventions performed: 

OL
 # of interventions performed in the OL regionη =

total # of interventions performed
 (5.6) 

WZ
 # of interventions performed in the WZ regionη =

total # of interventions performed
 (5.7) 

FAR
 # of interventions performed in the FAR regionη =

total # of interventions performed
 (5.8) 

These three parameters indicate the average distance from the coast where the 

intervention is performed.  
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5.2 Simulation results  

The MoE introduced in the previous section have been evaluated by a Monte 

Carlo simulation, developed using the software MatLab©. The complete flow chart 

of the simulator has been shown in Figure 2.10. The number of independent Monte 

Carlo trials is trialsN 100=  and the observation time of the scenario for each trial is 

1 hour. This observation time is divided into time slots of 60 seconds; during each 

time slot the operations of the C2 centre are repeated. The tracks that are 

definitively evaluated as neutral (TL0) or threat (TL2) are removed from the 

scenario. The tracks declared as suspect are saved in the C2 centre to be further 

evaluated during the subsequent time slots, until the system is able to make a 

definitive decision about their nature or when the observation time is elapsed.  

The simulation scenario is fixed and it is generated outside the simulation cycle. 

To simulate a realistic scenario, most of the targets are initially located at the 

boundary between the external area and the warning zone. During the simulation, 

the trajectory of each target evolves according to a uniform motion, approaching or 

not the coast on the basis of the direction of their trajectory. Due to this reason 

most of the targets are located in the coverage area of the air platform. The number 

of targets considered is also fixed and equal to 20; their parameters are reported in 

Table 5.1.  The table shows: 

▪ the number of the target, from 1 to 20 (Id); 

▪ the cooperativeness index of the target (Coop): 1 for a cooperative target, 0 

for a non-cooperative target; 

▪ the speed of the target (Vt), assumed to be constant; 

▪ the target heading, i.e. the angle included between the x axis of the 

reference system of Figure 2.2 and the speed vector of the target (Heading); 

▪ the initial coordinates of the target ( )0 0X ,Y 8; 

▪ the threat level of the target, defined according to Tables 4.2 - 4.6 (TL). 

                                                 
8 The altitude of the target is assumed equal to 0 (Z0=0).  
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Table 5.1 – Parameters of the targets for the fixed simulation scenario 

Id Class Coop Vt [m/s] Heading [°] X0 [m] Y0 [m] TL 

1 4  0 10.200 221.60 105499.22 149668.95 0 
2      1      0           4.000                1.00    41000.00    162000.00 2 
3      2      0     3.186           119.50   159000.00   100000.67 2 
4      3      0 6.137             170.00    86091.42   158583.58 0 
5      4      0 10.200             229.00   172100.74   129000.70 0 
6      1      0           9.453        218.46 175289.61   118018.45 0 
7      1      0         30.800         174.95  144000.00  132500.00 0 
8      3      0           4.344           118.70   112532.65   132095.04 2 
9      3      0           5.897           58.60   143950.23  132242.94 2 

10      1      0         29.304           349.60   149000.00  119000.00 2 
11      1      0        15.167             149.00  147000.00  109000.00 0 
12      1      0 29.850           127.03   120046.08  157766.74 2 
13      1      0           8.000         136.61   111877.03  131310.58 2 
14      2      0         12.000           39.90   163071.42  118000.00 2 
15      3   1           5.208         181.01   168715.37   102714.68 Coop 
16      3      0          6.137           178.50   148292.45   150689.14 0 
17      4     1           7.182           163.08  111878.00   131486.91 Coop 
18 3      0           2.400            200.00   160173.94   105310.46 0 
19      3     1           6.137        195.00   162765.35   123388.04 Coop 
20      3      0           4.138           240.60   161748.77  111848.83 0 

 

The following cases have been considered, as concerns the set of the imaging 

sensors active inside the system: 

▪ Case A: the IR cameras are active on both the land based and the airborne 

platforms. The classification process is assumed to be ideal and then the CM 

of the two IR cameras is assumed to be equal to identity. This means that no 

classification errors are considered during the threat evaluation. 

▪ Case B: the IR cameras are active on both the platforms and the error during 

the classification is considered by means of the CM entries. 

▪ Case C: the spotlight SAR is active on the airborne platform and other 

imaging sensors are not considered inside the system. The classification 

process is assumed to be ideal, i.e. the spotlight SAR CM is assumed to be 

equal to the identity (I4). 

▪ Case D: the spotlight SAR is active on the airborne platform and other 

imaging sensors are not considered inside the system. The error during the 
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classification process is considered, thus the spotlight SAR CM is different 

from the identity.  

The CMs of the two IR cameras in Case B and of the spotlight SAR in Case D 

are evaluated according to the analytical approach introduced in Chapter 3. The 

complete analysis of the performance has been performed for the Case A and the 

results are described in Section 5.2.1. The metrics during the threat evaluation 

process have been also evaluated for the other cases, in order to evaluate a first 

impact of the classification algorithm described in Chapter 3 on the system 

performance. 

 

5.2.1 Ideal classification process 
In this section we provide a complete description of the MoE of the system for 

the Case A, i.e. when the IR cameras are active on both the land based and the 

airborne platforms and the classification process is assumed to be ideal, i.e. no 

errors are considered in the classification.   

Figure 5.1 shows the metric on the detection, evaluatedη , defined as the ratio 

between the number of targets detected by the integrated system, and sent to the C2 

centre for the evaluation, and the total number of targets that enter the scene during 

the current slot time. This parameter is represented as a function of the time slot 

and it takes into account that the track evaluated as TL0 or TL2 are removed from 

the simulation scenario. The curve refers to the case of sea state equal to zero.  
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Figure 5.1 – MoE on the detection ( evaluatedη ) for Case A 

 

The curve has a pseudo-periodic trend. This is due to the motion of the airborne 

platform along its elliptic trajectory, as shown in Figure 5.2. 
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Figure 5.2 – Motion of the air platform (P2) on the elliptic trajectory 

 

t = 15 min 
P2  is at the opposite 
side of the ellipse 

t = 30 min 
P2 is again at the starting 
point of the ellipse. 

t = 45 min 
P2 is again at the opposite 
side of the ellipse 
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The time that P2 spends to cover the semi-elliptic path is 15 time slots, i.e. 15 

minutes. After this time the number of detected targets decreases because most of 

them are out of the AEWR coverage. During the interval between 15 and 30 

minutes the platform covers the lower semi-ellipse and the observed situation is 

symmetric to that of the interval between 0 and 15 minutes. After 30 minutes P2 is 

again at its initial position: the number of detected targets increases and it 

decreases during the following 15 minutes. After 45 minutes, ηevaluated decreases 

rapidly to zero, since after this amount of time the position of the remaining targets 

could be changed considerably and they could be out of the AEWR coverage area. 

As stated before, the parameter evaluatedη  primarily depends on the airborne radar 

detection capability, since in the considered scenario most of the targets are located 

on the coverage area of the air platform.  

The metrics during the threat evaluation process are reported in Figure 5.3.  
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Figure 5.3 – MoE during the threat evaluation logic for Case A 

 

The figure shows the probabilities | 0FD TLP , | 2FD TLP  and MAP  as functions of the time 

slot, when the sea state is zero. The false declaration probability conditioned to a 

SS = 0
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TL0 track, | 0FD TLP , has been evaluated with respect to the initial number of neutral 

targets (i.e. 12)9; the false declaration probability conditioned to a TL2 track, 

| 2FD TLP , has been evaluated with respect to the initial number of threat target (i.e. 

8); and, finally, the missed assessment probability, PMA, has been evaluated with 

respect to the initial number of total targets (i.e. 20). The curves show that PMA is 

significantly higher than | 0FD TLP  and | 2FD TLP : this is due to the fact that usually no 

enough information is available to make a definitive decision on the target nature, 

for the simulation scenario considered. The non strictly monotonic decreasing 

behaviour of PMA is related to the trend of  ηevaluated, shown in Figure 5.1: it is 

possible that one or more targets are not detected, and then evaluated by the C2 

centre, during one time slot, but they could be detected during the subsequent slots.  

The parameters related to the system response time during the threat evaluation 

process are reported in Table 5.2, for two different values of sea state (0 and 4). 

 

Table 5.2 – System response time during the threat evaluation process 

   SS=0  SS=4 

TL2mean(∆τ )  15.6100 min 16.3800 min 

TL2std(∆τ )  8.2766 10.3629 

TL2remaining 0.1400 0.0400 

TL0remaining 0.3800    0.4600 

 

On the average, the system is able to classify all the threat targets after 16 time 

slots and at the end of the observation time (1 hour) almost all the tracks, both TL0 

and TL2, have been evaluated.  

The metrics on the intervention are reported in Table 5.3, for the sea state equal 

to 0 and 4.  

 

                                                 
9 The cooperative targets of the last column in Table 5.1 are considered as neutral.  
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Table 5.3 – MoE during the intervention for Case A 

  SS = 0 SS = 4 
η1 0.6286 0.6361 
η2 1 1 
η3 0.5800 0.5763 
ηTL2 0.8763 0.8820 
ηTL0     0.1237 0.1180 
ηOL 0.4425 0.4450 
ηWZ 0.5575   0.5550 
ηFAR 0   0 

 

The values reported in Table 5.2 and in Table 5.3 show that the sea state does not 

significantly influence the MoE, since the difference between the detection 

probability of the AEW radar for sea state equal to 0 and for sea state equal to 4 is 

not significant, as shown in Figure 2.5. The value of parameter η1 states that the 

percentage of interventions performed with respect to the total number of threats 

detected by the system is higher than 62%. The value of η2 is always equal to 1, 

showing that the choice of the resource parameters is appropriate for the scenario 

considered here: the available resources allow the system to inspect all the targets 

evaluated as threat10. The parameter ηTL0 shows that the number of incorrect 

interventions is low (about 12%). Finally, the parameters ηOL and ηWZ show that 

most of the interventions occurs in the warning zone, and then with a sufficient 

advance in reaction. No intervention occurs in the external area, as stated by the 

parameter ηFAR, which is always equal to zero. Also note that is: 

TL2 TL0η  + η 1=  (5.9) 

OL WZ FARη  + η  + η  1=  (5.10) 

as results from the definitions given in Equations (5.4) - (5.8).  

The MoE during the intervention are also graphically shown in Figure 5.4. 
                                                 
10 Note that in the simulation scenario considered in this work no more than 20 targets enter 
the monitored area during an observation time of 1 hour. The number of available resources 
considered in Table 4.8 is adequate for this particular scenario, but it could not be sufficient 
for scenarios with a higher density of targets.  
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Figure 5.4 – MoE during the intervention for Case A 

 
As an example, Figure 5.5 shows the evolution of the scenario during the 

observation time (1 hour) for a single Monte Carlo trial. The red arrows in the 

figure represent the threat target and the green arrows represent the neutral or 

cooperative target. The circles on each arrow represent the evaluation performed by 

the system: a green circle refers to a target evaluated as neutral, an orange circle 

refers to a target evaluated as suspect and, finally, a red circle refers to a target 

evaluated as threat; when a circle is not overlapped to the arrow, it means that the 

track has not been detected and evaluated by the system. The figure shows that 

during the first time slot the system is able to perform an intervention on all the 

tracks evaluated as TL2. During this time slot an error on the threat evaluation 

occurs (on the third track) and it causes a missed intervention on a threat target. 

During the following time slots the system is again able to perform the intervention 

on the targets evaluated as threat.  
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Figure 5.5 – Evolution of the scenario during a single Monte Carlo trial 

 
 
The graph of Figure 5.5 also shows that, after the twelfth time slot, only 7 of the 20 

initial tracks require a further evaluation, that are the tracks for which the 

evaluation process is more uncertain and thus more information is required to make 

a definitive decision.  

 

5.2.2 Non ideal classification process 
A preliminary evaluation of the impact of the classification process on the system 

performance has been performed, by comparing the metrics during the threat 

evaluation process when different suites of imaging sensors are active in the system 

and considering both an ideal error free classification process and a non-ideal 

classification process, (Cases A-D).  

The results concerning the error probabilities during the threat evaluation process 

for the four cases introduced in Section 5.2 are shown in the following figures. All 

the cases are referred to a sea state value equal to 0. Figure 5.6 shows the 

comparison between the error probabilities in Case A and Case B, when only the 

IR cameras are active on both the land based and the air platform, respectively for a 
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correct classification probability equal to 1 ( CCP 1= ) and different from 1 

( CCP 1≠ ). 
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Figure 5.6 – MoE during the threat evaluation: a) Case A; b) Case B 

 

The error probabilities for the Case A have been already shown in the previous 

section. They are reported again in Figure 5.6 in order to analyze the effect of the 

classification process when the same set of imaging sensors is active inside the 
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integrated system. The comparison between Figure 5.6 a) and b) shows that the 

effect of a non ideal classification process ( CCP 1≠ ) on the defined probabilities is 

not significant. This is basically due to the simulation scenario considered: when 

only the IR cameras are active, for most of the time the system evaluates the tracks 

under the condition of unknown class, i.e. not detected by the active imaging 

sensors, since the maximum range of the IR is about 20 Km (dependent on the RCS 

of the target). An interesting future development of this work could be the analysis 

of different simulation scenarios, where the targets are located on the coverage area 

of all the imaging sensors, to better evaluate the effect of the classification task on 

the overall performance of the integrated system. Figure 5.7 shows the comparison 

between the error probabilities during the threat evaluation in Case C and Case D, 

when only the spotlight SAR is active in the air platform, respectively for a correct 

classification probability equal to 1 ( CCP 1= ) and different from 1 ( CCP 1≠ ).  

 

5 10 15 20 25 30 35 40 45 50 55 60
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

time [min]

P
ro

ba
bi

lit
y

MoE during the threat evaluation, Case C

PFD|TL0

PFD|TL2

PMA

 
a) 



Chapter 5 – Performance analysis 

 101

5 10 15 20 25 30 35 40 45 50 55 60
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

time [min]

P
ro

ba
bi

lit
y

MoE during the threat evaluation, Case D

PFD|TL0

PFD|TL2

PMA
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Figure 5.7 – MoE during the threat evaluation: a) Case C; b) Case D 

 
 
Also in the cases reported in Figure 5.7, the effect of the error in the classification 

process is not significant. On the other hand, by comparing Figure 5.6 with Figure 

5.7, we can observe a reduction in the probability of missed assessment, PMA, when 

the spotlight SAR is active instead of the IR camera. This is due to the fact that the 

coverage area of the spotlight SAR is significantly higher than the coverage area of 

the IR camera. As a result, in cases A/B the threat evaluation is usually performed 

without knowledge of the class information and the C2 centre usually delays the 

decision and evaluates the target as suspect; in cases C/D the class information is 

usually detected by the spotlight SAR and then, more frequently, a definitive 

evaluation is made. The non strictly monotonic decreasing behaviour of the 

probabilities shown in Figures 5.6 – 5.7 is once again due to the trend of the 

parameter ηevaluated.  
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 Chapter 6 
Conclusions 

 

 

In this dissertation the analysis, modelling, and simulation of a notional multi-

sensor system acting in a maritime border control scenario for Homeland Security 

(HS) has been described. The functions performed by the system are the detection, 

tracking, identification and classification of naval targets that enter a sea region, the 

evaluation of their threat level and the selection of a suitable reaction to them. The 

emulated system is composed of two platforms carrying multiple sensors: a land 

based platform, equipped with a Vessel Traffic Service (VTS) radar, a station 

belonging to an Automatic Identification System (AIS), and an IR camera; an 

airborne platform, carrying an Airborne Early Warning Radar (AEWR) that can 

operate on a spotlight SAR mode, a video camera, and a second IR camera. A 

Command and Control (C2) centre, located on the coast, coordinates the 

surveillance operation. In the maritime scenario four classes of naval targets have 

been considered: high speed dinghy, immigrant boat, fishing boat, and oil tanker. 

The imaging sensors provide an information on the target class and their 

performance is evaluated by means of their confusion matrix (CM), analytically 

computed as a function of: the signal-to-noise ratio at the input of the sensor, the 

sensor resolution, a database of reference images, and the cross-correlation 

between the reference images. The entries of the CM are used by each imaging 

sensor to make a decision on the target class. Then the single decisions coming 
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from each sensor are combined, in order to obtain a more reliable estimate of the 

target class, with respect to the case of a single sensor. The proposed classification 

algorithm allows us to easily include the classification process in the software 

simulation of the complex multi-sensor system analyzed. 

The overall performance of the integrated system is evaluated in terms of its 

Measures of Effectiveness (MoE), which are the system metrics during the 

detection, classification, threat level evaluation, and selection of the intervention. 

The MoE of the system have been evaluated by a Monte Carlo simulation, using 

the software MatLab© and considering a fixed scenario composed of 20 targets, 

belonging to the four naval classes mentioned above. These metrics have been 

evaluated considering different suites of imaging sensor active inside the system 

and considering both the cases where an ideal error free classification process and a 

non-ideal classification process are performed. 

 The complete analysis of the performance has been performed only for the case of 

the IR cameras active on both the land based and the air platform and considering 

an error free classification process, i.e. CCP 1= . Results have shown that the 

system performance is strongly dependent on the simulation scenario. For the 

scenario considered in this work, results proved that the notional integrated system 

has a good capability to intercept the threat targets that cross the monitored region 

before that they approach the coast. A preliminary analysis of the impact of the 

classification process on the system performance has been performed, by 

comparing the metrics during the threat evaluation process when different suites of 

imaging sensors are active in the system and considering an ideal error free 

classification process and a non-ideal classification process. More specifically the 

following cases have been compared:  

▪ the IR cameras on both the platforms are active; 

▪ the spotlight SAR of the air platform is active. 

Results have shown that the effect of the classification process on the defined 

metrics is not very significant, for the particular scenario considered in the 

simulation. Thus interesting future directions are: the definition of additional 
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performance metrics and the investigation of different simulation scenarios that 

allow us to better evaluate the effect of the classification task on the overall 

performance of the system; the analysis of the case where all the imaging sensors 

are active inside the system. A further significant future direction is the refinement 

of the tracking algorithm and the inclusion of the complete tracking architecture in 

the end to end simulator.  
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Appendix A 

Analytical computation of the 
confusion matrix 

 
 

The generic entry of the CM of a sensor is the probability that a target belonging 

to the class i is misclassified as belonging to class j: 

{ }ij j ic Pr the sensor decides for H  when H  is true=  (A.1) 

where Hi represents the hypothesis that the target belongs to class i. The 

computation of the entries of the CM in the i-th row is derived from the 

computation of the classification error probability for the i-th class. The error 

probability is computed in an incremental way by adding the contribution of the 

generic elemental error event to the overall error probability: these partial 

contributions to the error probability for the i-th class are assigned to the off 

diagonal elements cij of the of the CM. The diagonal elements, representing the 

conditional correct classification probabilities, can be consequently computed as:  

i

M

ii ERR|H ij
i 1,i j

c 1 P 1 c
= ≠

= − = − ∑  (A.2) 

where M is the number of classes considered. The elemental error event in the 

classification of an image belonging to a given class is defined through the 

correlation between the reference images and through their energy differences, 

compared to the variance of the noise over the single pixel. The error probability 

can be defined as the average of the conditional error probabilities: 
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i

M

ERR ERR|H i
i 1

P P P(H )
=

= ⋅∑  (A.3) 

Consider a database of M reference images{ }1 M, ,I I" , one for each class, and 

a received image I. These images are represented by matrices whose dimension 

depends on the sensor resolution, in terms of pixels on the horizontal and vertical 

planes. In general, these matrices are dependent on the target coordinate along the 

azimuth and the elevation. In the rest of this appendix this dependence is omitted to 

simplify the notation. The elements of these matrices are intensities proportional to 

the optical power received from the target for the video camera and the IR camera, 

and to the target RCS for the spotlight SAR. In this analysis the following 

assumption are made: 

▪ The image database is exhaustive, i.e. the possibility that the image of the 

target under test is not contained in the database is not considered.  

▪ The reference images of each database do not contain any source of noise, but 

this is added during the analytical computation of the CM. 

▪ The noise added over each image is additive, Gaussian, and independent from 

pixel to pixel. 

Let indicate with Y the observation space and let divide this space in M decision 

zone{ }1 MY , ,Y" , such that if the image I belongs to the zone Yk then the 

hypothesis Hk is true. The error probability is:  

k

M M

ERR i iY
i 1 k 1,k i

P P(H ) p( | H )dY
= = ≠

= ⋅∑ ∑ ∫ I  (A.4) 

k

M M

ERR i iY
k 1 i 1,i k

P p( | H ) P(H ) dY
= = ≠

 
= ⋅ ⋅ 

 
∑ ∑∫ I  (A.5) 

where the term 
k

M

iY
k 1,k i

p( | H )dY
= ≠
∑ ∫ I  in (A.4) represents the probability that an 

image I generated by the i-th class belongs to the decision zone Yk, thus generating 

an error in the classification, and the term 
k

M

i iY
i 1,i k

p( | H ) P(H ) dY
= ≠

 
⋅ 

 
∑∫ I  in (A.5) 
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represents the probability that an image I belonging to the decision zone Yk is 

generated by the i-th class, thus generating an error in the classification.  

A given image, I, belongs to the decision zone Yk when: 
M M

i i i i
i 1,i k i 1,i m

p( | H ) P(H ) p( | H ) P(H )      m k
= ≠ = ≠

⋅ < ⋅ ∀ ≠∑ ∑I I  (A.6) 

i.e. when the error probability conditioned to the hypothesis Hk i s minimum [47]. 

Equation (A.6) can be written as follows: 
M M

i i k k i i m m
i 1 i 1

p( | H ) P(H ) p( | H ) P(H ) p( | H ) P(H ) p( | H ) P(H ) 
= =

⋅ − ⋅ < ⋅ − ⋅∑ ∑I I I I

 

(A.7) 

so that the images I belongs to the decision zone Yk when: 

m m k kp( | H ) P(H ) p( | H ) P(H )     m k⋅ < ⋅ ∀ ≠I I  (A.8) 

The set of inequalities in (A.8) defines the boundaries between the decision zones.  

Since the reference images have finite energy over their range of definition, i.e. 

the sensor field of view, the set of the reference images { }1 M, ,I I"  can be seen as a 

vector space where we can define a scalar product, by using the correlation 

function between a generic couple of elements inside the set. Using the scalar 

product, we can describe the elements of this vector space by means of their 

coordinates with respect to an orthonormal base, constructed by a Gram-Schmidt 

orthonormalization. This representation for the reference images can be used to 

express the error probability given a certain hypothesis, 
kERR|HP . 

In the vector space each image Ii, for i 1, ,M= " , is represented by an M-

dimensional vector iy , and the energy difference between two images represented 

by the vectors 1y  and 2y  is:  

M M
2 2

1 2 1,k 2,k 1,k 2,k 1,k 2,k
k 1 k 1

T
1 2 1 2

E E E (y y ) (y y ) (y y )

                      ( ) ( )
= =

∆ = − = − = + ⋅ − =

= + ⋅ −

∑ ∑
y y y y

 
(A.9) 

where i,ky  represents the k-th component of the vector iy .  
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Let indicate with n the vector representing the noise, assumed to be zero-mean, 

additive, Gaussian and independent from pixel to pixel with variance 2σ , and with 

ζ  the elements of the orthonormal Gram-Schmidt base. The statistics of the noise 

vector n are related to the sensor signal-to-noise ratio and they do not depend on 

the class of the image under test.  

Assuming that the noise is Gaussian and that the M hypotheses have the same a 

priori probabilities, the decision criterion of (A.8) can be expressed as: 
k

T T T T
k k k j j j

j
(1/ 2) ( ) (1/ 2) ( )⋅ − ⋅ ⋅ ⋅ − ⋅ ⋅y y y y y y y y≷  (A.10) 

where y is the vector representing the received image in the vector space. Equation 

(A.10) can be written as: 

( ) ( )
k

T T T
k j k j

j

1 0
2

 − + ⋅ −  
y y y y y ≷  (A.11) 

since the scalar quantities T
k j⋅y y  and T

j k⋅y y  are equal. Then the error event can be 

characterized as follows: 

▪ The inequality: 

( ) ( )T T T
k j k j

1 0
2

 − + ⋅ − <  
y y y y y  (A.12) 

represents the elemental error event in the classification of an image belonging 

to the k-th class; 

▪ By defining the normalized vector: 

( )k j
jk

jkE

−
=

y y
ν  (A.13) 

where ( )
M 2

jk k,i j,i
i 1

E y y
=

= −∑  is the cross energy between an image belonging to 

the k-th class and another image belonging to the j-th class, the conditional 

error probability can be expressed as: 
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( )
k

TM

ERR|H k j jk
j 1, j k

1P Pr 0
2= ≠

    = + − ⋅ <   
     
n y y ν∪  (A.14) 

▪ Considering that: 

T
k j jk jk

1 1( ) E
2 2

− ⋅ =y y ν  (A.15) 

the conditional error probability becomes: 

k

M
T

ERR|H jk jk
j 1, j k

1P Pr E
2= ≠

   = ⋅ < −     
n ν∪  (A.16) 

and it can be divided in the following contributions: 

k

M
T

ERR|H jk jk
j 1, j k

M 1
T T

jk jk Mk Mk
j 1, j k

M 1
T T

jk jk Mk Mk
j 1, j k

1P Pr E
2

1 1          Pr E Pr E
2 2

1 1          Pr E E
2 2

= ≠

−

= ≠

−

= ≠

   = ⋅ < − =  
   

     = ⋅ < − + ⋅ < −    
     

      − ⋅ < − ⋅ < −         

n ν

n ν n ν

n ν n ν∩

∪

∪

∪ 



 

(A.17) 

such that the conditional error probability 
kERR|HP can be computed by 

considering two elements in the union and by reiterating M-3 times the 

operation expressed in (A.17). 

The variables T
jk jkn = ⋅n ν  are Gaussian, with zero mean and variance 2σ . Since 

the ( )M 1−  normalized vectors jkν  are not orthogonal, the variables jkn  are not 

uncorrelated and independent; for this reason Equation (A.17) is not simple to 

evaluate. In order to simplify the analysis, the following approximation can be 

made. Let consider M 2=   in Equation (A.17): 
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k

2
T

ERR|H jk jk
j 1, j k

'
1k 1k 2k 2k 21 1k

'
1k 1k 2k 2k 21 1k

1P Pr E
2

1 1          Pr n E Pr n E ρ n
2 2
1 1          Pr n E n E ρ n
2 2

= ≠

   = ⋅ < − =  
   

   = < − + < − − ⋅   
   
    − < − < − − ⋅    
    

n ν

∩

∪

 

(A.18) 

where is '
2k 2k 21 1kn n ρ n= − ⋅  and 21ρ  is defined such that '

2kn  is independent of 

1kn : 

( )
( )

( )1k 2k 1k 2k
21 2

1k

Cov n ,n Cov n ,n
ρ

Var n σ
= =  (A.19) 

and: 

( ) ( ) ( ) ( )
( )

'
2k 2k 21 1k 2k 21 1k

2 2 2 2 2 2 2
21 21 21

Var n Var n 2ρ Cov n ,n ρ Var n

                σ 2ρ σ ρ σ 1 ρ σ

= − ⋅ + ⋅ =

= − + = −
 

(A.20) 

 

Considering that is '
2k 2k 21 1k 2k 2k

1 1Pr n E ρ n Pr n E
2 2

   < − − ⋅ = < −   
   

, an upper 

bound for the error probability can be found by considering the following lower 

bound for the third term in Equation (A.18): 

2 k

2 k

'
1k 1k 2k 21 1k

'
1k 1k 2k 21 1k

1 1Pr n E n E ρ n
2 2

1 1Pr n E n E ρ E
2 2

    < − < − − ⋅ ≈    
    

    < − < − − ⋅    
    

∩

∩
 

(A.21) 

This approximation for the conditional error probability in the case of M 2=  is 

shown in Figure A.1, where the coloured areas correspond to a wrong decision and 

the white area correspond to a correct decision in the plane ( )'
1k 2kn ,n .  
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Figure A.1 – Approximation for the conditional error probability 

 

 

After that this approximation has been introduced, we can define the disjoined 

elemental error events as follows: 

1 1k 1k
1ε n E  
2

 = < − 
 

 (A.22) 

2 2k 2k 21 1k

1k 1k 2k 2k 21 1k

1ε n ' E ρ n
2
1 1        n E  n ' E ρ E  
2 2

 = < − − ⋅ − 
 
    < − < − − ⋅        

∩
 

(A.23) 

The contribution of the j-th elemental error to the conditional error probability 

kERR|HP  is: 

jk jk jk
1p  Pr n E     for j =1 and  k=1, ,M           
2

 = < − 
 

"  (A.24) 

and: 
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( )jk j jk jk

j 1 j 1
'

q jk jk jq qk
q 1 q 1

1p Pr ε Pr n E
2

1        Pr ε n E  ρ E   for j 2  and  k=1, ,M
2

− −

= =

 = = < − − 
 

   < − − ≥  
   

∑ ∑∩ "

 

(A.25) 

The probabilities jkp  represent the entries of the CM for j,k 1, ,M= "  and can be 

evaluated by means of the disjoined elemental error events. Note that the definition 

of each disjoined elemental error event jε  requires the evaluation of the previously 

evaluated events qε , for q j< . The expressions reported in (A.24)-(A.25) are valid 

when is: 

jk0 p 1≤ ≤  (A.26) 

For very low values of the SNR, Equation (A.25) can not be applied to evaluate the 

probabilities jkp , since the sum for q 1, , j 1= −"  tends to become higher then 1. In 

particular, the SNR for which one diagonal probability in the matrix become equal 

to zero represents a break down point beyond which the analytical expression can 

no more be applied. Anyway this break down point occurs for very low values of 

the SNR, which are outside the range where the real systems operate.   

By replacing j 2=  in (A.25) we obtain ( )2k 2p Pr ε= , since it is 

'
2k 2k 21 1k 2k 2k

1 1Pr n E ρ n Pr n E
2 2

   < − − ⋅ = < −   
   

. Thus in the case of M 2= , 

Equation (A.18) becomes: 

{ } { }
k

2
T

ERR|H jk jk 1 2
j 1, j k

1P Pr E  Pr ε Pr ε
2= ≠

   = ⋅ < − = +  
   
n ν∪  (A.27) 

The use of Equation (A.25) requires the knowledge of the coefficients jqρ  and the 

variance of variables 
j-1

' '
jk jk jq qk

q=1
n n ρ n= − ∑ . The coefficients jqρ  are defined such 
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that the variables '
jkn  and '

qkn  are independent and can be computed considering 

the following condition: 

( )
j-1

' ' ' '
jk nk jk jq qk nk

q=1
Cov n ,n  = Cov n - ρ n ,n  = 0   for n = 1, , j-1

 
 
 

∑ "  (A.28) 

Since the variable '
qkn  have been constructed as independent, in the sum only the 

term for q n=  gives a contribution different from zero to the covariance:  

( ) ( )
j-1

' ' ' ' ' '
jk jq qk nk jk jn nk nk jk jq qk qk

q=1
Cov n - ρ n ,n  =Cov n -ρ n ,n = Cov n -ρ n ,n =0 

 
 
 

∑
 

(A.29) 

and:  

( )
( )

'
jk qk

jq '
qk

 Cov n ,n
ρ =    for q = 1, , j-1

Var n
"   (A.30) 

The variance of '
jkn  is: 

( ) ( )
j 1 j-1

' 2 '
jk jq qk jk jq qk

q 1 q=1
Var n ρ n  Var n ρ Var n

−

=

 
− = − 

 
∑ ∑  (A.31) 

for q 1, , j 1= −" .  

The term '
jk qkCov(n ,n ) can be computed as a linear combination of the covariance 

( )jk qkCov n ,n : 

q
' qk

jk qk p jk pk
p=1

Cov(n ,n ) α Cov(n ,n )   for q = 1, ,j-1= ⋅∑ "  (A.32) 

with: 
qk
q

q-1
qk qk
p qp m mp

m=p+1

α 1                                                             

α ρ + α ρ   for   p = q-1, ,1

 =


 
= − ⋅ 

 
∑ "

 
(A.33) 

To clarify the meaning of Expression (A.33), let consider the evaluation of the term 

( )'
5k 4kCov n ,n : 
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( )
( ) ( )( )

( )(
( ) )

' ' ' '
5k 4k 5k 4k 43 3k 42 2k 41 1k

' ' ' '
5k 4k 43 3k 32 2k 31 1k 42 2k 21 1k 41 1k

'
5k 4k 43 3k 43 32 2k 21 1k

' '
43 31 1k 42 2k 41 42 21 1k

5k 4

Cov(n ,n ) Cov n ,n -ρ n -ρ n -ρ n

Cov n ,n -ρ n -ρ n -ρ n -ρ n -ρ n -ρ n

Cov n ,n -ρ n +ρ ρ n -ρ n

            + ρ ρ n -ρ n - ρ -ρ ρ n  =

Cov n ,n

=

=

= +

= ( ) ( )( )k 43 3k 42 43 32 2k 41 43 31 42 21 43 32 21 1k-ρ n - ρ -ρ ρ n - ρ -ρ ρ -ρ ρ +ρ ρ ρ n
 

(A.34) 

where: 
4k
4
4k
3 43

4k 4k
2 42 m m

α =1                                                                                      
α =  (ρ )                                                                          

α = ρ + α ρ

−

− ⋅ ( )

( )( )

3

2 42 43 32
m=3

3
4k 4k
1 41 m m1 41 43 31 42 43 32 21

m 2

= ρ ρ ρ                           

  α = ρ + α ρ = ρ ρ ρ ρ ρ ρ ρ
=

 
− − 

 
 

− ⋅ − − − − 
 

∑

∑

 

(A.35) 

The terms of (A.35) correspond to those of (A.33) when is q 4= . 
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