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Abstract

Distributed machine learning for Internet of things (IoT) and cyber-physical sys-
tems (CPS) applications face increasing demands for efficiency, privacy, and ro-
bustness. This thesis focuses on addressing these challenges through two primary
approaches, i.e., fully-distributed learning algorithms and federated learning (FL)
algorithms, which form the main contributions of the work.

This thesis proposes machine learning algorithms for distributed and federated
learning in the context of IoT and CPS applications. Developing distributed al-
gorithms for artificial intelligence is necessary as centralized data processing may
be unfeasible due to computational and communication costs and privacy con-
cerns. The thesis addresses challenges in fully-distributed learning and federated
learning (FL) settings, focusing on resilience against attacks, robustness to com-
munication noise, and privacy preservation.

The main contributions of the thesis can be grouped into the following categories:
* resilience of partial-sharing-based online federated learning against model-
poisoning attacks
* noise-robust and resource-efficient federated learning
* privacy-preserving distributed nonnegative matrix factorization

* distributed maximum consensus with noisy communication links

In the context of federated learning, we analyze the resilience of the partial-sharing-
based online FL (PSO-Fed) algorithm to model-poisoning attacks. We show that
PSO-Fed outperforms other communication-efficient FL algorithms against model-
poisoning attacks without introducing additional computational burdens on the cli-
ents. Theoretical analysis and simulations demonstrate PSO-Fed’s convergence
properties and robustness against attacks, as well as revealing an optimal stepsize
in the presence of model-poisoning attacks.
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Vi Abstract

To address communication noise in federated learning, we propose a novel noise-
robust and resource-efficient algorithm called RERCE-Fed. This algorithm intro-
duces key modifications to counteract the adverse effects of communication noise
and improve performance through continued local updates. Theoretical analysis
confirms convergence in both mean and mean-square senses, with numerical res-
ults validating RERCE-Fed’s effectiveness.

In the context of privacy-preserving distributed learning, we develop a distrib-
uted nonnegative matrix factorization (PPDNMF) algorithm. This algorithm en-
sures secure information exchange between neighboring agents using the Paillier
cryptosystem, protecting local data from internal and external eavesdroppers.

Finally, we introduce a noise-robust distributed maximum consensus (RD-MC)
algorithm for estimating the maximum value within multi-agent ad-hoc networks
with noisy communication links. RD-MC redefines the conventional maximum
consensus problem as a distributed optimization problem, employing techniques
to enhance robustness against noise.

Overall, this thesis lays a solid foundation for the development of secure, effi-
cient, and privacy-preserving distributed and federated learning algorithms for IoT
applications, offering critical solutions to key challenges in deploying smart and
collaborative systems in emerging IoT domains.
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Chapter 1

Introduction

1.1 Motivation and Scope

The proliferation of Internet of things (IoT) devices is reshaping our world into an
interconnected network of smart objects. These devices, ranging from household
appliances and wearable gadgets to industrial sensors and autonomous vehicles,
are becoming increasingly common in both personal and commercial settings.
This expansion is driven by reasons such as enhanced computing power, and wide-
spread access to high-speed Internet. As more devices join this ocean of devices,
they generate vast amounts of data, providing valuable insights into human beha-
vior, environmental conditions, and industrial processes. The potential benefits of
IoT technology are immense, spanning across various fields including healthcare,
education, entertainment, social life, energy management, and smart cities [1-3].
However, this growth also presents significant challenges in energy efficiency, pri-
vacy, security, and data management [4, 5].

In a distributed IoT setting, devices are dispersed across various locations often
operating with different communication and computational capabilities and limited
energy resources. This gives new opportunities to gather and leverage data for a
variety of applications. These devices can also learn from their collected data by
extracting valuable information from the data. Distributed learning enables 1oT
systems to make data-driven decisions, generate insights, uncover patterns, detect
anomalies, and make smart inferences that can be used to optimize various systems
such as autonomous vehicles [6].

Distributed learning in IoT applications poses several technical challenges, e.g.,
communication efficiency, additive noise in the communication links, and chal-
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lenges related to privacy preservation. Since IoT devices often operate with lim-
ited bandwidth and energy resources, communication efficiency is paramount for
distributed learning applications. Transmitting large amounts of raw data from
dispersed devices to their neighbors or a central server can quickly overwhelm the
network. This necessitates the development of methods to transmit only the most
relevant information. Additionally, the additive noise in the communication links
causes unreliability in IoT systems. Hence, we require robust learning algorithms
that are capable of mitigating the impact of noise-corrupted communication. Fur-
thermore, the highly sensitive nature of data collected by IoT devices, ranging
from personal health metrics to industrial process details, underscores the critical
need for privacy-preserving distributed learning algorithms [7-10].

In addition to the challenges mentioned earlier, various types of adversaries can
compromise system integrity, trustworthiness, and performance in distributed learn-
ing. The adversaries in a distributed setting can be categorized into external eaves-
droppers and internal malicious agents. External eavesdroppers can intercept com-
munications and internal adversaries can disrupt the network. Internal malicious
agents can further be categorized into Byzantine agents and honest-but-curious
agents. Byzantine agents may arbitrarily deviate from the rules of the network but
honest-but-curious agents follow the rules but attempt to infer private information
from the exchanged messages. Attacks in distributed networks can take multiple
forms, including data-poisoning, model-poisoning attacks, eavesdropping, infer-
ence attacks and denial of service (DoS) attacks. This highlights the pressing need
for algorithms that are capable of mitigating the impacts of adversarial attacks on
anetwork [11-13].

This thesis aims to develop novel distributed and federated learning algorithms
to solve real-world learning tasks that leverage signal processing techniques and
encryption algorithms to address the critical challenges of resilience against ad-
versarial attacks, communication efficiency, robustness against noise, and privacy
preservation, along with minimizing computational load on devices.

1.2 Objectives
The objectives of this thesis can be summarized as follows:

O1 To analyze the effect of sharing only a fraction of the model parameter on
the resilience against model-poisoning attacks and assess the performance
of the network under the strain of such attack scenarios.
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02 To improve the communication-efficiency and noise-robustness of the
network by developing distributed and federated algorithms that exhibit
such properties without incurring additional computational and commu-
nication load on the network.

03 To propose a strategy that fits well into the distributed setting and ensures
the privacy of participating agents in the presence of external and internal
adversaries.

1.3 List of Publications

The author of this thesis conducted the following research studies in accordance
with the research objectives described in section 1.2. The results contained in
this thesis are published in seven papers. They include five conferences and two
journals. Below is the list of the publications:

P1 E. Lari, V. C. Gogineni, R. Arablouei, and S. Werner, “On the resilience
of online federated learning to model poisoning attacks through partial
sharing,” in Proc. IEEE Int. Conf. Acoust. Speech Signal Process., 2024,
pp- 9201-9205.

P2 E. Lari, R. Arablouei, V. C. Gogineni, and S. Werner, “Resilience in On-
line Federated Learning: Mitigating Model-Poisoning Attacks via Partial
Sharing,” IEEE Trans. Signal Inf. Process. Netw., vol. 11, pp. 388-400,
2025.

P3 E.Lari, V. C. Gogineni, R. Arablouei, and S. Werner, “Resource-efficient
federated learning robust to communication errors,” in Proc. IEEE Stat.
Signal Process. Workshop, 2023, pp. 265-269.

P4 E. Lari, V. C. Gogineni, R. Arablouei, and S. Werner, “Continual local
updates for federated learning with enhanced robustness to link noise,” in
Proc. Asia-Pacific Signal Inf. Process. Assoc., 2023, pp. 1199-1203.

PS5 E. Lari, R. Arablouei, V. C. Gogineni, and S. Werner, “Noise-Robust and
Resource-Efficient ADMM-based Federated Learning for WLS Regres-
sion," submitted to Elsevier Signal Processing.

P6 E. Lari, R. Arablouei, and S. Werner, “Privacy-Preserving Distributed
Nonnegative Matrix Factorization,” in Proc. Eur. Signal Process. Conf.,
2024, pp. 1022-1026.

P7 E. Lari, R. Arablouei, N. K. D. Venkategowda, and S. Werner, “Distrib-
uted Maximum Consensus over Noisy Links,” in Proc. Eur. Signal Pro-
cess. Conf., 2024, pp. 2247-2251.
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Figure 1.1: Thesis contributions and organization diagram.

1.4 Structure and Contributions

The rest of this thesis is organized as follows. Chapter 2 provides an overview of
distributed and federated learning settings and some preliminary concepts relevant
to solving distributed optimization problems within the remainder of this thesis.
The main technical contributions of this thesis are presented across four chapters,
with each chapter addressing one of the research objectives outlined in section 1.2
as follows:

* Chapter 3 analyzes the effect of partial sharing on the resilience of online FL.
(PSO-Fed) against model-poisoning attacks. It proposes an attack model that fits
well into a federated setting and uncovers the existence of an optimal stepsize
for PSO-Fed when a model-poisoning attack is present in the system.

* Chapter 4 proposes an ADMM-based FL algorithm to solve a weighted least
square problem that is both noise-robust and communication-efficient. Further-
more, it allows the non-participating clients to continue their local updates to
improve the overall performance.

* Chapter 5 develops a privacy-preserving distributed non-negative matrix factor-
ization. It employs the Paillier cryptosystem to ensure the preservation of privacy
and prevent sensitive information leakage.

» Chapter 6 designs a noise-robust distributed maximum consensus algorithm. It
proposes to eliminate the dual variable and employ a moving average to mitigate
the adverse effect of the additive noise in the communication links.

Finally, chapter 7 concludes the thesis and proposes future research directions.
A diagram illustrating the thesis organization and contributions is given in Fig-
ure 1.1.



Chapter 2

From Distributed to Federated
Learning over Networks

This chapter provides the background information required for the rest of the
thesis. This chapter begins with an overview of the historical developments of
learning algorithms, as detailed in section 2.1. Furthermore, section 2.1 motivates
the transition from centralized learning frameworks to decentralized and distrib-
uted settings. In section 2.2, we state the fundamental principles of distributed
learning, highlighting its abilities and challenges. In section 2.3, we introduce fed-
erated learning along with its benefits and challenges. In section 2.4, we introduce
online federated learning, which is suitable for handling streaming data in a feder-
ated setup. In section 2.5, we introduce partial sharing of information as a method
to lower the communication load in a distributed setup. We introduce the altern-
ating direction method of multipliers, which is a first-order iterative algorithm to
solve distributed optimization problems in section 2.6.

2.1 Background and Evolution

The evolution of learning algorithms has spanned several decades, marked by
foundational breakthroughs and the emergence of new paradigms. Traditionally,
machine learning relied on centralized frameworks, where all data was collected
and processed on a server. This approach offered several benefits, such as effi-
cient data processing and model training, and simple management and deployment.
However, centralized learning presents significant challenges like data privacy and
security, e.g., sensitive data must be transferred and stored centrally, which in-
creases exposure to breaches and might violate privacy regulations. In addition,
centralized learning suffers from communication load where large volumes of data
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must be transferred to a central server, which can create bottlenecks and ineffi-
ciencies, especially with geographically distributed sources. Moreover, using a
centralized setting might cause scalability limitations. In fact, scaling centralized
systems requires increasingly powerful hardware, which can be costly and less
flexible compared to distributed solutions [14].

To address these limitations, the field has shifted toward distributed and decentral-
ized learning paradigms. Data and computation are spread across multiple nodes
or devices. Each participant trains a model locally and sends updates (not raw
data) to a central server for aggregation. This approach enhances scalability and
computational efficiency, as workloads are shared [15].

A pioneering work in the field of distributed estimation was published in 1982 by
Borkar and Varaiya [16]. In 1984, Tsitsiklis produced a significant piece of work
for his PhD thesis focusing on decentralized and distributed decision-making and
computation. He began by addressing the problem of whether a group of distrib-
uted but isolated decision-makers, each possessing different yet related informa-
tion, can reach similar decisions without any communication. He then explored
a scenario in which these decision-makers are allowed to communicate and share
their decisions. In this setting, he demonstrated that they are guaranteed to reach
a consensus. This conclusion was achieved by solving an optimization problem
aimed at minimizing a global objective function [17]. Later in 1986, Tsitsiklis,
Bertsekas, and Athans published another significant work that analyzed the con-
vergence of various asynchronous distributed algorithms [18].

In 1989, Bertsekas and Tsitsiklis published a survey that introduced different types
of distributed algorithms that can be solved via asynchronous updates. In their
work, they showed that although a number of distributed algorithms fail to con-
verge under an asynchronous setting, a fair number of algorithms still manage to
converge under such a scenario [19]. In a separate work [20], Bertsekas and Tsit-
siklis examined algorithms that are particularly amenable to parallelization. They
also investigated the convergence properties of these algorithms, the rates of con-
vergence, and the communication and synchronization challenges associated with
their implementation.

Two decades later, the exploration of consensus and cooperation within distributed
systems was undertaken in the 2000s by Olfati-Saber, Fax, and Murray, as pub-
lished in their various works [21-25]. In [26], the authors studied the alignment
problem that involved reaching a consensus in a distributed setting. These works
laid the foundation for the theoretical framework for posing and solving consensus
problems for distributed dynamic settings.
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Another major and significant advancement in the field was marked by works
on multi-agent adaptive networks by Sayed [27-29]. Multi-agent adaptive net-
works consist of collections of agents or nodes that interact and cooperate to
address problems, such as distributed estimation, learning, and decision-making.
These agents or nodes adapt their behaviors based on local data and information
exchanged with their neighboring agents. Several distributed strategies can be
employed to find solutions to these aforementioned problems. Three prominent
strategies include incremental strategies [30-33], consensus strategies [34, 35],
and diffusion strategies [36—38].

As an example, in [39], the authors studied distributed estimation algorithms based
on diffusion protocols that enhance cooperation among adaptive nodes, where
each node possesses local learning capabilities to generate estimates for a specific
parameter, sharing information solely with neighboring nodes, thereby forming
peer-to-peer protocols. This distributed and cooperative algorithm can respond to
changes in the environment and demonstrates improved performance in transient
and steady-state mean-square error compared to traditional non-cooperative meth-
ods.

The research on adaptive networks has significantly influenced the field of dis-
tributed learning. Specifically, it demonstrates that, under certain conditions, dis-
tributed strategies can achieve performance similar to that of centralized solu-
tions, even in sparsely connected networks [40, 41]. Moreover, analytical studies
have revealed how factors such as network topology, combination policies, and
algorithm parameters affect the transient and steady-state performance behavior of
adaptive networks, e.g., the convergence rate and steady-state error [40, 41].

In addition to various works on multi-agent adaptive networks, the topic of adapt-
ive filters was studied in [42-46], which significantly influenced the field of dis-
tributed learning. One notable contribution is the energy conservation approach,
which offers a robust analytical framework for both the understanding and design
of adaptive filters [47]. This methodology effectively addresses the stochastic chal-
lenges that are characteristic of adaptive algorithms, facilitating a more straight-
forward analysis of their behavior and stability. We later utilize the energy conser-
vation framework to analyze our algorithms.

In the following sections, we will present an overview of distributed and feder-
ated learning. This overview will establish a foundational basis for the subsequent
chapters of this thesis.
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Figure 2.1: Conventional distributed learning structure.

2.2 Foundations of Distributed Learning

Distributed learning (DL) refers to a machine learning (ML) framework where the
training process is distributed across multiple agents. It distinguishes itself from
traditional centralized ML structures by allowing multiple agents to collaboratively
train an ML model without the need for a central server or authority to orchestrate
the process. In distributed learning, each participating agent & at iteration n main-
tains its own local dataset and performs local computations, sharing only its local
trained model wy, ,, with its neighboring agents ¢ € A/, and contributing to the
global learning objective.

In contrast to centralized approaches where data is located in a single place, fully-
distributed learning allows data to remain distributed across multiple agents, where
these agents themselves can be diverse entities such as individual devices, different
organizations, or even distributed among various geographical locations.

The learning process typically involves iterative rounds of local computations fol-
lowed by peer-to-peer communication among neighboring agents. A conventional
distributed learning structure is illustrated in Figure 2.1 and summarized in the
form of a pseudo-code in Algorithm 1. We can observe from Figure 2.1 that peer-
to-peer communication enables direct interaction with neighboring agents without
the need for any intermediary server. This figure also depicts the set of neighbors
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2.2. Foundations of Distributed Learning

Algorithm 1: Conventional Distributed Learning.

Parameters: penalty parameter p, set of agents A/
Initialization: local models wy,

For n =1,..., Until Convergence
Local Update at Agent &:
Receive wy ,, from the neighbors ¢ € N
Update the local model.
Send wy, 11 to the neighbors £ € N.
EndFor

of agent 1 that consists of AV, € {2,3,6}. This communication model offers sev-
eral advantages and exhibits some challenges and limitations. We delve into these

topics in the following.
2.2.1 Advantages of Distributed Learning

DL structure exhibits several key advantages, including:

Ability to handle large datasets: Distributed learning can process datasets that
are too large for a single agent. The distribution of data is handled via partition-
ing a dataset across multiple agents [48]. In addition, data can be distributed in
nature, e.g., data from distributed sensor networks.

Improved processing speed through parallel computation: Depending of factors
such as application and topology, distributing a dataset across multiple agents,
can reduce the training time significantly [48].

Fault tolerance and system reliability: A distributed system can continue func-
tioning even if some agents or communication links between agents fail or be-
come unavailable. This redundancy ensures that the learning process is not hal-
ted due to faulty agents [49].

2.2.2 Challenges and Limitations of Distributed Learning

DL faces some challenges and limitations, including [50]:

* Model update sharing among agents: A key part of the learning process in a

distributed structure is the model exchange between agents. This can create an
additional communication load on the agents.
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* Privacy concerns: Although the goal of distributed learning is to omit the need
to transfer raw data, it is not immune to privacy leakage concerns. The exchange
of model updates can potentially reveal sensitive information about the under-
lying data through various inference attacks. To mitigate these risks, privacy-
preserving techniques such as differential privacy [51] and homomorphic en-
cryption [52] have been proposed in the literature. These methods aim to add
noise to shared information or perform computations on encrypted data. How-
ever, implementing these techniques often involves a trade-off between privacy
guarantees and model performance.

* Dealing with stragglers and asynchronous updates: Stragglers can be defined
as agents that are significantly slower in completing their local computations or
communicating updates [53, 54]. These types of agents can pose challenges
in the form of slowing down the overall learning process. To address these
challenges, several strategies have been developed. One approach is to ignore
delayed updates from stragglers. Another solution is to perform asynchronous
updates, where we allow the agents to perform updates at their own pace without
waiting for slower participants. However, these methods introduce challenges in
terms of algorithm convergence.

2.3 Federated Learning: A Shifting Frontier

Federated Learning (FL) represents a distinctive approach to distributed learning.
The concept of FL was first introduced by Google researchers in 2016, notably
in [55] by McMahan et al. This foundational study coined the term "Federated
Learning" and described a system where numerous clients, such as mobile devices,
collaboratively train a machine learning model under the coordination of a central
server, all while keeping the training data decentralized and private on devices.
The initial goal was to facilitate privacy-preserving machine learning, especially
for applications like Google Keyboard (Gboard), where user data remains on the
device, and only model updates are shared, rather than raw data [56]. FL is char-
acterized by employing a central server to coordinate the collaborative learning
process. Unlike fully-distributed learning, FL. maintains a structure where a server
orchestrates the training across multiple edge devices, called clients, within a net-
work.

The FL literature frequently employs the FedAvg algorithm [55] as a standard
benchmark. FedAvg begins with the server broadcasting its aggregated global
model to a randomly chosen subset of clients & € S,, during iteration n, typic-
ally over a wireless network. These clients then perform local training to refine
their local models wy, ,,11 before sending the updates back to the server. The
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Figure 2.2: Conventional federated learning structure.

server aggregates these local models into a new global model, often by employing
a weighted average, and repeats this process until a specific convergence criterion
is met. The FedAvg algorithm is summarized in the form of a pseudo-code in Al-
gorithm 2. A conventional FL setting is illustrated in Figure 2.2. We can observe
from Figure 2.2 that the only connections in a federated network are between the
clients and the central server. In addition, we can observe that in this figure, the set
of clients that are communicating to the server is S,, € {1, 2}.

FL can be categorized into two types based on the participating entities and the
scale of training: cross-silo FL and cross-device FL [57]. In cross-silo FL, a small
number of trusted participants, typically organizations or institutions such as hos-
pitals, banks, and research laboratories, engage in the training process. Each silo
has access to a large local dataset and possesses strong computational and net-
working resources. The environment is stable, characterized by high client avail-
ability and reliable connections. This type of FL is particularly useful in scenarios
where data privacy, governance, and regulatory compliance are essential, such as
in healthcare and finance. On the other hand, cross-device FL involves a vast num-
ber of participants, including smartphones, IoT devices, and edge sensors. In this
case, each device contributes a small amount of data and has limited computational
power and intermittent connectivity. The environment is dynamic, with devices
frequently joining and leaving the network. This approach emphasizes efficient
communication, privacy (such as through differential privacy), and resilience to
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Algorithm 2: Conventional Federated Learning.

Parameters: penalty parameter p, number of clients K, set of clients S
Initialization: global model wy, local models wy, o

For n =1,..., Until Convergence

The server randomly selects a subset S,, of its clients and sends the
aggregated global model w,, to them.

Local Update at Client k:
Ifk eSS,

Receive w,, from the server.
Update the local model.
Send wy, ,, 11 to the server.

EndIf
Aggregation at the Server:
The server receives wy, 41 from £ € S, and aggregates them via

1
Wn+1 = 8ol Z Wk n+1-

EndFor

unreliable devices [58].
2.3.1 Advantages of Federated Learning
FL exhibits several key advantages, such as [59, 60]:

Enhanced privacy and security: FL keeps raw data on client devices, eliminat-
ing the need for centralized data storage and reducing the risk of data breaches.
This facilitates security in sensitive sectors such as healthcare and finance. Addi-
tionally, differential privacy can be incorporated into the FL framework, adding
noise to model updates before sharing them to provide guarantees against the
extraction of individual data points.

Reduced communication compared to DL: In FL, only model updates are trans-
mitted between clients and the central server. Moreover, FL can also employ
various communication-efficient techniques to further reduce the communica-
tion load.

Leveraging computational power of clients: FL performs model training loc-
ally on clients and harnesses the computational power of these clients. In this
way, FL reduces the computational load on the central server, which aggregating



2.4. Online Federated Learning 13

updates from clients is its primary task.

2.3.2 Challenges of Federated Learning

In addition to challenged mentioned for DL, FL faces some other challenges, such
as [60, 61]:

* Data heterogeneity: The heterogeneity in data arises from the non-independent
and identically distributed (non-IID) nature of data or imbalances among client
datasets used in training the global model. Diversity in data distribution across
participants can significantly impact model convergence and performance.

» System heterogeneity: Device heterogeneity refers to the disparities in storage
capacity, energy resources, computational power, and communication capabil-
ities among participating clients. Variations in device characteristics can affect
the efficiency of the FL process.

* Personalization: There is a need to balance the global model performance with
local adaptations for different data distributions and various clients. In essence,
there is a trade-off between a generally applicable model and one that performs
well for individual clients.

2.4 Online Federated Learning

In an IoT network, where devices continuously generate or sense data, real-time
processing and learning can be essential. However, conventional FL is typically
batch-oriented, meaning that it relies on predefined data collections that are pro-
cessed at certain intervals. While this approach works well for scenarios with
static data, it struggles in dynamic environments where new data constantly ar-
rives and the relevance of older data diminishes. Consequently, developing online
algorithms is essential, as real-time data processing is often crucial in real-world
dynamic settings. Therefore, Online FL (Online-Fed) addresses these limitations
by enabling continuous learning from streaming data [62, 63].

In Online-Fed, clients receive data streams and perform local training at each it-
eration using only the most recent data. After updating their local models, clients
share their models with the central server, which then aggregates the local models
to form a new global model. This global model is then being broadcasted to all
clients by the server and replaces their previous local models. To improve commu-
nication efficiency in an Online FL setup, the server is allowed to randomly select
only a subset of the clients in every iteration. During a global iteration n, the set
of randomly chosen client indices is denoted by S,. All clients can be selected



14 From Distributed to Federated Learning over Networks

time time

Win , ﬂ\/“’
g, = S

time Wo

e Kg O

—>time .))) ff; Wﬁi,ﬂ &}

AP A an

Figure 2.3: Online federated learning.

with the probability p, = %, where C = |S,,| denotes the cardinality of the set
Sn. Subsequently, the server shares the global model w,, with the selected clients
k € S,. The selected clients then update their local models wy, ,,. The procedure
of Online-Fed is illustrated in Figure 2.3. From Figure 2.3, it can be observed that
during iteration n, the set of randomly selected clients is S,, = {1,3,4} and the
rest of the clients are not communicating with the server. Furthermore, data con-
tinuously streams at each client over time. It is essential to note that local training
utilizing the most recent data continues regardless of the server’s selection of the
corresponding client. The selection process solely influences the communication
aspect of the learning procedure. This reflects in Figure 2.3 by the fact the clients
{2, 5,6} still receive data.

2.5 Partial Sharing of Information

To further improve communication efficiency, one can share only a part of the
model instead of sharing it entirely. This approach is particularly beneficial when
the model is large and sharing the full model can be costly. However, the drawback
of partial sharing is slower convergence and an increased error compared to the
scenario where the full model is shared [64].

To share only a fraction of the model vector, in every global iteration n, an L x L di-
agonal selection matrix Sy, ,, specifies the model parameters that will be exchanged
between clients and the server. The main diagonal of Sy, ,, has D ones and L — D
zeros. The positions of ones in Sy, ,, specify which parameters to be exchanged.
The D model parameters can either be selected in a stochastic manner or sequen-
tially. Figure 2.4 illustrates how partial sharing works. It is observed from Fig-
ure 2.4 that, in iteration n, only the first element of the model parameter vector of
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Figure 2.4: Partial sharing of information.

size L = 5 is shared. Hence, the selection matrix Sy, ,, can be written as

Sk = diag{[1,0,0,0,0]}. 2.1

The rest of the vector comes from the clients or the server themselves. In other
words, clients only share certain parts of their models, and the server does not have
access to the unshared parameters. As a result, when aggregating parameters, the
server substitutes the unshared parameters with the previously aggregated values.
The same process applies to local aggregation. It is important to note that this
approach leads to approximations that can impact performance, as analyzed for
example in [64].

Therefore, the global model update w,, 11 can be written as

1
Wnptl = 5 E Wkn+1
" Sl keSn "

1
= Sl Z Sknt1Wen+1 + (I — S pt1) Wi (2.2)
" kes,

As we can observe form (2.2), in the partial sharing process, the (I — S, ,11) W 5,
portion is substituted with (I — Sy, 1) Wy, for aggregation at the server. Simil-
arly, to perform the local model update, the same procedure happens at the client’s
side.



16  From Distributed to Federated Learning over Networks

2.6 Alternating Direction Method of Multipliers

The Alternating Direction Method of Multipliers (ADMM) originated in the mid-
1970s when it was introduced by Glowinski, Marrocco, Gabay, and Mercier as
an extension of the method of multipliers developed in the late 1960s [65, 66].
ADMM was created to overcome the limitations of earlier augmented Lagrangian
methods, particularly in addressing large-scale and structured optimization prob-
lems where variables can be updated independently.

While the fundamental concepts behind ADMM trace back even further to the
1950s, its modern form gained popularity in the 1980s and 1990s as theoret-
ical foundations and convergence properties were established. The algorithm re-
mained relatively unexplored until the 2010s, when advancements in distributed
computing and the emergence of large-scale data challenges in fields such as ma-
chine learning, signal processing, and image reconstruction showcased ADMM’s
strengths in breaking down complex problems and enabling parallel computation.
Nowadays, ADMM is often employed to solve large-scale optimization problems
in a distributed manner [48].

ADMM addresses optimization problems of the form
min f(x) +¢(2) (2.3)
s.t. Ax+ Bz —c =0,

where x € R™, z € R™, A € RP*" B € RP*™ ¢ € RP, and f and g are
convex functions [48].

To solve this problem, ADMM employs the augmented Lagrangian of (2.3) that
can be written as

L(x,2,u) = f(x) + g(z) +uT(Ax + Bz —c)
+§||Ax+Bz—cH§, (2.4)

where u denotes the vector of dual variables or Lagrange multipliers, and p > 0 is
the penalty parameter.

ADMM solves the optimization problem (2.3) iteratively by minimizing the aug-
mented Lagrangian (2.4) for x and z and a dual variable update alternatively as

Xp+1 = min L(X, zy,, uy,) (2.5a)
X

Zpt+1 = min L(Xp41,2, Uy) (2.5b)
z

Up+1 = Uy + p(Axpy1 + Bzy1 — ), (2.5¢)
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Table 2.1: Comparison of fully-distributed learning and federated learning

Fully-distributed

Characteristic . Federated learning
learning
. . Central server
. Multiple agents without a . .
Architecture coordinating with
central server . ;
multiple clients
Data Data remains on . .
. o Data remains on clients
Distribution individual agents
. Agents communicate only | Clients communicate only
Communication . . .
with their neighbors with the central server
Scalability Scalable Scalable
Prone to internal and Prone to internal and
Privacy external adversarial external adversarial

attacks attacks
Fault Tolerance Robust to 1pd1v1dual node Single point of failure
failures (central server)
Coordination Might require consensus Simpler coordination
algorithms through central server
Model . lobal i h
ode : Local ageregation Global aggregation at the
Aggregation central server
Application Ad-hoc networks Mobile devices

where the subscript n denotes the iteration number for ADMM.

One of the key advantages of ADMM is its ability to decompose large problems
into subproblems that can be solved in a parallel and distributed manner. This
makes ADMM a suitable candidate for solving distributed optimization problems
in this thesis.

2.7 Summary

This chapter presented background information to help comprehend the remainder
of the thesis and centralize the definition of concepts used in the following chapters.
A comparison between different characteristics of fully-distributed and federated
learning is presented in Table 2.1. In chapter 3, the effect of partial sharing on the
resilience of online FL against model-poisoning attacks is analyzed. Chapter 4 de-
velops a noise-robust and communication-efficient ADMM-based FL. In chapter
5, a privacy-preserving distributed non-negative matrix factorization is proposed.
Finally, chapter 6 proposes a noise-robust distributed maximum consensus al-
gorithm.
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Chapter 3

Resilience of Partial Sharing
Online FL to Model Poisoning
Attacks

This chapter, which summarizes the results of publication P1 and its extension
P2, proposes a thorough analysis of the impact of partial sharing on the resili-
ence of online federated learning algorithm (PSO-Fed) against model-poisoning
attacks. The PSO-Fed algorithm aims to alleviate the communication burden by
enabling clients to exchange only partial model estimates with the server during
each update round. This approach not only reduces communication load but also
fortifies the algorithm against model-poisoning attacks. To delve deeper into this
phenomenon, our analysis focuses on evaluating the performance of the PSO-Fed
algorithm in the presence of Byzantine clients, who may maliciously manipulate
their local models by introducing noise before sharing them with the server. Our
study demonstrates that PSO-Fed sustains convergence in both mean and mean-
square senses even under the adversarial influence of model-poisoning attacks.
Additionally, our work entails deriving the theoretical mean square error (MSE) of
PSO-Fed, establishing its correlation with various parameters including stepsize,
attack probability, number of Byzantine clients, client participation rate, partial-
sharing ratio, and noise variance. Furthermore, we ascertain the existence of an
optimal stepsize for PSO-Fed when encountering model-poisoning attacks. The
outcomes of our comprehensive numerical experiments substantiate our theoret-
ical affirmations and underscore the superior resilience of PSO-Fed in mitigating
Byzantine attacks, surpassing other leading related algorithms.

19
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3.1 Motivation

Byzantine clients in network environments are those that behave unpredictably or
with malicious intent. They have the ability to disrupt normal operations by send-
ing misleading information or not adhering to established protocols. This type of
behavior presents significant risks to the FL process and could potentially result
in disruption or reduced performance [67, 68]. The presence of Byzantine cli-
ents can compromise the integrity and reliability of the global model in FL. They
might employ deceptive tactics, such as submitting false or inconsistent gradients
or model weights during updates or even initiating denial-of-service (DoS) attacks,
all of which have the potential to undermine the integrity and effectiveness of the
FL process [49, 69, 70]. Various strategies have been suggested to address the
impact of Byzantine clients in FL. These strategies include using resilient aggreg-
ate statistics, assigning trust scores to individual clients, and utilizing historical
information to recover from Byzantine attacks [71-74].

Byzantine clients can launch various types of adversarial attacks such as data-
poisoning, model-poisoning, and label-poisoning [75, 76]. Data-poisoning attacks
involve the injection of malicious data into the training dataset [77, 78]. Evasion
attacks involve manipulating input data to undermine the generalizability of the
learned model while evading detection [79]. Backdoor attacks involve embedding
hidden trigger mechanisms within the model that can cause targeted malicious
behavior [80]. Inference-time attacks, like membership inference, seek to reveal
if a particular data point was utilized during training, which raises concerns about
privacy [81, 82].

Network infrastructure can also be the target of distributed denial-of-service (DoS)
attacks and man-in-the-middle attacks, which can disrupt services or intercept
communications [83]. In addition to these types of attacks, model-poisoning at-
tacks where Byzantine clients manipulate model updates during training as well
as defense strategies against model-poisoning attacks in FL are discussed in [13].
These defense strategies can be categorized into evaluation methods for local model
updates and aggregation methods for the global model. Evaluation methods in-
volve the server analyzing client submissions without accessing local client data,
which creates difficulties for their practicality. In aggregation methods, the server
modifies the local model updates using specific criteria or employs appropriate
statistical techniques. Utilizing robust aggregation methods like median or trimmed
mean can reduce the impact of malicious clients on the global model [84]. Using
methods of aggregation assisted by blockchain can also assist in coping with at-
tacks on the network, although this may result in increased communication load or
computational complexity [85].
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A communication-efficient FL algorithm based on SignSGD was recently intro-
duced in [86] that exhibits resilience to Byzantine attacks. However, it assumes
that all clients consistently participate in every FL iteration, which may not reflect
the practical realities of FL. This is especially true in scenarios involving clients
with limited resources, such as mobile or IoT devices, in terms of energy or com-
putational capacity. As a result, there is a significant gap in current FL research
to address the necessity for communication-efficient FL algorithms that are robust
against model-poisoning attacks without imposing additional computational bur-
den on clients. Filling this gap can make FL. more feasible and practical for a wider
range of devices, particularly those with constrained resources, and can improve
the robustness and scalability of FL systems in real-world applications.

This chapter delves into the analysis of the performance of the partial-sharing-
based online FL (PSO-Fed) algorithm [63, 87, 88] in the face of Byzantine at-
tacks. Our investigation shows that employing partial sharing in online FL, with
the main goal of improving communication efficiency, also provides the additional
benefit of reducing the negative impact of model-poisoning attacks. Our rigorous
theoretical analysis demonstrates that PSO-Fed converges in both mean and mean-
square senses, even when subjected to model-poisoning attacks. Additionally, we
calculate the theoretical steady-state mean square error (MSE) of PSO-Fed. Our
analysis reveals an important discovery: the identification of an optimal stepsize
for PSO-Fed in the presence of model-poisoning attacks. Unlike gradient des-
cent algorithms, where a smaller stepsize often leads to better performance, in
PSO-Fed under model-poisoning attacks, a smaller stepsize does not necessarily
result in improved estimation accuracy. This contrasts with the typical behavior of
gradient-descent-based algorithms, where smaller stepsizes are frequently used to
improve performance, albeit at the expense of slower convergence. We present a
theoretical determination of the optimal stepsize. To validate our theoretical find-
ings, we carry out extensive numerical experiments using synthetic non-IID data.
The experimental results validate our theoretical predictions and demonstrate that
PSO-Fed displays greater resilience to Byzantine attacks compared to other al-
gorithms, such as Online-FL, all without incurring additional computational over-
head on clients.

3.2 Proposed Method

We consider a federated network consisting of K clients and one server. At every
time instance n, each client k has access to a data vector X, , € RZ and its corres-
ponding response value y; , € R, which are related via the model

Yen = WTxk,n + Vin, (31)
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Figure 3.1: PSO-Fed algorithm.

where the model parameter vector w € R’ is collaboratively estimated using the
locally stored client data, and v ,, is the observation noise. We define the global
objective function for estimating w as

T(w) = = > Ti(w) (3.2)

with the local objective function at client k being
T (W) = E [Jygn — WTxp0l*] 3.3)

The goal is to find the optimal estimate of w by minimizing J(w), i.e., w* =
miny, J (W), albeit, in a distributed fashion via FL.

3.2.1 Partial-Sharing-Based Online FL (PSO-Fed)

In PSO-Fed, the server only sends a portion of the global model estimate to the
clients as discussed in chapter 2.5 to reduce the communication load. In addition,
the clients also transmit only a part of their local model estimates to the server.
The model parameters exchanged between client k£ and the server at iteration n
are specified using a diagonal selection matrix denoted by Sy, ,, € REXE with M
ones and L — M zeros. The positions of the ones on the diagonal determine which
model parameters are shared with the server at each iteration. They can be selected
arbitrarily or in a round-robin fashion as in [64, 89] such that the model parameters
are exchanged between each client and the server, on average, M times in every
L iterations. Hence, the probability of each of the model parameters being shared
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Algorithm 3: PSO-Fed.

Parameters: stepsize u, number of clients K, set of clients S
Initialization: global model wy = 0, local models wj o = 0

For n =1,..., Until Convergence

The server randomly selects a subset S,, of its clients and sends the global
model Sy, , W, to them.

Client Local Update:
IfkeS,
Update €, = Ykn — [SknWn + (I — Skn) Wi T Xk -
Update Wy, 41 = Sk nWn + (I — Skn) Win + Xk n€kn

Send Sy, , Wy, n+1 to the server.
Else
Update €, = Yk — W;;nXk,n.

Update Wintl = Wk pn T UXkn€kn
EndIf

Aggregation at the Server:

The server receives Sy, , Wy, ,4+1 from k£ € S, and aggregates them via
Wnpt1 = ﬁ Z [Sk,n+1wk,n+1 + (IL - Sk,nJrl) Wn]
keSn
EndFor

with the server in any iteration is denoted by p. = % Figure 3.1 illustrates how
PSO-Fed operates. From Figure 3.1, it can be observed that during iteration n, the
set of randomly selected clients is S,, = {1, 3,4} and the rest of the clients are
not communicating with the server. In addition, it is observed that only the first
element of the model parameter vector of size L = 5 is shared.

Using the selection matrices Sy, ,,, the recursive update equations of PSO-Fed, that
iteratively minimize (3.2) through FL, are expressed as

€k = Yk — [SknWn + (1L — Skn) Wi "Xk (3.4a)
Went1 = SknWn + (In — Skn) Wi + 41Xk n€ln (3.4b)
1
Wntl = 15T > [Skmt1Wknt1 + (AL = Sknt1) Wa), (3.4¢)
" kes,

where wy, ,, is the local model estimate at client & and iteration n, w;, is the global
model estimate at iteration n, Iy, is the L x L identity matrix, u is the stepsize
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Figure 3.2: Model-poisoning attack model.

controlling the convergence rate and steady-state performance, S,, denotes the set
of client selected at iteration n, and |S,,| denotes the number of the selected clients
in each iteration. Algorithm 3 summarizes PSO-Fed [63].

3.2.2 Model-Poisoning Attack Model

We denote the group of potential Byzantine clients within the network as Sg. To
indicate whether a client exhibits Byzantine behavior, we utilize the indicator vari-
able 3, where B = 1 signifies that client £ is part of the set Sp (i.e., is a Byz-
antine client), and S = 0 indicates otherwise. The total count of Byzantine clients
in the network is represented by |Sp|. These Byzantine clients aim to compromise
the global model (e.g., diminish its accuracy) by intermittently transmitting cor-
rupted local model estimates to the server. We assume that the Byzantine clients
have access to accurate local model estimates. More specifically, we consider a
situation in which, during each iteration, each Byzantine client intentionally alters
its local model estimate by perturbing it before sending it to the server. This alter-
ation is performed with a certain probability of attack, denoted as p,. We represent
the model update shared by each of the Byzantine clients via [12]
, {wk n + 0k.n With probability p,

' ’ 3.9

Wion with probability 1 — p,,

where dy, ,, € R% denotes the perturbation signal associated with the attack which
can be modeled as a zero-mean white Gaussian noise, i.e., 8y, ~ N(0,0%1,).

A Bernoulli random variable 74 ,, represents the probability of a Byzantine client
compromising its local estimate. This variable equals 1 with a probability of p,,
which signifies the occurrence of an attack, and 0 otherwise. This representation is
depicted in Figure 3.2. We can observe from Figure 3.2 that clients are categorized
into Byzantine and non-Byzantine sets, differentiated by the parameter S;. In
addition, the probability of a Byzantine client executing an attack is represented
by the random variable 7, ,, in Figure 3.2.
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Therefore, considering that each Byzantine client sends a distorted local model
estimate to the server with a probability of p, when chosen by the server, in situ-
ations where Byzantine clients exist in the network, the global model update of
PSO-Fed, as shown in (3.4c), can be rewritten as

1
Wil = 1o O [Sknt1Whnrt + (IL = Sknt1) Wa) (3.6)
[Snl kESn
where
W;c,nJrl = Wi n+l =+ Bk’Tk,nak,n—‘rL (37)

3.3 Theoretical Results

In this section, we evaluate the robustness of PSO-Fed against Byzantine attacks
by analyzing its theoretical mean and mean-square convergence and predicting its
steady-state MSE and optimal stepsize.

To facilitate the analysis, we introduce some new quantities. We denote the exten-
ded optimal global model as w; = 1x4; ® w* and the extended global model
estimate as W¢,, = cOl{wp, Wi, ... ,WKJL}. We also define the following col-
lective quantities

X, = bdiag{0,x1n,..., Xk n} (3.8a)
e =col{0,81n,...,0kn} (3.8b)

B = bdiag{Oy, 511L,...,BkIL} (3.8¢)
T, = bdiag{Op, 1,1, Tk 1L} (3.8d)
Vey = col{0, V1 pn,...,Vkn}, (3.8e)

where the operators col{-} and bdiag{-} represent column-wise stacking and block
diagonalization, respectively. Additionally, 141 denotes a column vector of ones
with K + 1 entries, and Oy, denotes a square zero matrix of size L.

Subsequently, we define

Yen = cOl{0, Y1.n, Y2, Uk} = XJW, + Ve p (3.9a)
€en = C01{07 €1ns€2ny -y 6k,n} =Yen — X;EA'nWe,n (3.9b)
and
17 (o)) O, ... O,
a1pS1,n I —a1,81, Op ... O,
= . ) . . ; (3.10)

Ak Skn O, Or ... Ip—apnSkn
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where ay,, = 1if k € 5, and a;,, = 0 otherwise. Hence, the global recursion
equations of PSO-Fed can be expressed as

Went1 = Bui1 (AnWen + p1Xp€en) + Cnp1BTp0e 1, (3.11)
where

1}, —Zlefgﬁsk,m BESint1 - [ESSKnt

Boi1 = Of IF Of (3.12)
L dL dL I'L
(O 5 S1ns1 - %SK’HH

T e I (3.13)
o, o, .. o

To make the analysis tractable, we adopt the following commonly used assump-
tions.

Al: The input vectors of each client, x; ,,, originate from a wide-sense station-
ary multivariate random process characterized by the covariance matrix Ry, =

T
E [xk,nxk,n]

A2: The observation noise, v/, ,, and perturbation signal, dy, ,,, both follow identical
and independent distributions. They are also independent of all other stochastic
variables.

A3: The selection matrices, S, of all clients and iterations are independent of
each other.

3.3.1 Mean Convergence

We define the deviation (coefficient-error) vector as W, = W, — W . Since
B,.+1 and A, are block right-stochastic, i.e., their block rows add up to identity
matrix, we have B, 1w} = A,w; = w}. Therefore, considering (3.11) and the
definition of w, ,,, we get

V~Ve,n+1 = Bn—l—l (I - NXnXJL) A’nwem - NBn+1XnVe,n
- Cn+1BTn66,n+1- (314)

Taking the expected value of both sides of (3.14) and under assumptions A1-A3,
we obtain

E[Weni1] = EBni1] (I — 4R) E[A,]E[We ], (3.15)
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where

R = bdiag{O, R, Ry, -+ ,Rx}. (3.16)

The mean convergence of PSO-Fed is guaranteed if || (I — uR) || < 1 or equival-
ently |1 — uA; (Ry) || < 1Vk,i. Here, || - || is any matrix norm and \; (-) denotes
the 7th eigenvalue of its matrix argument. As a result, PSO-Fed achieves conver-
gence in the mean sense, even in the presence of Byzantine clients, provided that
the stepsize p is appropriately chosen to satisfy

2
max; i { A (Rg)}

0<pu< (3.17)

In other terms, PSO-Fed is unbiased, even in the presence of model-poisoning
attacks.

3.3.2 Mean-Square Convergence

We denote the weighted norm-square of We ;, as [|We |5 = Wi, EWe ,,, where
3. is a positive semi-definite matrix. Computing the weighted norm-square of both
sides of (3.14) results in

E[|Went1l%] = Ell[Wenll3] + #’Ev] , Yoven
+E[6],,41Unbent1l, (3.18)

where the cross terms vanish under assumption A2 and

> = E[AT (I - pX,X]) BT, EB, 1 (I - 1X, X)) A, (3.19)
Y, =XIB! 2B,.1X, (3.20)
U, = T]BTC!, ,3C,11BT,. (3.21)

Subsequently, we define

o' =bvec{¥'} = FTo (3.22)
o = bvec{X} (3.23)
F =094 1nQsKQa+°QsHA (3.24)
O =E[B,+1 @ Byt (3.25)

Qa4 =E[A, & A,] (3.26)
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K=I&R)+ (R &I (3.27)
H = E[X,XT @) X, X]] (3.28)
D= [’CI/ 2 _75/ 2] (3.29)
Qc =E[Cpny1 ®p Crt1] (3.30)
w = Qcbvec{ s}, (3.31)
Qs = bdiag{0, B105palp, B20BpuID, -+ , BkoBPID} (3.32)
¢ =9nod, (3.33)
é,, = bvec{E [X,0,XT]} (3.34)
e, =F [Ve,nV;n} = diag{0, 031, e ,UEK , (3.35)

where ®; denotes the block Kronecker product (Tracy—Singh product [90]) and
bvec{-} denotes the block vectorization operation [91]. We evaluate Q 4, 9Oz,
H, Qc and ¢, under A1-A3, in Appendices A-D in P2, respectively.

Proposition 3.1: PSO-Fed converges in the mean-square sense and has a bounded
steady-state MSD, even in the presence of model-poisoning attacks given an ap-
propriate choice of stepsize as

1 1
. ' 3.36
<p< mln{ N (Kfl"H) "max{\(D) € R,0} }’ ( )

where Apax(+) denotes the largest eigenvalue of its matrix argument. Note that we
denote the upper bound of (3.36) as ftmax-

Proof. See P2.
3.3.3 Steady-State Mean Square Error

Proposition 3.2: The steady-state MSE of PSO-Fed (denoted by &), while taking
into account the impact of model-poisoning attacks can be computed as [92]

E= % [(/LZ(].')T +wT)(I- .’FT)_I Lbvec{R} +tr (©,)

Il -1
= ?qu (I-FT7)" QL bvec{R}

A
1 - 1
+ T (T- F7) 'QT bvec{R} + =t (0y), (3.37)

-~

Ew o

Proof. See P2.
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The partial sharing of model parameters, the scheduling of clients, the statistics
of input data, and the value of stepsize all affect the first and second terms on the
right-hand side of (3.37), specifically £4 and &,,. The observation noise impacts
the first and third terms, £4 and £g, with the latter being solely attributable to
this noise. Additionally, the influence of model-poisoning attacks from Byzantine
clients on the steady-state MSE of PSO-Fed is restricted to the second term, &,,,
which is induced by these attacks.

Remark 3.1: Reflecting on (3.31) and the computation of Q¢ in Appendix C of
P2, it is evident that both partial sharing and client scheduling have a reducing
impact on w. As the probability of sharing each element of the model parameter
vector decreases, denoted as p. = %, the values of w decrease correspondingly.
Consequently, (3.37) implies that partial sharing could provide online FL with in-
creased resilience against model-poisoning attacks. Nonetheless, partial sharing
also influences €4, causing its value to rise as indicated in [63, Figure 1(a)]. This
complicates the ability to easily ascertain the overall influence of partial sharing on
the steady-state MSE of PSO-Fed in situations related to model-poisoning attacks,
solely by examining (3.37). To achieve a more thorough understanding and sub-
stantiate these theoretical predictions, we conduct extensive simulations in section
3.4.

3.3.4 Optimal Stepsize

When there are no model-poisoning attacks and &, = 0, the function £ increases
monotonically with the stepsize u, provided that (3.36) holds true. However, in the
presence of model-poisoning attacks, the presence of &, disrupts this monotonic
behavior. It amplifies £ for smaller values of 1 and moves the point of minimal
& from p = 0 to a larger value of © > 0. As a result, this introduces a non-
trivial optimal stepsize that achieves the minimum £ when confronted with model-
poisoning attacks. We refer to this optimal stepsize as u*.

Theorem 3.1. The approximate optimal stepsize as

- wTB; ;@ bvec{R}
e 2(¢"Bo,; + wTBy ;) QY bvec{R}’

(3.38)

Note that, when no model-poisoning attack occurs, i.e., w = 0, the numerator on
the RHS of (3.38) becomes zero, leading to p* = 0.

Proof. See P2.
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3.4 Numerical Results

To verify our theoretical findings, we conduct several numerical experiments. We
also compare the performance of the PSO-Fed algorithm with that of the Online-
Fed, SignSGD, CS-Fed, and QS-Fed algorithms within a federated network com-
prising K € {50,100} clients and a model parameter vector of size L = 5.
Each client possesses non-IID data vectors xj , and their associated response
values ¥y, which are interconnected as per (3.1) with model parameter vector
w = %[1, .-+, 1]7 € RL. Each entry of xy, for each client k is drawn from a

zero-mean Gaussian distribution with variance gIQ(, where g%( itself is sampled from
a uniform distribution between 0.2 and 1.2, denoted as (0.2, 1.2). In addition, the
observation noise vy, ,, is zero-mean IID Gaussian with variance Ufk drawn from
U(0.005,0.025). In our experiments, only M = 1 entry of the model parameter
vector is shared per iteration, unless specified differently.

We evaluate the performance of the considered algorithms on the server’s side by
employing a test dataset consisting of N; = 50 instances {X, ¥} and calculating
the test MSE at the server as

1 . .
N, Iy — XTwa 3. (3.39)

We also evaluate the performance of PSO-Fed on the client side using (3.4a) and
calculating the network-wide average steady-state MSE as

1 K
e angrolo hm- (3.40)
k=1

In our first experiment, we examine the effect of different numbers of Byzantine
clients | S| on the steady-state test MSE for PSO-Fed, Online-Fed, SignSGD, CS-
Fed, and QS-Fed. In this experiment, We have K = 100 clients. In every iteration
n, the server randomly selects a set of |S,,| = 5 clients to participate in FL, with
each client having an equal probability of being selected. In addition, all Byzantine
clients are characterized by model-poisoning noise variance of 0125 = 0.25 and at-
tack probability of p, = 1. In each iteration, we allocate the same communica-
tion budget to all algorithms. Therefore, to allow all algorithms converge to their
lowest steady-state MSD within 3000 iterations, we set ;1 = 0.15 for PSO-Fed,
Online-Fed, CS-Fed and QS-Fed, and ¢ = 0.08 for SignSGD at all clients. Ac-
cording to (3.36), the maximum stepsize ensuring the mean-square convergence of
PSO-Fed in this experiment is jtyq,; = 0.245. The results displayed in Figure 3.3
indicate that PSO-Fed outperforms the existing algorithms across all considered
number of Byzantine clients. Notably, Online-Fed and PSO-Fed perform similarly
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Figure 3.3: Steady-state test MSE for different algorithms with different numbers of Byz-
antine clients |Sg|, attack strength 0% = 0.25 and attack probability p, = 1.
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Figure 3.4: Steady-state test MSE of PSO-Fed for different numbers of shared elements
M with different numbers of Byzantine clients |Sp|, attack strength 0% = 0.5 and attack
probability p, = 0.2.

when there is no Byzantine client or poisoning attack (i.e., a% = 0). However,
the performance of Online-Fed deteriorates more than PSO-Fed as the number of
Byzantine clients increases. While CS-Fed performs closely to PSO-Fed in our
experiment, it is important to note that the computational complexity of CS-Fed
exceeds that of PSO-Fed.
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Figure 3.5: Network-wide average MSE of PSO-Fed for different values of attack
strengths 0% and Byzantine clients |Sg|, number of shared elements M = 1 and attack
probability p, = 0.2.

In our second experiment, we examine the impact of the number of shared entries,
M, on the steady-state test MSE of PSO-Fed. We simulate PSO-Fed with K = 50
clients, L = 5, |Sp| € {5,15} Byzantine clients, attack strength 0% = 0.5, and
attack probability p, = 0.2. The results are shown in Figure 3.5. We observe that
increasing M leads to higher steady-state test MSE. In addition, PSO-Fed exhibits
greater resilience to model-poisoning attacks compared to Online-Fed, without
incurring any extra computational or communication burden on the clients. This
experiment corroborates our theoretical findings discussed in section 3.3.3.

In our third experiment, we investigate the effect of varying the attack strength
a%, on the network-wide average steady state MSE. We simulate PSO-Fed with
K = 50 clients, L = 5, |Sp| € {5,15} Byzantine clients, attack strength 0% €
{0,0.25,0.5,0.75,1}, and attack probability p, = 0.2. The server randomly se-
lects 5 clients in each iteration. The results depicted in Figure3.4 align closely
with our theoretical predictions. We notice an upward trend in the network-wide
average steady-state MSE as the attack strength or the number of Byzantine clients
increases. In addition, the presence of |Sp| = «; Byzantine clients with an attack
strength of a% = [ results in the same MSE as having |Sp| = ao Byzantine
clients with an attack strength 0’% = (9, provided that the condition o1 31 = a2
is met.

In our fourth experiment, we explore how the attack probability p, influences the
steady-state test MSE of PSO-Fed, considering different numbers of shared entries
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Figure 3.6: Effect of attack probability p, on steady-state test MSE of PSO-Fed for dif-
ferent numbers of Byzantine clients |Sg|, number of shared elements A/ = 1 and attack
strength 0% = 0.25.

M € {1,5}, with the number of Byzantine clients set to |Sp| = 5 and attack
strength to 0123 = 0.25. The results, presented in Figure 3.7, align with observa-
tions from the previous experiment, showing that an increase in the attack probabil-
ity leads to a higher MSE. Moreover, partial sharing (i.e., when M < L) enhances
the resilience against model-poisoning attacks as elaborated upon in section 3.3.3.

In our fifth experiment, we investigate the impact of attack probability p, on the
steady-state test MSE of PSO-Fed, considering different numbers of Byzantine
clients |Sp| € {5,15} and setting the attack strength as 0% = 0.25. The results
shown in Figure 3.6 indicate that increasing the attack probability increases the
steady-state MSE.

In our sixth experiment, we evaluate the performance of PSO-Fed using different
stepsize values and Byzantine client numbers in the presence or absence of model-
poisoning attacks. We simulate PSO-Fed with K = 50 clients, L = 5, attack
strength 0% = 0.25, attack probability p, = 0.25. The server randomly selects
5 clients in each iteration. The results illustrated in Figure 3.8, show that with no
model-poisoning attack (|Sg| = 0), the larger the stepsize 1, the worse PSO-Fed
performs, a trend consistent with gradient descent optimization methods. However,
with model-poisoning attacks (|Sp| > 0), the performance first improves with an
increase in (i, then deteriorates when p grows larger. This observation confirms the
existence of an optimal stepsize p* that ensures the best performance of PSO-Fed
under model-poisoning attacks. By calculating the optimal stepsize using (3.38),
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Figure 3.7: Effect of attack probability p, on steady-state test MSE of PSO-Fed for dif-
ferent numbers of shared elements M € {1,5}, number of Byzantine clients |Sg| = 5
and attack strength 0% = 0.25.

-15 T T T
. =m= Theory
M-15.5 f|=e=Simulation ]
< >
€a]
15
=
0-16.5
0
()
g
z
$-17.5
3
o
—
S
B |
5-18.5 !
Z |
|
- 9 = 1 A* 1 1
0.00  H0.05 # 0.1 0.15 0.2
Stepsize

Figure 3.8: Network-wide average MSE of PSO-Fed for different values of stepsize p,
attack strength 0% = 0.25 and attack probability p, = 0.25.

we determine p* = 0.03, which corresponds to the experimental results.

In our seventh experiment, we analyze the performance of PSO-Fed using dif-
ferent stepsizes in the presence or absence of model-poisoning attacks, consid-
ering different attack strengths a%. We simulate PSO-Fed with K = 50 cli-
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Figure 3.9: Network-wide average MSE of PSO-Fed for different values of stepsize p,
numbers of Byzantine clients |Sp| = 5 and attack probability p, = 0.25.

ents, L = 5, |Sp| = 5 Byzantine clients, and attack probability of p, = 0.25.
The server randomly selects 5 clients in each iteration. The results, presented
in Figure 3.9, echo the observations from the previous experiment: without a
poisoning attack (023 = 0), PSO-Fed’s performance decreases as the stepsize u
increases. Conversely, with model-poisoning attacks (O’% > 0), performance ini-
tially improves with an increase in y but begins to decline as  is further increased.
This pattern confirms the existence of an optimal stepsize p* for scenarios with
model-poisoning attacks. Using (3.38) to estimate the optimal stepsize, we find
w* =~ 0.03, corresponding to the experiment’s findings. This experiment also rein-
forces our conclusion following the third experiment that identical attack proper-
ties result in the same MSE.

In our eighth experiment, we investigate the impact of the commonly-adopted
small stepsize approximation (SSA) on predicting the performance of PSO-Fed
in the presence or absence of model-poisoning attacks. Specifically, we assume
that higher orders of p are negligible when computing JF via (3.24). We then com-
pare the simulated network-wide average MSE of PSO-Fed with the corresponding
theoretical predictions with or without SSA. We simulate PSO-Fed with K = 50
clients, L = 5, attack probability p, = 0.25, attack strength a% = 0.5, and num-
bers of Byzantine clients |Sp| € {0, 10}. The server randomly selects 5 clients in
each iteration. The results in Figure 3.10 reveal that, when p is sufficiently small,
SSA does not hinder the accurate prediction of steady-state MSE even without the
knowledge of the 4th moment of the input vector, H. However, as the stepsize in-
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{5, 15} Byzantine clients, attack strength 0% = 0.5 and attack probability p, = 0.2.

creases, discrepancies arise in both scenarios, with and without model-poisoning
attacks, diverging from the ideal case.

In our final experiment, we investigate the effect of partial sharing on different
terms of MSE (3.37), namely, £, and £y, in the presence of model-poisoning
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attacks. We compute both terms using the same setup as in our second experiment.
The results depicted in Figure 3.11 show that decreasing the number of shared
parameters considerably lowers &,,, significantly mitigating the impact of model-
poisoning attacks. However, sharing fewer entries increases £g. Still, the benefits
of partial sharing in reducing &,, are more substantial, leading to reduced MSE.
Note that £4 remains unchanged across both considered cases, as it depends solely
on scheduling and data noise. Finally, this experiment corroborates our theoretical
findings and confirms our assertions regarding the effect of partial sharing on &,
and £, as discussed at the end of section 3.3.3.

3.5 Summary

We conducted a theoretical analysis of the recently proposed PSO-Fed algorithm to
examine its resilience to model-poisoning (Byzantine) attacks imparted by partial
sharing. In our analysis, we considered a linear regression task with the local
objective function of each client defined as an empirical risk. We showed that,
even under Byzantine attacks, PSO-Fed converges in both mean and mean-square
senses, given an appropriate choice of stepsize. More importantly, we showed
that, in the presence of Byzantine clients, the steady-state MSE of PSO-Fed is
significantly smaller than that of the Online-Fed algorithm, which does not feature
partial sharing. Our theoretical analysis also uncovered the existence of a non-
trivial optimal stepsize for PSO-Fed in the presence of model-poisoning attacks.
The simulation results corroborated our theoretical findings regarding PSO-Fed’s
effectiveness against Byzantine attacks as well as the accuracy of the theoretically
predicted values of its steady-state MSE and optimal stepsize.
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Chapter 4

Resource-Efficient FL. Robust to
Communication Errors

This chapter presents the results of publications P3, P4 and their extension P5.
It presents an FL algorithm that is robust to communication noise/error while re-
ducing the communication burden of edge devices. We derive the proposed al-
gorithm through solving the weighted least-squares (WLS) regression problem.
We first cast the WLS regression problem as distributed convex optimization over a
federated network that employs random scheduling for communication efficiency.
We then use the alternating direction method of multipliers (ADMM) to solve the
problem iteratively. To mitigate the adverse effects of cumulative communica-
tion noise/error, we introduce a new local model update at each participating edge
device. Our theoretical analysis shows that the convergence of our algorithm is
ensured when the server communicates with a random subset of the clients at each
iteration. Our numerical results also demonstrate the superiority of our algorithm
over the state of the art and corroborate our theoretical findings.

4.1 Motivation

FL depends on effective communication to train a machine learning model using
decentralized data, aiming to create a more precise global model. When the com-
munication channels between the server and the edge devices are unreliable, the
server receives distorted local updates stemming from uplink noise, while each
client gets a noisy version of the aggregated model from the server due to down-
link noise [93-95]. Utilizing models that have been affected by communication
noise or errors can degrade the accuracy of the learned model. Many studies on
FL have mainly concentrated on uplink noise [96, 97]. The work in [98] explores

39
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the effects of downlink noise on FL. These investigations indicate that the effect-
iveness of gradient-descent-based FL algorithms can decline when noise is present
in the communication channels. In [94], a novel loss function is introduced for
FL, employing the first-order derivative of the loss function as a regularizer to ad-
dress the issue of additive noise in communication links. In [98], two strategies
are suggested to enhance FL'’s resilience against downlink noise. The first strategy
involves using a quantization technique while transmitting the global model up-
date through digital links and implementing channel coding with a standard rate.
The second strategy centers on an analog downlink transmission method, where
the server sends an uncoded global model update.

The authors of [99, 100] suggest that by controlling the scale of the communica-
tion signal-to-noise ratio, the impact of noise can be mitigated, allowing the con-
vergence rate of FedAvg with reliable communication links to be preserved. Non-
etheless, they do not address any strategies to counteract the effects of the noise. In
[101], the authors implement precoding and scaling during transmissions to reduce
the detrimental impacts of noisy channels and to ensure the convergence of their
algorithm. Many of these approaches to handle link noise in FL typically neces-
sitate extra resources on the client side. This can be counterproductive, as clients
in FL often function with limited resources regarding power/energy, memory, or
computational ability.

FL algorithms that utilize the alternating direction method of multipliers (ADMM)
tend to show a degree of resilience against additive communication noise [102].
Nevertheless, these methods necessitate that all clients take part in every round
of FL, which can be unrealistic in practical situations where clients are limited in
resources or consist of diverse edge devices. Thus, there is a significant need for
FL algorithms that can withstand noise in communication channels while requiring
minimal additional communication or computational efforts.

This chapter aims to develop a resource-efficient ADMM-based FL algorithm that
is robust to communication noise/error while imposing no additional computa-
tional burden on the participating clients. We consider the presence of noise in both
uplink and downlink communications. Considering the weighted least-squares
(WLS) regression problem, we develop our proposed FL algorithm by iteratively
solving an appropriately formulated distributed convex optimization problem via
ADMM. To achieve communication efficiency, we employ random client schedul-
ing. Furthermore, to prevent error accumulation from degrading the learning, we
communicate a linear combination of the last two global model updates, as well as
eliminating the dual model parameters at all participating edge devices. Through
theoretical analysis, we show that the convergence of the proposed algorithm is
ensured when the server chooses a random subset of the clients at each iteration,
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even with noisy communication links. Our simulation results also attest to the
effectiveness of our algorithm in comparison with the state of the art, as well as
corroborating our theoretical findings.

It is noteworthy to mention that the emphasis on the WLS regression problem
enables us to address challenges associated with random client participation in
noisy FL settings. By concentrating on the WLS problem, we can guarantee mean
convergence for both global and local models towards the optimal solution; an
assurance that is often lacking in more generalized formulations. Furthermore,
this focus allows a novel mean-square convergence analysis, as well as a closed-
form expression for the mean-square error.

4.2 Proposed Method

We consider a federated network consisting of K clients and one server, where
the clients communicate with the server over wireless channels. Each client k has
access to a local dataset denoted by Dy = {X, yx }, which comprises a column
response vector y; with dj, entries, and a data matrix Xy, of size di x L. For each
client k, a linear model is employed to relate the data matrix Xy, to the response
vector yj, as

Vi = Xpw + vy, 4.1)

where w denotes the global regression model parameter vector of size L, and vy,
represents the observation noise or perturbation, which is a vector of size dj, with
each entry assumed to be zero-mean Gaussian.

4.2.1 Federated Weighted Least-Squares Regression

Weighted least-squares (WLS) regression serves as a logical extension of least-
squares regression, providing notable benefits in numerous signal processing ap-
plications, including power system state estimation [103], position estimation [104],
and image noise reduction [105]. In WLS, various observations are given weights
according to their reliability, enabling the model to more accurately represent the
data when the quality of observations differs. This method can effectively reduce
the influence of less reliable data, leading to more accurate and trustworthy mod-
els.

In federated WLS regression, the goal is to collaboratively estimate the global
model parameter vector w by minimizing a global objective function across a fed-
erated network. This is expressed as a global WLS estimation problem in the FL.
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framework as

K
min ij(wk)
{Wk}k:1
st.wy=w, ke{l,2,--- K}, 4.2)

where Ji(wy) = [lyr — Xpwy, H%,vk is the local objective function for estimating
w at client k, Wy, is the weight matrix specific to client k, wy, is the local model
estimate at client k£ and w can be viewed as the global model estimate.

The optimal solution to (4.2), denoted by w*, can be stated as

K -1 g
wh = (Z ngkxk> (Z ngkyk> . (4.3)

k=1 k=1

To solve (4.2) within an FL framework, we utilize the ADMM algorithm [48].
Therefore, we express the augmented Lagrangian function for (4.2) as

K

K
D Li(wi,w,zk) = > Te(Wi) + (Wi — W, 2i) + g”wk —wl3, (44
k=1 k=1

where z;, is the Lagrange multiplier vector and and p > 0 is the penalty para-
meter. Consequently, we derive the recursive update equations at each client k£ and
iteration number n as

Zin = Zkn—1 + P(Wi 0 — Wi) (4.5a)
Wint1 = Wi — Ni(Zp,n — pWi), (4.5b)

along with the recursive update equation at the server as

K
1 _
Wntl = ¢ Z (Whnt1 + 9 200) (4.6)
k=1
where we define
Ni = (2X]WiXy, +pI) 4.7)
Wy = QNkXZkak. (4.8)

In this solution, after performing local training, i.e., (4.5a) and (4.5b), each client
shares its local estimate of wy, 1 + p_lzk,n with the server. The server then
obtains the global estimate as in (4.6) and broadcasts it to all clients while the FL.
process continues.
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4.2.2 Dual Variable Elimination

We posit that, in the recursions (4.5)-(4.6), it is necessary to transmit a combina-
tion of the primal and dual model parameter estimates to the server to enable the
aggregation that produces the global model estimate. Nevertheless, the dual up-
date information can be incorporated into the primal update by carefully choosing
the initial estimates and introducing a new local primal update at the clients.

Accordingly, we can reformulate (4.5)-(4.6) as

1 K
W = 2 ; Whon (4.92)
Wint1 = (I — pNg)Wi + pNp (2w, — Wy 1) (4.9b)

by initializing with w_; = 0, z; _; = 0, and wj, o = Wy, hence eliminating the
Lagrange multipliers zy, ,,. The recursion begins with clients sharing their w;, with
the server, which then aggregates them and broadcasts the resulting global model
estimate to the clients. We further define s,, = 2w,, — w,,_; and modify (4.9b) as

Wint1 = (I— pNp)wip + pNgsy,. (4.10)

One of the main benefits of (4.10) compared to (4.9b) is that the server carries out
the linear combination of the latest two global model estimates needed for local
model updates, instead of individual clients handling this task. This approach can
greatly minimize the effects of communication noise since the combination takes
place prior to being sent to the clients.

4.2.3 Communication Noise

Clients and the server often communicate via wireless channels, which are prone
to noise in both uplink and downlink communications. In the downlink, clients re-
ceive noisy versions of the aggregated model updates from the server. Specifically,
at iteration n, client k receives Sy, = sp, + Cy, ,, Where (y, ,, represents the down-
link noise affecting the transmission. In the uplink, the server receives a noisy
version of each client’s local model update, i.e., Wi ni1 = Wk pnt1 + 1y, Where
My, denotes the uplink noise for client k at iteration n.

Considering the impact of communication noise and allowing client updates to
occur before server aggregation, we obtain

Wintl = (I — ka)Wk,n + kaék,n (4.11a)

K
1 -
Wil = 7= E Wk n+1 (4.11b)
k=1
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4.3 Resource-efficient FL over Noisy Channels

In this section, we introduce RERCE-Fed, our proposed FL algorithm that is both
resource-efficient and robust to communication errors.

4.3.1 Random Scheduling

In (4.11), there is an implicit assumption that all clients are involved in every global
model update iteration. However, in FL, clients often have constraints in their
communication and computational capabilities. Thus, requiring participation of
all clients in every global update round can result in considerable drawbacks, such
as extended convergence times or excessive resource consumption. To tackle this
issue, we allow the server to randomly select a subset of clients, indicated by S,
to take part in model aggregation during each iteration n. We assume that the size
of this subset, C = |S,,|, remains unchanged throughout the FL process.

4.3.2 RERCE-Fed

In our proposed algorithm, during each global iteration n, the selected clients
k € 8, receive Sy, from the server and update their models. The server sub-
sequently receives Wy, ,, 1 from these clients and aggregates them. Afterward, it
broadcasts the most recent global update to a new set of selected clients in the next
iteration. Clients that are not selected by the server in a specific round keep their
most recent local update until their next selection. Hence, the recursions of the
proposed RERCE-Fed algorithm are expressed as [106, 107]

Wil = (I — apnpNg) Wi + agnpNiSg .y (4.12a)
LK

Wntl = 5 Y U Wt (4.12b)
k=1

where ay, ,, is the indicator variable for random scheduling, with a,, = 1 when
client £ is selected by the server in iteration n (i.e., kK € S,,) and ay,, = 0 other-
wise. We summarize RERCE-Fed in Algorithm 4.

4.3.3 RERCE-Fed with Continual Local Updates

In contrast to the traditional random scheduling method outlined in section 4.3.1,
where clients that are not selected refrain from making local updates and their most
recent model estimates are excluded from the global aggregation, we introduce
a novel approach in which all clients, irrespective of their selection status, con-
sistently revise their local model estimates during each iteration. This innovative
strategy can improve overall performance without adding any extra communica-
tion overhead or significantly increasing the computational burden for either the
clients or the server, as will be demonstrated later.
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Algorithm 4: RERCE-Fed.

Parameters: penalty parameter p, number of clients K, set of clients S
Initialization: global model woy = w_; = 0, local models wj o = W},
For n =1,..., Until Convergence
The server randomly selects a subset Sy, of its clients and sends the
aggregated global model s,, to them.
Client Local Update:
Ifk eSS,
Receive Si, ,, a noisy version of s,,, from the server.
Update the local model as wy, ,,+1 = (I — pNg )Wy, + pNgSg
Send wy, ,, 11 to the server.
EndIf

Aggregation at the Server:
The server receives Wy, 41, noisy versions of the locally updated models
from the selected clients k € S,, and aggregates them via

1 ~
Wntl = ¢ Z Wikn+1
keSy

Sp+1 = 2Wn+1 —Wn
EndFor

To implement this method, clients retain the latest global model estimate they re-
ceive from the server, while the server maintains the most up-to-date local model
estimates from all clients. As a result, clients are able to continually refine their
local models using the most current global model estimate, and the server updates
the global model by incorporating the latest local updates from every client, re-
gardless of the random scheduling. When a client is chosen at iteration n, its most
recent local model estimate is synchronized with the server, and the global model

estimate provided by the server replaces the previous version held by the client.

Therefore, the recursions of the RERCE-Fed algorithm with continual local up-

dates are given by [106, 108]

Wint+1 = (I — pNp)wy p

+ pNg [ak,nék,n + (1 — ak’n)ék’m] (4.13a)
1 K
W1 = 22 > [0k Wenst + (1= an)Wem] (4.13b)

k=1
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Algorithm 5: RERCE-Fed with continual local updates.

Parameters: penalty parameters p, number of clients K, set of clients S
Initialization: global model wg = w_; = 0, local models w o = Wy,
For n =1,..., Until Convergence
The server randomly selects a subset S,, of its clients and sends the
aggregated global model s,, to them.
Client Local Update:
Ifk eSS,
Receive Sg ., a noisy version of s,,, from the server.
Store the latest global model si, ,,, = S ..
Update the local model as wy, ,,+1 = (I — pNg)Wy, , + pNiSk
Send ty ;11 = 2Wp 41 — Wy, tO the server.
Else
Update the local model as Wy, ;11 = (I — pNg) Wy 5, + pNiSi m
EndIf

Aggregation at the Server:

The server receives t k,n+1, NOiSy versions of the locally updated models

from the selected clients k& € S,, and aggregates them with ’Ekm, the stored
local model estimates of the non-selected clients via

K ~ ~
Sp4+1 = % Z [ak,ntk,n—l-l + (1 - ak,n)tk,m]
k=1

EndFor

where S, ,,, denotes the most recent global model estimate received from the server
and stored in client k. This estimate is utilized when the client is not selected by
the server. Additionally, wy ., represents the most recent local model estimate
associated with client k, which is stored at the server and utilized during iterations
when the client is not chosen through random scheduling. Defining t;,, 11 =
2Wj nt1 — Wk n, WE can restate (4.13b) as

K
1 N §
Sni1 = 7 ; [akntrnir + (1 — agn)Erm)] - (4.14)

We summarize RERCE-Fed with continual local updates in Algorithm 5.
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4.4 Theoretical Results

In this section, we examine the theoretical performance of RERCE-Fed. We demon-
strate that the iterates wy,, converge in both mean and mean-square senses as
n — 00, even when there are noisy communication links. Since w,, denotes the
average of client estimates wy, ,,, its convergence follows accordingly.

We define the extended optimal global model as w} = 1ok ® w* and the vector
containing the client local model estimates as

Wen = COI{Wl,nv WK, Win—1," " 7WK,n—1}a

where 1o is the 2K x 1 vector of all ones, ® is the Kronecker product, and col{-}
denotes column-wise stacking.

Substituting (4.12b) into (4.12a), the global recursion of the proposed algorithm
can be stated as

Went+l = -A'nwe,n + Cn + 1, (4.15)
where
A, Ay 2}
= ’ “l, 4.16
A=W (416
and the extended noise vectors ¢,, and 7,, stack the vectors
aknPNECk p, (4.17a)
p K
Ak 5Nk > (2ajn-1Mj 01 — Qjn—2Mj ) (4.17b)
j=1

at their top halves, respectively, and zeros at their bottom halves. The value of
A, € R2EX2LK depends on the iteration number n as the server selects a random
number of clients at each iteration. Its sub-matrices of size LK x LK are block
matrices whose L x L blocks are calculated as

[An1];, =1 —a;npN; + 2ai7nai,n—1§Ni (4.18a)
(A ilyy = 2000501 5N, i 7 (4.18b)
(A sl = ~ainaja-2 5N (4.18¢)

To make the analysis tractable, we adopt the following assumptions:

Al: The communication noise vectors of both uplink and downlink, 7, ,, and
Ckn Vk,n, are independently and identically distributed. In addition, they are
independent of each other and all other stochastic variables.
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A2: The random scheduling variables, ay,,, V&, n, are independent and follow the
same Bernoulli distribution with parameter a = %, i.e., a, = 1 with probability
a and ay, , = 0 with probability 1 — a.

4.4.1 Mean Convergence

Proposition 4.1: RERCE-Fed algorithm is unbiased and converges in the mean
sense such that
lim E[w,,]|=w. (4.19)

n—oo
Proof. See PS.

4.4.2 Mean-Square Convergence

We define the deviation vector as W¢, = W, — W,. Since A, is block right-
stochastic, i.e., its block rows add up to the identity matrix, we have A, w} =
w}. Therefore, by defining the weighted norm-square of W, , as ||\7ven||2z =
vvg,nz:vve,n, where 3 is an arbitrary positive semi-definite matrix, we obtain the
variance relation as

E|[Wen+1l3] = El[Wenll3] + ECTEC,] + EnlSn,), (4.20)

where the cross terms vanish under assumption Al.

Subsequently, we define

¥ =E[ATEA,] 4.21)

o’ =bvec{¥'} = Qo (4.22)

o = bvec{X} (4.23)

Q =E[AT @, A] (4.24)
E[(13¢,] =¢To (4.25)
EniEn,]=¢To (4.26)
¢ = bvec{E[¢,¢T]} (4.27)

¢ = bvec{E[n,n}]} (4.28)
E[¢,¢T] = ap®bdiag{c? Ni,--- ,0¢, N%, 0, -- ,0} (4.29)

—_—
Eln.n}] = 5 i op bdiag{N7, .- ,N%,0,---,0} (4.30)
nn K2 prt Nk ’ ’ ' - ) )

where ®; denotes the block Kronecker product, bvec{-} denotes the block vec-

torization operation, bdiag{-} denotes the block diagonalization, agk denotes the



4.4. Theoretical Results 49

variance of the downlink noise for client k and 072% denotes the variance of the
uplink noise for client k. Note that in (4.30), E[a; na;,] < 1 Vi # j, and can be
neglected. Note that we evaluate Q in Appendix A in PS.

Utilizing the above results, we can write the global recursion for the weighted
mean-squared error (MSE) of RERCE-Fed as

n—1

E Hwevn'i'luivec_l{o'}] =E {vae’lngvec_l{gnﬂ}] + ’(pT Z QiO', (4.3D)
1=0

where 9 = ¢ 4 ¢ and bvec ™' {-} denotes the reverse operation of block vectoriz-
ation.

Using the Jordan canonical form of Q, we have

' , ALPK?
Q' =uUguU"' =Y puw], (4.32)
(=1

where 1y, uy and vy denote the /th eigenvalue of Q and its corresponding right
and left eigenvectors, respectively. In Appendix B in PS5, we show that the spectral
radius of Q is one with the geometric and algebraic multiplicity of L?, i.e., uy =
1veedl,... L?}.

Proposition 4.2: V¢ € {1,..., L?}, we have

YTuw]o =0. (4.33)

Proof: See Appendix C in P5.
4.4.3 Steady-State Mean-Square Error

Setting & = bvec{Isx}, letting n — oo on both sides of (4.31), and using
Proposition 4.2, we compute the steady-state MSE of RERCE-Fed, denoted by &,
as

AL2K?
€= lim E[W],Wen] = W SocWen + Y (1- )" $pTugv]a,
T (=L2+1
Eyp
L2
Yo =bvec ! {Q®0} = bvec! Zuwgbvec{IgKL} . (4.34)

/=1
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Remark 4.1: The observation noise v/, in (4.1) and the initial client estimates wy, o
influence the first component on the right-hand side of (4.34), denoted as &,, lead-
ing to a noise floor. Furthermore, scheduling parameters such as the probability
of client participation and the number of clients involved in each iteration, along
with the penalty parameter, the total number of clients, the local dataset at each
client, and the noise variance in uplink and downlink communications affect the
second component on the right-hand side of (4.34), represented as &£;. We will
delve deeper into these factors through simulations in section 4.5.3.

4.5 Numerical Results

In this section, we conduct several numerical experiments to evaluate the perform-
ance of the proposed algorithm and validate our theoretical findings. We consider a
federated network consisting of K clients. Each client has non-1ID data { Xy, yx },
where the entries of X are drawn from a normal distribution N (uy,07) with
pe € U(—0.5,0.5) and o7 € U(0.5,1.5). The local data size for each client
is randomly selected from a uniform distribution, i.e., di, € U(50,90). We set
the weight matrices at each client k to the inverse covariance matrix of yy, i.e.,

Wi, = E[(yx — Elyx]) (v — Elyx))T] 7%

The local data is related as per (4.1) given the model parameter vector w with
its entries drawn from a normal distribution A/(0,1). The observation noise v
for each client is zero-mean IID Gaussian with variance a,%k. The additive noise
in both the uplink and downlink channels is zero-mean IID white Gaussian with
variances a%k and agk, respectively. In our experiments, we set the penalty para-
meter as p = 1. In addition, the server randomly selects a subset of C clients with

uniform probability in each iteration.

We evaluate the algorithm performance on the client side via the normalized MSE
(NMSE) defined at iteration n as

K *
2

k=1

We average the NMSE learning curves over 100 independent trials to obtain our
simulation results.

We outline the findings of our numerical experiments in three subsections. In the
first subsection, we assess the effectiveness of the RERCE-Fed algorithm in com-
parison to its predecessors. The second subsection focuses on evaluating RERCE-
Fed with continual local updates and comparing it to RERCE-Fed without con-
tinual local updates. Finally, in the last subsection, we validate our theoretical res-
ults by illustrating mean convergence and comparing theoretical predictions with
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Figure 4.1: NMSE of (4.5)-(4.6) and (4.10) for C = K = 100.

simulation results, confirming the accuracy of our theoretical expression for MSE
of RERCE-Fed.

4.5.1 Performance of RERCE-Fed

In our first experiment, we simulate the algorithms described by (4.5)-(4.6) and
(4.10) to solve the considered WLS problem. We run these simulations with K =
100 clients, model parameter vector size of L. = 128, and link noise variance
of ng = ng = 6.25 x 10™*. All clients participate in the FL process, i.e.,
C = K = 100. The corresponding learning curves are shown in Figure 4.1. We
observe that (4.10) exhibits a 7dB improvement over (4.5)-(4.6) in the presence of
noisy communication links when all clients are involved in each iteration of the

FL process.

In our second experiment, we examine the performance of (4.5)-(4.6) and (4.10)
under similar conditions as the first experiment, but with the server randomly se-
lecting a subset of clients to participate in each iteration. We simulate (4.5)-(4.6)
with C = 4 and (4.10) with C € {4,75,90}. The corresponding learning curves
are shown in Figure 4.2. Unlike the first experiment, Figure 4.2 illustrates that
(4.10) fails to converge due to error accumulation, even when a majority of clients
participate in every FL round, as observed for C € {75,90}. Additionally, the per-
formance of (4.5)-(4.6) degrades significantly when only a small subset of clients
participate in each FL round. Consequently, both (4.5)-(4.6) and (4.10) exhibit
an inability to cope with additive noise in communication links when the server
selects only a subset of clients in each iteration.
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Figure 4.2: NMSE of (4.5)-(4.6) with C = 4 and (4.10) with C € {4,75,90}.
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Figure 4.3: NMSE of (4.10) with C = 4 and RERCE-Fed (4.12) for different numbers of
participating clients C € {4, 10, 25}.

In our third experiment, we assess the performance of the proposed RERCE-Fed
algorithm in the presence of link noise and random client scheduling by the server
to enhance communication efficiency. We simulate RERCE-Fed with K = 100
clients, L = 128, link noise variance of 077 = ag = 6.25 x 1074, and differ-
ent numbers of participating clients C € {4,10,25}. The correspondmg learning
curves are depicted in Figure 4.3. As shown in Figure 4.3, RERCE-Fed exhibits
robustness against communication noise, even when only a subset of clients par-
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Figure 4.4: NMSE of RERCE-Fed (4.12) and RERCE-Fed with continual local updates
(4.14) for C = 4 and different uplink and downlink noise variances o, = o7, € {6.25 x

10741072},

ticipate in each FL round, a contrast to the results observed with (4.5)-(4.6) and
(4.10) in the second experiment. Another important observation from Figure 4.3
is the trade-off between the number of participating clients C and the perform-
ance and convergence rate of RERCE-Fed. Specifically, increasing the number of
participating clients leads to faster convergence and lower NMSE. However, this
benefit diminishes once C > 10, as the performance of RERCE-Fed with C > 10
approaches that of the scenario where all clients participate in each FL round. This
implies that RERCE-Fed can achieve accurate model parameter estimation while
making more efficient use of available communication resources, even in the pres-
ence of noisy communication links.

4.5.2 Performance of RERCE-Fed with Continual Local Updates

In our fourth experiment, we compare the performance of RERCE-Fed with and
without continual local updates by plotting their corresponding learning curves
given different numbers of participating clients and link noise variances. We
present the results in Figures 4.4-4.6. The number of clients selected at each it-
eration is C € {4, 10,25}, and the link noise variances are O'%k = ng € {6.25 x
107%,1072}. From these figures, we observe that RERCE-Fed with continual
local updates consistently exhibits robustness against communication noise, even
when only a small subset of clients participate in every FL round. In addition,

RERCE-Fed with continual local updates significantly outperforms its counterpart
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Figure 4.5: NMSE of RERCE-Fed (4.12) and RERCE-Fed with continual local updates
(4.14) for C = 10 and different uplink and downlink noise variances o = o7, € {6.25 x
1074,1072}.
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Figure 4.6: NMSE of RERCE-Fed (4.12) and RERCE-Fed with continual local updates
(4.14) for C = 25 and different uplink and downlink noise variances o7, = 07, € {6.25 x
104,102},

without continual local updates in all considered scenarios. These results indicate
that allowing clients to continually update their local models, even when not selec-
ted by the server, leads to a substantial improvement in steady-state NMSE without
adversely impacting the convergence rate. Additionally, as anticipated, increasing
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Figure 4.7: Squared-norm of bias estimate of RERCE-Fed (4.12) with K = 6,
L =6,C = 3, and agk = a?k = 10~* for different numbers of MC runs M €

{10,102,102,10%, 10°}.

the link noise variance results in performance degradation.
4.5.3 Comparisons of Theory and Experiment

In our fifth experiment, we demonstrate the mean convergence of RERCE-Fed.
We simulate RERCE-Fed with K = 6 clients, I, = 6, and link noise variances
0’727k = ng = 10~*. In addition, the server randomly selects C = 3 clients in each
iteration. In Figure 4.7, we plot the squared /2-norm of the global model parameter
bias estimated for different numbers of Monte Carlo (MC) runs, denoted by M,
specifically 1 || ﬁ Zﬂl wi) — w*||3, where w is the global model parameter
estimate of the ¢th MC run. We can observe from Figure 4.7 that the squared-norm
of the multivariate bias estimate decreases log-linearly with the number of MC

runs, indicating unbiasedness.

In our sixth experiment, we validate the accuracy of our theoretical expression for
the steady-state MSE of RERCE-Fed in (4.34) and explore the impact of varying
uplink and downlink noise variances, O'%k and O'gk, on performance. We simulate
RERCE-Fed with K = 6 clients, . = 6 parameters, and different values for up-
link and downlink noise variances. The server randomly selects C = 3 clients in
each iteration. We present the theoretical predictions of steady-sate MSE using
(4.34) alongside the corresponding experimental values in Figures 4.8-4.9 as func-
tions of a%k, O'gk, and C. The results show a close alignment between theory and

experiment. Furthermore, we observe an upward trend in the steady-state NMSE
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Figure 4.8: NMSE of RERCE-Fed (4.12) with C = 3 for different uplink noise variances.
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Figure 4.9: NMSE of RERCE-Fed (4.12) with C = 3 for different downlink noise vari-
ances.

as either uplink or downlink noise variance increases.

The uplink and downlink noise variances exhibit distinct effects depending on the
number of participating clients C. While the error induced by uplink noise remains
constant, the impact of downlink noise intensifies with an increasing number of
participating clients. This observation is consistent with the intuition that aver-
aging the model parameter estimates at the server can mitigate the adverse effect
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Figure 4.10: NMSE of RERCE-Fed (4.12) for different numbers of participating clients
C € {2,3,4,5,6} and different link noise variances.

of uplink noise on the performance of RERCE-Fed. However, changing C also
affects Q. To obtain a better understanding, we investigate the impact of C on the
performance of RERCE-Fed in our final experiment, where we consider K = 6,
L=6,0; =0 €{6.25x107%107%}, and C € {2,3,4,5,6}. The results
presented in Figure 4.10 illustrate that increasing the number of participating cli-
ents improves the performance of RERCE-Fed. Howeyver, this improvement comes
at the cost of higher resource utilization on the client side, which can be limiting
in real-world FL scenarios.

4.6 Summary

We proposed RERCE-Fed, an FL algorithm designed to effectively reduce commu-
nication load while maintaining robustness against additive communication noise
or errors. By employing ADMM to solve the WLS problem, we introduced a
new local model update at the clients. This innovative solution mitigates the ef-
fects of communication noise without imposing additional computational burden
on clients. Furthermore, we improved the communication efficiency by randomly
selecting a subset of clients to participate in each learning round. To further op-
timize performance, we enabled non-selected clients to continue with their local
updates, resulting in a modified version of RERCE-Fed. Our theoretical analysis
confirmed the convergence of RERCE-Fed in both mean and mean-square sense,
even with random client scheduling and communication over noisy communica-
tion links. In addition, we derived a closed-form expression for the steady-state
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MSE of the RERCE-Fed algorithm. Comprehensive numerical analysis substanti-
ated our findings and confirmed the accuracy of our theoretical predictions.



Chapter 5

Privacy-Preserving Nonnegative
Matrix Factorization

This chapter, which outlines the findings of publication P6, introduces a privacy-
preserving algorithm designed for fully-distributed nonnegative matrix factoriza-
tion (NMF). This algorithm aims to decompose a large data matrix into left and
right matrix factors in a distributed manner while ensuring the privacy of each
agent’s local data. It enables collaborative estimation of the left matrix factor
among agents and allows them to estimate their respective right factors without
compromising raw data privacy. To achieve data privacy, the algorithm employs
the Paillier cryptosystem, a probabilistic asymmetric algorithm for public-key cryp-
tography that supports computations on encrypted data without decryption, to se-
cure information exchanges between neighboring agents. Simulation results based
on synthetic and real-world datasets highlight the efficacy of the proposed al-
gorithm in achieving privacy-preserving distributed NMF over ad-hoc networks.

5.1 Motivation

Nonnegative Matrix Factorization (NMF) [109-113] is a powerful technique in lin-
ear algebra and machine learning. NMF is a specific case of constrained low-rank
matrix approximation [114] and a linear dimensionality reduction (LDR) tech-
nique aimed at representing nonnegative data more compactly through nonnegat-
ive factors. Formally, given a matrix Z with dimensions N x M, NMF aims to
find two matrices X with dimensions N x K and Y with dimensions K x M such
that Z ~ XY, where all elements in Z, X, and Y are nonnegative. The dimension
K, typically chosen to be smaller than both NV and M, represents the number of
latent features or components in the factorization. This decomposition allows for a
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Figure 5.1: Illustration of nonnegative matrix factorization.

parts-based representation of the data, where each column of X can be interpreted
as a basis vector and each column of Y as the corresponding encoding. The in-
terpretation of NMF results is often intuitive and domain-specific. For instance, in
image processing, the columns of X might represent distinct facial features such
as eyes, nose, and mouth when applied to a dataset of face images, while the cor-
responding columns in Y would indicate the strength of each feature’s presence
in a given image. In text analysis, the matrix X might represent topics or themes,
with the matrix Y indicating the relevance of each topic to individual documents.
Figure 5.1 provides an illustration of NMFE.

NMF was originally introduced as positive matrix factorization in [115] and has
gained significant research interest, particularly after being popularized by [116].
It has found widespread applications in various fields such as signal and image
processing, data mining and analytics, machine learning, and federated learn-
ing. Examples include air emission control [115], visual object recognition [117],
video background-foreground separation [118], spectral unmixing [119], text min-
ing [120], blind source separation [121], clustering [122], computational biology [123],
music analysis [124], molecular pattern discovery [111], efficient implementation
of deep neural networks [125], and detecting malware activities [126]. Its popular-
ity stems from its utility in identifying and extracting meaningful features from
data in addition to serving as a powerful LDR technique.

NMF has also proven to be a valuable tool in recommender systems and mat-
rix completion tasks in recent years, e.g., the Netflix challenge [127]. Recom-
mender systems often work with user-item interaction matrices, where rows rep-
resent users, columns represent items, and entries indicate preferences or ratings.
NMF can decompose this matrix into user and item factor matrices, effectively
capturing latent features that explain user preferences and item characteristics.
This factorization allows for the prediction of missing entries, enabling person-
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alized recommendations. For example, in a movie recommendation system, the
matrix X might represent user preferences for different movie genres or styles,
while the matrix Y could represent how strongly each movie aligns with these
latent features. The product of these matrices can then be used to predict a user’s
potential rating for a movie they haven’t seen yet [127]. In matrix completion
tasks, where the goal is to fill in missing entries in a partially observed matrix,
NMF can leverage the low-rank structure and nonnegativity constraints to provide
meaningful estimates for the unknown values. This approach has been success-
fully applied in various domains, including collaborative filtering [128] and image
inpainting [129].

This chapter presents a privacy-preserving distributed NMF (PPDNMF) algorithm
for scenarios where data is spread among agents in an ad-hoc network, with each
agent holding part of the data matrix’s columns. Our goal is to perform NMF on
the entire dataset in a secure, decentralized manner. Agents collaborate to estimate
the left and right factors, sharing information only with immediate neighbors over
secure links, while keeping their local data private. We use the block coordinate-
descent (BCD) method and alternating direction method of multipliers (ADMM)
to develop the algorithm and integrate the Paillier cryptosystem for privacy preser-
vation. Performance evaluations through simulations with synthetic and real data
show that our algorithm achieves results comparable to centralized methods.

5.2 Proposed Method

As mentioned earlier, the objective of NMF is to approximate a data matrix Z &€
RNXM consisting of nonnegative entries using the product of left and right factor
matrices, both with nonnegative entries. That is, Z = XY where X € RV*E
and Y € REXM | typically with L < min(N, M). This approximation rep-
resents the NV-dimensional datapoints (columns of the data matrix) within a L-
dimensional linear subspace spanned by the columns of the left factor, whose co-
ordinates are given by the columns of the right factor. The nonnegativity constraint
on the factors induces sparsity, further enhancing the compactness of the repres-
entation. Moreover, in many applications, the factors’ nonnegativity is essential to
their physical plausibility and intuitive interpretability.

We utilize the least-squares criterion, which is appropriate when the perturbation
in the data matrix Z can be modeled as a Gaussian process. Therefore, the NMF
problem can be formulated as

1 2
in - ||Z - XY 1
min 5 | IF (5.1

s.t. X >0,Y >0,
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where || - || denotes the Frobenius norm.

We consider the scenario where Z is distributed over a network with K agents
such that we have Z = [Z1,--- ,Zk] and consequently Y = [Y1,--- , Y| with
Y € REXMk and we have Zle My, = M. Therefore, we rewrite (5.1) as

K
1 2
in - Z. — XY 5.2
X{r{lg;ﬂg:lll k kllF (5.2)

S.t.XZ O,Yk 20

In a fully distributed approach, every agent, indexed by k, aims to estimate X and
its own Y, using its local data Zj;, and by exchanging information solely with its
immediate neighbors through single-hop communication. To this end, we utilize
the BCD algorithm and iteratively solve two optimization subproblems for X and
Y. That is, we repeat the following alternating minimizations until convergence is
achieved:

K
X, = min % ; 1Zs, — XY g2 (5.3)
s.t. X >0,
Yin :r%ikn;HZk—XnYkHi,Vk e{1,....K} (5.4)
s.t. Y > 0.

The subscript 7 denotes the estimate of its respective parameter at the nth BCD
iteration.

The solution of (5.4) can be localized straightforwardly, provided that each agent
has access to the estimate X,,. To solve (5.3) in a fully distributed manner, we
introduce the variable X}, at each agent k as a local copy of X and enforce it to
be equal to those of the agents within the immediate neighborhood of agent k,
thereby achieving consensus across the network. Thus, we reformulate (5.3) into
the following equivalent form

1
X = 1in 3 | Zy, - X5 Ygno1f + o(Xg) (5.5)
k
s.t. Xp =Xy V€N, Vee{l,...,K}

where +(-) denotes the indicator function accounting for the nonegativity constraint
and N, denotes the set of neighbors of agent k with cardinality dy = |Nj]|.
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Subsequently, we decompose and decouple the optimization problems at the agents
by introducing the auxiliary variables Uy, Sy, € RN>L and rewriting the optim-
ization in (5.5) as

1 2
i —|Zr — U Y e X 5.6
kall}il,lsk,g 5 | Zy, kY kn-1llf +2(Xk) (5.6)

s. t. Uk:Xk
Sk,g:Uk VEEN]C, vk € {1,...,K}
Stk = Sk

We can express the corresponding aggregate augmented Lagrangian function as

L({Xk}, {Ux}, {Ske}s {Pr}: {Qurye})

K K
1
D) Z 1Zy. — UkYk,n71H,2: + Zz(Xk)
k=1 k=1
i K
+5 2 Xk = Uk = Pyl
k=1
1 K
T3 DD rrellUk —Ske — Quellf (5.7)

k=1 £LeNy

where p and py, o are penalty parameters and Py, Q¢ € RNXL are scaled Lag-
range multipliers. We maintain p consistent across all agents and iterations. How-
ever, we allow each py ¢, unique to the edge connecting agents k and /, to vary
over iterations [130]. Additionally, we consider py ¢ = py i VK, £.
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5.2.1 Estimating the Left Factor

Minimizing (5.7) using ADMM, which leads to the elimination of the auxiliary
variables {Sy, ¢}, yields the following iterations at each agent i as [131]

Xiknm =0 {Ukm-1+Prm_1} (5.8)

Uk:,m = |:ZkY]-€r7n1 +u (Xk:,n,m - Pk,m—l)

+ Pkm (Uk,m—l + 2Qk,m—1 - Qk,m—Q):|

—1

X Yon 1 YT,y (4 pn) 1 (5.9)

Pk,m = Pk,m—l - (Xk,n,m - Uk,m) (510)

Qim = Qrm—1 + Z Prem (Uem — Ugm) - (5.11)
EE./\/'k

Here, the subscript m denotes the mth ADMM iteration index, II>( represents
the projection onto the nonnegative orthant, and (-)T stands for matrix transpose.
In addition, we define py, ,, = Zﬁe/\fk Pkem and Qg = ZZeNk Pret.m Qe ,m-
These ADMM iterations can be executed in a fully distributed manner, relying
solely on locally available information and single-hop communications. Upon
convergences of the algorithm, we utilize the latest estimates X, ,, ,, for optim-
izing Y}, in the subsequent BCD iteration, i.e., Xy, < X}, . Note that we
enforce the nonnegativity constraint and consensus simultaneously.

5.2.2 [Estimating the Right Factor
Similarly, we can employ ADMM to iteratively solve (5.4) via [131]

Yinr =1>0{Vir—1 +Rpr1} (5.12)
Vir= (XZnX;m + 771) !

X [XZ,nZk + 1 (Yenr — Rir—1) (5.13)

Ri, =Rip—1— (Yinr — Vi) (5.14)

Here, the superscript r represents the rth ADMM iteration index and 7 is the pen-
alty parameter. Once convergence is attained, we utilize the latest estimates Y, , ,
to update X, estimates in the subsequent BCD iteration, i.e., Y, < Y .

Note that, we employ warm start in both ADMM algorithms for estimating the left
and right factors. At the onset of each BCD iteration, we initialize both ADMM
inner iterations using the most recent estimates from the preceding iterations.
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Figure 5.2: The Paillier cryptosystem flow diagram.

5.2.3 Convergence Analysis

Proposition 5.1: The ADMM iterations (5.8)-(5.11) and (5.12)-(5.14) converge
using the approach proposed in [48, 132, 133].

Proof. See Pé6.

5.3 Privacy-Preserving Distributed NMF

In this section, we provide an overview of the Paillier cryptosystem, which we
employ to enhance the privacy of the distributed NMF algorithm developed in sec-
tion 5.2. Subsequently, we introduce our proposed privacy-preserving distributed
NMF (PPDNMF) algorithm.

5.3.1 Paillier Cryptosystem

The Paillier cryptosystem, introduced by Pascal Paillier in 1999 [134], is a prob-
abilistic asymmetric algorithm for public key cryptography. It is based on the
mathematical problem of computing nth residue classes, which is believed to be
computationally difficult. The system is notable for its homomorphic properties,
particularly its additive homomorphism [130, 135, 136], which allows for cer-
tain operations to be performed on encrypted data without decrypting it first, i.e.,
E (m3 (m1 + ma2)) = (€ (m1) € (m2))™?3. The randomness in encryption ensures
semantic security and makes it resistant to attacks. The Paillier cryptosystem’s
unique properties make it particularly useful in various applications, including e-
voting systems and privacy-preserving data mining.

The Paillier cryptosystem operates as illustrated in Figure 5.2 as follows:
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* Key Generation:

1. Choose two large prime numbers p and g randomly.

2. Confirm that ged (pq, (p — 1)(¢ — 1)) = 1, where ged(+, -) is the greatest
common divisor of its arguments.

3. Compute n = pg and A = lem(p — 1,q — 1), where lem(-, -) is the least
common multiple of its arguments.

4. Select a random integer g, where g € Z,, i.e., integers between 1 and n?.

5. Ensure n divides the order of g by checking the existence of the following
modular multiplicative inverse: 1 = (L(g* mod n?))~! mod n, where
L(z) = ==L,

n

6. The public key is (n, g) and the private key is (A, p).
* Encrypt a message m where m < n:

1. Select a random r where r» < n.

2. Compute the ciphertext as ¢ = ¢ - ™ mod n?.

» Decrypt a ciphertext ¢ as m = L(c* mod n?) - 4 mod n.

5.3.2 Privacy Preservation

The only update equation among (5.8)-(5.14) that relies on information received
from neighboring agents is (5.11). To protect the privacy of agents at this step,
we adopt a similar approach to [130] and enable the agents to encrypt all messages
communicated with their neighbors. To this end, we decompose each edge-specific
penalty parameter as py ¢, = g5 *g5* where gk and g/,>* are exclusively
known to agents k and ¢, respectively. In addition, we implement a secure data
exchange procedure as outlined in lines 9-14 of Algorithm 6, which provides a
summary of the proposed PPDNMF algorithm. In Figure 5.3, we summarize the

information exchange part of the PPDNMF algorithm.

Consequently, note the following:

» Data exchanged between agents k and ¢ is encrypted, rendering it inaccessible
to other agents or eavesdroppers, even if intercepted.

* The parameter gﬁfﬁ is unique to each edge and iteration. Therefore, an agent

cannot infer the private information Uy ,,, of any of its neighbors by decrypting
the messages it receives from them, as each neighbor £ uses its unique gf,fk in
its encrypted message to agent k.
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Algorithm 6: PPDNMF.

Initialization: X0 = Ugo = InxL, Pro = Qro = Qr,—1 = Onxe,
Yio=Vio=Rro=O0rxn,

For n =1,..., Until Convergence

For m =1,..., Until Convergence
Xinm =0 {Upm-1+Prm-1}

Uk,m = |:ZkY]I’n_1 +u (Xk,n,m - Pk,mfl)
+pk,m (Uk,mfl + 2Qk,m71 - Qk,m72)]
X [Ykm—lYZ,nq + (1 + prom) I]
Pk,m = Pk,m—l - (Xk,n,m - Uk7m)
Encrypt — Uy, ,,, using the public key £,y as E (— Uy )
Send &, (— Uy, ) and kpy, to all neighbors in AV,
For ¢ c N
Encrypt Uy ,, using K, as & (Ug,n)
Send [&, (Uy,m) &k (—Uk,m)]ggﬁk to agent k

EndFor
Decrypt messages received from neighbors using the private key kg

Multiply the received messages by gf,fe
Qion = Qrom—1+ Ysen, In 957" (Uem — Upm).
EndFor
Xin — Xinms Uko < Uk, Pro < P,
Qr0 < Qrms Qr,—1 < Qrm—1
For r =1,..., Until Convergence
Yinr =1>0{Vir—1 +Rp,—1}

-1
Viy = (Xgmxm + nI) [X;mzk 41 (Yemr — Rip1)

sz,r = Rk,r‘fl - (Yk,n,r - Vk:,r)
EndFor
Yin < Yienr Vio < Vi Rpo < Ry
EndFor

* The Paillier cryptosystem is intended for encrypting scalar unsigned integers.
To encrypt the entries of Uy, ,,,, which are typically floating-point values, we ini-
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—Uimig - —Upmir Uimar - Uimar
_Uk,m = Ulm = : ' :
“Ukmnt - —Urmnr Umna - Uimnir
¢ Encrypt ¢ Encrypt
(‘:k (_Uk,m) = Ek (Ué,m) -
Ee (“Ukmar +hip) o & (“Ukmar k) gong | &k Uman) - & Um1z)
Er (“Ukmna + pe) oo E (“Ukmn,z + Kpk) & (Umaa) - & (Uemy.r)
gl—>k~
Send (& (Upm) E (—Upm)|"™
<
Agent ke Agent ¢

Figure 5.3: The information exchange between agents k and £ € N}, in PPDNMF.

tially quantize them. This involves multiplying each entry by a positive integer
Npax, Which determines the quantization resolution, and then rounding the res-
ult to the nearest integer. To undo the quantization, we divide the decrypted
values by Nyax.

* To handle the encryption of negative quantized values (note line 10 in Algorithm 6),
we convert them to positive integers by adding the public key xy, to them [135].

» To guarantee convergence, we ensure that the parameters ¥

tonically over iterations without becoming unbounded [130]. Thus, we select
each parameter uniformly from the interval (gfn_lli, gk] , where gy, is a predefined

positive constant, known only to agent k, and g’g% = 0.

increase mono-

5.4 Numerical Results

In this section, we conduct a series of numerical experiments to evaluate the per-
formance of our PPDNMF algorithm. We consider a network consisting of K =
10 agents, interconnected arbitrarily, with each agent having three neighbors on
average. We test our algorithm on two datasets, namely, a synthetic dataset and the
MIT Center for Biological and Computational Learning (MIT-CBCL) face data-
base [137], a widely utilized benchmark in the field of computer vision, comprises
a diverse set of images capturing various poses, expressions, and lighting condi-
tions, providing a robust foundation for evaluating the performance of face recog-
nition algorithms.
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Figure 5.4: NMSE (5.15) of PPDNMF and centralized algorithm versus the BCD iteration
index for different values of Ny, .y on synthetic data.

The agents collaboratively factorize a data matrix Z € RY*M to left and right
factor matrices X € RV*L and Y € RI*M where N € {30,361}, M €
{200,2429}, and L € {5,49} in our two experiments. We set the number of BCD
iterations to 100 and the number of ADMM iterations to 30. In our implementation
of the Paillier cryptosystem, we use 128-bit public and private keys.

We evaluate the performance of PPDNMF in comparison with the centralized al-
gorithm, i.e., where all data is available at a central hub. To quantify the perform-
ance, we utilize the normalized mean-square error (NMSE) at each BCD iteration,
defined as

K
1 | Zy — Xpn YinllF

— 2 : . 5.15
e k§1 | (5.15)

In addition, we average the presented results over 100 independent trials.

In our first experiment utilizing synthetic data, we draw the entries of the nonneg-
ative factor matrices X € R39%% and Y € R>*2% independently from exponential
distributions with parameter values 0.033 and 0.8, respectively. We calculate the
data matrix as Z = XY + I, where we draw the entries of I' independently from a
Gaussian distribution with zero mean and variance 3.6 x 10~%, resulting in an SNR
of approximately 20dB. We set © = 0.1, = 1, and g; = 0.033 for all agents. We
consider Z to be distributed among the agents such that each agent has a varying
number of columns between four and 40. We present the NMSE learning curves of
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Figure 5.5: NMSE (5.15) of PPDNMF and centralized algorithm versus the BCD iteration
index for different values of N,,,, on MIT-CBCL database.
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Figure 5.6: The original and reconstructed faces #1 and #2429 from the MIT-CBCL data-
base.

PPDNMF for different values of N, alongside that of the corresponding cent-
ralized algorithm in Figure 5.4. From Figure 5.4, it is evident that the proposed
PPDNMEF algorithm closely matches the performance of the centralized algorithm
regarding both convergence rate and steady-state NMSE. Furthermore, it is clear
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that increasing the value of Ny, results in a lower steady-state NMSE.

Our second experiment utilizes the MIT-CBCL face database, which contains 2429
monochromatic face images in its training dataset. We allocate the corresponding
data matrix among the agents so that each agent has between 224 and 245 columns.
For this experiment, we configured = 2, n = 2, and set g; = 0.05 for all agents.
The results presented in Figure 5.5 highlight the effectiveness of PPDNME. Not-
ably, PPDNMF exhibits robust performance even with Ny, = 10. Additionally,
we compare the original faces #1 and #2429 with their reconstructed versions by
PPDNMEF, using Np.x = 10° in Figure 5.6. The reconstructed images closely
match their original versions.

5.5 Summary

In this chapter, we introduced a novel privacy-preserving distributed nonnegative
matrix factorization (PPDNMF) algorithm that employs the Paillier cryptosystem
to enable secure collaboration among agents, thereby safeguarding their privacy
and mitigating the risk of sensitive data leakage over ad-hoc networks. Our sim-
ulation results, based on both synthetic data and a real-world database, confirmed
the efficacy of our proposed PPDNMF algorithm.
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Chapter 6

Distributed Maximum Consensus
over Noisy Links

This chapter presents the results of publication P7, which delves into the prob-
lem of estimating the maximum value within a multi-agent ad-hoc network in the
presence of noise in the communication links. Our approach involves redefining
the maximum consensus problem as a distributed optimization problem, allowing
for a solution using ADMM. Unlike current algorithms that fail to converge when
they work with noise-corrupted estimates, our noise-robust distributed maximum
consensus (RD-MC) algorithm converges in a noisy setup. To achieve this ro-
bustness, we employ only a single set of noise-corrupted estimates and a moving
averaging on the local estimates to mitigate the impact of link noise. Our extensive
simulations demonstrate that RD-MC displays significantly improved resilience to
communication link noise compared to existing maximum consensus algorithms.

6.1 Motivation

Consensus algorithms play a pivotal role in facilitating coordination and consensus
formation among multiple agents within a distributed system [25, 138—145]. Nu-
merous studies have delved into the challenge of attaining network-wide consensus
on various values, such as average, minimum, and median, in a distributed man-
ner. Achieving consensus in a multi-agent network requires local computations
by agents and data exchange among neighboring agents [146—155]. The presence
of noise in the communication links between agents can significantly impact the
performance of consensus algorithms, introducing challenges in achieving accur-
ate and reliable convergence. Navigating the effects of communication noise is a
critical consideration in the design and implementation of consensus-based distrib-
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uted systems, as it can lead to higher steady-state mean-square error and potential
instability in the consensus process [156].

The distributed maximum consensus problem involves determining the largest
value within a network in a decentralized manner. Extensive research has been
dedicated to exploring this problem across various contexts [157-163]. The work
in [157] presents a distributed algorithm for achieving maximum consensus, al-
though it assumes noise-free communication links. Furthermore, the study by [158]
establishes limits on the anticipated convergence time for achieving maximum
consensus in asynchronous networks, without taking into account communication
noise. The method employed in [159] tackles the maximum consensus problem by
using the soft-max function as an approximation of the maximum function. Never-
theless, its effectiveness is constrained by a trade-off between estimation error and
convergence speed. Although [160] introduces a distributed maximum consensus
algorithm resilient to noise, the variance of its error increases proportionally with
the network size.

This chapter presents a fully-distributed algorithm termed noise-robust distributed
maximum consensus (RD-MC), aimed at effectively determining the maximum
value within a multi-agent network, especially in situations where communication
links are affected by noise. In RD-MC, we utilize the advantages of strategically
planned parameter exchanges. We demonstrate the efficacy of RD-MC through
comprehensive simulations and by contrasting its performance with that of existing
algorithms.

6.2 Background

We consider a distributed network with K agents, modeled by an undirected graph
G(V,E). The set of vertices V corresponds to the agents and the edge set £ rep-
resents the communication links between the agents. The adjacency matrix A
describes the structure of the graph G with entries « ¢, where @y = 1 if and only
if the agents k and ¢ are neighbors and @1y = 0 otherwise. The set of neighbors for
agent k is denoted by N}, with its cardinality denoted by dy = |N|. We assume
that the set NV, does not include the agent k itself. We also assume only simple
graphs, i.e., there are no self-loops or multiple edges.

The conventional maximum consensus algorithm relies on the agents communic-
ating only with their immediate neighbors and can be written as

Lkn+1 = Max (xk’,nv {x&n}fe./\fk) s Vk € Vv (61)

where xy ,, is the estimate of the kth agent at time instant 7, and the initial value
is 0 = a Vk € V. The solution to (6.1) is denoted by max({ax}rey) =
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Figure 6.1: An illustration of the naive maximum consensus (naive-MC) algorithm.

a*. Given that the communications between agents are noiseless, (6.1) reaches

consensus after a finite number of iterations denoted by NV, i.e., 1 ,, = a* Vn > N
and k € V [161].

We want to investigate the convergence of (6.1) when the communication links are
noisy. The noise in the received message by agent k£ from agent ¢ at time instant n
is denoted by v/ 1. , and modeled as zero-mean additive white Gaussian noise with
variance o2, The noise is assumed to be uncorrelated across different agents and
time instants. Hence, upon accounting for additive link noise, (6.1) can be written
as

Tpnt1 = Max (xk,ru {xf,n + Vé,k,n}ée./\/'k) , Vk e V. (6.2)

We refer to (6.2) as naive maximum consensus (naive-MC). We argue that even
though (6.1) reaches the maximum value when we have noiseless communication
links, (6.2) might not reach convergence because of potential deviation caused by
noise in estimating the maximum value in each iteration. This potential deviation
is illustrated in Figure 6.1. From Figure 6.1, we can observe that agent 4 has
neighbors in the set Ay € {1, 3}. It is evident that the states received from agents
1 and 3 are affected by link noise. One possible scenario is that this noise raises
the true maximum state of 2 to a higher value. This deviation, accumulating over
time, could result in substantial inaccuracies and even lead to divergence of (6.2).

To tackle this challenge, we reformulate the maximum consensus problem (6.1) as
a distributed optimization problem that can be solved via ADMM. We show that
our proposed RD-MC algorithm achieves convergence even when there is additive
noise in communication links.
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6.3 Proposed Method

6.3.1 Distributed Maximum Consensus Algorithm

A consensus-based reformulation of the maximum consensus problem (6.1) has
been proposed in [161] as

a* =argmin =T
x

st. x>a, VkeV. (6.3)

In (6.3), we reformulate the problem (6.1) in epigraph form as a linear program
(LP). To solve (6.3) in a distributed manner, we assign each agent its own variable
{;vk}f:l. This approach imposes local epigraph constraints that enforce consensus
among neighboring agents. Additionally, we utilize a separable objective that is
equivalent to the original when all local variables are in agreement, i.e., we have
consensus.

Hence, we can rewrite (6.3) as

. 1
min - X
{zr} K ; g
st. xp>ap VkeV
T = Xy Vk:eV,EeNk. (6.4)

In (6.4), we enforce local consensus across each agent’s neighborhood through
equality constraints. It can be shown that (6.1) and (6.4) have an identical solu-
tion through the Karush-Kuhn-Tucker (KKT) optimality conditions [161], i.e. the
solution of (6.4) is 7, = a* Vk € V.

In addition to employing a mathematical approach, such as KKT conditions, to
establish this equivalence, it is beneficial to utilize our intuition regarding (6.4).
In (6.4), the goal is to minimize the objective function while simultaneously en-
suring that each local variable is greater than its initial state. Consequently, this
reformulation is expected to converge to the maximum initial value.

To facilitate the reformulation of (6.4) for a distributed solution via utilizing ADMM,
we incorporate the constraints into the objective function through the use of indic-
ator functions. This approach transforms the problem (6.4) to a fully separable
form of two distinct blocks, as elaborated in section 2.6.
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Therefore, we can further express (6.4) as

{or,yral}

1 & 1 &
min szk + ?Zzak(?/k)
k=1 k=1
st. xpr=yr VkeV
Tk = qp,xe = q, Yk €V, LEN, (6.5)

where the indicator function Z,, (yx), defined as Z,(y) = 0, if y > a and oo
otherwise, imposes the inequality constraint to seek the maximum value, and the
auxiliary variables Q = {qi}kev,ge N, facilitate consensus within each agent’s
neighborhood and, consequently, across the network. The optimization prob-
lem (6.5) can be tackled using various methods, including those based on sub-
gradients or ADMM. However, distributed subgradient methods applied to affine
objective functions are known to converge slowly [164]. Therefore, we opt for
ADMM to solve (6.5).

Let L({zk, Yk } ey, Q, M) denote the augmented Lagrangian function associated
with (6.5) as

Lo,
L({zk, ypbrey, QM) = <mk+K<yk>

+up(zr — yx) + @(fﬂk — yk)2>

K
Kzl 2
K
4 Z (,uk’g(xk — qﬁ) + g o(xg — Q£)>
k=1£eN}
K
233 (@ —ah)? + (e —ab)?) (66)
k=1LEN},

where M = {ug, fti ¢, Th 0 eV ecn;, Tepresents the respective Lagrange multi-
pliers. Minimizing £, while applying the KKT conditions to (6.5) and defining
Vkn = 2 4 N, Pkt leads to the following iterative updates at the kth agent
along with the elimination of {7y, ¢}rey cen;, and Q [15, 161] as

_1 _ 5
Thntl =Nk | = + py [yk,n - uk,n] — Vkn t+ Pz Z [xk,n + xﬁ,n] , (6.7a)

K LeN;
Ykn+1 = Max(Th pt1 + Uk, Ok), (6.7b)
Uk 1 = Ukn + Thpt1 — Yknt1 (6.7¢)
Vknt1 = Uk + Pz D [Bhnt1 — Fonia)- (6.7d)

ZGNk
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Here, n is the iteration index, ny = (py—|—2pzdk)_1, py > 0and p, > 0 are the pen-
alty parameters, and @, = uy/p,. In addition, all initial values {x o, k.0, Uk 0,
Uk0}key are set to zero. Note that, in (6.7a), agent k has access to Ty, =
Ty + Vi rather than xy,. The iterations (6.7) can be implemented locally
at each agent in a fully-distributed fashion, as the required information is avail-
able within each agent’s neighborhood. We refer to this algorithm as distributed
maximum consensus (D-MC).

6.3.2 Noise-Robust Distributed Maximum Consensus Algorithm

Our goal is to investigate the effect of noisy links in (6.4). Therefore, we describe
two modifications to the D-MC algorithm (6.7). These modifications are aimed
at enhancing the robustness of distributed maximum consensus to communication
noise and lead to the proposed RD-MC algorithm.

Using the initial values v, o = 0 Yk € V), we obtain
n
Vb =Pz 3 > [Thm — Tom] (6.8)
m=14eN

from (6.7d). Substituting (6.8) into (6.7a) while using the initial values z, o = 0
and Ty 1 = —K~ng Yk € V, we can eliminate Vk,» and modify (6.7a) as [165]

Thnt1 = (1 — pyni)Ten — podpnigTn—1

g | pyzin + 0z Y B | (6.92)
fGNk
c-1
Thntl = Z OmTln—m+1, (6.9b)
m=0
Zkn+1l = 2yk:,n+1 — Ykn, (69C)
Skn+1 = 2jk7n+l — Tk - (6.9d)

Note that, in (6.9b), to enhance robustness against spurious noise, we compute the
convex combination of C past local estimates, utilizing the weights «, that sum to
one.

In this alternative formulation, instead of xy,,, agents exchange s ,, which is a
smoothed version of xy,. However, due to communication noise, they receive
noisy versions from their neighbors, i.e., agents £ € N}, receive Skn = Skn +
Vi ¢.n from agent k. The recursions (6.9) alongside (6.7b) and (6.7¢c) constitute
the proposed noise-robust distributed maximum consensus (RD-MC) algorithm,
summarized in Algorithm 7.
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Algorithm 7: RD-MC.

Parameters: penalty parameters p. and p,

Initialization: ;0 = 0, 71 = — K ng, ug,1 =0,
21 =0, 8,1 = 2K ni,VieV

For n =1,..., N until convergence

Receive g, from neighbors ¢ € N,

Thnt1 = (1 — pyni)Thn — p2dingi n—1 + ng (pyzk,n + P2 D pen, §z,n>

Thn+l = an_zl(] ATk n—m+1, Zm am =1

Yknt1 = MaxX(Tg pi1 + U, Q)

Uk n+1 = Ukn + Thntl — Ykntl

Zkntl = 2Yknt1 — Yk

Send sk 41 = 2Tk i1 — Tk,p t0 neighbors £ € Nj.
EndFor

We mitigate the effect of noisy links in RD-MC through two key modifications
to D-MC. First, the introduction of s ,,, a linear combination of Ty, ,, and x, 1,
offers a strategic advantage in alleviating the adverse effects of communication
noise. By exchanging sy, ,, instead of x, ,, over noisy links, we enhance robust-
ness. Notably, while the aggregation of two sets of noisy estimates received from
neighbors at consecutive iterations [i.e., Ty, in (6.7a) and Zy 5,41 in (6.7d)] renders
D-MC vulnerable to noise accumulation, RD-MC’s reliance on a single set of noisy
estimates [i.e., 5y ,, in (6.9a)] enhances its resilience to link noise. Second, we fur-
ther enhance robustness to link noise by applying a weighted averaging of xy, ,, 41
over a sliding window of size C as in (6.9b).

6.4 Numerical Results

We conduct a series of experiments to assess the performance of the proposed
RD-MC algorithm. We examine a network of K = 20 agents, as illustrated in Fig-
ure 6.2. The initial values (estimates) for the agents are drawn independently from
a standard normal distribution, specifically, ax ~ N(0,1) Vk € V, and we define
a* = max({a }rey). Furthermore, we set the penalty parameters to p, = p, = 1
and assign the weights in (6.9b) to ay = 1/C across all our experiments. The res-
ults are obtained by averaging over 1000 independent instances of communication
noise. To represent the noise in the communication links, we utilize a truncated
zero-mean normal distribution, limiting the noise to within £30 to keep it within
a reasonable range.
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Figure 6.2: The considered network with an arbitrary topology and K = 20 agents.
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Figure 6.3: The impact of noise on the performance of Naive-MC (6.2), D-MC algorithm
(6.7) and RD-MC algorithm (6.9) with window size C = 3 and noise variance 0% = 0.1.

In our first experiment, we investigate the effects of noise on the performance of
RD-MC, D-MC, and the naive solution (6.2), referred to as naive-MC, using a
noise variance of 0> = 0.1 and a window size of C = 3. Figure 6.3 depicts
the evolution of the estimates of all agents using the considered algorithms over
1000 iterations. It is evident that RD-MC converges to the maximum value with a
bounded error, while the other two algorithms diverge.

In our second experiment, we study the effect of noise variance on the network-
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Figure 6.4: The effect of noise variance on the steady-state network-wide MSE of RD-
MC with window size C = 1 and different noise variances o® € {0.0001,0.01,0.1}.
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Figure 6.5: The effect of noise variance on the steady-state network-wide MSE of RD-
MC with window size C = 2 and different noise variances o2 € {0.001,0.01,0.1}.
wide mean square error (MSE) of RD-MC calculated as

1 K
e > E [(wn —a*)?] . (6.10)
k=1

We conduct simulations of RD-MC using different window sizes C € {1,2,3}
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Figure 6.6: The effect of noise variance on the steady-state network-wide MSE of RD-
MC with window size C = 3 and different noise variances o® € {0.001,0.01,0.1}.

Figure 6.7: The considered network with linear topology and K = 20 agents.

and noise variances o2, and present the results in Figs. 6.4-6.6. We observe that
increasing o2 results in higher steady-state network-wide error across all exper-
iments. Nevertheless, the selection of window size has a significant impact on
RD-MC’s ability to reduce communication noise. While RD-MC struggles to con-
verge with C = 1, it maintains convergence with C > 2 and increasing C enhances
its robustness to noise. Figs. 6.3 and 6.6 demonstrate that RD-MC with C = 3
shows a markedly improved resistance to link noise in comparison to D-MC, all
while not adding any extra computational or communication burden.

In our final experiment, we evaluate how sensitive RD-MC'’s performance is to net-
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Figure 6.8: The impact of network connectivity on the network-wide MSE of RD-MC
with window size C = 3 in the presence of link noise with variance o2 = 0.1.

work topology in the presence of link noise. We simulate RD-MC with a window
size of C = 3 across two networks: the network shown in 6.2 and another with a
linear topology illustrated in Figure 6.7. The noise variance is set to 02 = 0.1. We
present the results in Figure 6.8. It is evident that, in the case of a linear network
topology, the network-wide steady-state MSE of RD-MC is greater compared to
that of a network with a more complex topology and higher average degree. Nev-
ertheless, RD-MC continues to exhibit good performance in the linear network
topology, despite its lower connectivity.

6.5 Summary

In this chapter, a noise-robust distributed algorithm termed RD-MC has been pro-
posed to mitigate the adverse effects of communication noise on the convergence
of conventional distributed maximum consensus algorithms. This algorithm in-
corporates two modifications compared to the conventional distributed maximum
consensus algorithm. Unlike existing algorithms tailored for ad-hoc networks,
the proposed algorithm demonstrates robustness against additive communication
noise. Extensive simulation results have underscored the effectiveness of RD-MC
in diverse scenarios.
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Chapter 7

Conclusion and Future Work

This thesis developed solutions for various application scenarios within distributed
and federated learning settings. We can summarize the thesis and provide future
directions for continuing this work as follows:

7.1 Summary

In chapter 2, we provided an overview of distributed and federated learning and
their abilities and challenges. In addition, we introduced online federated learning,
partial diffusion of information, and the alternating direction method of multipli-
ers.

In chapter 3, we conducted a theoretical analysis of PSO-Fed to examine its resili-
ence to model-poisoning (Byzantine) attack. We showed that PSO-Fed converges
in both mean and mean-square senses, given an appropriate choice of stepsize
even under Byzantine attacks. More importantly, we showed that, in the presence
of Byzantine clients, the steady-state MSE of PSO-Fed is significantly smaller
than that of the Online-Fed algorithm, which does not feature partial sharing. Our
theoretical analysis also uncovered the existence of a non-trivial optimal stepsize
for PSO-Fed in the presence of model-poisoning attacks. The simulation results
corroborated our theoretical findings regarding PSO-Fed’s effectiveness against
Byzantine attacks as well as the accuracy of the theoretically predicted values of
its steady-state MSE and optimal stepsize.

In chapter 4, we developed a resource-efficient FL algorithm that has improved
robustness against noise/error in communication links. To motivate the developed
algorithm, we considered a weighted least-squares regression problem. To achieve
robustness, we proposed to combine the last two global model updates and send
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them together alongside eliminating the dual model update performed at each par-
ticipating edge device. The proposed algorithm, called RERCE-Fed, ensures that
clients receive a less corrupted global model update from the server even when the
server uses random scheduling to achieve communication efficiency. We proved
the convergence of RERCE-Fed in the mean sense at the presence of link noise.
We also verified the desirable performance of RERCE-Fed via simulations, partic-
ularly, its robustness against additive communication link noise in comparison to
existing related algorithms.

In chapter 5, we introduced a novel privacy-preserving distributed nonnegative
matrix factorization (PPDNMF) algorithm that employs the Paillier cryptosystem
to enable secure collaboration among agents, thereby safeguarding their privacy
and mitigating the risk of sensitive data leakage over ad-hoc networks. Our simu-
lation results, based on both synthetic and real data, confirmed the efficacy of the
proposed algorithm. In future work, we plan to conduct a comprehensive theor-
etical privacy analysis of the proposed algorithm, exploring its resilience across
various attack scenarios.

In chapter 6, we developed a distributed algorithm, called noise-robust distributed
maximum consensus (RD-MC), to tackle the challenge of identifying the max-
imum value within an ad-hoc multi-agent network utilizing noisy communication
channels. Unlike existing algorithms designed for ad-hoc networks, RD-MC ex-
hibits robustness against additive communication noise. Our extensive simulation
results demonstrated the effectiveness of RD-MC in different scenarios.

7.2 Future Directions

Building upon the proposed algorithms and findings of this thesis, several prom-
ising research directions emerge. These directions are motivated by the need for
more robust, scalable, and privacy-preserving FL. frameworks in dynamic and ad-
versarial environments. For future research, a list of works can be done, such as:

1. Resilience Analysis from a Bayesian Perspective: A promising extension
of the PSO-Fed algorithm involves analyzing its resilience to adversarial
model-poisoning attacks using a Bayesian framework. This probabilistic
approach enables modeling the local and global model updates as well as
the attack signals as independent random processes. Such a formulation
would allow the study of PSO-Fed’s robustness under distributional shifts
and stochastic perturbations, thereby offering more in-depth resilience ana-
lysis. However, Bayesian methods often come with computational overhead
and convergence challenges, especially in a decentralized setting, which
must be addressed to make this practical.
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2. Privacy, Fairness, and Personalization in Distributed and Federated Learn-
ing: Another vital direction is to deepen the privacy guarantees of algorithms
like PPDNMF through a rigorous theoretical privacy analysis, possibly in-
corporating differential privacy or local privacy mechanisms. Moreover, as
FL moves toward real-world adoption, fairness and personalization are in-
creasingly important. Ensuring that models do not disproportionately bene-
fit certain user groups over others, while allowing tailored performance to
individual user preferences or data distributions, is a key challenge. This re-
quires balancing global model utility with local user adaptation, which could
be addressed through personalized models.

3. Towards Privacy-Preserving Distributed Recommender Systems: Leveraging
PPDNMF for building distributed recommender systems that maintain data
locality presents a viable alternative to traditional centralized systems. Such
a system would inherently protect user privacy while potentially preserving
or even enhancing recommendation quality. The main challenge here lies in
maintaining global performance with only local and incomplete data.

4. Application of PSO-Fed and RERCE-Fed to Emerging Domains: The im-
plementation of PSO-Fed and RERCE-Fed could involve the utilization of
advanced deep neural networks with real-world datasets and applications
that feature a substantial number of complex features and parameters. Ex-
ploring the concept of partial sharing may prove effective in training large
distributed models while enhancing their resilience against potential model-
poisoning attacks.

5. Hardware Implementation and Empirical Validation: Finally, the proposed
algorithms can be implemented on hardware to validate their effectiveness
and gain deeper insights into their advantages and potential limitations.
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