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Summary

In the next era of communications, where heterogeneous, asynchronous and ultra-low latency
networks are drawn on the horizon, classical cryptography might be inadequate due to
the excessive cost of maintaining a public-key infrastructure and the high computational
capacity required in the devices. Moreover, it is becoming increasingly difficult to guarantee
that the computational capacity of adversaries would not be able to break the cryptograms.
Consequently, information-theoretic security, and particularly its application to keyless secrecy
communication, might play an important role in the future development of these systems.
The notion of secrecy in this case does not rely on any assumption of the computational power
of eavesdroppers, and is based instead on guaranteeing statistical independence between the
information message and the observed cryptogram. This is possible by constructing channel
codes that exploit the noisy behavior of the channels involved in the communication.

Although there has been very substantial research in the last two decades regarding
information-theoretic security, little has gone to study and design practical codes for keyless
secret communication. In recent years, polar codes have changed the lay of the land because
they are the first constructive and provable channel codes that are able to provide reliability
and information-theoretical secrecy simultaneously. Additionally, their explicit construction
and the low complexity of the encoding/decoding schemes makes them suitable for the new
generation of communication systems, so much so that they have been chosen as part of the
channel coding scheme for the 5th generation wireless systems (5G) standardization process.

The main objective of this dissertation is to provide polar coding schemes that achieve
the best known inner-bounds on the capacity regions of different multiuser models over
the discrete memoryless broadcast channel. These models not only impose a reliability
constraint, but also some sort of information-theoretical secrecy condition in the presence of
eavesdroppers. In general, we focus on describing the construction and the encoding/decoding
schemes of the the proposed polar code for a particular setting. Then, we analyze the
reliability and the secrecy performance of schemes in order to prove that they are able to
achieve these inner-bounds as the blocklength tends to infinity.

The first part of the thesis drives the attention to two different models over the degraded
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broadcast channel that commonly appear in real communication systems. In this models,
there are a set of legitimate receivers and a set of eavesdroppers that can be ordered based
on the quality of their channels. According to this ordering, different reliability or secrecy
constraints apply for each legitimate receiver or eavesdropper respectively. Moreover, we
propose practical methods for constructing the polar codes for both models and analyze the
performance of the coding schemes by means of simulations. Despite we only evaluate the
construction for these two particular settings, the proposed methods are also suitable for any
polar coding scheme that must satisfy some reliability and secrecy conditions simultaneously.

In the second part of the dissertation we describe and analyze two different polar coding
schemes for the general broadcast channel (where channels are not necessarily degraded) with
two legitimate receivers and one eavesdropper. We consider a model where a confidential and
a non-confidential message must be reliably decoded by both legitimate receivers in presence
of an eavesdropper. Despite it is almost immediate to find an inner-bound on the capacity
for this model using random coding arguments, how to secretly convey the same confidential
message to both legitimate receivers using polar codes is not straightforward. We also analyze
the setting where a transmitter wants to send different confidential and non-confidential
messages to the corresponding legitimate receivers. We compare two inner-bounds on the
capacity of this model, and we design a polar coding scheme that achieves the inner-bound
that surely includes the other.



Resum

La criptografia classica o computacional pot suposar certs inconvenients en els sistemes
de comunicacié de nova generacié que es basen en xarxes heterogenies, asincrones i que
requereixen molt baixa laténcia. Els motius principals sén ’alt cost que suposa mantenir una
infraestructura de clau publica i ’elevada capacitat computacional que requereix als dispositius
electronics. A més, cada cop és més dificil garantir que aquesta capacitat computacional dels
dispositius adversaris no sigui suficient per trencar els criptogrames. Per tant, la seguretat
basada en la teoria de la informacid, i particularment la seva aplicacié en la transmissié
d’informaci6 confidencial sense la necessitat d’utilitzar una clau secreta, pot tenir un rol molt
important pel futur desenvolupament d’aquests sistemes. La nocié de seguretat en aquest
cas no es basa en cap suposicié sobre la poténcia computacional dels adversaris, sin6 que
consisteix en garantir que el missatge que es vol transmetre i el criptograma enviat pel canal
siguin independents estadisticament. Aixo és possible utilitzant una codificacié que aprofita
el comportament sorollés del canal involucrat en la comunicacio.

Malgrat durant les dues darreres decades la recerca en el camp de la seguretat basada en
la teoria de la informacié ha estat important, s’han destinat pocs esforgos al disseny de codis
practics per tal de transmetre informacié confidencial sense utilitzar claus secretes. Aix{ i tot,
en els tltims anys, els codis polars, un tipus de codis bloc lineals, han demostrat ser molt
utils per tal de transmetre informacié sense errors i de forma confidencial des d’un punt de
vista de la teoria de la informacié. A més, gracies a que la seva construccio és explicita i a la
seva baixa complexitat, els codis polars sén apropiats per a la nova generacié de sistemes
de comunicacié, tant que han estat escollits com a part de ’esquema de codificacié del nou
estandard de 5G per a comunicacions sense fil.

L’objectiu principal d’aquesta tesis és construir esquemes de codificacié basats en codis
polars que assoleixin la capacitat (o la millor aproximacié coneguda) per diferents models
sobre el canal de difusié (broadcast channel) amb preséncia d’adversaris. Aquests models
no només imposen restriccions sobre la fiabilitat de la transmissio, sindé que també imposen
restriccions sobre la confidencialitat des del punt de vista de la teoria de la informacié. En
general, per a cada model descriurem un esquema de codificaci6 i després analitzarem el



seu rendiment per demostrar que son capagos de transmetre informacié de forma fiable i
confidencial a la maxima taxa de transmissié possible quan la longitud del codi tendeix a
infinit.

La primera part d’aquesta tesis centra l'atencié en dos models de comunicacié diferents
pel canal degradat de difusié (degraded broadcast channel) que representen molts de sistemes
de comunicacié reals. En aquests models, hi ha un conjunt de receptors legitims i un conjunt
d’adversaris, i els canals de tots ells es poden ordenar en base a la seva qualitat. En base a
aquest ordre, s’apliquen condicions de fiabilitat i de seguretat diferents per a cada receptor o
adversari, respectivament. També, en aquesta part proposem metodes practics de construccid
dels codis polars i analitzem el seu rendiment mitjancant simulacions. Malgrat que només
avaluem la construccié per aquests dos models particulars, els metodes proposats es poden
generalitzar per qualsevol esquema de codificacié polar que hagi de satisfer condicions de
fiabilitat i seguretat de forma simultania.

En la segona part de la tesi es descriuen i s’analitzen dos esquemes de codificacié basats
en codis polars pel canal de difusié general (on els canals individuals no necessariament sén
degradats) compost per dos usuaris legitims i un adversari. Primer, considerem un model
en el que dos missatges s’han de transmetre de forma fiable als dos receptors de manera
que un ha de ser confidencial davant la preséncia d’un adversari. Encara que trobar una
aproximacié teorica de la capacitat de canal en aquest model és practicament immediat, com
dissenyar un sistema de codificacié polar que permeti enviar el mateix missatge confidencial
a dos receptors diferents no és un problema directe. En segon lloc, considerem un model on
el transmissor vol enviar diferents missatges confidencials i no confidencials als dos receptors.
En aquest cas, comparem dues aproximacions a la capacitat d’aquest model i observem que
una és almenys igual o millor que l'altra. Finalment, dissenyem un esquema de codificacié
basat en codis polars que permet transmetre a una taxa igual a aquesta aproximacio de la
capacitat.



Resumen

La criptografia clasica o computacional puede suponer ciertos inconvenientes en los sistemas
de comunicacién de nueva generacién que se basan en redes heterogéneas, asincronas y
que requieren muy baja latencia. Los motivos principales son el elevado coste que supone
mantener una infraestructura de clave publica i la elevada capacidad computacional que
requieren los dispositivos electrénicos. Ademaés, cada vez es mas dificil garantizar que esta
capacidad computacional de los adversarios no sea suficiente para romper los criptogramas.
Por tanto, la seguridad basada en la teoria de la informacion, y en particular su aplicacién
en la transmision de informacién confidencial sin la necesidad de utilizar una llave secreta,
puede tener un rol muy importante para el futuro desarrollo de estos sistemas. La nocién de
seguridad en esta caso no se basa en ninguna suposicion sobre la potencia computacional
de los adversarios, sino que consiste en garantizar que el mensaje que se quiere transmitir y
el criptograma enviado por el canal sean independientes estadisticamente. Esto es posible
utilizando una codificaciéon que aproveche el comportamiento ruidoso del canal involucrado
en la comunicacién.

A pesar que durante las dos ultimas décadas la investigacién en el campo de la seguridad
basada en la teoria de la informacién haya sido importante, se han destinado pocos esfuerzos
en el diseno de codigos practicos para transmitir informacién confidencial sin utilizar claves
secretas. Aun asi en los dltimos anos los codigos polares, un tipo de cédigos bloque lineales,
han demostrado ser muy ttiles para transmitir informacién sin errores y de forma confidencial
desde un punto de vista de la teoria de la informacién. Ademas, gracias a que su construccién es
explicita y a su baja complejidad, los c6digos polares son apropiados para la nueva generacién
de sistemas de comunicacién, tanto que han sido escogidos como parte del esquema de
codificacién del nuevo estandar de 5G para las comunicaciones inaldmbricas.

El objetivo principal de esta tesis es construir esquemas de codificacién basados en
c6digos polares que alcancen la capacidad (o la mejor aproximacién conocida) para diferentes
modelos sobre el canal de difusién (broadcast channel) con presencia de adversarios. Estos
modelos no solo imponen restricciones sobre la fiabilidad de la transmisién, sino que también
imponen restricciones sobre la confidencialidad des de un punto de vista de la teoria de
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la informacién. En general, para cada modelo describiremos un esquema de codificaciéon y
después analizaremos su rendimiento para demostrar que son capaces de enviar informacion
de forma fiable y confidencial a la méxima tasa de transmisién posible cuando la longitud
del cédigo tiende a infinito.

La primera parte de esta tesis centra la atencién en dos modelos de comunicacién
diferentes para el canal degradado de difusién (degraded broadcast channel) que representan
muchos sistemas de comunicacién reales. En estos modelos, hay un conjunto de receptores
legitimos y un conjunto de adversarios, y los canales de todos ellos se pueden ordenar
dependiendo de su calidad. En funcién de este orden se aplican condiciones de fiabilidad y
de seguridad diferentes para cada receptor o adversario, respectivamente. También, en esta
parte proponemos métodos practicos de construccién de los cédigos polares y analizamos su
rendimiento mediante simulaciones. A pesar de que solo evaluamos la construccion para estos
dos modelos particulares, los métodos que se proponen se pueden generalizar para cualquier
esquema de codificacién polar que tenga que satisfacer condiciones de fiabilidad y seguridad
de forma simultanea.

En la segunda parte de la tesis se describen y analizan dos esquemas de codificacién
basados en c6digos polares para el canal de difusién general (donde los canales individuales
no necesariamente son degradados) compuestos por dos receptores legitimos y un adversario.
Primero, consideramos un modelo en el que los dos mensajes se tienen que transmitir de
forma fiable a los dos receptores y uno de forma confidencial delante de la presencia del
adversario. Aunque encontrar una aproximacion teérica de la capacidad de este modelo
es practicamente inmediato, como disenar un sistema de codificacién polar que permita
enviar el mismo mensaje confidencial a dos receptores diferentes no es un problema directo.
En segundo lugar, consideramos un modelo donde el transmisor quiere enviar diferentes
mensajes confidenciales y no confidenciales a los dos receptores. En este caso, comparamos
dos aproximaciones a la capacidad de este modelo y encontramos que una es mejor o igual
que la otra. Después disenamos un esquema de codificacion basado en cédigos polares que
permite transmitir a una tasa igual a esta aproximacién de la capacidad.



Contents

Acknowledgments
Summary
Notation

1 Introduction
1.1 Information-theoretic security . . . . . . . ... ... ...
1.2 Outline of the dissertation and related publications . . . .

2 Polar coding
2.1 Source polarization . . . . ... ...
2.2 Source polarization for symmetric channel coding . . . . .
2.3 Polar codes for the symmetric DWTC . . . . . ... ...
2.4 Polar codes for the general WTC . . . . . . .. ... ...
241 Encoding. . .. ... .. ... .
242 Decoding . .. ... ...
2.4.3 Performance of the polar coding scheme . . . . . .
2.5 SC encoding with negligible amount of randomness . . . .

Appendices
2.A Proofof Lemma23 . ... ... ... ... ... ...
2.B Proof of Lemma24 . . . . . . ... ... ... ... ...

3 Polar coding for the degraded wiretap broadcast channel
3.1 System model and secrecy-capacity region . . . . . . . ..
3.1.1 DBC with non-layered decoding and layered secrecy
3.1.2 DBC with layered decoding and non-layered secrecy

xiii

vii

XVii

10
12
13
19
21
22
22
25

27
27
30



3.2 Polar coding scheme for the DBC-NLD-LS . . . . . .. ... ... ... ..... 35

3.2.1 Polar code construction . . . . . ... 35
3.22 Polarencoding . . . . . ... 38
3.23 Polardecoding . . . . . ... 39
3.2.4  Performance of the polar coding scheme . . . . . . . ... ... ... .. 39
3.3 Polar coding scheme for the DBC-LD-NLS . . . . . ... ... ... ... .... 42
3.3.1 Polar code construction . . . . ... ..o 43
3.32 Polarencoding . . . . . .. 44
3.3.3 Polardecoding . . . . . ... 46
3.3.4 Performance of the polar coding scheme . . . . . .. ... ... ... .. 47
3.4 Polar construction and performance evaluation . . . . . . . ... ... ... ... 50
3.41 DBC-NLD-LS . . . . . . 50
3.42 DBC-LD-NLS . . . . . . 56
3.5 Concluding remarks . . . . . . .. 63
Polar coding for common message only wiretap broadcast channel 67
4.1 Channel model and achievable region . . . . . . . . . .. ... ... ... ... 68
4.2 Polar codingscheme . . . . . . . ... 69
4.2.1 General polar-based encoding . . . . . ... ... 72
422 Function form_Ag . . . . . . .. 74
4.2.3 Channel prefixing . . . . . . .. 81
424 Decoding . . . ... 82
4.3 Performance of the polar coding scheme . . . . . . . .. ... ... ... ... 85
4.3.1 Transmission rates . . . . . . . ... ..o 85
4.3.2 Distribution of the DMS after the polar encoding . . . . . .. ... ... 88
4.3.3 Reliability analysis . . . . . . . . ... 88
434 Secrecy analysis . . . . ... 90
4.4 Concluding remarks . . . . . ... 93
Polar coding for the wiretap broadcast channel with multiple messages 95
5.1 Channel model and achievable region . . . . . . . .. ... ... L. 96
5.2 Polar coding scheme . . . . . . . .. 99
5.2.1 Construction of the inner-layer . . . . . . .. . ... ... ... 101
5.2.2 Construction of the outer-layers . . . . . . . ... ... ... 122
523 Decoding . . . . .. 130
5.3 Performance of the polar coding scheme . . . . . . .. ... ... ... ..... 135
5.3.1 Transmission rates . . . . . . . . ... 135
5.3.2 Distribution of the DMS after the polar encoding . . . . . .. ... ... 141
5.3.3 Reliability analysis . . . . . .. . ... 142
5.3.4 Secrecy analysis . . . . ... 144

54 Concluding remarks . . . . . ... 148



Appendices 149

5A Proof of Lemma 5.2 . . . . . . ... 149
5B Proof of Lemma 5.3 . . . . . . . .. 150
5.C Proof of Lemma 5.4 . . . . . . . . .o 151

6 Conclusion and final remarks 153






Notation

Mathematical notation

set of integers

set of strictly positive integers

set of reals

set of strictly positive reals

set of real vectors of dimension m

set of strictly positive real vectors of dimension m

set of positive integers between a and b, where a,b € Z, and a < b
natural logarithm

logarithm base 2

generic alphabet or set (£ is reserved)

cardinality of U

set complement in [1,n], where n € Z,, that is, S = [1,n]\ S
random variable

realization of random variable

row vector (U(1),...,U(n)) of length n € Z,
shorthand for subvector (U(1),...,U(j)), where j € [1,n]
elements {U(j)},cs, where S C [1,n]

ordered set of vectors {UZ,...,U;'}, where a,b € Z* and and a < b

generic event

complement of event £

xvii



P[E] probability of event £

Ex expectation over random variable X

H(X) Shannon entropy of X
H(X|Y) Shannon conditional entropy of X given Y
I(X;Y) mutual information between X and Y
D(-||-) Kullback-Leibler divergence between two distributions
V(-,-) total variation between two distributions
ho(-)  binary entropy function, i.e., ha(p) = —plogp — (1 — p)log(1l — p)

{z}T positive part of z, that is, max{0, z}
[-] ceiling function
f(n) =0(g(n)) lim, e [f(n)/g9(n)| < oo, where g is non-zero

f(n)=o0(g(n)) lim,o f(n)/g(n) =0, where g is non-zero

Acronyms and Abbreviations

BCC Broadcast channel with Confidential Messages.
BE-BC Binary Erasure Broadcast Channel.
BEC Binary Erasure Channel.
BS-BC Binary Symmetric Broadcast Channel.
BSC Binary Symmetric Channel.
CI-WTBC Common Information over the Wiretap Broadcast Channel.
DBC Degraded Broadcast Channel.
DBC-LD-NLS DBC with Layered Decoding and Non-Layered Secrecy.
DBC-NLD-LS DBC with Non-Layered Decoding and Layered Secrecy.
DMC Discrete Memoryless Channel.
DMS Discrete Memoryless Source.
DWTC Degraded Wiretap Channel.
MI-WTBC Multiple Information over the Wiretap Broadcast Channel.
PCS Polar Coding Scheme.
SC  Successive Cancellation.
WTBC Wiretap Broadcast Channel.
WTC Wiretap Channel.
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Introduction

One of the most important problems in communications is how to securely transmit messages
between legitimate receivers over an insecure communication channel without eavesdroppers
being able to leak any information about them. Up to know, computational security has
provided a wide variety of tools (cyphers) for solving this problem, which rely mainly on
the assumption of limited computational power at eavesdroppers. These cyphers are broadly
used in practice and they assume that eavesdroppers have full knowledge of the cryptogram
sent through the channel. Nevertheless, the assumption of limited computational power
at eavesdroppers ensure that they cannot break the cryptogram due to the “unproven”
difficulty of recovering the message without the knowledge of some key that is shared between
legitimate receivers.

Otherwise, information-theoretic security is defined based on a condition on some in-
formation theoretic measure that is fully quantifiable and does not make any assumption
regarding the computational power of eavesdroppers. This notion of security was introduced
first by Shannon in his seminal paper [Wyn75], who proved that one transmitter can send
a message to a receiver with prefect secrecy through an insecure error-free communication
channel. Here, perfect secrecy refers to statistical independence between the message and the
transmitted cryptogram that is observed directly by an eavesdropper. To do so, transmitter
and legitimate receiver must share a uniformly distributed random secret-key of the same
size as the message and this key can be used only once.

Based on Shannon’s result, it might seem that information-theoretic security is unpractical.

Nevertheless, real communications usually take place in physical environments that are not



2 Introduction

error-free but noisy, and the perfect secrecy condition can be replaced by a less stringent
one. In this sense, Wyner [Wyn75] and later Csiszar and Korner [CK78] proposed a new
model, called the wiretap channel. In this setting, secure transmission between two legitimate
receivers is possible without using any pre-shared secret key by designing a particular encoder
(stochastic encoder) that takes advantage of the statistical knowledge of the channel noise.

Despite upper layers of communication protocols already have cryptographic primitives
for secret transmission (also for authentication or privacy), information-theoretic security
over noisy channels aims to provide secrecy at the physical layer', on which all other upper
layers rely. Therefore, computational and information-theoretic security should not be seen
as mutually exclusive, but as supplementing and supporting each other.

In the last two decades, information-theoretic security has been extended to a large
variety of contexts (keyless secret communication, secret key generation over noisy channels,
authentication, etc.) and models (single-user communications, multi-user communications,
MIMO channels, etc.). However, most of the work done until know has been focused on
characterizing communication limits by using random coding schemes that are nonconstructive
in practice. Otherwise, little progress has been made toward the design of constructive coding
schemes that will allow physical-layer security to become a practical solution for the emerging
communication technologies.

In recent years, polar codes have changed the lay of the land because they are the first
constructive and provable channel codes that are able to provide reliability and information-
theoretical secrecy simultaneously. These codes are a class of linear block codes originally
proposed by Arikan in [Ari09] for reliable transmission over the binary-input symmetric
point-to-point channel, and rapidly attracted the attention of the academia and industry
due to their provably capacity-achieving property, their explicit construction and the low
complexity of the encoding/decoding schemes.

This dissertation focuses on providing polar coding schemes that achieve the best-known
inner-bounds on the secrecy-capacity region of different models for the wiretap broadcast
channel. In this channel there is an arbitrary set of legitimate receivers and an arbitrary set
of eavesdroppers. Then, each model imposes different reliability conditions for the former,

while different secrecy constraints are established for the later.

1.1 Information-theoretic security

In information-theoretic security, one of the most commonly used measures of secrecy is the

information leakage. This information-theoretic measure is defined as the mutual information

IInformation-theoretic security is referred also as physical-layer security.
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I(W; Z"™) between some transmitted random message W and the eavesdropper’s channel
observations Z". Based on the information leakage, different secrecy conditions can be
imposed to the coding schemes. As mentioned previously, one of this measures is the perfect
secrecy, which requires I(W; Z™) = 0, where W is distributed according to some arbitrary
distribution py . Usually, the random message is considered to be distributed uniformly and
two less stringent secrecy conditions are broadly used under this assumption: weak secrecy
and strong secrecy. The weak secrecy condition requires the rate of information leakage to
vanish for the blocklength n, that is, lim,, %I(W; Z™) = 0. On the other hand, the strong
secrecy condition requires the information leakage to vanish, i.e., lim,,_,, I(W; Z™) = 0.

In the following, the Wyner’s wiretap channel [Wyn75], also referred as Degraded Wiretap
Channel (DWTC), is analyzed formally in order to introduce some of the important definitions
related to information-theoretic security for keyless secure communication. In this model,
one transmitter wishes to reliably send one uniformly distributed random message W to the
legitimate receiver that observes the channel (X, py|x,)), while keeping it secret from an
eavesdropper that observes the channel (X, pz x, Z) such that is (stochastically or physically)

degraded with respect to that of the legitimate receiver.

Definition 1.1 (Physically degraded channel). A point-to-point channel (X,pz|x, Z) is physi-
cally degraded with respect to other channel (./'\,’,py|X7 V)if X =Y —Z forms a Markov chain,
that is, py z|x (¥, 2|2) = py|x (Y|2)pz|y (2]y)

Definition 1.2 (Stochastically degraded channel). A channel (X,pzx, Z) is stochastically

degraded with respect to channel (./'\,’,py|X7 Y) if there exists some distribution p’ZlY such that

pzx(zlr) = Zypy|X(y|x)p'Z|Y(z|y). This property is denoted as py|x = pz|x-

A (2% n) code C,, for the DWTC consists of a message set W = [1, [2"1]], an stochastic
encoding f : VW — X" that maps a message w € W to a codeword z" € X" according to
a transition probability function pxny (the encoding process is not deterministic), and a
decoding function g : Y™ — W that maps the channel observations of the legitimate receiver
y™ to a message w € W. The reliability performance of this code is measured in terms of the
average probability of error, JP’[W # W], and the secrecy performance is measured in terms
of the information leakage I(W; Z™).

Definition 1.3 (Achievable rate). A rate R is full-secrecy achievable for the DWTC if there

exists a sequence of (2"% n) codes {Cy,}n>1 such that

lim P[W # W] =0 (reliability condition),
n— oo
lim I(W;Z") =0 (strong secrecy condition).

n— oo
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Definition 1.4 (Achievable region). The full-secrecy achievable region R is defined as the

closure of all full-secrecy achievable rates, that is, R = cl{R : R is full-secrecy achievable}.

Definition 1.5 (Secrecy-capacity). The secrecy-capacity C' is defined as the supremum of the
full-secrecy achievable region R, that is, C = supp {R : R € R}.

Remark 1.1. Originally, [Wyn75] considers the weak secrecy condition for the previous
definitions. Nevertheless, [MW00] proved that both secrecy conditions result in the same
achievable region. Despite this surprisingly result, the weak secrecy requirement in practical

applications can result in important system vulnerabilities [BB11](Section 3.5).

Remark 1.2. The term full-secrecy in the previous definitions means that the entire message
W is hidden from the eavesdropper, i.e., limy, oo I(W;Z™) = 0 and has nothing to do with
perfect secrecy. Indeed, [Wyn75] defines an achievable region where lim,,_, o, [(W;Z™) is not

necessarily zero, but some arbitrary level of secrecy that is referred as equivocation rate.

Therefore, notice that the secrecy-capacity is defined as the maximum information bits

that the transmitter can send satisfying both the reliability and secrecy conditions.
Proposition 1.1 ([Wyn75]). Let (X,pyz|x,Y x Z) be an arbitrary DWTC where py z|x is
such that py|x = pzix or X —Y — Z. The secrecy-capacity of this model is

CPWVTC — max (I(X;Y) — I(X; Z)).

px

The key point of the achievability proof is the use of the stochastic encoder, which
takes advantage of the statistical knowledge of the channel noise in order to confuse the
eavesdropper about the message transmitted over the DWTC. Since the eavesdropper’s
channel is degraded with respect to that of the legitimate receiver, notice that CPWTC >
with equality only if I(X;Y) = I(X; Z), that is, both channels have the same quality.

The major drawback of the previous model is the assumption of the legitimate receiver
having significant advantage over the eavesdropper due to the degradedness condition imposed
to the channels. In this sense, Csiszar and Korner in [CK78] generalized Wyner’s results to

the Wiretap Channel (WTC), in which eavesdropper’s channel is not necessarily degraded?.
Proposition 1.2 ([CK78]). Let (X, pyzx,Y % Z) be an arbitrary WTC. The secrecy-capacity

of this model is

CWVTC = max(I(V;Y) — I(V; 2)).

pPvx

2Indeed, [CK78] introduces a more general model, called the Broadcast channel with Confidential Messages
(BCC), where besides the confidential message to be transmitted secretly to the legitimate receiver, both the
legitimate receiver and the eavesdropper must be able to reliably decode a common message.
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where py xyz is such that V. — X — Y Z forms a Markov chain.

In this setting, the coding scheme that achieves the secrecy-capacity uses channel prefixing
px|v to introduce additional randomness at the encoding, which is necessary because the
eavesdropper’s channel is not degraded with respect to the legitimate receiver one.

Certainly, the most important limitation of information-theoretic security is the trans-
mitter having to know the statistics of eavesdropper’s channel in order to construct a good
wiretap code. Nevertheless, as pointed out in [BB11] (Proposition 3.3), one can design a
good code ensuring the strong secrecy condition for some arbitrary eavesdropper’s channel
(X,pz(a)\x, Z () and, by the date processing inequality [CT12], this code will also ensure
the strong secrecy condition for any other eavesdropper’s channel (X, PZgy | X > Z(1)) such that

is degraded with respect to the previous one because, in this case, I(X; Z,)) < I(X; Z(a)).

1.2 Outline of the dissertation and related publications

Chapter 2

In this chapter we revisit the fundamental theorems of polar codes and their application
for different channel coding problems. Generally, channel coding for different scenarios by
using polar codes has been addressed from two viewpoints: source polarization or channel
polarization. For a better understanding, we review the polar coding schemes for different
models —those on which our work rely— by means of source polarization.

Furthermore, in Section 2.5 we present a generic polar-based encoder for multi-user settings
that uses an asymptotically negligible amount of randomness, and induces a distribution
that is statistically close to the one that attains the capacity of the model. This result is
stated in Lemma 2.3, which generalizes the results in [CB15] (for single-user scenarios). This
statement will be crucial for the construction and the performance analysis of the polar

coding schemes that we propose in the following chapters.

Chapter 3

In this chapter we describe two different polar coding schemes for two different models over
the degraded wiretap broadcast channel. One model assumes a layered decoding structure
that requires receivers with better channel quality to reliably decode more messages, while
the other imposes a layered secrecy structure that requires eavesdroppers with worse channel
quality to be kept ignorant of more messages. We show that the proposed polar codes are

secrecy-capacity achieving in Theorem 3.1 and Theorem 3.2.
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Moreover, in Section 3.4 we propose practical methods for constructing polar codes
that must satisfy reliability and secrecy constraints simultaneously, and we analyze their
performance for a finite blocklength by means of simulations. It is important to mention that,
despite we propose a construction for two particular models, our method can be extended to

any model with information-theoretic secrecy constraints.

Publications:

J. del Olmo and J. R. Fonollosa, “Strong Secrecy on a Class of Degraded Broadcast
Channels Using Polar Codes,” in 2016 IEEE Conference on Communications and
Network Security (CNS), pp. 601-605, 2016.

J. del Olmo and J. R Fonollosa, “Strong Secrecy on a Class of Degraded Broadcast
Channels Using Polar Codes,” Entropy, vol. 20, no. 6, 467, June 2018.

Chapter 4

This chapter focuses on a model for the wiretap broadcast channel where the transmitter
wishes to send common public and confidential information to two different receivers with
the presence of one eavesdropper. We describe a polar coding scheme that achieves the
best-known inner-bound on the secrecy-capacity region of this setting (Theorem 4.1).

The main novelty in this chapter is the introduction of a new chaining structure that
allows the polar coding scheme to convey common confidential information to different
receivers. This chaining construction induces bidirectional dependencies between adjacent

encoding blocks that need to be analyzed carefully in the secrecy analysis of the polar code.

Publications:

J. del Olmo and J. R. Fonollosa, “Polar Coding for Common Message Only Wiretap
Broadcast Channel”, in International Symposium on Information Theory (ISIT), pages
1762-1766, July 2019.

J. del Olmo and J.R. Fonollosa, “Polar Coding for Common Message Only Wiretap
Broadcast Channel,” arXiv preprint arXiv:1901.07649, 2019.

Chapter 5

This chapter focuses on a model for the wiretap broadcast channel where the transmitter
wishes to send different public and confidential information to two different legitimate receivers
with the presence of one eavesdropper. There exists two different inner-bounds on the secrecy-

capacity of this model in the literature, one being strictly larger for a particular input
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distribution (consequently, it includes the other). The stronger inner-bound is obtained by
considering joint decoding, whereas the second is derived by considering successive decoding.

We describe a polar coding scheme that achieves the stronger inner-bound on the secrecy-
capacity region of this model (Theorem 5.1) and we show that, for a particular input
distribution, polar-based joint decoding is crucial. Indeed, the achievability of this inner-
bound by means of polar codes requires a chaining construction that induces not only
bidirectional dependencies between adjacent encoding blocks, but also these dependencies

can occur between different encoding layers.
Publications:

J. del Olmo Alos and J.R. Fonollosa, “Polar Coding for the Wiretap Broadcast Channel
with Multiple Messages,” arXiv preprint arXiv:1909.04898, 2019.






2

Polar coding

In his seminal paper [Ari09], Arikan proved that polar codes achieve the capacity of binary-
input, symmetric, point-to-point channels under Successive Cancellation (SC) decoding.
Moreover, they are low-complexity codes and, consequently, practical: the proposed encod-
ing/decoding algorithms in [Ari09] have complexity O(nlogn), n being the blocklength.
Later, Arikan showed in [Aril0] that the same principle underlying polar codes for channel
coding, that is polarization, can be applied for optimal lossless source coding. Afterward,
Korada and Urbanke in [KU10] proved that polar coding is also optimal for lossy source
coding. Indeed, as pointed out in [Aril0], source polarization (or channel polarization) can
be applied to channel coding (source coding) due to the duality between the two problems.

In this chapter, the fundamental theorems of polar codes and their application for different
channel coding problems are revisited from a source polarization viewpoint. In Section 2.1,
we introduce the source polarization theorem and prove that polar codes are optimal for
lossless source coding. Then, Section 2.2 describes the Polar Coding Scheme (PCS) proposed
in [Aril0] for symmetric channel coding. In Section 2.3, we outline the PCSs for the DWTC
introduced in [MV11] and [SV13], which are secrecy-capacity achieving under the weak and
the strong secrecy condition, respectively. These coding schemes were based originally on
channel polarization, but we revisit them by using source polarization. In Section 2.4, the
PCS for the WTC introduced in [CB16] is summarized. Finally, Section 2.5 generalizes
the results in [CB15] by introducing a generic encoding that uses the minimum amount of
randomness for multi-user settings and causes a distortion (regarding the distribution that

attains the capacity of the model) that is asymptotically negligible.
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2.1 Source polarization

Let (X x Y, pxy) be a Discrete Memoryless Source (DMS), where! X € {0,1} and Y € Y.
The polar transform over the n-sequence X™, n being any power of 2, is defined as
U" & X"Gy, (2.1)

-1

=+, then we

where G, £ [} é]gm is the source polarization matrix [Aril0]. Since G,, = G

have X" = U"G,, and pyn» (u") = pxn» (u"G,,). Also, for polar coding purposes, we write
pyn (u") = HpU(j)|U11-7'—1(u(j)‘ulzj_l)' (2.2)
j=1

Associated to this polar transform, define the following set of indices:

HYy 2 {Gelnl: H UG UFY") > 1-6,}, (2.3)
£y 2 en): H UG U Y") <6, (2.4)

where §,, £ 2_"ﬁ, and 8 € (0, %)
Theorem 2.1 (Source polarization, adapted from [Aril0]). Consider the sets Hg?‘)y and Eg?‘)y
defined as in (2.3) and (2.4) respectively. It holds that

lim 31H§‘|>Y| = H(X|Y) and lim l{c‘") | =1-H(X]|Y).

n—o00 N, n—o0o N, XY

Notice that the source polarization theorem states that the polar transform extracts
the randomness of X" in the sense that, as n — oo, the set of indices j € [1,n] can
be divided practically into two disjoint sets, namely Hg?l)y and Eg?I)Y’ such that U(j) for
j € Hg?‘)y is practically independent of (U~1 Y™) and uniformly distributed, that is,
HU ()| UYI=1y™) — 1, and U(j) for j € Eg?l)y is almost determined by (U~ V™) which
means that H(U(5)|U*~1Y™) — 0. Consequently, the number of elements U (j) that have not

polarized is asymptotically negligible in terms of rate, i.e., lim, _ oo %|(7—[g?‘)y)c \ Eg?I)Y| =0.

Definition 2.1. Generally, the set "HE?‘)Y is referred as the “high entropy set” of X™ given

the observations Y™. On the other hand, Eg?‘)y is referred as the “low entropy set’.

It is worth mentioning that the entropy terms required to define the sets 'Hg?‘)Y and Eg?‘)y

can be obtained deterministically from the distribution pxy and the algebraic properties

IThroughout this dissertation, we assume binary polarization. Nevertheless, an extension to g-ary
alphabets is possible [KT10, STA09].
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of the matrix G,, [Ari09, TV13, VVH15, HY13]. Furthermore, consider that the previous
sets are defined from the Bhattacharyya parameters instead of the entropy terms, where the

Bhattacharyya parameter associated to the element U(j) for any j € [1,n] is defined as
ZU@GUHEy™)

£2 Z Py (yn)\/pU(j)\Um'flw OlurI=Ly™ ) py ) jwri—1yn (LHuld=tym). (2.5)
yey

The following lemma shows that {H (U (j)|{U~'Y™)}7_, and {Z(U(4)[U"7~'Y™)}"_; po-

larize simultaneously and, consequently, Theorem 2.1 holds in both cases.

Lemma 2.1 (Adapted from [Aril0]). Consider the entropy terms and the Bhattacharyya

parameters associated to the polar transform U™ = X"G,,. It holds

ZUG)|U=y™?2 < HU ()| 1y™),
HU@ U Y™) <log(1+ Z(UG)IU1Y™),

where either both inequalities are strict or both hold with equality; and for equality to hold, it

is necessary and sufficient that U(j) is either deterministic or uniformly distributed.

As an example, Figure 2.1 shows the polarization effect when n = 1024 for a DMS
(X x ¥,pxy) such that X = {0,1}, ¥ = {0,1, E'}, px(z) = 0.5 for all z € X, and py|x (y|x)
is modeled as a Binary Erasure Channel (BEC) with erasure probability ¢ = 0.4. Notice that
most of the entropy terms tend to be near zero and near to one. Indeed, by Theorem 2.1, the
number of terms that tend to one will approach nH (X|Y') = ne. However, an asymptotically

negligible (in terms of rate) range of entropy terms shows an erratic behavior.

/ |
0.6 / .
. / |

| | | |
100 200 300 400 500 600 700 800 900 1,000

Figure 2.1: Entropy terms {H(U(5)|UY7~1y™) 7—1 (ordered) when n = 1024 for a DMS (X x ¥,pxy)

such that X = {0,1}, ¥ = {0, 1, E}, px () = 0.5Vz € X, and py | x (y|z) is modeled as a BEC (e = 0.4).

Consider a SC decoder that, from U[(E()?l)y)c] and the observations Y, constructs an
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estimate U™ of the entire sequence U™ as follows. For all j € [1,n], it obtains

o (2.6)

. P n) \C
0() = { vo) it € (LX)
argmax, e o 1} PU(j)|uti-1yn (u’Ul:j—lyn) if j € ‘CX|Y'

The following theorem proves that SC decoding is able to reconstruct U™ entirely from

U[(C()?l)y)c} and Y™ with error probability in O(2’”B).

Theorem 2.2 (Adapted from [Ari10]). Let 6, = 2= where 3 € (0,3). Given U[(L()?‘)Y)C]
and Y™, the SC decoder in (2.6) constructs an estimate U™ of U™ with

P07 £ U] < | |5

Therefore, Theorem 2.2, along with Theorem 2.1, shows that polar codes are optimal for

lossless source coding with side information.

2.2 Source polarization for symmetric channel coding

A binary Discrete Memoryless Channel (DMC) (X, py|x,Y) with some arbitrary px can be

seen as a DMS (X x Y, pxpy|x). For symmetric channel coding, recall that the capacity

achieving input distribution px is uniform, that is, px (z) = % for all z € {0, 1}.
Let W and F be uniformly distributed vectors of length ‘Eg?‘)ﬂ and ’(EE?I)Y)C

tively, where W represents the information message to be sent over the DMC, and F' is a

, respec-

source of common randomness that is available to both the transmitter and the receiver.
Consider the following PCS. First, from pxy and the algebraic properties of G,,, define

the sets of indices Hg?l)y and Eg?l)y as in (2.3) and (2.4) respectively (polar code construction).

Second, consider a polar-based encoder that construct U™ as follows. It stores the information

message W into U [ﬁ()?‘)y] and the random sequence F into U [(Eg?‘)y)c]. Thus, we have

7 n 7 n C
U[qu)y] =W and U[(ﬁg(\)y) ] =F

Then, the encoder computes the polar transform X" = U"@,, and, afterwards, the transmitter
sends X™ over the channel, which induces Y™. Finally, the receiver, by using the SC decoder
described in (2.6), constructs an estimate U™ of the sequence U™ from U[(Eg?l)y)c}, which

is known because F' is available to all parties, and the channel output observations Y.

Remark 2.1. Since the polar-based encoder will construct random variables that must approach
the target distribution of the DMS, throughout this dissertation we use tilde above the random

variables to emphasize this purpose.
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The previous PCS approaches the capacity of the binary symmetric DMC because, by
applying Theorem 2.1, the information rate is

lim —|£

n—oo N

X|y’ =1- (X|Y),

and I(X;Y) =1— H(X|Y) when X is binary and uniformly distributed.

It remains to show whether the PCS is capacity-achieving by analyzing the average block
error probability. First, since the input distribution of the original DMS is the uniform, that is
ps(z) = 3 Vo € {0,1}, and the elements of X™ are i.i.d. then pyn(u") = px»(u"G,) =27".
Therefore, since W and F are uniformly distributed, the input distribution induced by the
previous encoding, namely ¢y~, and the distribution py» are statistically indistinguishable,
that is, V(Gyn,pyn) = 0. Indeed, since Y depends on the channel transition distribution
py|x and due to the invertibility of Gy, the joint distribution Gxnyn» induced by the encoding
and pxnyn of the original DMS satisfy that V(Gxnyn,pxny=») = 0. Consequently, we obtain

P[U" #U"] = [U" # U"] < nén,

where we have used Theorem 2.2 because U [(ﬁg?l)y)c} = F is available to the receiver. Hence,

the previous PCS is capacity-achieving for the binary symmetric channel.

2.3 Polar codes for the symmetric DWTC

Polar coding relying on channel polarization for the binary symmetric DWTC were introduced
in [MV11] and [SV13], which provide secrecy-capacity achieving polar codes under the weak
and the strong secrecy condition, respectively. This section summarize the relevant techniques

of the PCSs proposed by [MV11] and [SV13] from a source-polarization point of view.
Consider a DMS (X x )Y x Z,pxpyz|x) that represents the input and output random

variables involved in the achievable region of the DWTC defined in Proposition 1.1, where
X ={0,1}, px(z) = % for all z € {0, 1}, and py|x = pz|x (stochastically degraded channels)
or X —Y — Z forms a Markov chain (physically degraded channels). Let (X™, Y™, Z™) denote
an i.i.d. sequence of this source and define the polar transform U™ & X"G,,. Associated
to this polar transform, define the sets HX‘Y and L Y as in Equations (2.3) and (2.4)
respectively. Moreover, for this model define

H, 2 €] H(UG) U1 27) > 1-6,}, (2.7)

L, 2 el HUG) U Z) <6,}, (2.8)
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where recall that §,, = 27" and b e (0, %) Notice that these sets represent the high entropy

set and the low entropy set of X™ given the eavesdropper’s observations Z".

Lemma 2.2 (Subset property of polar codes, adapted from [MV11, GAG15]). Consider a DMS
(X x Y x Z,pxpyz|x) such that py|x = pz|x (stochastically degradation) or X =Y — Z
forms a Markov chain (physically degradation). Thus, we have

H <y and L™ Xz

Xy X|z» XY

Based on the definition of the previous sets and Lemma 2.2, reference [MV11] proposes

the following partition of the set of indices [1, n]:

n) A (n) \C (n) n) & p(n) n) A (n) \C
™ & (£X72) N LYy cm & Lz Fi & (LX) (2.9)
which is graphically represented in Figure 2.2.
n c Il (n) |
(‘C'<X|)Y) 15 £X|Y 1
[ F(m) | () o

} (9, i £

x|z x|z

Figure 2.2: Polar code construction for the symmetric DWTC: partition of the set of indices [1,n].

Roughly speaking, according to Theorem 2.1 and Theorem 2.2, the set Z("™) contains those
indices that are good for the legitimate receiver and bad for the eavesdropper, where good
means that the elements of U [I(")] can be reliably inferred by the receiver, and bad means
that they can be information-theoretic secured from the eavesdropper. Furthermore, C(™)
contains those indices that are good for both the legitimate receiver and the eavesdropper
because, by Lemma 2.2, [,g?‘)y C ['g?\)b and F(") contain those indices that are bad for both.

Let S and F be uniformly distributed vectors of length |I(”)‘ and ’f (”)|, respectively,
where S represents the confidential message and F' is a source of common randomness that is
available to both the transmitter and the receiver. Moreover, let C' be a uniformly distributed

random sequence of length ‘C (n) | Consider a PCS for the DWTC that is described as follows:
e Polar code construction: from pxy z and the algebraic properties of G,,, define the sets

of indices 'Hg?‘)y, Eg?‘)yv HE?RZ and Eg? \)Z'

e Polar-based encoding: the encoder constructs U™ as follows. It stores the confidential
message S into U[I(")], and the random sequences F' and C' into ﬁ[}'(”)} and U[C(")]
respectively. Thus, U[I(")] =G, U[]:] = F and U[C(")] = (. Then, the encoder
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computes the polar transform X" = U"G,,. Afterwards, the transmitter sends X™ over

the channel inducing the output observations Y and Z".

e Polar-based decoding: The receiver uses SC decoding described in (2.6) to form an
estimate U™ of the sequence U" from U[]—' (")], which is known because F' is available
to all parties, and the observations Y. Then, it obtains the estimate S=0U [I(")].

Definition 2.2. Typically, sequence C is referred as local randomness and is required to

“confuse” the eavesdropper about the confidential message S.

The previous PCS approaches the capacity of the symmetric DWTC because, by applying

standard operations and Lemma 2.2, the confidential message rate is

nlgf;o n |I | = nlg{go |(’CX|Z) ’C’X\Y|
= lim |(£3))] = tim |25
=H(X|Z) - H(X|Y), (2.10)
where the last step holds by Theorem 2.1 because |( X|Z ‘ = ”HX|Z’ + ‘( le) \”HX‘Y

Let Gxnynzn denote the distribution induced by the previous encoding. Since .S, F' and C
are uniformly distributed, it is clear that V(gyn,pyn) = 0. Moreover, due to the invertibility
of G,, and because, given X", (fm, Z") only depends on the channel transition distribution
pynzn|xn, we have V(Gxnynzn, pxnynzn) = 0. Therefore, by Theorem 2.2, the reliability
performance of the PCS is ]P’[ﬁ" #* (7”] < nd,.

Regarding the information-theoretical security, [MV11] showed that the previous PCS is
secrecy-capacity achieving only under the weak secrecy condition. Since F' is available to all

parties, the information leakage is given by I(S; Z"F ) and, effectively, it holds

- (a) -
I(S;Z™"F) < I(U[I(”) U]:(n)];Z")

© 1wz uFm); z7)

‘HX\Z‘_ ( [ X\Z”Zn)
+’(£§?\2) g?ﬁz‘_ ( [( g?ﬁz) \HX|Z]|U[ X\Z]Zn)

’H%Z"S + |(‘C()?|)Z) Hg?\)z| - H(U[(ES?RZ) %)Z} |U[ X|Z]Zn)

(e)
< nd, + o(n),

where (a) holds because I(S; Z"F) = I(S;F) + I(S; Z"|F) = I(S; Z"|F) < I(SF;Z"),
and U[I(")] = S and U[}"} = F; (b) holds because V(Gxnynzn,pxnynzn) = 0; (¢) holds
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because, according to (2.9), we have Z(W U F(") = (EE?I)Z)C, the uniformity of U [Z(" U F(™]
(confidential message and source of common randomness), and from applying the chain rule

of entropy; (d) holds because

HUH, |z > 30 HUG)utzr)

. _,(n)
jGHX‘Z

and H(U(j)|U"=1Z") > 1~ 6, for any j € Hg?\)zi and (e) holds because the set of indices
corresponding to those elements that have not polarized is asymptotically negligible only in
terms of rate and &, < H(U(j)|U"~12") <1 -6, for any j € (Eg?l)z)c \’Hg?l)z. Thus, the

previous PCS fails to provide strong secrecy because
I(S; Z"F) < né, + o(n) === o(n).

Nevertheless, it is clear that this PCS is secrecy-capacity achieving under the weak secrecy

condition because it holds that

llr(s; Z"F) <6, + on) nooo,
n n

Remark 2.2. References [Ari10] and [MV11] show that the source of common randomness

is mot necessary for symmetric channels, but F can be deterministic (frozen bits).

Notice that the previous polar code fails to provide strong secrecy because the indices
considered as bad for the eavesdropper are not bad enough. In this sense, [SV13] proposes a
new partition of the set of indices [1,n]:

n) & 44(n) (n)
I 2 U, 0 LYy
Fi £ Hyz N (Lxjy) s
C(n) A (H(”) )C mﬁ(”)

x|z X|Y>
D £ (ng)z) n (ﬁga)y) .

Now, notice that the message set Z(") does not contain those indices belonging to

£g?|)y N ((Eg?‘)z)c \ HE?I)Z) that were problematic in the previous scheme, but they are

included in the set C(™. Moreover, now the set F(") does not contain those indices that

belong to (?—lg?‘)z)c N (Eg?l)y)c, but they are included in the new set D).

The construction of U[D(")] is problematic: the legitimate receiver needs to known these

elements to reliably decode the entire sequence U™ because D™ C (Eg?‘)y)c but they cannot

¢ . .
store common randomness because D™ C (Hg?‘ Z) and the secrecy will be compromised.
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Hence, [SV13] proposes a PCS where transmission takes place over L blocks of size n, and
uses a chaining construction to convey the problematic elements to the legitimate receiver
while keeping masked from the eavesdropper.

Let R(™ be any subset of Z(™) with size ’D(”)‘. For any block i € [1, L], let S; and C; be
the random sequences representing the confidential message and the local randomness with
size |I(”)| — |R(”)| and |C(”) |, respectively. Let F' be |f(") |—sequence representing the source
of common randomness available to all parties (this sequence will be reused at each block).
Moreover, for i € [0, L], let D; be a uniformly distributed |D(") |—sequence that is considered

part of the local randomness. At block i € [1, L], the encoder forms UZ" as follows:
O,[ZM\R™] = 5, U;[F™] = F, 0:[c™] = C;, 0:[D™)] = D,_y, U:[R™] = D.

Thus, notice that the encoder dedicates some of the reliable and secure elements of block i,
that is U; [R(™], to send unsecure and unreliable elements of block i + 1, that is U;41 [D™)].
Then, it computes in = U{LGTL, which is transmitted over the DWTC inducing ()N/;”, ZZ‘)
Additionally, in order to initialize the decoding procedure, before transmitting X{‘ the
encoder needs to make available D, to the legitimate receiver keeping it masked from the
eavesdropper. To do so, one can use a separate channel code to reliably send Dy @ k, where
K is a uniformly distributed secret-key shared between transmitter and legitimate receiver.

This secret-key is asymptotically negligible in terms of rate because

n n) \C n n) \C n
’D( )‘ = {(/ng)z) \Eg(\)y‘ < ‘(Hgﬂ)z) \ﬁgq)z| =o(n),

where we have used the fact that EE?I)Y C EE?I)Z' Indeed, since the transmission will take place
over L blocks of size n, the rate of this required additional transmission is i|D(")| = %

Consider that Dg has reliably been estimated by the legitimate receiver. Then, the decoder
successively forms an estimate of U7, , from U to Uy, as follows. For i € [1, L], given D;_;
from block i — 1 and Fj, the receiver knows U; [D(”) U ]-'(")] =U; [(.Cg?l)y)c]. Thus, it uses
the SC decoder in (2.6) to reliably estimate U}". Finally, it obtains U;[R(] = D;, which
will be used at the next block ¢ + 1 to reliably estimate TjﬁH

Since the size of D™ is o(n), the rate cost of conveying the problematic elements by

means of the chaining construction is asymptotically negligible. Formally, we have

CL(|z®| - [R™))  LHY, LG - LR™]
AT A AR = 7 (H(X|2) - HX]Y),

where we have used Theorem 2.1 and similar reasoning as in (2.10). Thus, the PCS can

operate as close to the secrecy-capacity as desired by choosing a sufficiently large L.
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Let gxpynzr denote the distribution induced by the previous encoding at block i € [1, L].
Due to the uniformity of the random sequences involved in the encoding, it is clear that
V(@xrynzn,pxnynzn) = 0. For i € [1, L], define the error event &p, = IP[IA)% * Di}. The

average average block error probability, for any block i € [1, L], is given by
P[O7 # U] =P[O # U7|€5,_|P[€, ] + P[0 # U7 |€p, . [P[Ep, ]

P[0} # U5, ] +Plep, ]
)

s A

< ndy, +P[5D,-,1]

(b) N -

< né, +P[U], # U]

c)

< ins, (2.11)

where (a) holds because V(gxnynzr, pxnynzn) = 0 and, therefore, by Theorem 2.2—recall
that (D;_1,F;) = Ui [(Lx)y) ]; (b) holds because D;_y = U;_1[R™]; and (c) holds by
induction. Consequently, the average probability of incorrectly decoding (71” 1 is

L L(L+1)

P[UﬁL #U07) < Zp[ﬁf # U] = Tnén,
i=1

where we have used the union bound and (2.11).

Finally, this PCS is secrecy-capacity achieving under the strong secrecy condition. Now,
notice that the information leakage is given by I(Si.1; Z{‘ . F) and, therefore, to evaluate
this measure one must consider the dependencies between the random variables of different

blocks. These dependencies are graphically represented in Figure 2.3.

T
1
~ ' v ~ ' ~
Ziy : o4 : 2
1 1
Block 7 — 1 ! Block ¢ ! Block 7 4+ 1

Figure 2.3: Bayesian graph plotting the dependencies between the random variables of different blocks that
are involved in the secrecy analysis when we consider a transmission over several blocks of size n.
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Thus, by applying the chain rule of mutual information, we have

L
I(S11; 230 F) =Y I(Svp; ZP|FZY, ) < Lndn, (2.12)

=1

where the last inequality holds because

IA

I(Sv.p; ZPIFZ7 1) = I(Sva; ZPIF 2 1) + 1(Siqa.0; 2 |FS1i 27 1)
I(S1:i 27 3 ZPF) + 1(Sig1:0; 21, F S1.4)
)

—~
s}

I(S1i 27 4 ZP|F)
1(S1427_Dyi; Z1'|F)
I(SiDy; ZI'|F) + I(S1:-1 27,13 ZP|FS; D;)

IN

IN

)

=

I(S;Dy;; Z'|F)
I(S;D;F; Z")

IA

—
N

1(U:[HY),): 27)

,\
IN&

noy,.

where (a) follows from applying d-separation [Pea09] over graph in Figure 2.3 to prove
that S;y1.1, are independent of F' and all random variables of previous blocks [1,4]; (b) also
follows from applying d-separation because Slzi_lzﬁifl — FS;D; — ZZ" forms a Markov
chain; (¢) holds because, by definition, (S;, D;, F) = U; [Hg?\)z]? and (d) holds because

V(gxnryrzr,pxnynzn) = 0 and, by definition, HU(§)|\U=1Zn) > 16, forany j € ’Hg?‘)Z.

2.4 Polar codes for the general WTC

Polar coding has been extended to the general WTC in [RRS13, WU16, GB17, CB16]. Indeed,
[GB17, CB16] generalize their results providing PCSs for the BCC, and [WU16] also proposes
polar coding strategies to achieve the best-known inner bounds on the secrecy-capacity region
of different multi-user settings. A good overview of the similarities and differences between
the polar codes proposed in [RRS13, WU16, GB17, CB16] for the general wiretap channel
can be found in [CB16] (Figure 1).

This section overviews polar coding for the WTC based mainly on the techniques
introduced in [CB16] due to the following reasons: to guarantee strong secrecy and to provide
polar coding schemes that are implementable in practice. In [WU16], the proposed PCSs

are secrecy-capacity achieving only under the weak secrecy condition. Moreover, the coding
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scheme presented in [RRS13] relies on a construction for which no efficient code is presently
known, and the PCS in [GB17] only relies on the existence (through averaging) of certain
deterministic mappings for the encoding/decoding process.

Consider a DMS (V x X x Y x Z,pyxyz) that represents the input and output random
variables involved in the achievable region of the WTC defined in Proposition 1.2, where
V=X ={0,1}, and pyxyz such that V — X — Y Z forms a Markov chain.

In this model it is clear that the optimal input distribution is not necessarily uniformly
distributed. Consequently, the previous PCS described for the DWTC will fail to provide
reliability and strong secrecy because the encoder could induce a distribution that is not
sufficiently close to pynxnynzn. In this sense, the PCS uses a similar construction of that
for asymmetric settings introduced in [HY13, MUH14].

Furthermore, in this setting the subset property of polar codes, that is Lemma 2.2, does
not hold because the eavesdropper channel is not degraded with respect to the legitimate
receiver one. Thus, Hg?‘)y Z Hg?l)Z and, consequently, D™ is not asymptotically negligible in
general. This means that the previous chaining construction does not allow to convey the
problematic elements at negligible rate penalty, and the PCS uses a new chaining construction
based on that given in [HU14]. Also, in the previous PCS all the elements of U; [’H;L‘)YL for
any i € [1,L], were known by the receiver because they contained common randomness.
The use of this source was possible because Hg?‘)y C %g?|)z and, hence, the secrecy was not
compromised. Now, since Hg?‘)y z ’Hg?l)z in general, these elements required by the receiver
must be secretly conveyed also by means of the chaining construction.

Let (V™, X™ Y™ Z™) denote an i.i.d. sequence of the DMS (VX X X Y x Z,pyxyz), and
define the polar transforms U™ £ V"G,, and T" £ X"G,,. Now, associated to U™, define

H 2 (el n]:
£§}’) = {j €[l,n]:

HUG U ) >1-6,},
H
HY 2 jel,n): H
H

(J)
Uy |U7) <6n},
Viz = UG)|U™=1Z") =1 - 6,7,
(J)

£

vfyé {jell,n]: HUG) U 'Y™) <6,};

and associated to the transform 7", define

Hg?\)v 2ljell,n]:H(TQG)|TH V") >1-46,},
Eg?\)v £{jelln:H(TG)|TW V") <6,},

HG, 20 €] H(TG) [TV Z") >1-6,} .
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The sets Hi}” and E&;L), and ’Hg?lv and C(X|)Va

V™ and X", respectively, when considering that channel observations are absent. Since

correspond to the input random variables
conditioning does not increase entropy, then 7-[ n) D H(n Ly (n) C L’(n z and H\" le D Hg?\)v P

2.4.1 Encoding

Consider that the transmission takes place over L blocks of size n. The encoder forms U7},
sequentially from U{’ to Uf At block i, the encoder will construct UZ’, which will carry
the confidential message. Then, given ‘7[‘ = UZ‘Gn, the encoder will perform the polar-
based channel prefixing to construct Ti”. Finally, it will obtain X[L =T 7'Gy, which will be
transmitted over the WTC inducing the channel outputs (Y;*, Z1).

Confidential message encoding

Besides the previous sets of indices associated to the polar transform U™, define
R™ £ any subset of ’HX‘Z with size ’H(n) \£V|Y

For any block i € [1, L], let the uniformly distributed random sequence C; representing
the local randomness has size ‘H n) \HVI Z| Also, let random message S has size ‘HV| Z‘
and, for i € [2, L], let S; has size |’HV|Z \ RM.

At block 1, the encoder constructs U, [7—[ S, and U, ["Hi,n) \7—[(") ] = (1. Then, it

V|Z] V|z
successively and randomly draws the remaining entries of UI”, that is U4 [(”Hgl ))C], from the

distribution pU(j)|U1;j71([71|[~]11:j_1). Also, from U}, the encoder obtains

v =0 [HP N\ L] (2.13)
o) = U (M) N\ LU ], (2.14)
where ¢ = 1. Notice that (\IIZ(LV)7 <I>:(LV)) [(E%}l‘y) ] which is required by the legitimate

receiver to reliably reconstruct UJ* by performing SC decoding.

At block i € [2, L], the encoder constructs U; [’HE}?Z\R(")] = S;and U; [’Hg}l)\’}-lifl)z] = C;.
Also, it forms U; [R ] = \I/(V) Then, the encoder uses random SC encoding to construct
Ui [(Hgl)) | from the distribution PUG) Ut (U; \Ul 71), Also, from U, the encoder obtains
\IIEV) and <I>§V) as in (2.13) and (2.14), respectively.

Notice that only \IJEV), for ¢ € [1, L — 1], is reused in the next block. However, \IJ(LV) is
required to initialize the decoding process and @ﬂ?, which is not uniformly distributed, is
also necessary to reliably reconstruct the sequence 01” . In this sense, the PCS separately

and secretly sends (\I/g/), <I>§VL)) to the receiver by using a uniformly distributed random key
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that is privately shared between receiver and transmitter. This secret-key is asymptotically

negligible in terms of rate because, since E m) ) E("Y and by Theorem 2.1, we have

(n)\ pn) (n)\C\ pn) (n) C 7
}’HV \£V|Y} n L|(HV ) \EV\Y| < |(£V\Y) | n L|(H§/n)) \Eg/L)|
nL nL - nL nL
noo H(V]Y)
sy
L
Therefore, one can incur an arbitrary rate penalty by choosing a sufficiently large L.
Finally, for any ¢ € [1, L], the encoder computes VZ" = U{LGH, which is used for the

polar-based channel prefixing.

Channel prefixing

For i € [1, L], let R; be a uniformly distributed random sequence with size |Hg?\)v \ Hg?w |
that represents the additional randomness introduced by the encoding. Moreover, let F' be a
uniformly distributed random sequence with size |’H X|vz

For any block i € [1, L], the encoder forms T}* as follows. It forms T} [H [ V \”HXWZ] =R;
and T} ['Hg?l)v Z] = F. Then, the encoder useg random SC encoding to construct 7} [('Hg?‘)‘,)c]
from the distribution ppjyrii-1yn (T;|T~'V). Finally, it computes X" = T"@,, and
transmits it over the WTC, which induces (Y;*, Z}).

Notice that the legitimate receiver does not have to estimate X7, because it does not

carry information, but only contains additional randomness.

2.4.2 Decoding

Consider that \II(LV) and <I>§VL) have reliably been estimated by the legitimate receiver. Then,
the decoder successively forms an estimate of U{‘ 1, by going backward, that is, from Ug to
U1, as follows. For i € [1, L], given \I/EV) and <I>Z(-V), the receiver knows U; [(ESL‘Y) ] Thus, it
uses the SC decoder in (2.6) to reliably construct U}* from observations Y;*. Then, it obtains

@EY} =U [R(”)], which will be used at block i — 1 to reliably estimate U}

2.4.3 Performance of the polar coding scheme

First, the rate of the confidential message is given by

(n) (n) n (n) (n) (n) (n)
|HV|Z| + (L — 1)|HV|Z\R( )| _ }’HV|Z (L - 1)| V|Z’ - |H \EV\Y
nlL nlL nlL
woe, HYVIZ) | H(VIZ) ~ H(VIY)

L L
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Thus, the PCS can operate as close to the secrecy-capacity (see Proposition 1.2) as desired

by choosing a sufficiently large L.

Let Gvrxryrzr denote the joint distribution of (Vi X2 Y, Z1) at block i € [1,L].
Now, the encoder introduces some distortion that causes V(q~vinxyyinzy,pvnxnynzn) # 0.
Nevertheless, [CB16] proves that distributions qurxryrzr and pyn xnynzn are statistically
close for sufficiently large n. This happens because the encoder introduces uniformly dis-

tributed random bits into U; [Hgl)] and U; [Hg?\)v]’ and recall that U(j) for j € 'Hgb) and T'(y)
for j € Hg?\)v are defined to be asymptotically independent from U'=! and (T17-1, V™),
respectively, and uniformly distributed; and, moreover, because the entries Ui[(’}{gl ) )C]
and U}[(Hg?fv)c] are randomly drawn from the marginal distributions py (-1 and
Pr(j)|T1i-1vn, Tespectively, of the original DMS.

Having to randomly construct part of U'f and Ti" is an important drawback for practical
implementation of polar codes. In this sense, [CB15] proposed a modification of the previous
encoder, where only U; [(’Hgf ))C \ 7 )] and T} [(’Hg?‘)v)c \L’g?l)v] are randomly sampled from
Pu)urai-1 and ppej)rra-1yn, respectively. Hence, the randomness required for SC encoding
is, by applying Theorem 2.1, negligible in terms of rate. By contrast, the elements U; (j) such

that j € Eﬁ/n ) are constructed by performing deterministic SC encoding, that is,

U(j) = arg max py )1 (ul U 7),
ue{0,1}

and, similarly, the elements T} (j) such that j € Eg?\)v are deterministically sampled as

T(j) = arg max pp(jy -1y« (T V™).
te{0,1}
For the general DMC, [CB15] showed that part of the random decisions can be exchanged by
the previous deterministic functions and yet V((fvin Xrypzr, Pvnxnyn zn) vanishes for n large
enough. In Section 2.5 we generalize this result for any multi-user channel with arbitrary

number of input random variables for the encoding.

Given V(qvinxinyin zr ,PVnxnynzn) = €, Where €, 2722 0 for any i € [1, L], the reliability
performance can be analyzed by using similar techniques as those in [KU10]. Consider an

optimal couplin roposition 4. etween marginals gy»y» and pyny~ such that
ptimal coupling [LPWO09] (Proposition 4.7) b ginals Gury: dp h th
PlEyryn] = V(qunyr, pumyn),

where Eyryn = P[(Uf,f/;”) # (U™, Y™)]. According to [LPWO09], this optimal coupling
always exists. Moreover, for i € [1, L], define the error event &y, = ]P’[\ilz(.v) + \IIEV)]. The



24 Polar coding

average average block error probability, for any block i € [1, L], is given by

PO # U] =P[O # U7|E5, N EGuyn | PIEF, N EFnyn)
+ PO £ U7|€w, U Eynyn |P[Ew, UEuynyn]
<P[UF #UP|EG, NEGuyn] +P[Eynyn] +P[Ey,]
<i(ndy, + €5),

where we have used that P[Epnyn]| = V(qvryr,pynyn) S V(Gurxnypze, pynxnynzn) = €n,
and similar reasoning as in (2.11).

Regarding the secrecy performance, now the information leakage is given by I(S1.1; Z7 L).
Due to the chaining construction, the dependencies between random variables of different
blocks must be considered. Indeed, the Bayesian graph representing these dependencies is
similar to the one in Figure 2.3, where now we have (UJ';,T7;) instead of only U7, in

intermediate nodes, \I/Z(-V)

from Block ¢ is repeated in secure positions of Block i + 1, and F
does not represent common randomness available to all receivers but is a random sequence
that is sampled by the encoding and is replicated in all blocks for channel prefixing. Thus,

dependencies between blocks can be broken in a similar way as in Equation (2.12) and
~ L ~ ~ ~
I(S1; Z7) =Y I(Svn: 20127, ) < LI(U; [HX‘Z] zm, (2.15)
i=1

Finally, given V(Gvnzr, pynzn) < V(Gvrxnynzr, pvnxnynzn) = €, and by applying [CK11]
(Lemma 2.7), it is easy to prove that

H (03 [M3),]|27) < B(UIHE)20) + e,

where 7., 279 0 if €, =% 0. Thus, by the uniformity of U; [’Hg?l)z} and the definition of
Hg(I)Z’ we obtain [ ( [’Hg?l)z] Z”) 27 0 and the strong secrecy condition is fulfilled.
Regarding the complexity of the previous PCS, notice that the encoding/decoding process
requires a high memory capacity to either the encoding or the decoding. The encoder
constructs UJ'; forward, that is, from UJ* to U}, and the receiver must wait until Y is
available in order to perform SC decoding. This implies the receiver having to keep all the

observations Y;?; before starting to reconstruct U}, backward.

Remark 2.3. Notice that the PCSs for the DWTC and WTC require the legitimate receiver
to reliably decode the local randomness. Then, these coding schemes can achieve the capacity
region of the model described in [XCO08], which introduces a new message with no secrecy

constraints, by simply exchanging the local randomness for this uniformly distributed message.
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2.5 SC encoding with negligible amount of randomness

In this section, we generalize the results in [CB15] for any multi-user model. Specifically, we
present a generic encoder for multi-user settings that uses a negligible amount of randomness
(in terms of rate) for SC encoding. Also, the distribution induced by this encoding is
statistically close to the one that attains the capacity and is used for the code construction.

Consider a DMS representing the random variables involved in the capacity region of an

arbitrary setting with Ty input (encoding) layers and To receivers, that is,
(V1 X -+ % Vry x O1 X -+ X OTO)pvl:TvolzTO)’

where V; € V, = {0,1} (binary polarization) denotes the random variable associated to
encoding layer ¢ € [1, Ty], the random variable Oy € Oy, denotes the channel output associated
to Receiver k € [1,To], and pv;.,, 0,1, i any arbitrary distribution.

Let (Vip,, Of.1,,) denote an i.i.d. n-sequence of this DMS, n being any power of two. For
any input random variable V;, £ € [1,Ty/], define the polar transform U}’ = VG Associated

to each polar transform, define the following set of indices:

Hh 2 e lnl HUG)|U Vi) 21— 6.},
VelVie—1 — {j € [1777’] : H(Uf(j)|U[1:j71V17}£71) < 571},

D
2
>

where 6, = 27" for some RS (O7 %), and V* = @. These sets represent the high and the
low entropy sets, respectively, of V" given the input random sequences V7,_;.
Consider an encoder that successively forms U{ﬁTv from U} to U?V as follows. For

any £ € [1,Ty], given V?,_,, where recall that V} = UpG,, (¢ € [1,£—1]), U is drawn from

n

NS I i e
Guzivy,, (OF Vi éH vy, (OeD|U7 Vil ), (2.16)
where
N T
qUe(a)lU” v, 1(U¢(])|U5] Vf:lefl)
1 oo (n)
2 if j EHVMVM 1’
Ine 1:5j—1vrn
- H{UZ(]):argmaXue{O nPugrvg, WO V)Y e LY,
Lj—1¢
Py,u}i-tvye, ( |Ué 7= Lie— 1) otherwise.

Hence, for any ¢ € [1,Ty], this encoder stores uniformly distributed random sequences into

Ue [HVAVLFJ (for instance: information messages, local randomness, repeated sequences
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due to a chaining construction, etc.). Then, it constructs the remaining entries by using
deterministic and random SC encoding. Indeed, if T\y < n, by Theorem 2.1 the amount of
randomness that is required for SC encoding is asymptotically negligible in terms of rate.
The following lemma proves that, for sufficiently large n, the joint distribution QULTS of
Ul'r, induced by the encoding process given in (2.16) is statistically close to the marginal

distribution pyy of the original DMS.
AV

Lemma 2.3. The joint distributions Gur_  and pyr .  satisfy
v Y

Ty
V(QU{fTV ’pU{ﬁTV) <n Z \/2\/671(5”2 ln2(€n —log \/#nd,21In 2) + 6, + VTyv/nop21n 2.
(=1

Proof. See Appendix 2.A O

Corollary 2.1. Ifpyr_ and qur, —are such that U7 —U3 —---—Uf, and Up—Up—---— Uj’fv
Ty Ty
form a Markov chain, then it holds that

V(QUﬁTV ’pUﬁTV) < nTV\/Z\/ 4nd,, In 2(€n —logv/nd,41n 2) +6p +V/1nd,41n 2.

Proof. The proof follows the same steps of the one for Lemma 2.3 but, in this case, we have

that qUo|Uy.o_, 18 equivalent to qUAUs—s and PU|Ur.e—r YO DU U, - O

Corollary 2.2. If Gur Oy —qUn PO} 1UTp and pur,. o, o =~ PULL PO UL then

1Ty 5 Y1 To 1:Ty or. To

V(q’Uln:TVOn:T ’pU1 Ty 1LT ) = V(QU”

1;Tv’pU1 TV)

n—oo

Thus, according to Lemma 2.3, if Ty < n then V(gy»_,qun )= O(n%2_”ﬂ) —0.
v v
Moreover, Corollary 2.2 proves that if an encoding of the PCS satisfies Lemma 2.3, then
qup, or. and pyn_ on_ are also statistically indistinguishable for n sufficiently large.
v to v 1o

Finally, the following lemma relates total variation distance with entropies.

Lemma 2.4. Define J; as any subset of [1,n], where ¢ € [1,Ty]. Consider the sequence

(~1”:TV,O~§‘:T ) with distribution qup. e and (U{fTv ?:To) with distribution pyr, L Or

1:Tg 1:To

Let V(QU{L:T Of.p s PULL OF, ) <, where e 2% 0. Then, for sufficiently large n,

1:Ty P 1: T
|H (O[] ... U [T ]|OFr,)) — H(ULA] - Ury [T ][0T, ) | < (T + 2T0)ne — 2€logee.
Proof. See Appendix 2.B O

The results provided in this section are crucial for the analysis of the reliability and the

secrecy performance of the PCSs that will be introduced in the following chapters.
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2.A Proof of Lemma 2.3

Consider another encoder that omits the use of the deterministic arg max function in SC

encoding but, for any ¢ € [1,Ty], it randomly draws those elements whose indices belong to

(ngfvlzg,l)c' Let U{fTv ~ ‘jUg‘IV{fg,l denote the sequences formed by this encoder. Then,
n
|7 N AP
QU"| S I(Uﬂvﬁz 1 é H Moy =tve, 1( Z(J)|Ue ! ‘/17:16—1)7 (2.17)
where

v 5 Pl =1
qUe(J’)IU}:"*V{jZ,l(U4(3)|U£j V1)

1 e (n)
5 lf] EHVZ‘VIZ 1’

N A
Py, Gyt -rvi, 1( Ue(j)|U, 77 V%,_,)  otherwise.

The following lemma shows that the joint distributions qup,. and pyr, of the original
AV vV

DMS are nearly statistically indistinguishable for sufficiently large n.
Lemma 2.5. For any (' € [1,Tv], we have V(qur ,pur ) < V218, In 2.

Proof. The Kullback-Leibler distance between the distributions pup, and gur s

D (pU”

1:0/

Ulne/ ZEvlnq 1|: pUn‘ 1:i— 1HqU | 11 1)i|
- Z ZEU?“V{:i_l [D(pm(jnrf}:f*lv;;_l

i=1 j=1

q . 1:j—1v,n
v, Gl =tvpe, 1)}’

27
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where (a) holds by the chain rule and the invertibility of G,,. Thus, we obtain

D(pur,, |

1:0/

o
1;4’) (é) Z Z (1 - H(Ui(j)’Uil:j_lv Vlrzti—l))

Gur
i=1 . (n)
JeHVi‘VI:i—l

@ 05, |1 2.18
=~ n| Vi\Vl:i—l" ( )

where (a) holds by (2.17) and [GAG15] (Lemma 10), i.e., D(p1||p2) = 1 — H(p1) if po denotes
the uniform distribution; and (b) holds by the definition of ’Hgg |)Vu71. Finally, we obtain

V(dU{ﬁz/ ’pUi":e/) < v2In 2y/4'nd,, by Pinsker’s inequality and because |’H§2|)V1:i71| <n. O

Now, the following lemma proves that the joint distribution gyr  — corresponding to
Ty
the encoder in (2.16) that uses deterministic SC encoding is asymptotically close to the

distribution gyr_  in terms of total variation distance.
v

Lemma 2.6. The joint distributions qur_ —and qur_ ~ satisfy
vV vV

Ty
V(qUﬁTV , (jUﬁTv) <n Z \/2\/8715712 In 2(€n — log \/#nd,21n 2) + 0.
=1

Proof. Define a coupling [LPW09] for U{fTv and U{ﬁTv such that, for any ¢ € [1, M],

e n C 7 n C
Ug[(ﬁ&zfvl:[il) ] = Ug[(ﬁ%fvl:lil) ] . Thus, we have

~ v (@) T T
V(QUTQTV’QUI’QTV) < P[ULTV # Ul:Tv]

&L -
< D PO £ U |Vileoy = Vi

/=1
< >3 TP[OG) # T (0 i) = (07 Vi)

Tv
@ _ v
= Egrion, [1 ~PuGyiu v

_ & 1:6—1
=1 icpln
7€ VelVie—1

(i (DI Vi) |,
(2.19)

where (a) holds by the coupling lemma [LPWO09] (Proposition 4.7); (b) holds by the union
bound and the invertibility of G,,; (¢) also holds by the union bound; and (d) follows from
(2.16) and (2.17) given that 0[[(£§2\)V1;271)C] = Ue[([:g;‘)vl;e—l)c] and from defining

L A N 7151 P
uy (5) = Arg maxpy, o} vy (U775 V).
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Next, for any j € [n] and sufficiently large n, we have

[H(Ue()| U7~ Vi) = HUA)| U7 Vi )|

(a) L 4~ »
< HUF ™ Vit) = HOP V) |+ [H O Vi) = H (UG, 08 )|

(b) QV( ) | 2(271)n+j71
< Grrig=1ymm S Prld—lrm og =
Ve Vet U Ve V{dyzi-roy, o Pupog, )
©
< 24/0nd,2In2(¢n — log \/4nd,21n2), (2.20)

where (a) holds by the chain rule of entropy and the triangle inequality; (b) holds by
[CK11] (Lemma 2.7), the invertibility of G,,, and because

Guri-tug, o Purivp, )= Vlurmroy, sPor-top, )

Vo, Gwrs-top

1:4—1

and (c¢) holds by Lemma 2.5 (taking ¢/ = ¢) because

V(qu['l:j_lUlnz 7pUlJ lyn ) < V(dUﬁeva{‘:e)u

1:4—1

T xlogx ib decreasing for x > 0 small enough, and j — 1 < n. Thus, for any ¢ € [1,Ty]

and j € " , we have

VZ\VM

2/0nd, 22 (fn —log \/tnd,2n2) + 4,
Q 21/tné,2In2(fn — log \/fné,2n2) + H(U,(j)|U; 7, Vi)
S HUGIE Vi)
]EU“ ‘ur, . [h2 (pUg(j)|U£1:j71V1"5271(u;(j)‘ﬁﬁlzj_l’f/l%—l))}
> Egri-ign [— (1—pUZ(j)‘U;:ffIV&_l(U?(J')Wel:j_lf/&q))

(i (DI0F Vi) )|
(@

2
1:5—-1 17
2 By, [(1_Pveu>v,}“‘ NP Ol ) }

X log( —pUZ(j)lU[l:j 1yn

1:4—1

@

> B, (L= oo va, ()T

UiV, ) } (2.21)

1:4—1

where (a) holds by the: dgﬁni‘fion of L%?qu; (b) holds by (2.20); (c¢) holds because
Py, (Ut v, 1(u}f(j)|U21:371, Vi%,_1) > 1/2 and log(z) < —z if x € [0,1/2); and (d) follows

from applying Jensen’s inequality.
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Lastly, by combining Equations (2.19) and (2.21), and because |£§wa_l\ < n, we have

Tv
. v N1 T
V(qvyy, - dupy,) < Z Z R [1 ~ Py, uki-tvy (uz (DIU,7 aV17:Lz—1)}

=t o 1:6—1
=1,
7€ VelVie—1

Tv
< nz \/2\/€n6n21n2(£n — log v/#ndé,21In 2) + O,
=1

O
Finally, by Lemma 2.5, Lemma 2.6 and by applying the triangle inequality, we obtain
Viquy, pory ) < Vup,, »dup, )+ Vidop,, spop, )

1: Ty,

Tv
<n>\/2V/8,2n2(tn — log \/In6,2102) + 6, + \/nd, Tv2In2,
=1

n
1: Ty

and the proof is complete.

2.B Proof of Lemma 2.4

From applying [CK11, Lemma 2.7], for n large enough we have

|H(01[k71] s ﬁTv [jTV”O?:TO) - H(Ul [jl] s UTV [ijHO?TO)‘

@ H(O1z,) - H(O%z)|
+|H(OW (7] Uy [T )0V, ) = H(UL [ -+ Uy [Ty ], ) |

(b) ~ onTo
< V(doy, .oy, )log

V(gor,. ,por

' To 1:TO)
+V(4u, [T1).-. Uy [Ty 107 PUL ). Uy, [JTV]O;I:TO)

gnTo+3 Y, 17|

x log ——
V(qU1 (71)..Ury [Ty 107 1 y PUL ..Uy, [JTV]O;TO)

(o)
< n(Tyv 4+ 2To)e — 2eloge
where (a) holds by the chain rule of entropy and the triangle inequality; (b) follows from

applying [CK11] (Lemma 2.7); and (c) holds by Corollary 2.2, by assumption and because

the function = +— zlogx is decreasing for x > 0 small enough.
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Polar coding for the degraded wiretap broadcast channel

This section focuses on two different models for the discrete memoryless Degraded Broadcast
Channel (DBC) surveyed in [ZLL"15]: (a) DBC with Non-Layered Decoding and Layered
Secrecy (DBC-NLD-LS) and (b) DBC with Layered Decoding and Non-Layered Secrecy
(DBC-LD-NLS). In these models, the transmitter wishes to send a set of messages through
the DBC, and each message must be reliably decoded by a particular set of receivers and kept
masked from a particular set of eavesdroppers. The degradedness condition of the channel
implies that individual channels can be ordered based on the quality of their received signals.
The layered decoding structure requires receivers with better channel quality to reliably
decode more messages, while the layered secrecy requires eavesdroppers with worse channel
quality to be kept ignorant of more messages.

The secrecy-capacity region of these models was first characterized in [ZLLT15, LLPS14,
EU09]. However, the achievable schemes used by these works rely on random coding arguments
that are nonconstructive in practice. In this sense, this chapter provides two secrecy-capacity
achieving PCSs for each model. As mentioned in [ZLL*15], these settings capture practical
scenarios in wireless systems, in which channels can be ordered based on the quality of the
received signals (for example, Gaussian channels are degraded). Hence, the ultimate goal of
this chapter is not only to prove the existence of two asymptotic secrecy-capacity achieving
PCSs for these models under the strong secrecy condition, but also to discuss their practical
construction and evaluate their performance for a finite blocklength by means of simulations.

The degradedness condition of the channel and the strong secrecy requirement on one side

and the non-necessarily symmetry of individual channels on the other mean that the proposed
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PCSs combine techniques from the coding schemes described in Section 2.3 and Section 2.4 for
the symmetric DWTC and the general WTC, respectively. Although Section 2.3 proposes a
chaining construction to convey the problematic elements to the legitimate receivers, we omit
its use for practical reasons: in order to evaluate their performance for a finite blocklength, it
is desirable that the transmitter could send secret information in just one block of size n. Since
the problematic elements are negligible in terms of rate, the rate cost of additionally make
them accessible to the receiver is also negligible. The omission of the chaining construction is
only possible if a source of common randomness is accessible to all parties and, moreover,
transmitter and legitimate receivers must share a secret-key with size in o(n).

The remainder of this paper is organized as follows. In Section 3.1, the channel models
DBC-NLD-LS and DBC-LD-NLS are introduced formally, and their secrecy-capacity regions
are characterized. In Section 3.2 and Section 3.3, two PCSs are proposed for the DBC-NLD-LS
and DBC-LD-NLS, respectively, and we prove that both are asymptotic secrecy-capacity
achieving. In Section 3.4, practical polar code constructions are discussed for both models,
and the performances of the polar codes are evaluated by means of simulations. Finally, the

concluding remarks are presented in Section 3.5.

3.1 System model and secrecy-capacity region

Formally, a DBC (X, py, ..y, zy..2z: x>, VK X === X V1 X 2y X - x Z1) with K legitimate
receivers and M eavesdroppers is characterized by the probability transition function
DY ..Y1Zu...Z1| X, Where X € X denotes the channel input, Y, € )i denotes the output
corresponding to Receiver k € [1, K] and Z,,, € Z,,, denotes the channel output corresponding
to Eavesdropper m € [1, M]. The broadcast channel is assumed to gradually degrade in such

a way that each legitimate receiver has a better channel than any eavesdropper, that is,
X—-Yxk—-—WN—Zy——-2; (3.1)

forms a Markov chain. Although we consider physically degradation, the polar coding schemes

proposed in this paper are also suitable for stochastically degraded channels (see Remark 3.1).

3.1.1 DBC with non-layered decoding and layered secrecy

M

In this model (see Figure 3.1), the transmitter wishes to send M messages {Wy,}i_q

to the K legitimate receivers. The non-layered decoding structure requires legitimate Re-

ceiver k € [1, K] to reliably decode all M messages, and the layered secrecy structure
M

requires Eavesdropper m € [1, M] to be kept ignorant about messages {W;};2 . Consider a
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([2nfa], ... [2"Bxm] n) code for the DBC-NLD-LS, where W,,, € [[2"Fm]] for any m € [1, M].
The reliability condition to be satisfied by this code is measured in terms of the average
block error probability and is given, for any Receiver k € [1, K], by

lim P [(Wl,...,WM) ” (Wl,...,WM)] —0. (3.2)

n—oo
On the other hand, the strong secrecy condition to be satisfied by the code is measured in
terms of the information leakage and is given, for Eavesdropper m € [1, M], by

Hm I(Wy, Wingts ..., W3 Z7) = 0. (3.3)

n—oo

A tuple of rates (Ry,...,Ry) € RY is achievable for the DBC-NLD-LS if there exists a
sequence of ([27F1], ..., [2nFM] n) codes satisfying Equations (3.2) and (3.3).

N ;
—K>( Leg. Receiver K }»{W,, }M_,

Y '
DBC —1>( Leg. Receiver 1 }»{W,,}M_,
(Wit = X" | pyvicovizazix |20
—1> e :.ZfM. ax —M>( Eavesdropper M )—»M
satisfying

Equation (3.1)

zz :
—2>( Eavesdropper 2 }%%:2

Z’!L
—1>( Eavesdropper 1 }%%:1
_

Figure 3.1: Channel model DBC-NLD-LS.

Proposition 3.1 (Adapted from [ZLLT 15, LLPS14]). The achievable region of the DBC-NLD-
LS is the union of all M-tuples of rates (R1,...,Ry) € RY satisfying

M
SR <I(X;Y1) = I(X;Zy),  m=1,...,M,

where the union is taken over all distributions px .

The proof for the case of only one legitimate receiver in the context of the fading wiretap
channel is provided in [LLPS14]. Due to the degradedness condition of Equation (3.1), by
applying the data processing inequality and Fano’s inequality, an achievable scheme ensuring
the reliability condition in Equation (3.2) for legitimate Receiver 1 will satisfy it for any

legitimate Receiver k € [2, K].
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Corollary 3.1. The achievable subregion of the DBC-NLD-LS without considering rate sharing
is a K-orthotope defined by the closure of all K -tuples of rates (Ry,...,Rpy) € Rf satisfying

Rag < T1(X: Y1) — I(X; Za).

3.1.2 DBC with layered decoding and non-layered secrecy

In this model (see Figure 3.2), the transmitter wishes to send K messages {W;}£ | to the K
legitimate receivers. The layered decoding structure requires Receiver k € [1, K] to reliably
decode the messages {W,}5_,, and the non-layered secrecy structure requires Eavesdrop-
per m € [1, M] to be kept ignorant of all K messages. Consider a ([2"F1],..., [2"Fx], n)
code for the DBC-LD-NLS, where W, € [[2"%]] for any ¢ € [1, K]. For Receiver k € [1, K],
the reliability condition to be satisfied by this code is given by

lim P [(Wl,...,m_l,m) £ (Wh,..., Wi, Wi)| = 0. (3.4)

n—oo
On the other hand, for any Eavesdropper m € [1, M], the strong secrecy condition to be
satisfied by the code is given by

lim I(Wy,... Wik Z") =0. (3.5)

n— oo

A tuple of rates (Ry,...,Rx) € R is achievable for the DBC-LD-NLS if there exists a
sequence of ([27F1], ..., [2"Ex] n) codes such that they satisfy Equations (3.4) and (3.5).

—\YZ _
—K>( Leg. Receiver K )—»{Wé}f:l

Yy i
DBC —2>( Leg. Receiver 2 W1, Ws
{Wihio X" | Pyic.vizar.. "
#, Yi..Y1Zpr... 21| X _1,( Leg. Receiver 1 )—>W1
satisfying

by
Equation (3.1) —( Eavesdropper M }>{W&}/,

77 '
—1>( Eavesdropper 1 P{M}le
-/ '

Figure 3.2: Channel model DBC-LD-NLS.
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Proposition 3.2 (Adapted from [ZLLT 15, EU09]). The achievable region of the DBC-LD-NLS
is the union of all K-tuples of rates (Ry,...,Rk) € Rf satisfying the following inequalities:

MPT

k
<Y IV YilVier) = I(Vi, Zn), k=1,... K
=1 =1

where Vo £ @ and Vi £ X, and the union is taken over all distributions Dv;.. vk Such that
Vi—Vo—--- = Vi forms a Markov chain.

The proof for the case of only one eavesdropper is provided in [EU09]. Due to the
degradedness condition of Equation (3.1), note that any achievable scheme ensuring the
strong secrecy condition in Equation (3.5) for the Eavesdropper M will also satisfy it for any

Eavesdropper m € [1, M — 1].

Corollary 3.2. The achievable subregion of the DBC-LD-NLS without considering rate sharing
is a K-orthotope defined by the closure of all K -tuples of rates (Ry,...,Rk) € Rf satisfying

R[SI(VYEaY’ZH/Z—l)*I(‘/LZM“/Z—l)v 621,,K

3.2 Polar coding scheme for the DBC-NLD-LS

The PCS provided in this section is designed to achieve the supremum of the achievable rates

given in Corollary 3.1. Thus, consider the DMS

(X X Vi X X Y1 X Zpp X oo X 21, DX Y Y1 Zag o 21 )

that represents the input and output random variables involved in the achievable region of
Corollary 3.1, where X = {0,1}. Let (X", Y}%,....Y{", Z%;, ..., Z7) be an i.i.d. n-sequence of
this source. Define the polar transform U™ £ X"G,, with distribution py (u™) = pxn» (u"Gy,)

due to the invertibility of matrix G,,. Moreover, for polar coding purposes, we write

pun(u HPU - (u()|ut? ). (3.6)

3.2.1 Polar code construction
Let §,, & 2_”ﬁ7 where 8 € (0, %) Based on pxvyy..v,2y...z,, We define the sets of indices

WAfien: HUGMUY ) >1-4,}, (3.7)
i€

§é [n] : HUG)| U™ <6, }; (3.8)
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and, for any k € [1, L] and m € [1, M], we also define

LY 2 {ieml: HUGULYE) < 6.}, (3.9)
HE, 2 el HUGU . Y7) > 1-5,): (3.10)
Hg?ﬁzm 2{jehl:HUMUY Zy) >1-0,}. (3.11)

The following proposition particularizes the subset lemma of polar codes (Lemma 2.2) to the
particular sets defined in (3.7)—(3.11).

Proposition 3.3. Consider the sets of indices defined in (3.7)—(3.11). Due to degradedness
condition of the channel in (3.1), it holds that

(n) (n) (n) (n) (n)
e cr), cocely, <l c C/JXlY ,
HE 2 H(n) 22 HX|Z 2 HX\Y 22 HX|YK

Remark 3.1. According to Lemma 2.2, the subset property also holds if the channels are
stochastically degraded. Therefore, since the construction of the polar codes proposed in the
following sections is based basically on Proposition 3.3, the PCSs are suitable for physically

and stochastically degraded channels.

Based on the sets (3.7)—(3.11) and Proposition 3.3, we define the following partition of

the set of indices [1, n]:

Ij(w) = g?\)ZM \Hg;?yl’ (3.12)
Iﬁ? HE, \HG, L om=1. M1, (3.13)
F LU (3.14)
e & HI\HE, (3.15)
T 2 (1{)©, (3.16)

This partition is graphically represented in Figure 3.3. The distribution of U™ after the
encoding must be close in terms of statistical distance to the one given in (3.6) corresponding
to the original DMS. Thus, the elements U(j) such that j € ’Hg?), that is, U[[l, nJ \7’(n)]7
will be suitable for storing uniformly-distributed random sequences, and U[T(")] will not.
For any m € [1, M], the set 7 belongs to Hg?\)zm and, by Proposition 3.3, we have
HE?I)Z cHl” XI , , for any m’ < m. Hence, U[I(")] will be suitable for storing information to

m/

be secured from Eavesdroppers 1-m. Otherwise, C("™) C (7—[ X|2, ) and, by Proposition 3.3, we

have (”ng)zl) C (HE?I)Z,,L) for any m € [1, M]. Thus, U[C(™)] cannot contain information
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to be secured from any eavesdropper, and it will be used to store the local randomness

required to confuse the eavesdroppers.

I (n) It (n) C
F HX|ZI 1r (HX\Zl) —
I (n) It (n) C
: HY 7, I (MY (z) —
(n) . Il (n) . C |
HX|ZM i (HX\ZM) ‘
Fo oI o B | oew BT
(n) 1 (n) C |
= HY y, (X)) o
; HY = (1)

Figure 3.3: Polar code construction for the DBC-NLD-LS. The hatched area represents those indices

je (Hg?‘)yl)c \ L()?\)Yl , which can belong to Z,(:) (m € [1,M]), ™, F(n) or T(7),

According to Theorem 2.2, legitimate Receiver 1 will be able to reliably infer U [L'(n)

X
given Y;" and U[(Eg?l)yl)c]. Hence, if the polar coding scheme somehow make the entries U(j)

such that j belongs to F(™ = Hg?\)Yl and (’Hg?l)yl)c \E()?I)Yl

available to the legitimate Receiver 1, this receiver will be able to reliably infer the entire

(hatched areas in Figure 3.3)

sequence U™. In this sense, U[F(™] will be used to store the uniformly-distributed random
sequence provided by a source of common randomness that will be available to all parties.
Since, by Proposition 3.3, F(") C HE?I)ZW for any m € [1, M], the knowledge of U[F (]
from the eavesdroppers will not compromise the strong secrecy condition. On the other
hand, U [(Hg?l)yl)c \Eg?\)Yl] will contain secret information or elements that cannot be known
directly by all the eavesdroppers without compromising the secrecy. Therefore, the transmitter
somehow will additionally and secretly send it to the legitimate receivers. Nevertheless, as
will be seen later, this additional transmission will incur an asymptotically negligible rate
penalty. Finally, by Proposition 3.3, we have (Eg?l)yl)c D (Lg?‘)yk)c for any k > 1. Hence,
given U [(E()?‘)Yl )€], all the legitimate receivers will be able to reliably infer the entire sequence

U™ from their own channel observations.

The goal of the polar code construction is to obtain, with as low complexity
as possible, the entropy terms {H(U(j)|U'7~?) 1 {H(U(®) U=ty 7, and
{HU(j)|U"=1, Zp)}r_, for all m € [1, M] required to define the sets (3.7)-(3.11) and, con-
sequently, to obtain the partition of [1,n] defined in (3.12)—(3.16). Although construction of
polar codes is covered in a large number of references (for instance, see [TV13, VVH15, HY13)),
they only focus on constructions under reliability constraints. In Section 3.4 we discuss further

how to construct polar codes under both reliability and secrecy constraints.
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3.2.2 Polar encoding

The polarization-based encoder aims to construct the sequence U” and is summarized in
Algorithm 3.1. Let W, for all m € [1, M] and C be uniformly-distributed random vectors
of size \L(,? )| and |C(™|, respectively, where C' represents the local randomness and recall
that W, represents the message m that is intended for all legitimate receivers. Let F' be a
given uniformly-distributed random |F(™)|-sequence, which represents the source of common
randomness that is available to all parties. First, notice in Algorithm 3.1 that the encoder
constructs U["Hg?)] = U[( uM_, L(,?)) uc™ uF™] from {W,,}M_,, C and F.

Algorithm 3.1 Polar encoding for the DBC-NLD-LS

Require: Messages {W,,}M_,: common randomness F'; local randomness C; and key kg
privately shared between transmitter and all legitimate receivers
: form=1to M do
Tz « w,
: end for
Ulc™] +c
: U[FW] «+ F
: for RS T(n) do
if j € (H (n)) \E(n then
U(j) + pugwro— (UH71)
else if j € ﬁ(n) then > Deterministic SC encoding
U(j) + arg MaX,e 0,1} PU(j)|Uti—1 (u|T71)
end if
: end for
X" =U"G, .
A U[(Hg?\)yl) \['g?\)yl]
: Send ¢ @ kg to legitimate Receivers 1-K
. return X"

© BT w

e e v T e T S = S Y

Given U [Hg?)], the encoder forms the remaining entries of U™, that is, U [7'(")] as
follows. If j € Eg?), it constructs U (j) deterministically by using SC encoding. Otherwise, if
je (,Hg?))c \ Eg?) then U(j) is constructed randomly from the distribution PUG)|Uri—1-

Then, the encoder computes X" = U"G,, and transmits it over the DBC inducing

(YK, ....Y1,Zy, ..., Zy). Finally, besides the sequence X", the encoder obtains

® 2 T[(HE) N LGy (3.17)

This sequence ® must be additionally transmitted to all legitimate receivers keeping it masked

from eavesdroppers. To do so, the transmitter can perform a modulo-two addition between
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® and a uniformly distributed secret key kg that is privately shared with the legitimate
receivers and somehow additionally send it to them. Nevertheless, by Theorem 2.1, this

additional transmission is asymptotically negligible in terms of rate.

Remark 3.2. The sequence ® can be divided into two parts: one that is uniformly distributed,
U[Hg?) N ('Hg?ﬁyl)c \ ﬁg?l)yl], and the remaining part that is not. The transmitter could
make this uniformly distributed part available to legitimate receivers by using a chaining
structure as the one in Section 2.3 for the DWTC. However, such a scheme will require the
transmission to take place over several blocks of size n. Indeed, since ® is made available
confidentially to the legitimate receivers, the PCS can include part of the indices belonging to
the set (’Hg?l)yl)c \Eg?l)yl into the set U%lefv?). Thus, according to the previous encoding,

part of the messages W1.p; have been sent by means of this additional transmission.

3.2.3 Polar decoding

Consider that the realization of the source of common randomness F is available to all parties
and the sequence ® has been successfully received by all legitimate receivers. The decoding
process at Receiver k € [1, K] is summarized in Algorithm 3.2. Given F' and ®, notice that it
knows U[(Eg?l)yl)c]. Since by Proposition 3.3 we have (Eg?l)yl)c ) (Eg?l)yk)c for any k > 1,
Receiver k performs SC decoding to construct the estimate U™ of U™ from U [(Eg?l)yl)c] and
its channel output observations Y,*. In Section 3.2.4, we show formally that the reliability

condition in Equation (3.2) is satisfied at each legitimate receiver k € [1, K.

Algorithm 3.2 Decoding at Receiver k € [1, K] for the DBC-NLD-LS

Require: Common randomness F'; additional sequence &

1: U[(cggfyl)q « (F,®)

2. for j € L), do > SC decoding

3: U(]) < arg maxue{o’l} pU(j)IUI:j—IYkn (’LL|[j’1Z]‘—17 ?k;n)
4: end for
5. return {W,, }M_, + U"[U%Zl L(y?)]

3.2.4 Performance of the polar coding scheme

The analysis of the polar coding scheme described previously leads to the following theorem.

Theorem 3.1. Let (X, Dy, vizy..z11x, Vi X+ - X V1 X Zpp X -+ X Z1) be an arbitrary DBC

such that X € {0, 1} and the distribution py,. ..y, z,,..z,|x satisfies the Markov chain condition
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X—-Yx—-—Y1—Zpy—---—Zy. The polar coding scheme described in Sections 3.2.1-3.2.3

achieves any rate tuple of the region defined in Corollary 3.1.

Corollary 3.3. Since U[ ] for some m € [1, M] can contain information to be secured from
FEavesdroppers 1-m, the polar coding scheme described in Sections 3.2.1-83.2.8 can achieve
the entire region considering rate sharing of Proposition 3.1 by storing part of any message
Wi such that m’ < m into U[Iy(ff)] instead of part of Wy,.

The proof of Theorem 3.1 follows in four steps, and is provided hereafter. First, we prove
that the PCS approaches the corner point of the region defined in Corollary 3.1. Second,
we show that the joint distribution Gxnyn. ypzr . zp of (X”,Yﬁ, e ,171", Z]’\””/[, e Z{l) in-
duced by the encoder described in Section 3.2.2 is statistically close to the distribution
PXYR. YR IT 2D of the original DMS from which the polarization sets were defined. In
steps three and four, we prove that the corresponding average error probability at Re-
ceiver k € [1, K] and the information leakage for Eavesdropper m € [1, M] vanishes for
sufficiently large n and, consequently, the PCS satisfy the reliability and the strong secrecy
conditions given in (3.2) and (3.3). On the other hand, the proof of Corollary 3.3 is immediate.

Transmission Rates

For any m € [1, M — 1], the rate R,, corresponding to the message W, satisfies

lim R, = lim 7|I(”)| @ im 7’7{(”) \H(n)

n—s00 n—oo n n—00 n X|Zm X|Zm+1
) ..
= lim — Hg?)z — lim — HXZ
n—oo N |Zm n—oo n [Zm+1

H(X|Zm11) = H(X[Zm),

where (a) follows from the definition of the set Zur” in Equation (3.13); (b) holds because, by
Proposition 3.3, " XI Z,, 2 "Hg?l Z. ; and (c) follows from Theorem 2.1. Similarly, according
to Equation (3.12), the rate of message W satisfies

lim Ry = lim ~|Z{”| = lim —‘HX‘ZM \HD | = (X v1) — I(X; Zup).

n—00 n—oo n n—oo n X7

Distribution of the DMS after the Polar Encoding

Let Gy be the distribution of U™ after the encoding in Section 3.2.2. The following lemma
shows that Gy» and the distribution py« in Equation (3.6) of the original DMS are nearly
statistically indistinguishable for sufficiently large n and, consequently, so are the overall

distributions QX"YI’(I...YI"Z}\’;[...Z{” and pxny;(lmylnle_“Z?.
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Lemma 3.1. Let 6, = g—n’ for some B € (O, %) Then,

V(qun,pun) < 551712-157

~ V(A (n)
V(QXan...Ylnng...Z;uanYg...Ylnz;lJ...Zy) = V(QUn,pU") < 5n1d_1s7

where 551712_13 £ n\/2\/n5n2 In2(n —log v/nd,2In2) + 6, + v/nd,,2In 2.

Proof. For the first claim, see Lemma 2.3 taking 7y £ 1. The second claim holds by
Corollary 2.2 due to the invertibility of G,, and Axnyp..ypzy..zp = AxPyn. ypzn,.. 20| Xn-
O

Remark 3.3. The first term of (51(17111)_15 bounds the impact on the total variation distance of
using deterministic SC' encoding for the entries ﬁ[ﬁg?)], while the second term bounds the
impact of storing uniformly-distributed random sequences (messages, local randomness and

common randomness) into the entries ﬁ[?—[g?)]

As will be seen in the following subsections, an encoding process satisfying Lemma 3.1 is

crucial for the reliability and the secrecy performance of the polar code.

Reliability Performance

Consider the probability of incorrectly decoding all messages {W,,}_, at legitimate Re-
ceiver k € [1, K]. Let gxnyy and pxnyr be the marginal distributions of Gxnyp ypzn . zp
and pxnyp. .vpzn ..zp, respectively. Consider an optimal coupling [LPW09] (Proposition 4.7)

between anykn and p Xy such that
PlExnyy] = V(@xnyy, pxnvy)s

where Exnyn 2 [(X™, V) # (X™, YY)} or, equivalently, Exnyr 2O,V £ (U™ Y}
because of the invertibility of G,,. Thus, for the legitimate Receiver k € [1, K|, we obtain

P{(Wi,...War) # (Wi, ..., War)]
<P[U" +#U"]
= P[U" # U"|ESnyn JP[ERnyn] + P[U" # U |Exnyp | P[Exnyy]
< P[O" # U"|ESnyp] + PlExny,]

(a)
< nd, + ]P’[gxnykn]

(b) )
< né, + 6, (3.18)
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where (a) holds by Theorem 2.2 because recall that (F,®) = U [(ﬁg?\)Yl

all legitimate receivers and, by Proposition 3.4, we have (Eg?l)yl)c 2 (Lg?ﬁyk)c for any
k € [1, K]; and (b) holds by the optimal coupling and Lemma 3.1. Therefore, the probability

n—oo

of incorrectly decoding {W,,, }M_, at legitimate Receiver k € [1, K] is in O(n%2_"ﬁ) /=0
and the PCS satisfies the reliability condition given in Equation (3.2).

)C] is available to

Secrecy performance

Recall that the secrecy condition in (3.3) requires Eavesdropper m € [1, M] to be kept
ignorant about messages (Wi, Wint1,..., War). Due to the existence of the source of
common randomness, the information leakage at Eavesdropper m € [1, M] is given by

IW Wt .- W Z"F) Hence, for n large enough we have

I(WnLW’m—i-l cee WM, FZ::L)

i=m
(0) al n n n n n n n
< |Iz( )| + "7:( )| - H(U [ Ul]'\im Zz( )] U [‘F( )] |Zm) + 3n61(11(g—ls - 25511(:%—15 log 5511(;—15
(d)
< nbn + 3n5r(1?(i—ls - 26r(1712—ls log 551?3—15’ (319)

where (a) follows from independence between {W;}M —and F, and from the encoding in

Algorithm 3.1; (b) holds by the uniformity of {W;} ~and F; (c) follows from applying

Lemma 2.4 (taking Ty = To = 1) and Lemma 3.1; and (d) holds because by definition

we have }'(”),I,gf}) C ”Hgbl)zm for m € [1,M] and m’ € [m, M]. Thus, the corresponding
n—oo

information leakage is in O(n% 2_”E) —— 0 for Eavesdropper m € [1, M], and the PCS

satisfies the strong secrecy condition in (3.3) and the proof of Theorem 3.1 is concluded.

3.3 Polar coding scheme for the DBC-LD-NLS

The PCS provided in this section is designed to achieve the supremum of the achievable
rates given in Corollary 3.2 (secrecy-capacity without rate sharing). In this model, there are
K input random variables {Vg}fz17 where Vi £ X, each one corresponding to a different

superposition encoding layer. Consider the DMS

(Vi X oo X Vg X Vg X oo X V1 X Zpp X X 21, DV Ve Y Vi Zag 71 )
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that represents the random variables involved in the achievable region, where V, £ {0, 1} for

te[l,K]. Let (V{*, ..., VR, YR, ....,Y", 2%, ..., Z}) be an i.i.d. n-sequence of this source.

Define K polar transforms U} £ V,;*Gy, ¢ € [1, K]. Since Vi — Vo —- - - — Vi and, consequently,
Uy — Us — -+ — Uk (by the invertibility of G,,) form a Markov chain, we have
K n
N 1—1
pU{lmU;(u’f,...,u"K) £ HHpUé(j)|U21;j71V[11(ué(])’ufj ,u?flGn). (320)
0=1j=1

3.3.1 Polar code construction

Based on py, . vk vk..viZuy...Z,, the construction is carried out similarly at each superposition
layer. Consider the polar construction at layer £ € [1, K]. Let 6, = 2’”ﬁ, where 5 € (0, %)
For the polar transform Uj' = V;*G), associated with the /-th layer, we define the sets

A .
VelVis :{je[n]:H

(Ue(9) (3.21)
£ {i el HUMDU7 Vi) <ol (3.22)
LY,y 2 el HUG)| UV, ve) < 6.}, k=0,.. K,  (3.23)
(UDUTVELY) > 16,0, k=0, K,  (3.24)
(Ue(5) (3.25)

Ue)|U 771 Vi) =2 1= 6,1,

Ue(y
U U7~ Ve, zn) >1-6,}), m=1,...,M,

Hyh oy 2{iem: H
H Ny g 2{ieh): H

where recall that V) = @ when ¢ =1 and Vx = X when ¢ = K.

Proposition 3.4. Consider the sets of indices defined in (3.21)—(3.25). For any ¢ € [1, K],
due to degradedness condition of the channel in (3.1), it holds that

(n) (n) L (n) (n) o (n)
Lvivi, SLviviz S Sz S LV S S Evvi e
(n) (n) . (n) (n) L (n)

Hugve, 2 Mviviez 2 2 Myvi iz 2 Huivien 2 2 Huvi v

At each layer ¢ € [1, K], based on these previous sets, we define the following partition of

the set of indices [1, n]:

Ié") < H%‘)Vé—lzl\l \HEZ?WAYW (3'26)
AU v (3.27)
Y AN \HULL (3.28)
T 2 (Hgﬁ)w_l)c’ (3.29)

which is graphically represented in Figure 3.4. The way we define this partition at the ¢-th
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layer follows similar reasoning as the one to define the partition in Section 3.2.1 for the DBC-
NLD-LS. In this sense, Uy [HV Ve ] will be suitable for storing uniformly—distributed random
sequences and Uy [T(n)] will not. Since, by Proposition 3.4, I(”) C ’HV VerzZu S ’H%Z \)sz1 .,
for any m € [1, M — 1], then U, [I( )} will be suitable for stormg information to be secured
from all eavesdroppers. Otherwise, we have C(n) - (HW 7 ZM) . Therefore, Uy [Cén)] cannot
contain information to be secured from all eavesdroppers, but it will be used to store the
local randomness required to confuse them about all confidential messages.

According to Theorem 2.2, legitimate Receiver k € [1, K] will be able to reliably in-

fer Uy [‘C%ZfW—lyk] given Y;* and Uy [(ﬁg\)w,lyk)c] Moreover, by Proposition 3.4, we have
(n) c (n) C . (n) -
(‘CVz\szle) ) (EVZ‘VZ—lyk) for any ¢ < k. Consequently, given Ué[(‘CVZIVe 1Yz) }, legiti-

mate Receivers {~K will be able to reliably reconstruct U;* from its own channel observations.
Therefore, the PCS must make the entries Uy(j) such that j belongs to }'(n) H%\)w Y

and (’HEZ |)w 71},[) \LVz\Vz v, (hatched areas in Figure 3.3) available to Receivers (~K. In
this sense, the random sequence provided by a source of common randomness that is available
to all parties will be stored into Uy []—'é" ] Since, by Proposition 3.4, .7:(" C lew 7z for
any m € [1, M], the use of this source will not compromise the secrecy condition. Otherwise,
Ug[(H&Z ‘)Vl—ln )€ \E% fVe 71YJ will contain secret information or elements that cannot be
known directly by eavesdroppers without compromising the secrecy. Hence, the transmitter

somehow will additionally and secretly send it to the corresponding legitimate receivers.

(n) (n) c
—— { —_—
HVNVZ 1ZMm (HVMV/ 1ZM)
(n) o (n) c |

VelVe—1Ye
. S

| (n) J (n) c
f HVZ\VZ 1 T (HVZ‘VZ—l) —

Figure 3.4: Polar code Construction for the DBC-LD-NLS at the ¢-th layer. The hatched area represents

those indices j € (H%)\V@ 1Yz) \Li};?w Yo which can belong to the sets I(n) C(n) or T(n)

As mentioned in Section 3.2.1, the goal of the polar construction is to obtain, with as low
complexity as possible, the entropy terms associated with the sets in Equations (3.21)—(3.25)
and then define the partition of [1,7n] given in Equations (3.26)—(3.29).

3.3.2 Polar encoding

The polarization-based encoder consists of K encoding blocks operating sequentially at each

superposition layer, the block at layer £ € [1, K] being responsible for the construction of U pi



3.3. Polar coding scheme for the DBC-LD-NLS 45

In order to construct U, 7 for some ¢ € [2, K], the encoder block needs ‘75"71 = UgﬂlGn, which

has been constructed previously by the encoding block operating at the (£ — 1)-th layer.

Consider the encoding procedure at layer ¢ € [1, K], which is summarized in Algorithm 3.3.
Let W, and Cy be uniformly-distributed random vectors of size |I§”)| and |C§") |7 respectively,
where W, represents the message intended for Receivers (—K, and Cy the local randomness
required at the ¢-th layer to confuse all eavesdroppers about this message. Moreover, let Fj
be a uniformly-distributed random |.7-'e(n) ‘—sequence, which represents the source of common
randomness that is available to all parties. At each layer, notice in Algorithm 3.1 that the

encoder constructs Uy [’H(n) ] =0, [Ién) U Cén) U ]-'Z(n)] from Wy, Cy and F).

Ve Ve

Algorithm 3.3 Polar encoding for the DBC-LD-NLS

Require: Messages {W,}£ |; common randomness {F;}£ ; local randomness {C,}£ |; and
secret keys {ka, 15 ;.
1: Von — J
2: for { =1to K do > Encoding block for the ¢-th layer
3: f]g [Ié”)} — Wy

4: f]g [Cén)] «— Cg
5: Ug []-"lf")] — Fy
6: for j € 72(") do

op . (n) C (n)
7: if j € (me_l) \ Ly, y, , then

oy F1—1 Trn

8 Ud) = pu, g, (U7 Vi)
9: else if j € £(V,’;f‘/1{—1 then
10: Ui(j) + argmax, ¢y, Pu,GyUki - vp (u|(~]£1:3—1, Vi)
11: end if
12: end for

13 Vp=UrG,
3 (n) c (n)
1 o= U (Hyyy,_ ) \ vy
15: Send ®, ® kg, to legitimate Receivers /-K.
16: end for
17: return V"

Given Uy [H%Veq]’ the encoding forms Uy, [72(”)} as follows. If j € E%fwﬂ

Uy(j) deterministically by using SC encoding. Otherwise, if j € (HEZ?VZA)C \Lg};f‘/hl then

, it constructs

Uy(j) is constructed randomly from the distribution Py, vty - After constructing U},
N Y 0—1

the f-th encoding block computes the sequence V;* = U;'G,, and delivers it to the next

encoding block. If / = K, then XN/K" 2 X7 and the encoder transmits it over the DBC, which

induces the channel output observations (Y}(L, . ,)71", Z}(m e, Z{L)
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Besides the sequence VE”, the encoding block for the ¢-th superposition layer obtains

7 n C n
@, = Us [(Hife\)vz—lye) \ £§/zf‘/e—1ytz]’ (3'30)

which must be additionally transmitted to legitimate Receivers ~K keeping it masked from
all eavesdroppers. To do so, the transmitter performs a modulo-two addition between ®,
and a uniformly distributed secret key xg, that is privately shared with the legitimate
Receivers /—K and somehow additionally send it to them. If K < n, by Theorem 2.1, we
know that the cost of the overall transmission is asymptotically negligible in terms of rate.

As for the previous model (see Remark 3.2), the uniformly-distributed part of any ®, could
be made available to the corresponding legitimate receivers by using a chaining structure
as in [SV13]. In this model, notice that the encoding block operating at superposition

layer £ € [1, K] would be responsible for the chaining construction that conveys ®,.

3.3.3 Polar decoding

Suppose that {F,} | are available to all parties and the sequences {®,}, have been
successfully received by the corresponding legitimate receivers. The decoding process at
legitimate Receiver k € [1, K] constructs the estimates {U2} | of {UP}E | in a sequential
manner, from UI” to U,?, and is summarized in Algorithm 3.4.

Consider the construction of U 7 for any ¢ € [1, k]. Given Fy and ®,, notice that Receiver &
knows U, [(ﬁgﬁwiln)c]. Since, by Proposition 3.4, (Egz‘)wilyz)c ) (ﬁ%fwilyk)c for any
¢ € [1,k], Receiver k performs SC decoding to construct l'jgl from ﬁf[(ﬁngw_ln)c] and
its channel output observations Y;*. In Section 3.3.4, we show formally that the reliability

condition in Equation (3.4) is satisfied for all legitimate receivers.

Algorithm 3.4 Decoding at Receiver k € [1, K] for the DBC-LD-NLS

Require: Common randomness {F,}5_,; additional sequences {®,}5_;
1: VO — 9

2: for /=1 to k do o

J (n)

Ué[(‘CVgInglYg) } < (Fg, (I)g)

o

for j € £EZ\)V[,1Y;, do > SC decoding

4
5: Ue(j) < argmax,,cy, Pu,Gyuti—tvp e (U|U41:j_1VZi1Ykn)
6 end for

T :Z(n) <—A ﬁg [Ién)}

s Vp e U7G,

9: end for

10: return {W,}5_,
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3.3.4 Performance of the polar coding scheme
The analysis of the previous polar coding scheme leads to the following theorem.

Theorem 3.2. Let (X, py, vizy..2: % VK X+ X V1 X Zpp X - -+ X Z1) be an arbitrary DBC
such that X € {0,1} and the distribution py, .y, Zar...71|x Satisfies the Markov chain condition
X—Yx—-=Y1—Zpy —---—Z1. The polar coding scheme described in Sections 3.3.1-3.3.3

achieves any rate tuple of the achievable region defined in Corollary 3.2.

Corollary 3.4. Since Ug[Ién)] for some € € [1, K] can contain any information to be reliably
decoded by the legitimate receivers £-K , the coding scheme in Sections 3.3.1-3.3.3 can achieve
the entire region considering rate sharing of Proposition 3.2 by storing part of any message
Wer such that ¢’ > £ into UE[IIE”)] instead of part of Wy.

First, we prove that the PCS approaches the corner point of the region defined
in Corollary 3.2. Second, we show that the joint distribution Gy vaye vpze  zp of
(Vo VR YR, YR, 2, ..., Z7) induced by the encoder described in Section 3.3.2
is statistically close to the distribution PV VEYRE. YR 2N, . 2D of the original DMS from
which the polarization sets were defined. Finally, in steps three and four, we prove that the
PCS satisfy the reliability and the strong secrecy conditions given in Equation (3.4) and
Equation (3.5), respectively. On the other hand, the proof of Corollary 3.4 is immediate.

Transmission Rates

For any ¢ € [1, K], the transmission rate R, corresponding to the message W, satisfies

. Ly @ . 1 m) (n)
Jim Re= tim (2] P My,
1 1

@ i = | = tim =R, L

nsoo n | VelVe—1Zm n—oon | VelVe—1Ye
© I(Vi YalVi1) = (Ve Zual Vi),
where (a) follows from the definition of the set Ién) in Equation (3.26), (b) holds because, by
Proposition 3.4, H%fvg_le 2 "ng‘)w_lye for any ¢ € [1, K], and (¢) holds by Theorem 2.1.

Distribution of the DMS after the polar encoding

Let qup..up be the distribution of (U{l, cee U}é) after the encoding in Section 3.3.2. The
following lemma shows that qup..un and pup.un of the original DMS given in Equation (3.20)
are nearly statistically indistinguishable for sufficiently large n and, consequently, so are the

overall distributions vy vevn vpzn .zp and pyp vnye ypze o zn.
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Lemma 3.2. Let 6, = g—n’ for some B € (O, %) Then,

V(qup..up,pup..up) < 51(;_11137

G (n)
V(qvln...vng..AYl"'ZJT\‘/'I...Z{"7len...Vng..AYl"'ZJT\’/'I...Z{L) = V(QU{K..U}'{';pU{l.“U;) < s

where 51(51_)1113 £ nK\/Z\/élnén In 2(€n — log v/nd,41In 2) +6p +VnopdIn2.

Proof. For the first claim, see Lemma 2.3 and Corollary 2.1 taking Ty = K. The second claim

holds by Corollary 2.2 because qvyr. .vpvp..vpzy..zp = Qvp. vepDPyp. Yrzy  Z2p|Xn- O

Remark 3.4. The first term of 51(;_1118 models the impact on the total variation distance of using

deterministic SC encoding for U, [E(n)

V£|VE—J' The second term bounds the impact of storing

uniformly-distributed random sequences that are independent of V[Ll into Uy [HE;Z?W—l]'

Reliability Performance

Consider the probability of incorrectly decoding {W;}5_, at legitimate Receiver k € [1, K].
Let Gvpyyr and pypyp be marginals of Gup. . veyp. vpzy,..zp and pyvp veyp. vpzy,..zp,
respectively, where ¢ € [1,k]. Consider an optimal coupling [LPW09] (Proposition 4.7)

between Gypyr and pypyn such that
PEvpyve] = V(Gvryy, pvpyve),

where vy £ {(V,Y) # (Vi Y} or, equivalently, Evryy £ {(U, Y1) # (U, Y0}
due to the invertibility of G,,. Furthermore, for all ¢ € [1,k], we define the error event
S(Qn 2 (VP # VY, and 5‘7& £ (). Hence, for any ¢ € [1,k], the average probability of

incorrectly decoding the message Wy at the k-th receiver can be upper-bounded as
P[We # We) < PO} # U7 |E7nyn N 5%,11]1P>[5%W N 59[:1]
+ P[0 # U7 |Evpvy U g TP[Evvp UEp, ]
<SP0 # U2 |E0nvp NEG, 1 +P[Evpvp Uy |
Y plop + U7 |EGvp NG, ] +P[Evpvp] +P[Eg, ]

[
(b)
< nd, + ]P)[EV;Y;] + P[Svn ]

-1

(c) (n) R
< 10 + 0 + P[Ep ]

@ (n)
< i(n0n + d1gs) (3.31)
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where (a) holds by the union bound; (b) holds by Theorem 2.2 because for ¢ € [1, k] recall that

[(E%Iw 1”)0] is available to legitimate Receiver k& and (E%fw 1Yp) (ﬁglw 1Yk)c,
and we have assumed V;* | = V" ;; (¢) holds by the optimal coupling and by Lemma 3.2;
and (d) holds by induction. Thus, by the union bound, we obtain

k(k+ 1)

k
P{(Wr,... W) # (Wi,...,W)] < D P[0 # U] < (né, +000.).  (3.32)
=1

Consequently, if K < n, the PCS satisfies the reliability condition in (3.4) because the

n—o00
— 0.

probability of incorrectly decoding {W;}5_, at Receiver k € [1, K] is in O(n%2’"ﬁ)

Secrecy Performance

The secrecy condition in Equation 3.5 requires Eavesdropper m € [1, M] to be kept ignorant
about all messages {W,,,}*_,. Due to the existence of the source of common randomness
for each encoding layer, the information leakage at Eavesdropper m € [1, M] is given by

I(W1 Wik Z,’}LFl . FK). Hence, for sufficiently large n we have

I(Wyi.. Wi ZLFy ... Fk)
(a)

S

Wl...WKFl.uFK;Z;Z)

—~
=
=

IA
~
_ —~

IN

I[P UFM) . Ok 28 U FR; 22)

m

—~
o
N

20U FD| - B2 O FY) O (I U FR)| 23)

11107

d
<

—
=

|z v | - HOL A U [ U F | 2)

~
Il
-

+ (K + 2)77’51((?-)1115 - 261((;1—)1115 IOg 61(1?—)nls
D Koo+ (K +2n6™. — 26 Jog s 3.33
= n ld-nls 1d-nls ‘08 91d-nls (3.33)
where (a) holds by independence between {W;}< —and {F,}E |; (b) follows from the
encoding in Algorithm 3.3; (c) holds by the uniformity of {Wj}X_ | and {F;}£_|; (d) follows

from applying Lemma 2.4 (taking Ty £ K and To £ 1) and by Lemma 3.2; and (e) holds

because, since conditioning does not increase entropy, we have

H(U 2" U A Uk [T u FO)| 2) Z > HUG| UV ),
=1 jer(myFm
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and then by the definition of Ién) and ]—'én), which according to Proposition 3.4 are subsets
of Hy, v, .z, forany £ € [1, K] and m € [1, M].

Therefore, the corresponding information leakage is in O(n% 2_”ﬁ) 2722 0 for Eaves-
dropper m € [1, M]. Consequently, the PCS satisfies the strong secrecy condition given in
Equation (3.5), and the proof of Theorem 3.2 is concluded.

3.4 Polar construction and performance evaluation

In this section, we discuss further how to construct the polar codes for the DBC-NLD-LS
and DBC-LD-NLS proposed in Sections 3.2 and 3.3, respectively. Moreover, we evaluate
the reliability and the secrecy performance of both PCSs according to different parameters
involved in the polar code construction. As mentioned previously, although the construction
of polar codes has been covered in a large number of references (for instance, see [TV13,
VVH15, HY13]), they only focus on polar codes under reliability constraints.

For the DBC-NLD-LS, we consider the Binary Erasure Broadcast Channel (BE-BC),
where each individual channel is a BEC. On the other hand, for the DBC-LD-NLS, we consider
the Binary Symmetric Broadcast Channel (BS-BC), where each individual channel is a Binary
Symmetric Channel (BSC). Throughout this section, as in [Ari09], we say that a channel or
a distribution py|x (y|lz) with z € X £ {0,1} and y € Y £ {0,...,|Y| — 1} is symmetric if
the columns of the probability transition matrix Py x £ [ Z:ﬁgm i;:igg: ~ 1:(8 }
can be grouped into sub-matrices such that for each sub-matrix, each row is a permutation
of each other row and each column is a permutation of each other column. Consequently,
notice that the individual channels of both the BE-BC and the BS-BC are symmetric.

Due to the symmetry of BE-BC, we will see that the distribution induced by the
encoding described in Section 3.2.2 for the DBC-NLD-LS will approach exactly the optimum
distribution of the original DMS used in the polar code construction. Consequently, the
performance of the polar code will depend only on the parameters involved in this construction.
On the other hand, despite the symmetry of the BS-BC, due to the superposition-based
structure, the encoding described in Section 3.3.2 for the DBC-LD-NLS only approaches
the target distribution asymptotically. Hence, this encoding will impact the reliability and

secrecy performance of the polar code when we consider a finite blocklength.

3.4.1 DBC-NLD-LS

For this model, we consider BE-BC with two legitimate receivers (K = 2) and two eaves-
droppers (M = 2). Therefore, each individual channel is a BEC with X £ {0,1} and
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Vi = Zm 2 {0,1, E}, E being the erasure symbol and k,m € {1,2}. The individual channels
are defined simply by their erasure probability, which is denoted by ey, for the corresponding
legitimate Receiver k (P[Y}, = E] = ey, ) and €z, for the Eavesdropper m (P[Z,, = E] =€z, ).
Due to the degradedness condition of the broadcast channel given in Equation (3.1), we
have ey, < ey, < €z, < €z,. By properly applying [BB11] (Proposition 3.2), it is easy to
shown that the secrecy-capacity achieving distribution p% for this model is the uniform,
i.e., pk(z) = 3 Vo € {0,1}. For the simulations, we consider a BE-BC such that ey, = 0.01,
ey, = 0.04, ez, = 0.2 and €z, = 0.35. For this setting, the corner point (R}, R3) of the

secrecy-capacity region of Corollary 3.1 is such that R} = 0.15 and R3 = 0.16.

Practical polar code construction

According to [Ari09] (Proposition 5) the Bhattacharyya parameters associated with the sets
in Equations (3.7)—(3.11) can be computed exactly because each individual channel is a BEC.
Moreover, by Lemma 2.1, this Bhattacharyya parameters match exactly with the entropy
terms due to the symmetry of the BEC.

Given the blocklength n and the distribution p%y.y, 7, 7 , the goal of the polar code
construction is to obtain the partition of the universal set [1,n] defined in (3.12)—(3.16)
and graphically represented in Figure 3.3. Hence, we need to define first the required sets
of indices defined in Equations (3.7)—(3.11), which means having to compute the entropy
terms {H(U()U5 )Y, (HUG UYL, and {(HUG)US Z)}, for all
m € {1,2} associated with the polar transform U" = X"G,,. Since each individual channel
is a symmetric BEC, we can compute exactly the previous terms with very low complexity.
To do so, we use the recursive algorithm [VVH15] (PCC-0) adapted to the BEC, which,
for instance, will obtain {H (U (j)|UY 1Y) %y from the initial value H(X[Y1) = ey;.
Regarding {H (U(j)|U"~1)}"_,, since p% is uniform, it is clear that H(U(j)[U"7 ') =1
for all j € [1,n], which means 'Hg?) = [1,7n]. Consequently, the set 7(") of the partition
in (3.12)-(3.16) is empty (7 = ) and, hence, according to Algorithm 3.1 neither random
nor deterministic SC encoding will be needed.

In order to compare the performance of the PCS according to different parameters and
provide flexibility in the design, instead of using only d,, to define the sets in (3.7)—(3.11), we
introduce the pair (57(f), 57(18)), where 6,(f) £ 2_”E(r) and 6,(15) £ 2_"6(5) for ), ) ¢ (0, %)
Let (R}, R5) such that R} < R} and R, < Rj denote the target rates that the PCS must
approach. Since the PCS must operate at particular rates (R}, R}), and not necessarily
at secrecy-capacity, we obtain the partition in (3.12)—(3.16) as follows. First, we define

(Hg?‘)yl)c 2{jeln:HU@G) U Y)<1- 57(15)}, where one can notice that we have



52 Polar coding for the degraded wiretap broadcast channel

used 6. Then, we form 12(71) by taking the [nRj5] indices j € (’H(n) )C that correspond to

X[V
the highest entropy terms {H(U(j)|U"/~'Z4)}7_, associated to Eavesdropper 2. Second,

we form I{m by taking the [nR}] indices j € (Hg?l)yl)c \IQ(n) that correspond to the

highest entropy terms {H(U(j)|U"/~!, Z")}/_, for Eavesdropper 1. Finally, we obtain
cm = (’Hg?‘)yl)c \ (Il(n) u Ié")) and F(™ = ’Hg?l)yl. Furthermore, in order to evaluate the
reliability performance, we define Eg?l)Yl £{jel,n]:HU®Y) ‘Ulzj—lYln) < 57(;)}7 where

one can notice that we have used 67(5). Since the additional secret sequence ® corresponds to
those entries whose indices belong to ("HE?I)YI)C \ [’g?\)Yl’ its length will depend on (57(;)7 57(15)).
According to the polar code construction proposed in this section, notice that (55? ) must be

small enough to guarantee that %|(’Hg?l)yl)c’ > R| + Rj.

Performance evaluation

The encoding of Algorithm 3.1 induces a distribution gxnypyrzpzp = PXnypynzpzn because
T = (we do not use SC encoding) and the encoder will store uniformly-distributed
sequences into entries U(j) that satisfy H(U(j)|UY~1) = 1 for all j € ’Hg?) = [1,n].
Therefore, we have Ve £ V(Gxrypynznzn, Pxrypypzy Z{L) = 0, and the performance only
depends on the code construction.

1

To evaluate the reliability performance, we obtain an upper-bound Pt')l P 60 the average

bit error probability at legitimate Receiver 1. Since Vjp« = 0, from Equation (3.18) we obtain

u 1 Frn n 1 . j— n
Pbb(l) A E(TP[U £U ] =~ Z H(U(J)}Ulj 1Y1 ), (3.34)
| X|Y1| | X|Y1| jeﬁg?l)y
1

where we have used the fact that U [(Cg?l)yl)c} is available to legitimate Receiver 1,
[Aril0] (Theorem 2) to tight the bound in (3.18), and Lemma 2.1. Because of the de-
gradedness condition of the BE-BC and, consequently, by Proposition 3.3, the average bit
error probability at legitimate Receiver 2 will be always less than the one at legitimate
Receiver 1. Since SC decoding requires both legitimate receivers to estimate all the entries
belonging to Eg?l)Yl regardless of (’Hg?l)yl)c and the target rates (R}, R}), the reliability
performance for the proposed code construction only depends on the pair (n, 57(:)).

In order to evaluate the secrecy performance, from Equation (3.19), we compute an

upper-bound TP (W, Wy; Z{‘F ) on the information leakage corresponding to Eavesdropper 1:

2
WA W ZPF) 23|20+ |[F™0 - N HU@G)| Ut 2y, (3.35)

7

=1 JETMUI{M UF ™
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where we have applied the chain rule and the fact that conditioning does not increase
the entropy to tight the bound in Equation (3.19). Similarly, we compute an upper-bound

I ub(Wg; Z;F ) on the information leakage corresponding to Eavesdropper 2:
I (Wo; ZEF) 2|2V | + |F™ | = N HU@G)|[U ' 23), (3.36)
jez{MuFm

According to the proposed polar code construction, the secrecy performance will depend on
(n, 528)) and the rates (R}, R5), but not on 5.

Additionally, we evaluate the rate of the additional sequence ® simply by computing:

1 1 C
21| = 7’ (n) (n)
n| | n (me) \[’X\Yl

: (3.37)

which will depend on the triple (n, 65;), 57(18)), but not on (R}, R).

Let pr be the normalized target rate in which the polar coding scheme operates, that is

PR 2 g% = %. In Figure 3.5A,B, we evaluate the upper-bounds on the information leakage

defined in Equations (3.35) and (3.36), respectively, as a function of the blocklength n for
different values of pr. To do so, we set 3 = 0.16 and 5 = 0.30, which defines a particular
pair (5,(5)7 57(15)) for each value of n (recall that 57(5) does not impact on the secrecy performance
of the polar code). As we proved in Section 3.2.4, for large enough n, the secrecy performance
improves as n increases.

Moreover, to achieve a particular secrecy performance level, notice that the polar code
will require a larger blocklength n as the rates approach the capacity. This happens because,
given (n, 57(5)) and, consequently, (’Hg?l)yl)q the parameter pr only determines the amount
of indices that will belong to Il(n) U Iz(n) - (Hg?l)yl)c. Since, by construction, we take those
indices corresponding to the highest entropy terms associated with the eavesdroppers, taking
more elements always increases the corresponding leakage.

For rates approaching the capacity and small values of n, notice that we obtain a secrecy
performance that is getting worse as n increases (for instance, for pr = 0.94, we obtain
that the information leakage is increasing from n = 2° to n = 2!2). This behavior is
mainly explained because the elements of U™ have not polarized enough for small values
of n. Consequently, for a given value of 3, not all the entropy terms associated with the
eavesdroppers corresponding to the sets I{") and IQ(n) are sufficiently close to one. Since, for
a given pg, the cardinality of I{") and IQ(”) increases with n, then the information leakage
can increase with n when it is not large enough. Moreover, since operating at lower rates
means taking a fewer number of indices in Il(n) and IQ(n), but taking those that are closest to

one, this behavior appears only for large values of pg.
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Figure 3.5: Secrecy performance of the polar coding scheme for the DBC-NLD-LS over the BE-BC as a
function of the blocklength n and the normalized target rate pg when we set () = 0.16 and 3®) = 0.30.
(A) Upper-bound on the information about (W7, W2) leaked to Eavesdropper 1 defined as in Equation (3.35).
(B) Upper-bound on the information about Wa leaked to Eavesdropper 2 defined as in Equation (3.36).

The impact of 57(15) on the secrecy performance is graphically represented in Figure 3.6A,B,
where the former plots the upper-bound defined in Equation (3.35) and the latter the bound
in Equation (3.36) as a function of the blocklength n for different values of ). Now, for
the simulations we set the parameters 5) = 0.16 and pg = 0.90.
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Figure 3.6: Secrecy performance of the polar coding scheme for the DBC-NLD-LS over the BE-BC as a
function of the blocklength n and 3(5), which defines 625) for each n, when we set 8(t) = 0.16 and pr = 0.90.
(A) Upper-bound on the information about (Wi, W2) leaked to Eavesdropper 1 defined as in Equation (3.35).
(B) Upper-bound on the information about Wa leaked to Eavesdropper 2 defined as in Equation (3.36).

As can be seen in Figure 3.6, the secrecy performance improves as the value of ()
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increases (or equivalently, as 57(5 ) decreases). This behavior is as expected because notice that
5 defines the value of the highest term H(U(j)|U*=1Y{") that will belong to (’Hg?l)yl)c,
that is the set containing the possible candidates for Il(n) UIén). Since the polar construction
chooses the indices that will belong to I{") and IQ(") by taking the ones corresponding to
the highest entropy terms associated with the eavesdroppers and since, by Proposition 3.3,
H(U ()| U =1zy) = HU(j)|UY =1 Z5) > H(U(j)|U*=1YY") for any j € [1,n], the sums
in Equations (3.35) and (3.36) over the indices j € If") UIén) will be larger as 3¢) increases
(as 57(15) decreases), while their cardinality remains the same for a given pr. Furthermore, note
that 6% also defines F() = 'Hg?’l)yl ={je[ln: HUG)|UY") > 1 - 57(15)}. Thus, the
larger is the value of 3 (the lower is (5,(15)), the smaller is the cardinality of F(™ and the

higher are the entropy terms associated with the eavesdroppers that will belong to this set.

Figure 3.7 plots the upper-bound on the average bit error probability at the legitimate
Receiver 1 defined in Equation (3.34) as a function of the blocklength n for different values
of B (which defines a particular 5,(5) for each n). For this figure, we set 5 = 0.30 and
pr = 0.90. As can be seen in Figure 3.7, the higher is the value of () (the smaller is the value
of 57(5)), the better is the reliability performance of the polar code. This is because 57({[) defines
the higher entropy term associated with the legitimate Receiver 1 whose corresponding index
will belong to the set Eg?\)Yl (recall that this set contains the indices of those entries that
the legitimate receivers have to estimate by using SC encoding). Hence, it is clear that the
upper-bound in Equation (3.34) is decreasing as 5 decreases (as A1) increases). Moreover,
as we have proven in Section 3.2.4, we can see that the reliability performance is always

improving as the blocklength n increases.
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Figure 3.7: Reliability performance of the polar coding scheme for the DBC-NLD-LS over the BE-BC as a
function of the blocklength n and B which defines 63) for each n, when we set 8(®) = 0.30 and pr = 0.90.
That is, the bound Ps P(1) 1 the average bit error probability at the legitimate Receiver 1 in Equation (3.34).
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Finally, how the values of the pair (8®), 3(%)), or equivalently, the values of ((ST(LT), 5 )),
impact on the rate of the additional secret sequence ® given in Equation (3.37) is represented
graphically in Figure 3.8. In Figure 3.8A, we set pg = 0.90 and 3(") = 0.16, and we represent
the rate of ® as a function of the blocklength n for different values of 3. Otherwise, in
Figure 3.8B, we evaluate the rate of ® as a function of n for different values of ) when
pr = 0.90 and 3®) = 0.30. Recall that, by Theorem 2.1, this rate tends to be negligible for
sufficiently large n. Moreover, according to the polar code construction proposed previously,
for a fixed n, the cardinality of the set (Hg?‘)yl)c \ﬁg?I)Yl will be higher for larger values
of (8%, 3))—or smaller values of (57(;), 57(5)). Clearly, this behavior can be seen in Figure 3.8.
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0.05F ; — 012 ; : : ‘ :
y -- 46 = 0.10 3 -o- 30 =0.08
8- 56) = 0.20 0.10 N B30 =0.16 ||
0.040 —a— 36) = (.30 —— 300 = 0.26
— _ = —k—30) = 0.36 |
= 5 008 B = 0.36 |
S 0.03 i
() <5}
~ ~
0.02 A
]
0011 ) 0.02 - ]
| | | | | | | | | | | |
10 12 14 16 18 20 10 12 14 16 18 20

logan logan

Figure 3.8: Rate of the additional secret sequence ® computed as in Equation (3.37) for the DBC-NLD-LS
over the BE-BC as a function of the blocklength n for different values of (ﬁ(r), B(S)), which defines (JS), (5,(5))
for each n. (A) Rate of ® for different values of 8(8) when 8(*) = 0.16 and pr = 0.90. (B) Rate of ® for
different values of (") when () = 0.30 and pr = 0.90.

In conclusion, Figures 3.5-3.8 show that, for a particular value of the blocklength n,
there is a trade-off between the reliability or the secrecy performance of the polar code
and the length of the additional secret sequence ®, which can be controlled by the value of
™) or B) respectively, in the polar code construction. Moreover, for sufficiently large n,
the performance of the polar coding scheme always is improving as n increases. Indeed,
these figures show that one can transmit at rates very close to the capacity providing good

reliability and secrecy performance levels.

3.4.2 DBC-LD-NLS

For this model, we consider a BS-BC with two legitimate receivers (K 2) and two
eavesdroppers (M = 2). Thus, each individual channel is a BSC where X = ), = Z,,, = {0,1},
and k,m € {1,2}. The individual channels are defined by their crossover probability, which
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is denoted by ay, for the corresponding legitimate Receiver k, that is
ay, 2PV, =0|X =1] =P[Y; = 1|X = 0],
and az,, for the corresponding Eavesdropper m, that is

az, =P Z,=0X =1 =P[Z, =0/X =1].

m

Due to the degradedness condition of the broadcast channel given in Equation (3.1), we have
ay, < ay, < az, < agz,. Due to the symmetry of the channel, it is easy to prove by using

similar reasoning as in [CT12] (Example 15.6.5) and by properly applying [BB11] (Proposi-

tion 3.2) that the secrecy-capacity achieving distribution p}, y satisfies p}, (v) = p% (z) = 3 for

all v,z € {0,1}, and consequently, p;ﬂv is symmetric. Thus, the input distribution p.§(|v can
be characterized simply by the crossover probability a x|y = p}lv(0|1) = p}‘v(1|0), where

0<axy < % Indeed, the overall rate in Proposition 3.2, that is, R; + Rs, is maximized
1 1
2 29
part of the rate associated with the message W5 to the rate Ry, where Ry = 0 and R; is

when ay|y = 5, which implies that R; = 0. Then, by taking ax|y < 3, we can transfer
maximum if a x|y = 0. For the simulations, we consider a BS-BC with ay, = 0.01, ay;, = 0.04,
az, = 0.2 and az, =0.35. We set a x|y = 0.1084, which corresponds to the distribution that
maximizes In(R;) + In(Rs) for this particular channel (proportional fair allocation). Thus,

according to Corollary 3.2, the maximum achievable rates are R} = 0.2507 and R3 = 0.3254.
From [Ari09] (Proposition 5), we know that the previous method used for the DBC-NLD-

LS to compute the exact values of the entropy terms for a BEC provides an upper-bound on
the entropy terms of the BSC. Although this method can be useful to construct polar codes
under reliability constraints [TV13, VVH15, HY13], it fails when the code must guarantee
some secrecy condition based on the information leakage. Indeed, in order to upper-bound
the information leakage in Equation (3.33), notice that we need a lower-bound on the entropy

terms. Hence, for this model, we focus more on proposing a new polar code construction.

Practical polar code construction

Given the blocklength n and the distribution pj xy,y, 7,7, the goal of the polar code cons-
truction is to obtain the partition of the universal set [1,n] defined in Equations (3.26)—(3.29)
and graphically represented in Figure 3.4. Hence, we need to define first the sets in Equa-

tions (3.21)(3.25), which means having to compute the entropy terms { H (U, (j)|U;7 ") Ly

{HU,(HULT Yy, and {H (U (5)|UL7 7! Z8)Y7_ | associated with the polar transform

Jj=1 Jj=1

Ur = V"G, for the first superposition encoding layer, and {H (Us(j)|Us?~'V™) i
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{H(Ug(j)|Uzlzjfl‘/"}@")}?:1 and {H(Ug(j)\U;j%V”Zg)}?:l associated with the polar
transform U3 = X", for the second layer. In the following, we propose an adaptation
of the Monte Carlo method [VVHI15] (PCC-1), which is based on the butterfly algorithm
described in [Ari09] for SC decoding, to directly estimate these entropy terms.

Monte-Carlo method to estimate the entropy terms. First, consider the entropy terms
associated to the first layer. As for the previous model, since pj,(v) = % for all v € {0, 1},
then H(Uy(5)|U}7™") =1 for all j € [1,7n]. In order to compute {H (Uy(5)|U;7 'Y =
and {H (U, (j)|U7 7' Zz2) #_, for some k,m € {1,2}, we run the Monte Carlo simulation as
follows. First, due to the symmetry of the channel and the symmetry of p}lv, as in [VVH15]
(PCC-1), we can set v™ = u} = 0™ at each iteration. For the realization T € [1,N;], N;

n(r)

being the number of realizations, we randomly generate yk and zm ™) from pY"lV" and

Dyn [V respectively (by abuse of notation, we use (7) in any sequence a™7) to emphasize
that it is generated at iteration 7 € [1, N;]). Next, we obtain the log-likelihood ratios
(L) (1)}=y and {LY) | (4)}7; by using the algorithm [VVH15] (PCC-1). For instance,
consider {Lg,l)lv(]) ;. From the initial values {kaIV( ( NN0)/py, v (y (T)( 1)}y, the

algorithm recursively computes:

n(T)nj—1 1 n(T)
p nprlii—1 (yk OJ |O) p L:j—1yn (0|0] )
Lg/:)w( ) 20 YU T UL () (a) Ur(DIU7 7Yy Vi € [1,n),

p;nUu Yo (])(yZ(T 09— 1|1) 1—pU Gy IY“(O|O] 1 n(T))

where (a) follows from the fact that py;, ;) (u) = 1 for u € {0, 1} because H(U; HUF7H =1.

Hence, we can obtain pU DUty (O|Oj*1yz(7 ) from Lg,)‘v( ), and since

HUIG)IUL™ ) = Eyraoay B (P, sy Oit? ™0

then, after N, realizations, we can estimate H (Uy(j)|U} 7", ¥;*) by computing the empirical

mean, that is,
N,
H(U()|U17 1Y) ~ Z (P, 12—y (01071 )

Now, consider the Monte Carlo method to estimate {H(Us(j)|Us?~ 1V")}; 1s

{H(Us()US VY)Y, and {H(Us()|US9 7V Z25)}, for any k,m € {1,2} asso-

ciated with the second layer. To obtain {H (U (4)|Us? ' V™) }7

i—1, we can see X and V' as the

input and output random variables respectively of a symmetric channel with distribution p% x-

Now, although p% is uniform and, consequently, H(Us(§)|Us? ") =1 for all j € [1, n], notice
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that Hg?\)v # [1,n] and T, (n) # () because HXlV and its complementary set depend on pY ..
On the other hand, to obtaln {H (U (j)|Uy7~ 1V”Yk”)};’:1 or {H(Uy(j)|Uy7 " vrzn) [
we can see (V,Y}) or (V, Z,,) as the output of a symmetric channel with distribution pVYkI X
or p"*/Zmlx, respectively, where notice that p’{,Yle = p(,lxpg‘,klx and p;Zmlx = p{‘/‘Xp*Zmlx
because V — X — Yy, — Z,, forms a Markov chain. Hence, due to the symmetry of the
previous distributions, we can set 2™ = uj = 0" at each iteration. Then, for the realiza-
tion 7 € [1, N;], we draw v™") yn( ™) and 2™ from the distributions p{‘/n‘Xm pY'rLIXn and
Pzn|xn, respectively. Next, we obtain the log-likelihood ratios {LVlX( )} i=1s {LVYHX(])};?:1
and {LVZ |X( J)}j=1 by using [VVH15] (PCC-1). Similarly to the previous encoding layer,
since p% is uniform, we can obtain
* . j—1,n(7)
pUz(]’)‘Uzl:Jian (Olo v )7

* j—1, n(T) n(T)
pUz(j)‘UzlijflvnYkn(Oloj v yk; )7

* ) j—1,n(t) n(T)
Py iuti-tvn gy 010020,
from the corresponding log-likelihood ratios. Finally, after IV, realizations, we can estimate
the corresponding entropy terms by computing the empirical mean of the binary entropy

function associated with each of the above probabilities.

Partition of the universal set. In order to provide more flexibility on the design, now we
: 1,0 . (1,9)

introduce (57(11”, 67(3’5)) for the first layer, where s(br) 2 g-n” d o(bs) & 9-nf

some B, (1) € (0, 1). For the second layer, we introduce (5(2 "’ 5 ) and (5(2 L) 6(2 H))

(2, (2:1) 2. _p(2s) 2L L) 2,H) . p(2H)
T)Azn ,57(15)é2n ’6’27)é2n and 5»2’ :271

for

where 5 for some

BEN gEs) gL B £ (o, L),

Consider the partition of [1,n] for the first layer (¢ = 1 in Equations (3.26)—(3.29)). As
1, we have Hg,n) = [1,n] and 7'1(n) = (. Let R} < R}
denotes the target rate of message Wi that the PCS must approach. Since this PCS does not

mentioned before, since p}, (v) =

necessarily operate at the secrecy-capacity, we obtain the partition in (3.26)—(3.29) as follows.

First, we define (H%)Yl)c 2 jel,n]: HU (HIUZYp) <1 - 6%1’3)}. Then, we choose

I:En) by taking the [nR]] indices j € (Hg}l‘)yl)c that correspond to the highest entropy terms

{H(Ul( ')|U11:j_1 Z3)}%_, associated with Eavesdropper 2. Note that 6%"*) must guarantee
Hln < R!. Finally, we obtain C{™ 2 (2"} Yo\ 7" and F™ 2 1" To evaluate
V\Y V\Y 1 1 Vv
the reliability performance, we define ngnl)Yl L je,n): HU,(HUHZ Y < 5,(Ll’r)}.
Consider the partition of [1,n] for the second layer (¢ = 2 in Equations (3.26)—(3.29)).
Since HXW #[1,n] and T, # 0, let H), 2 {j € [1 n] H(Uy(j)|US~1ymy > 1 — 63y

and £ 2 {j e [1,n] : HU,(j)|U;7'vm) < 54 } where we have used 552"

Xjv = and
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6(2’L), respectively Let R, < R§ denote the target rate corresponding to W5. We define

. 1:5—1 n n 2,s n
(MG y,)C 2 € HE - HU2()|U3 7, v, gy <1 - 67}, Then, we choose Z§") by
taking the [nR}] indices j € Hg?\)v N (Hg?\)vyz)c that correspond to the highest entropy terms
{H(Uy(j)|Uy7 vz )}j—1 associated with Eavesdropper 2. Thus, notice that 5™ and
5$%*) must guarantee |H;‘V| > |(’HX|VY )€| > nRj. Then, we obtain Cén) £ (ngvyz) \I(n)
and .7-"2”) = H()?IVYQ' Finally, in order to evaluate the reliability performance, we define

L0 2 G € ] BHU() U9~ voyy) < 60,

Performance evaluation

The encoding at the first layer will induce a distribution Gy» = py~. For the second layer,
the entries UQ[HE?RV] of the original DMS only are almost independent of V" because

H(U. (‘)|U21:j’1V”) <1-02" for j e HY),
U, [H le] by storing uniformly-distributed sequences that are totally independent of V™.
On the other hand, since qu)v
to construct Us [Eg?l)v]. Therefore, according to Lemma 3.2 and Remark 3.4, we will have

Nevertheless, the encoder will construct
C 7'2(”) # (0, the encoder will use deterministic SC encoding

Vipr & V(Gvrxnypypzypzp Pynxrypypzpzp) 7 0 for a finite n. As seen in Section 3.3.4,
this total variation distance impacts on the performance. Hence, we define the following

upper-bound d4X; on the total variation distance Vg,::
AR 2 A .

where dy V( ) will measure the impact of using deterministic SC encoding for U [ﬁ Xl)V] and

d%t{,(H) will measure the impact of storing uniform sequences into U [Hg(\)v]'
Consider dry (L) , which corresponds to the analytic bound found in Lemma 2.6. For the
simulations, we can use the Monte Carlo method and compute the empirical mean to obtain

an upper-bound of Equation (2.19):

ub(L) o 1O Lij—1(") yn(+’
dry > N, Z Z (1_pz/2(j)\U21:j’1V"( |“ ” ( )))v (3.38)
T=ljec(),
where (V”(T/),ﬁg(T/)) must be drawn at each iteration 7/ € [1, N,/] according to (2.17),

the set qu)v has been obtained previously in the polar code construction and, according
x5 A L1 =1(1") ~n(r!
to Equation (2.19), u3(j) = argmaxue{m}p*U2(j)|U21:jflvn (ulas? 1) (). Due to the

symmetry of p(‘/‘ » the probabilities p*U can be obtained with low complexity by

2()IU7 Ve
means of the butterfly algorithm described in [Ari09].

ub(H)

Consider now dp, ’, which corresponds to the analytic bound found in Lemma 2.5. We
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can compute exactly the Kullback-Leibler divergence as in (2.18) from the corresponding

entropy terms. Then, by using Pinsker’s inequality, we define

A2 2 (21 2 ) ( H(Uz(j)‘Ugl’“V"))>l/2' (3.39)

(n)
€My

Lg? \)v‘ and \Hﬁ?fv\ will depend only on the values of

57(12’1“) and 5%2’H), respectively, for a particular n. Hence, the value of d4%; can be controlled by

adjusting (5(2’1‘), ﬂ(z’H)) It is clear that higher values of (B (2.L) B(z’H)) or, equivalently, lower

values of (57(121L)’ 522,H))

lower di%,. However, |(Hg?\)v) \Eg?lv| increases with (31, 32H) and the encoder

described in Algorithm (3.3) will require more randomness to form Us [('Hg?l)v)c \ Eg?l)v]

mean lower cardinalities of the sets £ XIV and Hg?\)v and, consequently,

To evaluate the reliability performance, from Equation (3.31) we obtain the following

upper-bound P W) 61 the average bit error probability for Receiver 1:
P s g 1 S HUG| U YY) (3.40)
b ™V T ) | 1 1 1) :
| V‘Yl | Jel:g/"‘l,l

Similarly, for Receiver 2, we obtain the following upper-bound on the average error probability:

>

LY, ’LX\VYQ |

P 2 gy HUOIUP V)
: 20|
jerm Vv
ViYy

( ’Ul g— 1vnY2n)

(3.41)

To evaluate the secrecy performance, from Equation (3.33) we compute a tight upper-bound
T (W Wo; Z;LFng) on the information leakage for Eavesdropper 2:

T (W Wa; Z8 1 Fy) 2 4ndiR, — 2d5%, log di%,
2
>3 (EuER - Y HOG) TV ZE), (3.42)
=1 jer™uF™

Due to the degradedness condition of the BS-BC, the information leakage corresponding to
Eavesdropper 1 will be always less than the one of Eavesdropper 2.

Finally, we evaluate the overall rate of the additional sequences {®1, ®3} by computing:
1 Ly C\ £ () \C\ p0)
ﬁ<|q)1| + |(I)2‘) - E| (HVnIYl) X;L|Y1| +- |(H)?\VY2) \E)?WYQD' (3.43)

The performance of the polar coding scheme is graphically shown in Figure 3.9. As for

the previous model, let pr be the normalized target rate in which the PCS operates, that is



62 Polar coding for the degraded wiretap broadcast channel

me =
defined in Equation (3.42) when we consider diX, = 0, as a function of the blocklength n
for different values of pr. For this plot, we set 5(1%) = 0.30 and 3 = 0.36. Notice that
(B0 B2 and (BY), B2H) if we consider d4%, = 0, will not impact on the information

leakage. As we have showed in Section 3.3.4, the secrecy performance is improving as n

. In Figure 3.9A, we evaluate the upper-bound on the information leakage

increases. Moreover, to satisfy a particular secrecy performance level, the polar code will

need higher values of n as the target rates approach the capacity.
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Figure 3.9: Performance of the PCS for the DBC-LD-NLS over the BS-BC as a function of the blocklength n
when S(11) = g(2.1) = .24, B(1%) = 0.30, B(2%) = 0.36 and (=) = B(2H) — (.36. (A) Upper-bound on the
information about (W7, Wa) leaked to Eavesdropper 2 defined as in Equation (3.42) for different normalized
target rates pgr when we set dr‘ff{/ = 0. (B) Upper-bounds on the average error probability at legitimate
Receivers 1 and 2 defined as in Equations (3.40) and (3.41), respectively, when di%, = 0. (C) Overall rate of
{®1, P2} computed as in Equation (3.43). (D) Terms d%k{,(H) and d;}{/(L) that contribute to the bound on the
total variation distance diR, defined as in Equations (3.38) and (3.39), respectively.

In Figure 3.9B, we evaluate the upper-bounds Ps PM and Ps b(z), which correspond



3.5. Concluding remarks 63

to the bounds on the average bit error probability for the legitimate Receivers 1 and 2,
respectively, when we set d%]{, =0, as a function of the blocklength n. For this plot, we set
1) = 3(21) = (.24 and, according to the polar code construction, recall that the reliability
performance will not depend on the values of (31, 32%)) and pg. If we set di}, = 0,
then it is clear that it will not depend on (B(Q’L), ,B(Q’H)) either. As shown theoretically in
Section 3.3.4, the error probability becomes lower as the blocklength n increases.

Figure 3.9C plots the overall rate of the additional secret sequences computed as in
Equation (3.43) when we set S = 321 = .24, (13 = (0.30 and S2®) = 0.36. We can
see that this rate tends to be negligible for n sufficiently large.

Finally, Figure 3.9D plots the upper-bounds d%?,(L) and d%‘i}H) defined in Equa-
tions (3.38) and (3.39), respectively, when we set 3> = g(2H) — (0.36. As we have
proven theoretically in Lemma 3.2, notice that the total variation distance will decay with the

blocklength n. Precisely, notice that d%‘i;L) is lower than d%t\),(H) and, indeed, the bound on the

total variation distance is practically governed by d%‘i,(H) (d4&, ~ d%?,(H)). This happens be-
cause although we can compute exactly the Kullback-Leibler divergence as in Equation (2.18)
from the entropy terms estimated in the polar code construction, Pinsker’s inequality to
obtain d%li,(H) as in Equation (3.39) can be too loose for n not large enough. Consider the
impact of d4%, on the reliability performance of the code. The average error probability
bounds in Equations (3.40) and (3.41) are modeled as the sum of two terms, one depending
directly on d%li, and the other depending on the polar construction (which has been plotted
in Figure 3.9B). Since d'ffli,(H) is too loose, we obtain that the reliability performance of the
code will be governed practically by the bound di%, for small values of the blocklength n.
Now, consider the impact of d¥%, on the secrecy performance of the code. The bound on
the information leakage in Equation (3.42) is modeled as the sum of two terms, one also
depending only on the polar code construction (which has been plotted in Figure 3.9A)
and the other depending on d4X,. However, in this situation, d}, impacts the information
leakage approximately as nd“%,, which means that this term will totally govern the secrecy
performance. Recall that this term follows from Lemma 2.4, which bounds the impact of the
encoding described in Algorithm 3.3 on the information leakage as a function of the total

variation distance.

3.5 Concluding remarks

In this chapter, we have described two polar coding schemes for two different models over the
degraded broadcast channel: DBC-NLD-LS and DBC-LD-NLS. For both models, we have

proven that the proposed PCSs are asymptotically secrecy-capacity achieving, providing
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reliability and strong secrecy. Then, we have discussed how to construct these polar codes
in practice, and we have evaluated their performance for finite blocklength by means of
simulations. Although several polar code constructions methods have been proposed in the
literature, as far as we know it is the the first attempt to discuss practical constructions
for polar codes that must satisfy both reliability and secrecy constraints. In addition, we
have evaluated the secrecy performance of the polar code by evaluating the strong secrecy
condition, which has been possible by obtaining an upper-bound on the corresponding
information leakage at the eavesdroppers. Indeed, we have shown that the proposed PCSs
can perform well in practice for a finite blocklength.

For convenience, we have described a PCS that provides reliability and strong secrecy
in one block of size m, which is only possible if the system model provides a source of
common randomness and an additional medium for which transmitter can secretly convey a
problematic sequence of the encoding to legitimate receivers. Fortunately, we have showed that
this additionally transmission incurs a negligible rate penalty. It may be worth mentioning
that if one consider a system where transmission takes places over several blocks of size n
then the source of common randomness could be reused at each block without worsening
the performance, and the rate of the previous additional transmission could be reduced
by using a chaining construction in a similar manner as in Section 2.3 for the symmetric
DWTC. As mentioned in Remark 3.2, recall that only the part of the problematic sequence
that is uniformly distributed could be repeated by means of the chaining construction.
Moreover, notice in both models that the legitimate receivers have to reliably decode the
local randomness; therefore, we can substitute this randomness by a uniformly distributed
common message without any secrecy requirement.

The PCSs described for both models aim to minimize the amount of random decisions
for SC encoding. The use of common randomness may seem contradictory with the previous
objective, but notice that these two types of randomness have different implications on the
practical design: while the common randomness is uniformly distributed and can be provided
by the communication system, the randomness for SC encoding is not and must be drawn by
the encoder, which implies a significant increase of the encoding complexity.

Despite the good performance of the PCSs showed in Section 3.4, some issues still persist.
How to avoid sending the additional secret sequences is a problem that remains open. Despite
this transmission is negligible in terms of rate, it can be problematic in practical scenarios.
Furthermore, despite the rate of the amount of randomness required for SC encoding is
negligible, how to replace the random decisions entirely by deterministic ones is a problem
that still remains unsolved. Lastly, in order to design polar codes based on the proposed

performance evaluation of Section 3.4, it might seem necessary to find tighter upper-bounds
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on the total variation distance between the distribution induced by the encoder and the
original distribution used in the code construction. Also, for the secrecy performance analysis,
it would be interesting to find a tighter upper-bound to measure the impact of the distortion
introduced by the encoding on the information leakage.

Finally, as pointed out in Section 1.1, one of the main drawbacks of information-theoretic
security is the requirement of transmitter having to know the statistics of eavesdropper
channels. Nevertheless, for the polar code construction, one can consider virtual eavesdroppers
with some target channel qualities. For DBC-LD-NLS, one can design a polar code according
to the statistics of a virtual eavesdropper, and due to the degradedness condition of the
channel, this code will perform well if the real eavesdroppers have worse channel quality
(worst-case design). On the other hand, for the DBC-NLD-LS, one can simply consider
different levels of secrecy depending on different target channel qualities. Depending on the
channel quality of the real eavesdropper with respect to the virtual ones considered for the

design, the polar coding scheme will provide a particular secrecy performance level.






4

Polar coding for common message only wiretap broadcast

channel

This chapter provides a polar coding scheme that allows to transmit strongly confidential
common information to two legitimate receivers over the Wiretap Broadcast Channel (WTBC).
The PCS is based mainly on the one introduced in [CB16] for the BCC and described in
Section 2.4 for the general WTC. Since no degradedness condition is assumed for the
channel model, the transmission will take place over several blocks and the use of a chaining
construction is required to convey non-negligible problematic elements to the legitimate
receivers. Also, the PCS aims to use the optimal amount of randomness in the encoding and,
consequently, it uses deterministic SC encoding. In order to construct an explicit PCS that
provides strong secrecy, the distribution induced by the encoder must be close in terms of
statistical distance to the original one considered for the code construction.

The particularization of the PCS described in [CB16] is not straightforward for the model
proposed in this chapter. Specifically, we propose a new chaining construction that is crucial
to secretly transmit common information to different legitimate receivers when the channel
of one of them is not degraded with respect to the other. This construction introduces new
bidirectional dependencies between encoding random variables of adjacent blocks that must
be considered carefully in the secrecy analysis. Indeed, we need to make use of an additional
secret key of negligible size in terms of rate that is privately shared between transmitter and
legitimate receivers, which will be used to prove that dependencies between blocks can be
broken and, therefore, the strong secrecy condition will be satisfied.

The remaining of this chapter is organized as follows. Section 4.1 introduces the channel

model formally. Section 4.2 describes the proposed PCS, and Section 4.3 proves that this

67
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PCS achieves the best known inner-bound on the secrecy-capacity of this model. Finally, the

concluding remarks are presented in Section 4.4.

4.1 Channel model and achievable region

Formally, a WTBC (X, DY) Yoy 21X V(1) X Y (2) X Z) with 2 legitimate receivers and an external
eavesdropper is characterized by the probability transition function DY (1) Y2y Z|X 5 where X € X
denotes the channel input, Y(x) € Y () denotes the channel output corresponding to the
legitimate Receiver k € [1,2], and Z € Z denotes the channel output corresponding to the
eavesdropper. We consider a model, namely Common Information over the Wiretap Broadcast
Channel (CI-WTBC), in which the transmitter wishes to send a private message W and a
confidential message S to both legitimate receivers. A code ([2"fw1], [2nRs] [2nR#r] n) for
the CI-WTBC consists of a private message set W £ [1, [2”RWH, a confidential message
set S £ [1,[2"%s7], a randomization sequence set R £ [1, [2"7#]] (needed to confuse the
eavesdropper about the confidential message S), an encoding function f: W x S x R — &A™
that maps (w,s,r) to a codeword 2", and two decoding functions g(;) and g() such that
giky : Yy = W x S (k € [1,2]) maps the k-th legitimate receiver observations yj, to the
estimates (), 5(%)). The reliability condition to be satisfied by this code is measured in
terms of the average probability of error and is given by

lim P [(W, S) # (W%),S(’f))} =0, ke[1,2). (4.1)

n—oo

The strong secrecy condition is measured in terms of the information leakage and is given by

lim I(S;2Z") = 0. (4.2)

n—oo

This model is graphically illustrated in Figure 4.1. A triple of rates (Rw, Rs, Rg) € R% will
be achievable for the CI-WTBC if there exists a sequence of ([2"8w], [2n8s] [2nBr] n)
codes such that satisfy the reliability and secrecy conditions (4.1) and (4.2) respectively.

W(l) S(l)
Receiver 1

Receiver 2

Eavesdropper .4

Ww® 5(2)

Py Yoy ZIX

1l

Figure 4.1: Channel model: CI-WTBC.
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The achievable rate region is defined as the closure of the set of all achievable rate triples

(Rw, Rs, Rr). The following proposition defines an inner-bound on this region.

Proposition 4.1 (Adapted from [CEG12, WO15]). The region Rerwrsc defined by the union
over the triples of rates (Rw, Rs, Rg) € R3. satisfying

Rw + Rs <min {I(V;Y(1)), 1(V;Y(2)},

Rg <min {I(V;Y()), [(V;Y(9)} = I(V; 2),
Rw + Rg > I(X; Z),

Rr = I(X; Z|V),

where the union is taken over all distributions py x such that V. — X — (Y(1),Y(2), Z) forms a
Markov chain, defines an inner-bound on the achievable region of the CI-WTBC.

In this model, the private message W introduces part of the randomness required to
confuse the eavesdropper about the confidential message S, and the randomization sequence

R denotes the additional randomness that is required for channel prefixing.

4.2 Polar coding scheme

Let (V x X x Y1) X Y(2) X Z,PvX¥(1,Ye) z) denote the DMS that represents the input (V, X)
and output (Y(1),Y(2), Z) random variables of the CI-WTBC, where |[V| = |X| £ 2. Without

loss of generality, and to avoid the trivial case Rg = 0 in Proposition 4.1, we assume that
H(V|Z) > H(V|Yiy) = H(V[Ye)). (4.3)

If H(V|Y(1)) < H(V|Y(2)), one can simply exchange the role of Y{;) and Y2 in the PCS
described in Section 4.2. We propose a PCS that achieves the following rate triple,

(Bw, Rs, Rr) = (I(V; 2),1(V; Y)) — I(V; Z), 1(X; Z|V)), (4.4)

which corresponds to the one of the region in Proposition 4.1 such that the private and the
confidential message rate are maximum and the amount of randomness is minimum.

For the input random variable V', we define the polar transform A™ £ V"G,, and the sets

HY 2 {j € [1,n]: H(AG)AY™Y) >1-4,}, (4.5)
H, 2 {5 € [Ln] s H(AG)| A9 7127) 2 1= 8,}, (4.6)
L0, 2 4 € Lnl s HAG)|AY1Y) 6.} k=12 (1)



70 Polar coding for common message only wiretap broadcast channel

For the input random variable X, we define 7" £ X"@,, and the associated sets

Hg?\)v 2 {jeln]: HTG)|THWTIVY) 21— 8,}. (4.8)
Hg?\)vz 2{jeltn]: H(T(j)}Tl:j_lV”Z") >1—10,}. (4.9)

We have pangn(a™,t") = pynxn(a™Gp,t"Gy,) due to the invertibility of G,, and we write

n n
pangn(a”1") = (Hmwu1<a<j>|a1=j—1>> (Hmwmn (), a”Gn>> :
j=1 j=1

Consider that the encoding takes place over L blocks indexed by i € [1, L]. At the i-th
block, the encoder will construct fl?, which will carry the private and the confidential messages
intended for both legitimate receivers. Additionally, the encoder will store into A? some
elements from A? , (if i € [2, L]) and A7, (if i € [1, L —1]) so that both legitimate receivers
are able to reliably reconstruct A7, . Then, given V;* = A?G,,, the encoder will perform the
polar-based channel prefixing to construct Ti”. Finally, it will obtain in = Ti”Gn, which will

be transmitted over the WTBC inducing the channel output observations (Y(T{)’Z., Y(g)’i, ZZ")
Consider the construction of A%,; . Besides sets in (4.5)~(4.7), define the partition of H%}l ).

gm 24 (4.10)
c 20 (w1, (4.11)

Moreover, we also define the following partition of the set G(™):

g 2gm Ly, N, (4.12)
g™ 2 g (ﬁ(vﬁ)m)c NLYh, (4.13)
gy &gl 0 (£§7I)Y(2))C, (4.14)

2 g™ (e )" nerh,) (4.15)

and the following partition of the set C(™):

ey 2Ly, nLy) (4.16)
e 2emn (el ) L, (4.17)
e 2l (el ) (4.18)
el £ctn (20, ) n (L0, ) (4.19)

These sets are graphically represented in Figure 4.2. Roughly speaking, A[”H&n )] is the nearly
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uniformly distributed part of A™. Thus, A ~-[’H(n)] i € [1, L], is suitable for storing uniformly
distributed random sequences. The sequence A[’Hg/‘)z] is almost independent of Z™ and,
hence, Ai[g ”)] is suitable for storing information to be secured from the eavesdropper,
whereas A4;[C(™)] is not. Sets in (4.12)—(4.19) with subscript 1 (sets inside the red curve in

Figure 4.2) form 'H(n) N (E&;L‘)Y )C, while those with subscript 2 (sets inside the blue curve)

form H%}L) N (ﬁg/nl)Ym) . From Theorem 2.2, recall that A; ['H(") (£§/7L|)Y(k))c] is the nearly

uniformly distributed part of the sequence fl? required by legitimate Receiver k to reliably

reconstruct the entire sequence by performing SC decoding.

e

(n) (n)
2 1,2 (n)
1

(n)
0

Figure 4.2: Graphical representation of the sets in (4.10)—(4, 19) The indices inside the soft and dark gray

area form G(™) and C(") respectively. The 1ndlces that form ’H (L\;L\)Y(l) )C are those inside the red curve,

while those inside the blue curve form ;' (ﬁv\y( ))C

For sufficiently large n, assumption (4.3) imposes the following restriction on the size of

the previous sets:
617 - 6" > 1657] - ™ > e - 1o§”) (120
The left-hand inequality in (4.20) holds from the fact that

|C£") U g%”)| _ |C(") U gén)|

_ |qy(n) (n (n) (n) n) (n) (n) (n) C
= [H07 0 (L0 ) NHE 0 (20| = [ 0 (20, ) TN HE 1 (20, )
_ |yn) (n) (

= [ 0 (e, ) = [ 0 (68,7 2 0

where the positivity holds by Theorem 2.1 because, for any k € [1,2], we have

S H(V V)

Lo o e \C Ly ) o ()
ﬁ’HV N (Lyy,,) ‘ |vak>’ +g‘7'lv N (‘C’V\Y(k)) \H V\Y(k)
Similarly, the right-hand inequality in (4.20) holds by Theorem 2.1 and the fact that

6 US| - e U] = [\ 0 (£, )°] - P 0 (£, ) \HE,

n n C
= [, | = [ 0 (e )
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Thus, according to (4.20), we must consider four cases:

G| > 5], 168 > [ef™] and |G| > |7y ;

A.

B. g{"] > ¢S], 1687| > |ef")| and |g§"| < [C{y];
C. 1g{™] = (e8], 1657 < |ef™| and [G§™| > [c{'y];
D.

G| < 15, 1657 < €] and |G§"| > [c{y)].

4.2.1 General polar-based encoding

The generic encoding process for all cases is summarized in Algorithm 4.1. For ¢ € [1, L], let
W; be a uniformly distributed vector of length |C(™)| that represents the private message.
The encoder forms A; [C(”)] by simply storing W;. Indeed, if i € [1, L — 1], notice that the
encoder forms A; 1[C(™] before constructing A7 entirely. From A;[C(™)], i € [1, L], we define

o) 2 4,18, (4.21)
) & Alef), (4.22)
o) 2 4,1c!™). (4.23)

Notice that [\Ill(-v), ng)} = A; [Cén) U C;g)] is required by legitimate Receiver 2 to reliably
estimate A7 and, thus, the encoder will repeat [‘IIEV), FEV)], if i € [1, L — 1], conveniently in
A;11[G™)] (the function form_Agq is responsible of the chaining construction and is described
later). On the other hand, [@EV), I‘z(»v)] = A; [CYL) U CYLQ)] is required by legitimate Receiver 1.
'), i e [2,1], is
not repeated directly into A;_1[G(™)], but the encoder copies instead @(V) and F(V) obtained

as follows. Let ﬁ(@v) ) be uniformly distributed keys with length |C | and |C£"2)\

Nevertheless, in order to satisfy the strong secrecy condition in (4.2), [@(V

and Ky,
respectively that are privately shared between transmitter and both legitimate receivers. For

any i € [2, L], we define the sequences

o) 2 A e ekl (4.24)
PV & 4] @ ). (4.25)

Since these secret keys are reused in all blocks, their size becomes negligible in terms of rate
for L large enough.

The function form_Ag in Algorithm 4.1 constructs sequences 1211; L[g<”>] differently de-
pending on which case, among cases A, B, C or D described before, characterizes the given
CI-WTBC. This part of the encoding is described in detail in Section 4.2.2 and Algorithm 4.2.
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Algorithm 4.1 Generic encoding scheme

Require: Private and confidential messages W1.;, and Si.p; randomization sequences Rj.p;

random sequence AéX); and secret keys /18/), /i;v), Ii—(r‘g(l) and K&Q(z).

1) T I AR, 6, T, o

2: Al[c(n)l +— Wy

3: \I/SV),IHV) — Al [C(n)]

4: for i =1 to L do

5: if i # L then

6: AH_I[C(n)l (—_ Wz-i—_l ~

7 Ui T O T (A 6], vg” 117)
8: end if

o A[GM] Y, A e form_ao(i, S, O11) T, i), 1Y 1Y) ALY
10:if i =1 then T({) « A [H{Y 0 (£ )]

e if i = Lthen T{y) « A [H{Y 0 (£ )]

122 forje (’HE}”)C do

13: if j € (’H%}l))c \Eg}l) then

14: A;(j) < pagyavi— (Ai(5)] A7)

15: else if j € E&;L) then

16: A;(j) + argmax, ey pagj)ari-1 (di(j)M%:j*l)
17: end if

18: end for

~ n)\ C n C
19: <I>E‘1/))’i — Ai[(/}'d/)) N (Eg/l)yu)) ]

- 2 C n c
00 @y, e AN (e, )

21: XZ‘, AZ(X) < pb_ch_pref (A?Gn, R;, Agfl))
22: end for

23: Send ((I)Ezc/))l’ TEL/))) @ n%‘g(m to Receiver k € [1, 2]

24: return X7,

Then, given A;[C™ UG™], the encoder forms the remaining entries of A7, i.e., 1211[(7-15/”))0],
as follows. If j € £{", where £/ £ {j € 1,n]: H(A(j)|A¥~1) <4, }, it constructs A;(y)
deterministically by using SC encoding, and only the part fli[(’Hg”))C \ E&;L)] of A7 is

constructed randomly.

Finally, given VZ" = A?Gn, a randomization sequence R; and a uniformly distributed
random sequence A(()V), the encoder performs the polar-based channel prefixing (function
pb_ch_pref in Algorithm 4.1) to obtain X?, which is transmitted over the WTBC inducing

(17(7{) P 17(2) i Zl”) This part of the encoding is described in detail in Section 4.2.3.
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Furthermore, the encoder obtains the sequence

1 n)\ C n C
40, & A[(Hy)" 0 (eh,,)”] (4.26)

for any k € [1,2] and i € [1, L], which is required by legitimate Receiver k to reliably estimate

flf entirely. Since CI)EZ))Z. is not nearly uniform, the encoder cannot make it available to the

legitimate Receiver k by means of the chaining structure. Also, the encoder obtains

V) a ; () (n) \C
Ty = A [Hy' N (Lvv,,) ], (4.27)
V) a ;i (n) (n) \C
T 2 AL[HY' N (ﬁv"lym) l. (4.28)
The sequence TEZ)) is required by legitimate Receiver k € [1,2] to initialize the decoding
process. Therefore, the transmitter additionally sends (Tgkv)), @Ekv))i) ® ﬁ%)(k) to legitimate

Receiver k, where m%‘g(k) is a uniformly distributed key with size

C C C
L) 0 (28, ) ]+ [ 0 (28, )

that is privately shared between transmitter and the corresponding receiver. In Section 4.3.1

we show that the length of ”%‘Q(l) and KZ(T‘Q@) is asymptotically negligible in terms of rate.

4.2.2 Function form_Ag

The function form_Aq encodes the confidential messages Sp.;, and builds the chaining construc-
tion. Based on the sets in (4.10)—(4.19), let R(ln) C gé’” u Qén), Rll(n) - Qén), Rén) C QYL),
Ry C 6™, R{Y g R < g8, T  g§M u gt RYY € 6" and R{Y € G
form an additional partition of G(™. The definition of Rgn), R'l(n), Rg"), R;(n), R(an) and

Rll(g) will depend on the particular case (among A to D), while

0 2 (M ugl)\ (R UR™ UR(Y LR, (4.29)
R(sn) 2 any subset of G{"™)\ (Rén) U R/Q(n)) with size [ gén)" (4.30)
R 2 60U (6 (R RS UREY). (1)

For i € [1, L], let S; denote a uniformly distributed vector that represents the confidential
message. The message S; has size ’Z(")UQ£")UQ§TL2) |; for i € [2, L—1], S; has size |Z(™|; and S,
has size ‘I(") U gé”)|. Also, for i € [1, L], we write \Ilz(-v) = [\If(l‘,/i), \II(Q‘;)], FEV) = [Fg‘;), FS’;)},
C:)EV) e [(:)g‘;), (:)évz)} and l:‘gv) e [1:‘%),1:‘9,?], where we define ¥, ;, I'p ;, (:)p’z- and f‘p’i, for

any p € [1,2], accordingly in each case.

This function, which is used in Case A to Case D, is described in Algorithm 4.2.
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Algorithm 4.2 Function form_Aq

Require: i, S, (:)E_‘Q, fgi, ‘IJEQ, FZ(-Q, HEY{, AEQ

1: Define Rgn), Rll(n)7 Rgn)7 Rgn)7 R:(LnQ), Rg(g), M), Rén), RS\") (depending on the case)
if i =1 then A4, UG UGY] + 5,

if i € [2, L — 1] then A;[Z("] « S,

if i = L then A, [T UG{™] + S

‘llg‘;)fh \1’921 — ‘I/EY
Fg‘;)_l, Fé‘?_l — FEY% (depending on the case)
oV  av) 5(V) .

O1 41> O3,41 < O;41 (depending on the case)
fg‘;ll, f‘gﬁl — f‘gﬁ (depending on the case)
1 n \4 ~(V

Az[Rgz)] — Fg,i)q D Fg,izrl

i % 5V

Ai[R/l(Z)] — \I/é,i)—l @ @é,il—l

. if ¢ € [1,L — 1] then

i 4

ARYV] 610

N " _

Ai[Rll( )] — F;,il—l

: end if

% (depending on the case)

e e e e e e o e
S R S A v o
Lt
=
~
}z@?}z.’bzm
NI
S S
i -
T =
@
— =}
o~
i
—

: end if
1Y) Az A gl
. return the sequences A; [g<”>], HEV) and AZ(-V)

NN N
N = O

N
w

Case A
; (n) (n) (n) (n) (n) (n)
In this case, recall that [G,"'| > [Cy [, |Gy /| > |C;| and |G| > |Cy 5 |. We define

Rg") £ any subset of gé”) with size ’Cfn) |, (4.32)
R{™ £ any subset of G\ with size |C§") E (4.33)
Rgﬂg £ any subset of Qon) with size |C§"2) , (4.34)

and Rll(n) = R'Q(n) = R'l(g) £ (). By the assumption of Case A, it is clear that R:(Ln), Rén) and
Rgng) exist. Also, by (4.20), the set Z(") exists, and so will R(Sn) because
’g%n) \ (Rén) U R/Q(n))’ _ |I(") N gén)| — |gl7l) \ (Rg") U R'Z(n))| —I( én) \Rgn) U Rll(")ﬂ
- lof”| - e5”) - 6" - [ef”| >
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These sets that form the partition of G in Case A can be seen in Figure 4.3, which

also displays the encoding process that aims to construct Ay, [H&,n)] = AL [C(") U Q(")].
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Figure 4.3: For Case A, graphical representation of the encoding that leads to the construction of Ay.7, [Hi/n)]
when L = 4. Consider the Block 2: R%n), Rén), ’R(ITZQ), ’R(Sn) and ’Rf\n) are those areas filled with yellow squares,
blue circles, blue and yellow diamonds, pink crosses, and gray pentagons, respectively, and the set Z(™) is the
green filled area. At Block i € [1, L], W; is represented by symbols of the same color (e.g., red symbols at
Block 2), and @EV), \IIEV) and FEV) are represented by squares, circles and triangles respectively. Also, (:)EV)
and f‘EV) are denoted by squares and triangles, respectively, with a line through them. At Block i € [2, L — 1],

the diamonds denote F%ll ® fg‘grl. In Block ¢ € [1,L], S; is stored into those entries whose indices

belong to the green area. For ¢ € [1,L — 1], HZ(.V) is denoted by crosses (e.g., purple crosses at Block 2),
and is repeated in Ai+1['Rén)]. The sequence A<lv) is represented by gray pentagons and is replicated in

(V) and TV are those entries inside the red at Block 1 and the blue curve at

all blocks. The sequences T(1) (2)

Block L, respectively.

For i € [1, L], we define \Ilg‘? = \I/§V), Fg‘g) = FZ(-V), égv;) = @EV), f‘gz) = f§v) and,
therefore, we have \Ilgvz) = Fg‘;) — 0V =7 & 5

2,i 2,
From (4.18), we have Cén) - ‘CE;II)Yu) \ESL\)YMY Thus, the sequence \11(1‘21 =4 [Cén)] is

needed by legitimate Receiver 2 to reliably reconstruct fl?fl, but can be reliably inferred by

(n)

legitimate Receiver 1 given A;_, [(E )C] Hence, according to Algorithm 4.2, the encoder

VY
repeats the entire sequence ‘1'5‘21 in A; [Rg")] C A [E%)Ym \EE/nI)Ym}'
Similarly, from (4.17), we have CYL) Cc ﬁ%)ym \E%)Y(l). Thus, 95‘2@ = A [CYL)] is

needed by Receiver 1 to form A7, ; but can be inferred by Receiver 2 given A4, [(L’g}ll)y(z) )€].
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Hence, the encoder repeats the sequence G) z+1 in A;[R n)] C A, [ﬁ%)ym \ V|Y<2)]
Finally, from (4.19), C§"2 - (/.ZE;?YQ )¢ (Eg}llyl )©. Thus, sequences Fg i) L =Ai [Cfng)]
and 1"5‘72_1 =Ain [Cg)] are needed by both receivers to form A7 | and A} ', | respectively.

Hence, the encoder repeats F(V) , and F(VH in A; [Rgng] C A [Egllyl Eg;lly |. Indeed,

both sequences are repeated in the same entries of A-[g“”] by performing I‘(V) ) I‘g‘g_l

Since FS/O) = F(1VL)+1 = ¢, only 1"( 2) is repeated at Block 1 and F(V) _, at Block L.
Moreover, part of secret message S;, i € [1, L], is stored into some entries of A? whose

indices belong to g§”>. Thus, in any Block i € [2, L], the encoder repeats
n") 2 4, 4 [20 NG (4.35)
in Ai[Rgn)} CA [Egl‘)ym \ L V|Y< )] Also, it repeats

A2 A [RUV] (4.36)

in A4; [Rf\")}. Hence, notice that Agv) is replicated in all blocks.

Case B

n)‘ > ’ 5|, gé”)| > |C£n)’ and \gé”)| < |C£n2)’ We define Rgn) and Ré") as
in (4.32) and (4.33) respectively, and R/l(g) £ (). Now, since ’Qén)‘ < ‘C%) ,

F(V) and FEQ, € [1, L], can be repeated in A; [Q(()")] Thus, we define R§"2) £ gO") and

In this case,

R/(") £ any subset of gén) \Rgn) with size |C£"2)| - |g(§”) E (4.37)
R/(”) £ any subset of g<”) \Rén) with size |C£n2) - |g(§")|. (4.38)
Obviously, R("g exists and, by the assumption of Case B, so do ’R(n) and R(n) By (4.20),

Rll(n) exists and so does Z(). Indeed, since QO \Rl 5 =0, then 7 C g( ") . Again by the
property in (4.20), R;(") exists and so does ’Ré ") hecause

G\ (RS URY™) | = (657 \ Ry URL™)
= |61~ (e8] = (e = 1g5™) = (165" = [ei™] - (ef3] - 1g5™)))
~ 1671 e8] = 687 + [ = 0
Indeed, since Z(" C g§”>, notice that |Ré")| = |I(”) | These sets that form the partition of

G(™ in Case B can be seen in Figure 4.4, which also displays the encoding process that aims
to construct A;.p, [Hg/”)] = Ay [c™ ugm].
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Figure 4.4: For Case B, graphically representation of the encoding that leads to the construction of
ALL[’Hgl)} when L = 4. Consider the Block 2: the sets R%n), R/1<n), Rén), R/2<n), RYE), Rén) and Rg\n) are
those areas filled with yellow squares, yellow triangles, blue circles, blue triangles, blue and yellow diamonds,
pink crosses, and gray pentagons, respectively, and Z(™) is the green filled area with purple crosses. At

Block i € [1, L], W; is represented by symbols of the same color (e.g., red symbols at Block 2), and @EV),
\Ilgv) and Fl(.v) are represented by squares, circles and triangles respectively. Also, (:)l(.v) and I:EV) are denoted
by squares and triangles, respectively, with a line through them. At Block ¢ € [2, L — 1], the diamonds denote
Fg‘?_l &3} f‘?zl_l. In Block ¢ € [1, L], S; is stored into those entries whose indices belong to the green area.
F07r i€ [2, Lyf 1], HEV) = S; and, therefore, S; is repeated entirely into A¢+1[Rén)]. The sequence A%V) from
S1 is represented by gray pentagons and is repeated in all blocks. The sequences Tg/)) and Tg/)) are the

entries inside the red curve at Block 1 and the blue curve at Block L, respectively.

In this case, for any i € [1, L], \Ilg‘? = \IIZ(-V), @g‘? = (:)EV) and \Ilg‘i) = @é‘? £ &, and we
define 1’%) and f‘g‘;) as any part of I‘EV) and f‘gv), respectively, with size |g(§") |, and Fé‘;) and
f‘g‘;) as the remaining parts with size ‘C%) - ’Qén) ‘ Now, the encoder copies 1"5‘;)_1 @ f‘g‘;l_l

into A; [R%) |, and Fé‘;ll and fg‘;)ﬂ into A; [R/Q(n)] and A; [Rll(n)] respectively. Moreover,

since 7 C gé"), notice that T!") = 8, for any ¢ € [2,L —1].

)

Case C

In this case, recall that }Q’fn)| > |Cén)|, |g§")| < |C§")| and |g§,”)| > |C£"2) . Hence, we define
R{ and R§n2) as in (4.33) and (4.34) respectively, and R} = RJ™ = R/l(g) £ (). On the
other hand, since ’Qén)} < ’CYL)‘, now for ¢ € [1, L — 1] only a part of C:)EQ can be repeated
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entirely in A, [gé”)]. Consequently, we define
Rgn) £ the union of Qén) with any subset of QOn) \RYLQ) with size ‘CYL)’ - |g§”)\. (4.39)

It is clear that Rén) and ’Rgng exist. By (4.20), Rgn) also exists and so does Z(™). Since
Rg") D) gg”% then Z(" N g§") = and Rén) = (). These sets that form G are represented in
Figure 4.5, which also displays the part of the encoding that aims to construct A;.p, [Hgl )}.
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Figure 4.5: For Case C, graphically representation of the encoding that leads to the construction of
ALL[HgL)} when L = 4. Consider the Bloc 2: Rgm, R;n), Rgnz) and Rf\n) are those areas filled with yellow
squares, blue circles, blue and yellow diamonds, and gray penta,ugons, respectively, and Z(™) is the green filled
area. At Block ¢ € [1, L], W; is represented by symbols of the same color (e.g., red symbols at Block 2), and
@5‘/), \Ilgv) and I‘EV) are represented by squares, circles and triangles respectively. Also, C:)EV) and 1:1(_V)

are denoted by squares and triangles, respectively, with a line through them. At Block ¢ € [2, L — 1], the

diamonds denote Fg‘;ll [} f‘gvill. For i € [1, L], S; is stored into those entries belonging to the green area.

The sequence A"’ is represented by gray pentagons and is repeated in all blocks. The sequences TEY;

V)
T

and
are the entries inside the red curve at Block 1 and the blue curve at Block L, respectively.

In this case, for ¢ € [1, L], we define lllg‘;) = ‘IIZ(.V), Fg‘;) = FZ(.V), (:)g‘;) = éz(-v), fg‘;) = 1:1(_1/)’
and \Ilg‘i) = Fé"? = (:)é‘;) = fé‘;) £ @. Moreover, note that HEV) = & because (" mgé”) =0.
Case D

In this case, recall that |Q§")’ < ’Cén)‘7 |Q’§n)‘ < ‘C%n)| and |g§,")\ > |C£TL2) . The sets that

form the partition of G in Case D are defined below and can be seen in Figure 4.6, which
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Figure 4.6: For Case D, graphically representation of the encoding that leads to the construction of
Aqp [’Hg/n)] when L = 4. Consider the Block 2: ’Rgn), Rén), RY,LQ)’ R/I(Z) and ’Rs\n) are those areas filled
with yellow squares, blue circles, blue and yellow diamonds, yellow squares overlapped by blue circles, and
gray pentagons, respectively, and the set Z(™) is the green filled area. At Block ¢ € [1, L], W; is represented
by symbols of the same color (e.g., red symbols at Block 2), and GEV), \IIEV) and FEV) are represented
by squares, circles and triangles respectively. Also, (:)EV) and T are denoted by squares and triangles,
respectively, with a line through them. At Block ¢ € [2, L — 1], Fl‘,/i)_l ® f‘g‘;ll is represented by diamonds,
and \Pé‘ill (&) C:)é‘iirl by squares overlapped by circles. At Block ¢ € [1, L], S; is stored into those entries that
belong jco the greén area. Sequence AgV) is denoted by gray pentagons and is repeated in all blocks. Sequences

TE‘I/)) and TE;? are the entries inside the red curve at Block 1 and the blue curve at Block L, respectively.

also displays the encoding process that aims to construct of Ay.r [H%," )}.

As in Case A and Case C, since |g(§")| > |C§"2)| then we define the set R(1"2) as in (4.34)
and 7'\’,'1(”) = R;(n) £ (). On the other hand, since |Q§n)| < \Cén)|, now for ¢ € [2,L] only a
part of \IIEY% can be repeated entirely in A, [gi")]. Consequently, we define Ré") = gl”) and

R'l(z) 2 any subset of G\ \R§”§ with size [C5"| — |G™)|. (4.40)

By (4.20), it is clear that Rll(g) exists. Now, despite |Q§n)| < |C§")| as in Case C, the set
Rgn) is not defined as in (4.39), but

R{™ 2 the union of G\ with any subset

of Qén) \ (RYQ U Rll(;)) with size ’CYL)‘ — |Q2n)} — (‘Cén)’ - ‘Qin)

), (4.41)
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which exists because, by the assumption in (4.20), we have

957\ (RYY URYY) | = R
= 1667 = ety = s | + 16| = (lef™| - 1657 — (e8] + 1))
= 1657 = et | = || + |62 = 0.
In this case, for i € [1, L], we set I‘(V) = F(V) f‘(v) =S f(v) and fé‘;) = F(Q‘;) £ . Also,
we define \Ifg‘? as any part of \IJE with size ‘Ql | and \II(V) as the remaining part with size

’Cén)‘ — |g1")]. Lastly, we define Gg,i as any part @i with size ‘CYL)’ — (|C§n)‘ — ’an) )

and (:)é‘;) as the remaining part with size |C§")’ - |Q1") .
V)

Thus, according to Algorithm 4.2, instead of repeating \I/éf;ll, that is, the part of \I'(

that does not fit in fl?[ (m ] in a specific part of 4, [Go (n ] the encoder stores \I/(V) @SQH

into A; [R'l(g)] C A [gé”)} where 6% i1 denotes part of those elements of @1 i that do not

fit in A; [gg”)]. Furthermore, as in Case C, since Z(") N an) =, we have HEV) = .
4.2.3 Channel prefixing
For i € [1,L], let R; be a uniformly distributed vector of length |H X[V \ ’HXIVZ‘ that

represents the randomlzatlon sequence. Also, let A *) be a uniformly dlbtrlbuted random
sequence of size |’H x|vz|- The channel prefixing aims to construct X = TG, and is

summarized in Algorithm 4.3.

Algorithm 4.3 Function pb_ch_pref
Require: V", R;, Agfl)
7 [2/(n) ()

[HX|VZ] — Ay

—

(n)
2 [HX|V \HX\VZ] — Ry
3: for j € (’Hg?l)v) do
e it je (M) T\ LY, then
5 T,(j) < propyiro—ve (TiG)| T Vr)
6: else if j € E(Xl)v then
7: T;(j) + arg max,¢ y Pr()| -1y (t‘fil:]_lf/i”)
8: end if
9: end for
100 XP « TGy,

(X (n)
1: A7 Ti[HY xiv \H
12: return Xi" and AEX)

X\VZ]
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Notice that the sequence A(()X) is copied in T} [Hg?\)vz] at any Block ¢ € [1, L], while R; is
stored into T} [Hg?l)v \Hg?l)v Z]. After forming 7} [Hg?‘)v}, and given the sequence IN/Z” £ fl?Gn,
the encoder forms the remaining entries of 7}*, that is, T} [(’Hg?‘)v)c] as follows. If j € Eg?l)v,
where E%;LI)X £ {jel,n]: H(T(H)|T" V") < 4,}, it constructs T;(j) deterministically
by using SC encoding. Otherwise, if j € (’Hg?l)v)c \Eg?\)v’ the encoder randomly draws T; ()

from distribution pp(jyr1i-1yn.

4.2.4 Decoding

Counsider that (TEL/)), (I)Ekv))LL)v for all k € [1,2], is available to the k-th legitimate receiver.
In the decoding process, both legitimate receivers form the estimates A7, of A7, and then

obtain the messages (WLL, S’1;L)-

Legitimate Receiver 1

This receiver forms the estimates A? 1, by going forward, i.e., from fl’f to A’,}, and this process

is summarized in Algorithm 4.4.

Algorithm 4.4 Decoding at legitimate Receiver 1

Require: T%)7 (I)EY))J:L’ HS/) and H%v)’ and ?—(711),1:L'

AL e (Y00 Y )
3: fori=1to L —1do
5: fEV) — Ai [CSLQ)]

2 (v A n n = (V
6 O]« (A[RM] AR @B )

K2

SRR

=(V I n &~V N n
s T e (AR oI, ARE™)
o TV V) g )

0. 0V« A4z™ ngim
no T (0,80, 60), 1Y) ) A

(1),i+1 2,0 Qi Lipr
An (V) V) 1
120 Al (Y Py Yy i)
13: end for

In all cases (among Case A to Case D), Receiver 1 constructs fl? as follows. Given TEY))
(all the elements inside the red curve at Block 1 in Figures 4.3-4.6) and <I>8/))1, notice that

Receiver 1 knows A, [(ﬁ(n) )C] Therefore, from (TEY)), oV

Viva (1)’1) and channel observations
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}7(71’)71, Receiver 1 performs SC decoding to form fl’f Moreover, since Agv) has been replicated
in all blocks, legitimate Receiver 1 obtains Ag‘/L) = A [RE\")] (gray pentagons in all blocks).
For i € [1, L — 1], consider the construction of A?H. First, since A7, have already been
estimated, from A? Receiver 1 obtains \TJEV) = A [Cén)] (e.g., red circles at Block 2 in
Figures 4.3-4.6) and f‘gv) = A, [C;"Q)] (red triangles).
Also, from A, Receiver 1 obtains C:)E_‘Q as follows. At Block 1, in all cases it gets
éév) = A [Rﬁ") U Rll(g)] (all the red squares with a line through them at Block 1 in

Figures 4.3-4.6). At Block ¢ € [2, L — 1], we distinguish two situations:
e In Case D, Receiver 1 gets (i)gvl)+1 = A; [R(lv)} (e.g., yellow squares with a line through

them at Block 2 in Figure 4.6) and \i/g‘?_l @ (f)(;ﬁ|r1 = A; [Rll(;/)] (yellow squares with

a line through them overlapped by blue circles). Since \Ifé‘?_l c A7 | (blue circles)
has already been estimated, Receiver 1 obtains (:)g‘;)ﬂ = @5‘21 @ A; [Rll(‘z/)] (yellow

squares with a line through them).

o Otherwise, in other cases, Receiver 1 obtains (i)gﬁ = A; [Rgn)] directly (yellow squares

with a line through them at Block 2 in Figures 4.3-4.5).

Then, given Ci)gi = [ég‘i)ﬂ, ég‘i)ﬂ], in all cases Receiver 1 recovers @gi = égﬁ @ KZ(@V).
From fl?, Receiver 1 also obtains f‘gﬁ as follows. At Block 1, in all cases it gets

A

ng) = A, [R(an) UR/I(")] directly (e.g., all red triangles with a line through them at Block 1 in
Figures 4.3-4.6). At Block i € [2, L—1], in all cases it obtains f‘gvz)_l @fgg_l = A, [Rg"g] (e.g.,
blue and yellow diamonds with a line through them at Block 2). Since f‘g‘;ll c A7 | (blue

triangles) has already been estimated, Receiver 1 obtains fg‘g)ﬂ = A, [RYQ lo® fg‘ill (yellow

triangles with a line through them). Only in Case B, Receiver 1 obtains fé‘gl = A, [Rll(n)]
(remaining yellow triangles with a line through them at Block 2 in Figure 4.4). Then, given

fgﬁ = [f‘g‘ill, f‘(Q‘QH], in all cases Receiver 1 recovers f‘gﬁ = f‘g_‘:i &) /@(FV).

Lastly, only in Case A and Case B, Receiver 1 obtains nv) = A; [I(") N Qén)} (e.g. purple

crosses at Block 2 in Figure 4.3 and Figure 4.4).

Finally, define the sequence Y'((l‘)/)ZH = [\ilg‘?, f‘é‘;), (:)E_‘Q, fgg, f[l(v), /AXEV)]. Notice that

’fz(l‘)/)zﬂ D A [’Hg/”) \Eg”l)y(l)] (elements inside red curve at Block ¢ + 1 in Figures 4.3-4.6).
Therefore, Receiver 1 performs SC decoding to form fl?ﬂ by using ’f’((l‘)/)z 410 (1)8/)),1' 41 and the

channel output observations )7(7}) i1

Legitimate receiver 2

This receiver forms the estimates A7, by going backward, i.e., from A7 to A7, and this

process is summarized in Algorithm 4.5.
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Algorithm 4.5 Decoding at legitimate Receiver 2

Require: TEV)) @E;)l L H(@V) and /@(V) and Y(g) 1L

A (1,900, 5.
2 AY) Ay [Rf\”)]

3: for i =L to 2 do

1 oW 4l g kY
. fWquwWH@éw

=~ (V I n
6 W) e (AR AR 068),)
~(V n n 1%
n M) e (AR e I, ARE™M))
o 0] e AR
A% AV A% 1% \% (V)
9: T'((z)’)iile (@51),1“@1),\1/5 {,F( )Y A
An (V) V) %
10: RUNES (T(Q),i 1 Peyio1 Y )
11: end for

In all cases (among Case A to Case D), Receiver 2 constructs A7 as follows. Given ng)) (all

the elements inside blue curve at Block 4 in Figures 4.3-4.6) and ® (2))

knows A, [(LE;LI)Y@)

Receiver 2 performs SC decoding to form A” Since A( ) has been replicated in all blocks,

;» hotice that Receiver 2

) ] Hence, from (T(;/)), @E‘G) ) and channel output observations Y(Q) I

from AZ it obtains Ag;L)q = Ap [Rg )] (gray pentagons at all blocks).

For i € [2, L], consider the construction of /1?71. First, since fl:‘ ;, have already been
estimated, from Af Receiver 2 obtains the sequence (:)Z(-V) = A [C (")} (e.g., yellow squares at
Block 3 in Figures 4.3—4.6). Given égv)’ it computes éEV)

with a line through them). Also, Receiver 2 obtains f‘gv) = A; [C;?] (vellow triangles at

@(V) & n(v) (yellow squares

Block 3 in Figures 4.3-4.6). Given this sequence, it computes fgv) (V) & n( ) (yellow
triangles with a line through them).

Also, from A” Receiver 2 obtains \I/( as follows. At block L, in all cases it gets
\I/(V L= = A; [ My R/(n)} directly (all yellow circles at Block L in Figures 4.3-4.6). At
Block i € [2, L — 1], we distinguish two situations:

e In Case D, Receiver 2 obtains \i/g‘? = A[Rgn)] (e.g., red circles at Block 3 in
Figure 4.6) and \I'g‘j 1P @2 il = = A; [Rl o ] (cyan squares with a line through them
overlapped by red circles). Since @g 11_1 (cyan Squares Wlth a line through them) has
already been estimated, it obtains \112 o1 = = A, [R ] D @2 a1 (ved circles).

e Otherwise, in other cases, Receiver 2 obtains directly \ilg = A, [Rg")} (e.g., red circles
at Block 3 in Figures 4.3-4.5).
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From A" Receiver 2 also obtains I‘( as follows. At block L, in all cases it gets

v = Ap [Rg@ U R;n)] (e.g., all yellow triangles at Block L in Figures 4.3-4.6). At

L1
Block i € [2,L — 1], in all cases Receiver 2 obtains F(V) L P F(lvzzrl = A; [’Rgng] (e.g., red and

cyan diamonds with a line through them at Block 3). Since Fg’i)ﬂ (cyan triangles with a line

through them) has already been estimated, Receiver 2 obtains fg‘? L= A, [R(")] @ fﬁvjﬂ
(red triangles). Also, only in Case B, Receiver 2 obtains the sequence I‘( 91 = = A; [RIQ(”)]

(remaining red triangles at Block 3 in Figure 4.4).

Lastly, only in Case A and Case B, Receiver 2 obtains the sequence ﬁgv% = A; [R(S")]
(e.g., purple crosses at Block 3 in Figure 4.3 and Figure 4.4).

Finally, define the sequence T((Q‘;)Z = [@g‘i ,Fg‘;), GV Y Y] AY)]. Notice that
TE(;)/)Z =) Ay [7—[(") \E%)Y( | (elements inside blue curve at Block i — 1 in Figures 4.3-4.6).

Thus, Receiver 2 performs SC decoding to form A ' | by using T(Q) 1 @g))l , and Y(Q) il

4.3 Performance of the polar coding scheme
The analysis of the polar coding scheme of Section 4.2 leads to the following theorem.

Theorem 4.1. Let (X,py(l)y(2)Z|X>y(1) X Vi) x Z) be an arbitrary WTBC such that
X € {0,1}. The PCS described in Section 4.2 achieves the corner point in Equation (4.4)

of the region Rorwrsc defined in Proposition 4.1.

The proof of Theorem 4.1 follows in four steps and is provided in the following subsections.
In Section 4.3.1 we show that the PCS approaches the rate tuple in (4.4). In Section 4.3.2
we prove that the joint distribution of (f/l", X’{H )7(711),2'» }7(3)’1., Zz”)7 for all ¢ € [1, L], is asymp-
totically indistinguishable of the one of the original DMS that is used for the polar code
construction. Finally, in Section 4.3.3 and Section 4.3.4 we show that the polar coding scheme

satisfies the reliability and the secrecy conditions (4.1) and (4.2) respectively.

4.3.1 Transmission rates

We prove that the polar coding scheme described in Section 4.2 approaches the rate tuple in
Equation (4.4). Also, we show that the overall length of the secret keys ng/), ,Q(FV)’ n%‘;?(l)
and li—(rQ(Q), and the additional randomness used in the encoding (besides the randomization

sequences) are asymptotically negligible in terms of rate.
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Private message rate

For i € [1, L], we have W; = A; [c(™)]. According to the definition of C™ in (4.11), and since
Hg/n‘)z - ’Hg}l), the rate of Wy.p, is

L
Wil = ~ |y o (M) | = ~|| - 7|H§,|)Z 1R (V) — H(V|Z)

where the limit holds by Theorem 2.1. Therefore, the private message rate achieved by the
polar coding scheme is Ry = I(V; Z) as in (4.4).

Confidential message rate

From Section 4.2.2, in all cases we have S; = A; [I(") U gi") U Qfg)]; forie[2,L—1], we
have S; = A; [Z(™]; and S, = AL [Z™u gg")]. Thus, we have

1 L
EZI&I

]. n n n
- n|I(n)|+ (’g§ )|+|g§ )|+|g§ )‘)

S SEle g
n

‘1 n n n n n n 1 n n
= (ygo )\HQ( = [REY| - [REY] = [REV] = [RE™]) + — |6\ 6"

1 N " " g(n) g(”)
© 11609+ 1687 - fef| - ef]) + A"
1 n n n n C 1 n n n c
ﬁ(‘H§/|)z n £§/|)y<1) |(H§/\)z) (4/\)1@) ‘) + nfL‘Hgf\z (ﬁif\)y( N £$/|)Y(2)) ’
1

n n) \C n C 1 n
([ %J—M%@) m(c@&(l)) )+ =2 || -

—
Ws,

I\/g

(n) \C
E‘ V\Y<1>) ‘
C
‘HVIZ‘ - *’( V|Y(1)) | V\Z’ T ( V|Y<1)) ’
n oo 1
=5 H(VIZ) = H(VY) + 7 (H(V|Z) - H(V\Ym))

L—oo

—— H(V|Z) = H(V[Y(y))

where (a) holds by the definition of Z( in (4.29); (b) holds because, in all cases, we have
’ (n)‘ + |R/(n) | (")} and |R(" | + ‘R/(" } |y s (c) follows from the partition of "Hg,n)
defined in (4.12)—(4.19); (d) follows from applying elementary set operations and because,
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by assumption, H(V|[Y(1)) > H(V|Y(2)), which means that |(£ V|Y<1)> | > ‘(LSL\Y@)) | (by
Theorem 2.1); and the limit when n goes to infinity holds also by Theorem 2.1. Hence, the
PCS operates as close to the rate Rg in (4.4) as desired by choosing a sufficiently large L.

Randomization sequence rate

For i € [1, L], we have R; = T; [Hg?ﬁv N (’Hg?l)vz) ]. Since HX|VZ HX‘V, we have

L
1 1 n n C 1 n 1 n n—oo
nL Z |Bi| = g‘Hg(\)v n (/Hg(\)vz) ’ = ﬁ|7'lg(|)v| - E|Hg<|)vz| =5 H(X|Z) - H(X|V Z)
i=1

where the limit holds by Theorem 2.1. Thus, the randomization sequence rate used by the
PCSis Rgr = I(X;Z|V) as in (4.4).

Private-shared sequence rate

Transmitter and legitimate Receiver k € [1,2] must privately share the keys ,%8/), n%v) and

”(1”‘2 . Hence, the overall rate is
(

L (Is V>|+|nv>|+z|m(k)r)

1 . . 1 & s C n n)  \C
= (1071 ek + 2 3= (H04)° 0 el )1+ 7 0 5, )
1

(a) n n n C
2= (0 o)) 0 (20, )

1 2 n n n n C
+ = (E1O) 0 (e, T+ [ 0 (20, ) )

k=1
2
< e ) S (L0 ) 0 ()T 12, ) )
= nL'VTVIYo) —~ V\Y(m V1Y) VIYir)
%y L (RH(VIY) + H(VIY))
L—oo 0

where (a) follows from the definition of C%n) and CSLQ) in (4.17) and (4.19) respectively;

(b) follows from standard set properties and because (Hi,nl)z) (”HV‘Y ) for any k € [1,2];

and the limit when n goes to infinity holds by Theorem 2.1.
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Rate of the additional randomness

Besides the randomization sequences Ri.r, the encoder uses the random sequence A(()X)7
with size |Hg?|)v| for the polar-based channel prefixing. Moreover for ¢ € [1, L], the encoder
randomly draws those elements A;(j) such that j € (H (n)) \E , and those elements T;(7)
such that j € (HX|V) \‘CX|V Nevertheless, we have

1 n n n n
*L<|Hg<\)v| + LI(HP) N\ L] + L] (m X\V) \qu)vD
=, LH(XY)

L—oo

—0,

where the limit when n approaches to infinity follows from applying Theorem 2.1.

4.3.2 Distribution of the DMS after the polar encoding

For i € [1,L], let Garrr» denote the distribution of (AP, T) after the encoding. The fol-
lowing lemma proves that garr» and the marginal distribution ps»rn of the original DMS
are nearly statistically indistinguishable for sufficiently large n and, consequently, so are
(j%n Xpyn yno zn and pyn XnY Y, 2n This result is crucial for the reliability and secrecy

(1),4° (2),i (1)~ (2
performance of the polar coding scheme.

Lemma 4.1. For any i € [1, L], we obtain

V(QAZ'Ti"7pA"T") 6'51 5

< &)
V(Gvrxpye, va, 20 Pvaxeye v zn) <057,

where 65{0 e 2n\/4\/n6n ln2(2n — log (2\/m5n In 2)) + 0, + 24/10, In 2.

Proof. For the first claim, see Lemma 2.3 taking Ty £ 2. The second holds by Corollary 2.2
X O

due to the invertibility of G, and Gxnyp. ypzr . .zp = qurxr pYs, e 2]

4.3.3 Reliability analysis

In this section we prove that both legitimate receivers can reliably reconstruct the private

and the confidential messages (W7.p,S1.1,) with arbitrary small error probability.

(1),i7(2),i71

and pyn XnY Y, 2 respectively, and define an optimal coupling [LPWO09] (Proposi-

tion 4.7) between Qvrve,

For i € [1,L] and k € [1,2], let qvnyn> ~and pvnyg, be marginals of Gvrxryn yn zn

and vy, such that P[‘(/‘Vi”Y(’;;)J] = V(q‘/iny(k),i,pvny{;)), where
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Evnyn = {(‘7%”,}7(’,;)1) # (v, Y(’Iz))} Additionally, define the error event

(k),i
n n (@] n C
Ema 2 LAY, T # AL, -

Recall that (TEZ)), fbgk))l L? i)s available to Receiver k € [1,2]. Thus, P[€1) 1] = P[Ep) 1] =0

because given TEI)) and <I>(1) 1 legitimate Receiver 1 knows Ay [(E%)Y ))C}, and given Tg))
and <I>E2)) legitimate Receiver 2 knows AL[(E%Y(Q ) ] Moreover, due to the chaining

structure, in Section 4.2.4 we have seen that A; [’HV (EE/nl)Ym)C] is repeated in A?_l for

€ [2, L]. Therefore, at legitimate Receiver 1, for i € [2, L] we have
PlE) ) < P[A7y # AP 4] (4.42)

Similarly, due to the chaining construction, we have seen that A; [’H&}l )N (Ei/nl)y@))c] is

repeated in A7, for i € [1, L —1]. Thus, at legitimate Receiver 2, for i € [1, L — 1] we obtain

PlE).] < P[ te # Al (4.43)
Hence, the probability of incorrectly decoding (W;, S;) at the Receiver k € [1,2] is
P[(Wi, i) # (Wi, 8:)] < P[A7 # A7)
An An|eC C C C
- ]PI:AZ 7é Ai |€V_nyn)‘_ ﬂ S(k)ﬂ]ﬂb[gviny'&%i ﬂ 5(/6),1]

+PA? £ A7|Evpyy

k)i

UEw.]PlEvrvy U Ew.]
SPLAY # AY|EGny,  NEG)] +P[Evrvy ] +P[Ew.]
(@)

< nd, + P[gviny(z),i] + ]P[g(k),i]

()

< nbn + 65 + Pk

(0)

< i(nd, +00),

where (a) holds by Theorem 2.1; (b) follows from the optimal coupling and Lemma 4.1; and
(¢) holds by induction and Equations (4.42) and (4.43). Therefore, by the union bound we

obtain

L(L+1)

L
P[(Wh.r, S1.L) # (WLL,SLL)] < ZPM? # Ar] < (ndy, +2657),
=1

and for sufficiently large n the PCS satisfies the reliability condition in (4.1).
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4.3.4 Secrecy analysis
Since encoding in Section 4.2 takes place over L blocks of size n, we need to prove that

lim I(Sy.., 2% ;) = 0.

n— oo

For clarity and with slight abuse of notation, for any Block i € [1, L] let

=2 ", A, el V], (4.44)

which denotes the entire sequence depending on fl? that is repeated at Block 7 + 1. Also, let
R CREN WG} (4.45)

which represents the sequence depending on A? that is repeated at Block ¢ — 1. Furthermore,

we define HS/) = [ng/), m%v)]. Then, a Bayesian graph describing the dependencies between

all the variables involved in the PCS of Section 4.2 is given in Figure 4.7.

Block i—2 Block i—1 Block
(V) | |
Q | |

_O
~(V
%4

Figure 4.7: Graphical representation (Bayesian graph) of the dependencies between random variables
involved in the PCS. Independent random variables are indicated by white nodes, whereas those that are
dependent are indicated by gray nodes.

Despite FEV) - El(.v) and fgv) = ng) @ n%v) c ng), we represent EEV) and ng) as
two separate nodes in the Bayesian graph because, by crypto lemma [G.D03], ng) and
1:‘5\/) are statistically independent. Furthermore, for convenience, we have considered that

dependencies only take place forward (from Block 4 to Block ¢ 4+ 1), which is possible by
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reformulating the encoding as follows. According to Section 4.2.1, for any i € [1, L] we have
A, [C(")] = W;. Consequently, we can write W; £ [Wy ;, Wa ], where Wy ; = A, [C%n) U C%"z)]
and Wy, 2 A;[c{™ uc{™]. Since 6" = 4, [CYL)] ® /@8/) and T\ = 4, [Cf"g] & H%V)7 we
regard QEV) as an independent random sequence generated at Block i—1 that is stored properly

into some part of /Nli_l [g<”>]. Then, we consider that the encoder obtains W ; =S QEV) P HS/),

which is stored into A-[C(n) C(")] at Block ¢. On the other hand, the remaining part Ws ; is

V)

independently generated at Block ¢. Recall that the secret-key kg, ’ is reused in all blocks.

The following lemma shows that strong secrecy holds for any Block ¢ € [1, L].

Lemma 4.2. For any i € [1, L] and sufficiently large n,

182NN Zm) <69,
where 85 £ 2nd,, + 2657 (2n —log 8.) and 65" defined as in Lemma 4.1.
Proof. For n sufficiently large, we have
152N 22)
© (A MR )i 22)
|sz\ + (M 5| = HA MY THE), ) 127)
‘HV|Z| + |HX\VZ ( [H%Z] [ X|VZ] ’Z ) + 4”52*) - 257(1*) log 52*)

(d)
< 206, + 4ndL) — 26() 1og 6%

where (a) holds by the encoding described in Section 4.2; (b) holds by the uniformity of

A; [7—[81')2} and A; [Hg?\)v 4]; (¢) follows from applying Lemma 2.4 (where Ty = 2 and To £ 1)

and Lemma 4.1; and (d) holds because

H(A[MY)) T [HY )y 211 27)
H(A[H gi)z]lz")+H(T[ Czllanz)

> > H(AG|AYT'zmy+ > H(TG)|T vz
JEH%)Z JEHXWZ
> (MY |(1 = 60) + [H)y 5] (1 = 00)

where we have used the fact that conditioning does not increase entropy, the invertibility of
G, and the definition of Hgll)z and HE?I)VZ in (4.6) and (4.9) respectively. O
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Next, the following lemma shows that eavesdropper observations Zl” are asymptotically

statistically independent of observations Zﬁi_l from previous blocks.

Lemma 4.3. For any i € [2, L] and sufficiently large n,
I(SlzLZ{L:ifﬁ Zzn) < 57(1S)7

where 6&8) is defined as in Lemma 4.2.

Proof. For any i € [2, L] and sufficiently large n, we have

(81271 Z))
= (81027513 Z0) + T(Sigrons 2081027y
@ (Sva2p, 120
< I(S1.: 27, EV NN 7
= 1(SEVIANY) 20 + 1(S1a 23,13 Z0|SEYIAL)
¢ 8O 4 I(Stia 2y 21|82 )A)
<6 4 I(S1io1 23 y; Z0W ] SiEYAY))
— 6O 4 T(S1s 1 20 Wi | SEVIAS)) + 1(S1s 1 275 1; 222V AN )
)
)
I(

Z 1:— 1’W1 Z|A - ISEEYiAgfl))

(C)(S( +I(Slz 1Z11 17W11|S“z 1 5
S(ST(LS)-FI(A:T[L@ Vi 1?W1i‘5‘“ V)AEX
:(%LS)"'I( 1ii— 17W11’SZ~1 1A(X))

@ 0 + I(Af,; ;W i|SiE~Y)A(~i())

@5 4 1(A7, 00 @ kY)|SEMIAN)

() 57(LS)

where (a) holds by independence between S;11.;, and any random variable from Blocks 1 to ;
(b) holds by Lemma 4.2; (¢) follows from applying d-separation [Pea09] over the Bayesian
graph in Figure 4.7 to obtain that ZZ" and (S1.-1, Z{ﬁi_l) are conditionally independent given
(Si, _EV%,AEXB, W1 ,:); (d) also follows from applying d-separation to obtain that Wi ; and
77, are conditionally independent given (A7, ,,S;, :EV},A(X)); (e) holds by definition;
and (f) holds because QEV) is independent of (Sl,:gvi,A(X)) and any random variable
from Block 1 to (i —2), and because from applying crypto-lemma [G.D03] we obtain that
ng) @ 118/) is independent of A7 ;. O
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Therefore, we obtain

(@)

L
I(SLL;Z{L:L) =] Sl L,Zl +ZI Sl:L§Zin}Z{L:i—1)
=2

2 (S10:27) + (L - 13

=I(S1;27) + I(Sa.r; Z7|S1) + (L — 1)6(®
D 1(81; 27) + (L — 1))

(g L5

where (a) follows from applying the chain rule; (b) holds by Lemma 4.3; (¢) holds by inde-
pendence between Ss.;, and any random variable from Block 1; and (d) holds by Lemma 4.2.

Thus, for sufficiently large n the PCS satisfies the strong secrecy condition in (4.2).

Remark 4.1. We conjecture that the use /QS/) is not needed for the PCS to satisfy the strong
secrecy condition. However, the key is required in order to prove this condition by means of

analyzing a causal Bayesian graph similar to the one in Figure 4.7.

Remark 4.2. Although backward dependencies between random variables of different blocks
appear in [CY18], a secret seed as /4;8/) 1s not necessary for the PCS to provide strong secrecy.
This is because random sequences that are repeated in adjacent blocks are stored only into

those corresponding entries whose indices belong to the “high entropy set given eavesdropper

observations”, i.e., the equivalent sets of H ‘Z and HXlVZ in our PCS. By contrast, notice
that our PCS repeats [GEV),FZ-V)] C A, [(”Hg,nl)z) ]

Remark 4.3. Another possibility for the PCS is to repeat at Block i+ 1 the modulo-2 addition
between [\IJEV), FEV)] and a particular secret-key, instead of repeating an encrypted version
of [@Z(.V), FZ(-V)} at Block i — 1. Then, it is not difficult to prove that I(SLLZ{IH:L; zr < 5
(similar to Lemma 4.3). Thus, one can minimize the length of this secret-key depending on

whether ‘an)| < |C£n)| or vice versa.

4.4 Concluding remarks

A strongly secure PCS has been proposed for the WTBC with two legitimate receivers and
one eavesdropper. This polar code achieves the best known inner-bound on the achievable
region of the CI-WTBC model, where transmitter wants to send common information (private

and confidential) to both receivers. Due to the non-degradedness assumption of the channel,
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the encoder builds a chaining construction that induces bidirectional dependencies between
adjacent blocks, which need to be taken carefully into account in the secrecy analysis.

These bidirectional dependencies involve elements from adjacent blocks whose indices
belong to the “low entropy sets given eavesdropper observations”. Consequently, in order to
prove that the PCS satisfies the strong secrecy condition, we have introduced a secret-key
whose length becomes negligible in terms of rate as the number of blocks grows indefinitely.
In the proposed PCS, this key has been used to randomize part of these elements from
any block that are repeated in the previous (or next) one. In this way, we can analyze the
dependencies between all random variables involved in the secrecy analysis by means of a
causal Bayesian graph and apply d-separation to prove that the PCS induces eavesdropper’s
observations that are statistically independent of one another.

Despite the good performance of the PCSs, some issues still persist. As we have concluded
in Chapter 3 (Section 3.5), how to avoid the additional secret transmission (that is negligible
in terms of rate) required by the legitimate receivers as well as how to replace the random
decisions entirely by deterministic ones in SC encoding are problems that still remains
unsolved. Additionally, we conjecture that the previous secret-keys that are used to prove
independence between blocks are not necessary. However, how to prove these independence

without using them seems a difficult problem to address at this point.



5

Polar coding for the wiretap broadcast channel with

multiple messages

This chapter focuses on a channel model over the WTBC where transmitter wants to reliably
send different confidential (and non-confidential) messages to different legitimate receivers
with the presence of an eavesdropper. This model generalizes the one described in Chapter 4,
where only common information is intended for both receivers.

There are two different inner-bounds on the achievable region of this model in the literature.
On the one hand, the inner-bound found in [BP15] considers confidential information only,
while the one in [EU13] consider confidential and non-confidential messages. The random
coding techniques used in [BP15] and [EU13] are Marton’s coding and rate splitting in
conjunction with superposition coding and binning. The only difference between them is that
the first uses joint decoding, while the second uses successive decoding. Indeed, if we consider
confidential information transmission only, the inner-bound in [BP15] includes the one in
[EU13], but is not straightforward to show that whether the first inner-bound is strictly larger
or not: for a given input distribution, the inner-bound in [BP15] is strictly larger; nevertheless,
we do not know if the rate points that are only included in this inner-bound for a particular
distribution may be in the inner-bound found in [EU13] under another distribution.

We provide a PCS that achieves the inner-bound in [BP15] and, additionally, allows
transmitting different non-confidential messages to both legitimate receivers. Our PCS is
based in part on the one described in [MHSU15] that achieves Marton’s region of broadcast
channels without secrecy constraints, and the one described in Chapter 4 for the CI-WTBC.
In Marton’s coding we have three different layers: one inner-layer that must be reliably

decoded by both legitimate receivers, and two outer-layers such that each one conveys

95
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information intended only for one receiver. Due to the non-degradedness condition of the
channels, the PCS requires the use of a chaining construction which induces bidirectional
dependencies between adjacent blocks. Moreover, we show that joint and successive decoding
have their counterpart in polar coding, and jointly decoding allows to enlarge the achievable
region for a particular input distribution. Indeed, due to the polar-based jointly decoding, our
PCS needs to build a chaining construction that introduces dependencies between different
encoding layers of adjacent blocks.

The remaining of this chapter is organized as follows. Section 5.1 introduces the channel
model formally as well as an enlarged version of the inner-bound found in [BP15] that
considers the transmission of private messages. In Section 5.2 we describe a PCS that
achieves this inner-bound. Then, Section 5.3 evaluates the performance of this PCS. Finally,

the concluding remarks are presented in Section 5.4.

5.1 Channel model and achievable region

A WTBC (X,py(l)y(z)z‘x,y(l) X Y2y X Z) with 2 legitimate receivers and an external
eavesdropper, as we have seen in the previous chapter, is characterized by the probability
transition function py,,,y, z|x, where X € X denotes the channel input, ¥(x) € V() denotes
the channel output corresponding to the legitimate receiver k € [1,2], and Z € Z denotes the
channel output corresponding to the eavesdropper. Now, we consider a model, namely Multiple
Information over the Wiretap Broadcast Channel (MI-WTBC), in which the transmitter
wishes to send two private messages W7 and W5, and two confidential messages S; and
S5, where W; and S; are intended to legitimate Receiver 1, and W5 and Ss are intended
to legitimate Receiver 2. A code ([2"RW<1>L [2"fsw 1 2" e 1, f2"RS(2>]7n) for the MI-
WTBC consists of two private message sets W1y and W o) where Wy, & [1, [Q"RWWH for
k € [1,2], two confidential message sets (1) and S(2) where S(;) = [1, [2"Rs<k>H for k € [1,2],
an encoding function f : W1y x 81y X W(g) X S(g) — &A™ that maps (w1, w(2), (1), $(2)) t0
a codeword z", and two decoding functions g(;y and gz such that g, : y&) — Wy X Sy
(k € [1,2]) maps the k-th legitimate receiver observations y(j, to the estimates (d(x), $(x))-

The reliability condition to be satisfied by this code is given by
lim P | (W), Siry) 7 (W, g(k))} =0, kel[l,2] (5.1)
The strong secrecy condition is measured in terms of the information leakage and is given by
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This model is plotted in Figure 5.1. A tuple of rates (RW(D,Rs(1>,RW(2>,RS(2)) € Ri is
achievable for the MI-WTBC if a sequence of (DnRWU)L 2" sm, 12" e ], f2nRS<2)1,n)
codes that satisfy the reliability and secrecy conditions (5.1) and (5.2) respectively exists.

e S gy CUEE
Py Yoy 2| X

Figure 5.1: Channel model: MI-WTBC.

Wy, Say, Wez), Se2))

References [BP15] and [EU13]| define two different inner-bounds on the capacity region of
this model. Indeed, the inner-bound in [BP15] only consider the case where Ry, = R, £0,
that is, when only confidential messages are transmitted over the broadcast channel. In
this situation, [BP15] (Remark 3) points out that this inner-bound includes the one defined
in [EU13], but it does not specify whether this bound is strictly larger or not.

Definition 5.1 (Adapted from [BP15]). The region %SI)_WTBC defined by the union over all
the pairs of rates (RS(1>,RS(2)) € Ri satisfying

Rs,, < I(VU@y; Yy) = I(VUy; Z)
Rs,, < I(VU(a); Y2)) = I(VU(2); Z)
Rs,, + Rs,, < I(VU@): Yy) + 1(VU2); Y(2)) = I(Uq); Uy V)
— I(VU(l)U(z); Z) — max{I(V; Y(l)), I(V; Y(g)), I(V;2)}

for some distribution pvu, v, XV, Yz such that (VU Uwp)) — X — (Y, Y2y, Z) forms a
Markov chain and I(Uq1y; Yy |V) + 1(Uay; Y(2)|V) = I(Uqy; Uiy |V), defines an inner-bound
on the achievable region of the MI-WTBC when Rw,, = Rw,, £0.

Remark 5.1. Since the previous inner-bound on the achievable region of the MI-WTBC
cannot be enlarged by considering general distributions PX|VU1 U » the channel input X can

be restricted to be any deterministic function of random variables (VU1yU(g)).

Remark 5.2. If Z £ & then region %S%_WTBC reduces to well-known Marton’s region for the

broadcast channel without secrecy constraints [Mar79].

Proposition 5.1. When Rw,, = Rw, £ 0, for a particular distribution PVU 1 Uy XYy Yi2) 25

%ﬁ%_WTBC in Proposition 5.1 is strictly larger than the inner-bound in [EU13] (Theorem 1).
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Proof. Consider %ﬁ%_WTBC when pyvu v,y Xy, v,z is such that I(V;Yny) < I(V;Y(2)).
In this case, it is easy to check that the inner-bound in [EU13] (Theorem 1) imposes that
R,y < I(V;Y(y) + I(Ug); Y(2)|V) = I(VU(); Z), which is strictly less than the bound on
Rg,,, in Proposition 5.1. Similarly, the upper-bound on Rg, in Proposition 5.1 is also strictly
larger than the one in [EU13] (Theorem 1) when I(V;Y(2)) < I(V;Y(y)). O

Remark 5.3. In general, we cannot affirm that the inner-bound in Proposition 5.1 is strictly
larger than the one in [EU13]: the rate tuples that are included only in Proposition 5.1 for a

particular distribution may be in the inner-bound of [EU13] under another distribution.

Remark 5.4. The region in [EU13] imposes that 1(V;Z) < I(V;Y(y)) for any k € [1,2].

Nevertheless, Proposition 5.1 does not restrict PVU Uy X Y1) Y2y Z 1O satisfy this condition.

Remark 5.5. As mentioned in [BP15] (Remark 3), the coding techniques used in [BP15]
and [EU13] to obtain the inner-bounds are almost the same and the only difference are the
decoding strategies: joint decoding in [BP15] and successive decoding for [EU1S8]. Indeed, we
will see that these strategies have a connection on the PCS that is described in Section 5.2 and

joint decoding enlarges the inner-bound on the achievable region for a particular distribution.

For compactness of notation, let k& € [1,2], and k £ [1,2] \ k. The following proposition
defines an inner-bound on the achievable region for the MI-WTBC when considering also

the transmission of the private messages W1y and Wy,.

Proposition 5.2. The region Ryr.wrec = Conv (mﬁ%_WTBC U %ﬁ%_WTBC) defines an inner-

bound on the achievable region of the MI-WTBC, where Conv(-) denotes the convex hull of a
set of rate-tuples, for k € [1,2] we have

E):{1(\1/3—\7\/'TBC
Rsiy S I(VUky; Yiry) — I(VU@y; Z)
Rs gy < I(VUGy Yiy) = 1WUgy; Uy V) = LUy ZIVU 1)
—max{I(V;Y)),I[(V;Y(2)), I(V; Z)}
Rsy + Bwiy < I(VUGk); Yii))
Ry + Bw, < IVUgy: YY) — I(U(E); UylV)
—max{I(V;Y(1)),[(V;Y(2),I(V; Z)} + I(V; Z),

>
s

and P contains all distributions pyu,, U, Xy, Yz such that (VU Ug)) = X — (Y1, Yoy, Z)
forms a Markov chain and I(Uqy; Yy |V) + 1(U2); Y2y |V) > 1(Ugy; Uy |V).

In Section 5.2 we describe a PCS that achieves the corner point of %ilﬁ_WTBC, where

k € [1,2], and then we discuss how to achieve any rate tuple of the entire region Ryrwrsc.
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5.2 Polar coding scheme

Notice that Ryrwrsc of Proposition 5.2 is not affected by switching subindices 1 and 2.Thus,
we can assume without loss of generality that I(V;Y(q)) < I(V;Y(2)). Otherwise, the coding
scheme that is described later will also be suitable by simply exchanging the roles of Receiver 1
and Receiver 2. Consequently, the PCS must contemplate three different situations:
Situation 1: when I(V;Z) < I(V;Y(1)) < I(V;Y(g)),
Situation 2: when I(V;Y(y)) < I(V;Z) < I(V;Y{(g)),
Situation 8: when I(V;Y(y)) < I(V;Y(9)) < I(V; Z).
Under the previous assumption, in order to proof that Ryrwrpce is entirely achiev-

able by using polar codes for any of the situations mentioned before, it suffices to pro-

vide a PCS that achieves the corner points (Rs(l),RS@),RI*,I}(U,RI*/I}(Q)) - E)‘i%vl&_WTBC and

(Rs(l) 3 Rs(2) B RW(I) 3 Rw(2>) C mMI WTBC> Where

S<k> £ H(VUw)|2) = HVUw [Yi), (5.3)
R, = HUw VU Z) = HUg V)

— (H(V|Y(z)) — min{H(V[Y(1)), H(V|2)}), (5.4)
W“” = H(V o) ~ H(VUiw|2) (5.5)
W(k) £ H HUpVUw) — HU g VU 2). (5.6)

*k *k
for any k € [1,2], and recall that k = [1,2]\ k. We have expressed (Rsm , Rs(z) R, RW@))
in terms of entropies for convenience. Indeed, (Rsm , RS<2) RWm W(2)) corresponds to the
case where, for a given distribution PVU 1)Uy XY (1) Y(2) Z> WE Set the maximum rate for the
confidential and private messages intended for Receiver k, and then we set the maximum

possible rates of the remaining messages associated to Receiver k.

Remark 5.6. For distributions such that I1(V;Y(1)) < I(V;Y(2)), the inner-bound in [EU13]
. . *2 . . .

does not include the corner point (RS(D,RSQ),RW(D,RW(2 ). In this section we will see that

polar-based joint decoding is necessary for the PCS to approach this rate tuple.

Moreover, distributions PVU Uy X Y1) Y2y Z such that satisfy Situations 2 and 3, that is
when I(V;Y(y) < I(V;Z) for some k € [1,2], are not considered in the definition of the
inner-bound in [EU13]. We will see that polar-based joint decoding is also needed in these
situations for the PCS to approach (RSu) RS(Q) RW(l) W( )) for any k € [1,2].

Let (V X U(l) X U(g) X X x y(l) X y@) X Z,pVU(l)U(2>XY(1)Y(2)Z) denote the DMS that
represents the input (V,Uqy, Uy, X) and output (Y{1),Y(2), Z) random variables of the
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MI-WTBC, where |V| = U] = |U2)| = |X| £ 2. For the input random variable V, we

define the polar transform A™ £ V"@,, and the associated sets

HY 2 {j € [Ln]: H(AG) AW > 1-3,}, (5.7)
P 2 {jelnl: H(AG)|AYY) <o}, (5.8)
My, £ {5 € [Ln]: H(A()|AWT1Z") > 1-6,}, (5.9)
LU, 2 € Ln): H(AG)AYTYR) < 6.}, k=12 (5.10)

For the random variable U(y), where k € [1, 2], we define the polar transform T(T;C) = U&)Gn. In

this model, due to the polar-based Marton’s coding strategy similar to the one in [MHSU15],

the polar code constructions corresponding to T(’?l) and g) are different depending on
*1

the corner point that the PCS must approach. To achieve (RS(U’Rs(z)aRW(l)aRW@))v the

construction of T(1) only depends on V", while T(Q) depends on V™ and T(l). Otherwise,

to achieve (Rs< ),RS(2)7R‘*/§(1),R§5(2)), the construction of T(g) only depends on V", while

the one of T(”l) depends on V™ and T(’é). Therefore, consider that the PCS must achieve

(k) ;
(RS(D,Rs(z),RW(l),RW(2>) C Ryuiwrsc, Where k € [1,2]. Associated to Uy, define

H%mv £ {j €] H(Tuy ()| T~ V") 2 1= 60}, (5.11)
£y 2 e Lnl s H(Tu (TR V") < 6, (5.12)
H%ﬂvz {j € [Lin]: H(Tpy ()| T3~V Z™) 2 1= 6,1, (5.13)
L3 vy 2 {5 € (L] H (T ([T~ VYG)) < 60} (5.14)
Also, define the following sets associated to the polar transform U, )
H) o, 2 40 € Ln] s H(Te ()T VUG = 1= 6.}, (5.15)
L7 o 2 13 € Wonl s H(Ta ()T T VIUL) < 60}, (5.16)
Hg;)g)\VU(k)Z ={jel,n]: H(T )(J)|T(1k§ 1V"U(’}C Z") >1-6,}, (5.17)
'C(LZ?%)'VY@) ={ieln :H(T( )(j)’T(lkg 1V"Y(Z)) <6} (5.18)

Consider that the encoding takes place over L blocks indexed by ¢ € [1, L]. In order to
approach the corner point (Rs(l) RS@) RW<1) RW(2)) where k € [1,2], at Block i € [1, L] the
encoder will construct A?, which will carry part of the confidential and private message that is
intended for legitimate Receiver k. Additionally, the encoder will store into A? some elements
from A7 | (if i € [2, L]) and A?ﬂ (if ¢ € [1, L — 1]) so that both legitimate receivers are able
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to reliably reconstruct fl?: ;. (chaining construction). Then, the encoder first constructs T&) i
which will depend on f/l" = A?Gn and will carry the remaining parts of the confidential and
private messages intended for Receiver k. Indeed, it could also depend on V;*, and/or f/ﬂl

if polar-based jointly decoding is considered because some elements of V;* | and/or V[}H may

be stored in T&)J' Then, the encoder forms T(TILE),N which depends on (Vin’T&)vi). In fact,

as before, if polar-based jointly decoding is considered then the chaining construction may
store some elements of V;* | and/or f/fj_l in T&) ;- Finally, it will obtain INJ&) i = T(T;C) ;Gn
for k € [1,2] and deterministically form X (see Remark 5.1). The codeword X™ then is

transmitted over the WTBC inducing the channel outputs (Y’(’}) P }7(75) P ZZ‘)

For better readability and understanding, the methods of constructing the inner-layer

A?.; and the outer-layers Thar and T(g),l: , are described independently in the following
subsections. Nevertheless, if we consider the encoding moving from Block 1 to Block L, and
since dependencies only occur between adjacent blocks, the encoder is able to form T(’i) i

and T(’;))i once A7, (i € [1,L — 1]) is constructed.

5.2.1 Construction of the inner-layer

The method of forming A?: 5, is very similar to the one described in Chapter 4. Besides

the sets in (5.7)(5.10), we define G £ ’Hgll)z and C(™ & ’Hg}l) N (H%)Z)C, which form a

partition of 7-[37'). Moreover, we also define the following partition of the set G(™):

g 2 gm Ly, N, (5.19)
G 26 (L), ) nLEY), . (5.20)
g{" 2 g™ Ly (el )", (5.21)
01 29 0 (£7,, ) 0 (V) (6:22)
and the following partition of the set C(™):
& &N L, N (5:23)
e 2em (el ) L, . (5.24)
e 2emncln 0l )" (5.25)
cfy 2 e (egh, ) (£v,) (5.26)

These sets are graphically represented in Chapter 4 (Figure 4.2).
Recall that A, [7-[&,” )], i € [1,L], is suitable for storing uniformly distributed random

sequences, and A; G (")} is suitable for storing information to be secured from the eavesdropper.
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Moreover, sets in (5.19)—(5.26) with subscript k& € [1,2] form Hgl) N (.CSL‘)Y(M)C, and the

elements of fl? corresponding to this set of indices are required by Receiver k to reliably
reconstruct fl? entirely by performing SC decoding.

As mentioned before, the PCS must consider three different situations. In Situation 1 we
have the condition I(V;Z) < I(V;Y1) < I(V;Y2). As seen in Chapter 4, for n sufficiently

large this condition imposes the following restriction on the size of previous sets:

1617] = les”| = 1657 = [er™] = [eis | - 166 (5.27)
Similarly, Situation 2, where I(V;Y(y)) < I(V;Z) < I(V;Y3), imposes that

917 = le™| = [ef3] - 165 ] > 165 ] ~ [ei™: (5:28)
and Situation 3, where I(V;Y(y)) < I(V;Y2) < I(V; Z), imposes that

e ] = 1657 > |917] = e8] = |67 - |ei™| (5.20)
Thus, according to (5.27)—(5.29), we must consider six different cases:

A 1G] > (e8], 1657 > 1] and |65V > |Ciy)|
B. |G| > [c5"], 165] > ™)) and [G5”] < |C{3)|
1G] = 1e8M], 168 < lef™| and |65V > |ef"y|
D. |6i™] <[5, 1687] < ™| and |G§"] > |e{"))|
1G] > 1e571, 165 < et and [G5"| < [c{Y|
1G] < 1es1, 165 < et and [G57| < [C{Y|

only for Situation 1),

for all situations),

Q

only for Situations 1 and 2),

for all situations),

=

only for Situations 2 and 3),

(
(
(
(
(
(

!

only for Situation 3).

The inner-layer encoding process to achieve (Rg’fl) , Rglfz) , R{j{}(l) , R{j{f&)), for any k € [1,2],
in all cases is summarized in Algorithm 5.1. For ¢ € [1, L], let W(% )1 be a uniformly distributed
vector of length |C(”)| that represents part of the private message intended to legitimate
Receiver k. The encoder forms A; [C (")] by simply storing W(%,)i. Then, from A; [C(")], we
define w{V) 2 4;[c§V], 1) & A4;[cy] and O 2 4;[c{™].

The function form2_Ag; in Algorithm 5.1 constructs Ayp [g<”>] and is explained in detail
below. Then, given A; [C(") U g(")], i € [1, L], the encoder forms the remaining entries of A}
by using SC encoding: deterministic for 4;[£{], and random for A;[(H{”)C\ £{].

Also, from A?, where i € [1, L], the encoder obtains @Ekv){i 2 4, [(Hgl))c N (Eg,nl)y(k))c]
for any k € [1,2]. Moreover, from A7 and A7, it obtains (V) & 4, ['Hg,n) N ([,gf‘)y(l))c]

1 -
and Tg)) 2 A, [’Hgf) N (ESL\)Y@))C]? respectively. Recall that (T(V) <I>(Z))Z) is required by

(k) > =(
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Algorithm 5.1 Inner-layer encoding to achieve (Rg’fl),RglfQ), §[’§(1),R§§(2)) C %ﬁ%_WTBC

Require: Parts W((,:;)l: , and S(%?L ,, of messages; and secret-key {K%-Q(k)}izl

el T e, Hg/)),ov A, e T, o > For notation purposes
2: Ay [C™)] + W(%)1

30 ") Aj[cfV] and TV « A,[c\Y)]
4: fort=1to L do
5: if i # L then

6: /L'+1[C(n)] — W((l:;,)z'+1

. v Aia[cf”) and O] « A;[C{™) and I}  A; s [cf7)]
8: end if

o0 A[gm], H%) Hg)) AV

10: cee AEYQ%#I’ AE;/)),ifl < form2_Aq (i, S((;/;)’Zv 92(_“’/2’ FE-‘Q? \IIiYL FEY%’ HE;/))J*P AEY%)
11: for j € (’HE}”)C do

12: if j € (’H%}l))c \Eg}l) then

13: A,-(j) DA A1 (Ai(j)mzl:j_l)

14: else if j € E&;L) then

15: A;(j) + argmax ey pagj)ari- (a| 4777

16: end if

17: end for

18 V= ArG,
(V) i (n)\C (n) \C

19: D, A[(HyY) N (ﬂvmk)) | for k€ [1,2]

e s (V) i (n) (n) \C
20: if 1 =1 then T(1) — Ay ["HV N (£VIY<1)) ]

op - 14 T n n C
21: if 1 = L then TEQ)) «— Ap [7-[&,) N (£§/‘))/(2)) ]
22: end for
23: Send Il(y) 1.7, and AE;)LL to the encoding responsible for the construction of Tﬁ)

24: Send AEZ))I:L to the encoding responsible for the construction of T(’é)

25: Send (‘I)ékv)),w TEZ))) ® HSf‘Q(k) to Receiver k € [1, 2]

26: return V7,

legitimate Receiver k to reliably estimate A7, . Hence, the transmitter additionally sends
('I“Ekv))7 @Ekv))z) &) n&‘f}?m to legitimate Receiver k, where n&‘f}?w is a uniformly distributed key
with size LI (H{") 1 (L0, )]+ [HE 0 (20, ).

The function form2_Ag is summarized in Algorithm 5.2. For any ¢ € [1, L], this function
stores part of the confidential message intended for Receiver k € [1, 2], namely S((;/)?Z., into
A;[G™], as well as different elements of A ; (i € [2,L]) and A7, (i € [1, L —1]) due to the
chaining construction: recall that [\IIEV), FEV)] = A [Cén) U Cg)] is required by Receiver 2 to
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reliably estimate flg’, while [61(-‘/), ng)] =A; [C%") U C%"Q)] is required by Receiver 1.

Notice in Algorithm 5.2 that if the PCS operates to achieve the corner point of 9%1\,1[1 WTBC
then, for ¢ € [1,L — 1], sequences oV +1 and F(+i are not repeated directly in A; [Q(")].
Instead, the encoder repeats ©); V) £ @(+1 & “Ea and Flﬁ = Fgﬁ & K(V) where H(@V) and
nfﬂv) are uniformly distributed keys with length |C§")| and |C§"2)| respectively that are privately
shared between transmitter and both receivers. Otherwise, to achieve the corner point of
9‘%&2 wTBe, instead of \IIEV) and FEVL i € [2, L], the encoder repeats \1152 = \IJEY% EBF;EI,V) and
f(vg = F(V) @ /@'(V) where I{EI,V is a distributed key with length |C§n)|. Since these keys are
reused in all blocks, clearly their size become negligible in terms of rate for L large enough.

As in Chapter 4, based on the sets in (5.19)(5.26), let R{", R{™, RS, R™, RYY,
R/l(g), AON Rén) and RE\") form an additional partition of G™). The definition of Rgn), R'l("),
Rgn)7 R/Q(n)7 R§n2) and R;(Z) will depend on the particular case (among A to F) and situation

(among 1 to 3), as well as on the corner point the PCS must approach. Then, we define
R{Y 2 any subset of G\ (RYY URL™) with size |Q§") \ (R U R/l(n))|. (5.30)

Finally, the definition of Z("™) and RXL) depend on the corner point the PCS must achieve: if

1 1 (1)
(RS(U’RS(Q)aR?V(l)’RI*/V(2>) C RAyrwrse then

M 2 (G UG\ (R URI™ UR{Y URY), (5.31)
R 2 61U (67 (RYY UREY URLY)): (532

(2)
and if (RS<1),RS(2>,RW<1),RW(2)) Rywrpe then we define

7™ 2 (gM ug ug)\ (RT UR™ URYY URY URSY URL™Y URSY)), (5.33)
Ry 2 Gy, (5.34)

Note that an) \ (Rén) U R'Q(n) U R(Sn)) will belong to Z() or Rg\n) depending on whether the

PCS approaches the first or the second corner point, respectively. Based on these sets, define

A 2 ARV, (5.35)
iy, & A,[g5 nz™)], (5.36)
iy, 2 A g nz™)]. (5.37)

Indeed, note that HE1) ;, 7 @ only when the PCS must approach the corner point of ER%VH WTBC-
Also, let S((k)) be a uniform random sequence representing the part of the conﬁdentlal
message intended for Receiver k € [1, 2] that is carried in the inner-layer. Then, sV ( k) | has size

’I(") U gﬁ"; U gl”)\; fori e [2,L—1], S((;/))l has size ’I(”) ’; and S((,‘c/)?L has size ’I(") U gg")|.
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Moreover, for i € [1, L] we write \IIZ(»V) = [\I/g‘;), \Il%),\llé‘;)], \TIEV) = [\ilg‘;),\i/%), \ilé‘;)],
o) 2 [0l o) ], 6 £ [6(7) 607 601 T [ 1) 1] and.

f’gv) S [f(lf/i) N f‘g?], where we will define ¥{"), &) o) gV) F("/i) and TV for

12,000 p,i P, ) Py ) Pt p i 0
any p € [1,2,3], accordingly in each case. For notation purposes, let
1% (V) (v 1% V) ~(V .
ALY 216570 18] and AL 2 [wl 00T (fk=1), (5.38)
Ay 2 (057, T3] and Al & [057 TE)] (i k =2). (5.39)

According to Algorithm 5.1, recall that HEY))’LL and AEY))’L
v

2))1; 1, is sent to the outer-layer associated to Receiver 2.

;, are sent to the outer-layer

associated to Receiver 1, while Ag

. . . (k)
Algorithm 5.2 Function form2_Ag to achieve ( g’:l),Rgl(“z),R*ka,R?,{}m) C Ryiwrse

Require: 1, S((,‘{/)?i, @EK{, FZ(-_‘Q, \IJEQ, FZ(-Q, Hg))ﬂ._l, AEY%; secret-keys ng/), HEI,V) and nfﬂv)

1: Define R{", R{™, RYY, RY™, RYY, RS, 70m, RV, RYY
2 if i = 1 then A, [T UG UG « 8.}

k),1
3 if i € [2,L — 1] then A,[T™] « 5, v
4 if i = L then A[T0) UGy « S,
5 0« 0 @kl and T)Y) « 1) @ ki
6: O] « O} o x5 and I} « {1} @ k(")
7. if k =1 then A; [RYQ] — F%)_l ® fﬁ‘,ﬁ»ll else A; [Rgnz)] = fg‘?_l ® le
8 if k=1 then A4[RY] « 0", @0}, else 4;[R\}] « ¥ @0},
9: if i € [1, L — 1] then

10:  if k=1 then 4,[R{"] + 0" else 4;[R{"] « 0"

11 if k=1 then A;[R"™] « f‘;‘;)ﬂ else A;[R/™] « F(Q‘;—ll

12: end if

13: if ¢ € [2, L] then

14: if k=1 then A;[R{"] « \115‘21 else A;[R{] @921

15 if k=1 then A4[Ry"] « I | else A;[Ry™] I3,
1 n \%4

16: AZ-[R(S )] +— HEQ))’F1

17 A [R&”)] A"

18: end if

19: (), A0 06" and 1), + A2 0 G{"]

20: A§V> “— AL[RE\”)]
21: if k = 1 then AEY)L « (057, T5)) else Ag/))i « (057, 1))
22: if k=1 then ALY« (0§, 1§ else ALY« (24", T{7)

el 1 ) A0 AM (V) '
23: return A; [Q( )]7 H(l),i’ H(z),w A, A(l)’i and A(2),i
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Case A when I(V; Z) < I(V; Yq)) < I(V; Y(z))
In Case A, we have |Q1")| > |C£n)|7 \gé”)| > |C§n)| and |QOn)| > |C£"2)\

1. Achievability of (RS(D,Rs(z),RW(D,RW(z)) C SRSI%_WTBC. In this case, the construction
of Ay.p, [Q(")} is the same as the one in Chapter 4 (Section 4.2.2, Case A). Hence, define

R{™ 2 any subset of G§™ with size |C£”) E
R{Y £ any subset of G\ with size ‘Cén) ,

Rg"Q) £ any subset of Qén) with size

and R = RI™ = R’f}? £ (). Therefore, according to (5.30)-(5.32), we have

R = any subset of Gi" \ Ry with size [G5" | — |¢"],
o - (G0t (R R
=G U (GM\ (RE UREM)).

From condition (5.27), all previous sets exist. Also, for i E [1, L], define \Ilg‘;) = \IIEV),
L) 2 DY) 60 2 ) F 2 F) ang 50 — 100 — 600 _ 1) £ 55 here
p € [2,3]. Then, according to (5.36)—(5.39), for ¢ € [1, L] we have HE‘Q/))z = A; [z mgé”’]
with size |G5"| — [c{™], H%) = 4, NnGM™M] = 2, and Ag/))l = Ag)) =2.
According to Algorithm 5.2, recall that, for ¢ € [2, L], the chaining construction repeats
\Il(vi and l"( i entirely in A; [R(")] C A [Q(n)] and A; [Ran] C 4 [g(")} respectively.
Also, for i € [1, L—1], it repeats the sequences ©'") 41 and F(Vi in A; [R(n)] C 4 [g(" | and
A [QO" | respectively. Indeed, for i € [2, L—1], recall that the encoder stores F( )GBF( % in
A; [’R(")] The inner-layer carries confidential information sV (1) 1.;, intended for Receiver 1,
and for ¢ 6 [2, L] the encoder repeats H(Q) in A [R(")]. Finally, for ¢ € [2,L], it
repeats A 1 in A; [R(n | and, therefore, notice that A is replicated in all blocks. This

particular encoding procedure is graphically represented in Chapter 4 (Figure 4.3).

2. Achievability of (RE2, , RE2, , Ri. ,Ri2, ) C Riflwrpc- Define R{”, RS, RY", RY™,
RQ(") and R/1(72) as for the previous corner point. According to (5.30), (5.33) and (5.34):

Rén) = any subset of QYL) \R(n) with size ‘gén)| - |C§n)|’

Ry =g\".

Also, for i € [1,L], we define \TIEV;) = @gv)’ f‘g‘;) = f‘gv), @(1"? = @gv)’ Fg‘;) = I‘EV)
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and, therefore, \TI(V) = f‘(v) = 6;‘? = I‘(V) £ @, where p € [2,3]. Then, according to

(5.36)—(5.39), for i € [1, L] we have HE )) =A™ ng n)] with size |g )| (&)

H%)—&ﬂwﬂ%]wmmEWﬁywm]ﬂ%mkwﬂDaMAgn Ag[_@

According to Algorithm 5.2, now the inner-layer carries confidential information 5(2))1: i

intended for Receiver 2. Indeed, for i € [1, L], A; [ () \ (Rén) u Rén))], which previously

(V)
1_[(2) i—1

repeated in A; [R(Sn)] and AEY% in A; [RXL)] Now, as will be seen in Section 5.2.2, for
i € [1, L — 1] the sequence HEY))iH will be repeated in the outer-layer T(l),i associated to

contained part of AZ(. , now store part of 5(2) ;- As before, for i € [2, L], is

Receiver 1. This particular encoding procedure is graphically represented in Figure 5.2.

Y oK, W, W % K oW, W oW, W %
A g kg K fo 3w g T
* 000 o0O ¢ PAY 00O m)n] ¢
0900, \mola 000/ y\NOO20
o oo/NvVV\OOOOO oo-oo/NvYV\OOOOO
T REEEE poq++++
coooe%sesee WAYCEEEL]
d DDDO 9608688 080008086
00000 ~\ 00000
46\ 0000 £\ 0000
Block 1 Block 2 Block 3
Figure 5.2: Case A when I(V;Z) < I(V;Y(1)) < I(V;Y(3)): inner-layer encoding to achieve the corner
point of %1(\/2[%-WTBC that leads to the construction of ALL[’HST)} when L = 3. Consider Block 2: the sets

Rgn), ’Rgn), ’RYLQ), 'Ré") and 'RE\") are those areas filled with yellow squares, blue circles, blue and yellow

diamonds, pink crosses, and gray pentagons, respectively; and Z(") is the green filled area. At Block i € [1,L],

((2)>. is represented by symbols of the same color (e.g., red symbols at Block 2), and G(V) \II<V> F(V)
are represented by squares, circles and triangles respectively. Also, ‘l/< ) and F(V) are denoted by circles and
triangles, respectlvely, with a line through them. At Block ¢ € [2, L — 1], the diamonds denote FEY; ® FEI% In
Block ¢ € [1, L], 5(2)

H§2)>1 , is denoted by crosses (e.g., purple crosses at Block 2), and is repeated in A; [R<")] Fori € [1,L —1],

(V)
the sequence H(l) i1

Receiver 1. At Block 1, A( ) is denoted by gray pentagons, and is repeated in all blocks. Finally, TE 1)

. is stored into those entries whose indices belong to the green filled area. For i € [2, L],

is denoted by hexagons, and it will be send to the outer-layer T(l) ; associated to

)

and

TE )) are those entries inside the red curve at Block 1 and the blue curve at Block L, respectively.

Case B when I(V;Z) < I(V;Y(1)) < I(V;Y(2)

In Case B, we have \g§")| > \Cén)|, |Q§n)| > |C§n)| and |Qén)\ < \C£712)|

1. Acfiievability of (Rgh)’RS@)’RW(D’RW(Q)) C mMI wrpe- In this case, the construction
of Ai.p, [g<">] is the same as the one described in Chapter 4 (Section 4.2.2, Case B). Now,

since \gé”)] < ’CYLQ) , only a part of FEY{ (i € [2,L]) and Fgﬂ (i € [1,L —1]) can be
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repeated in A; [gé")]. Thus, define

RYL) £ any subset of Qén) with size |C}
Rg") £ any subset of gf") with size ’Cén)
RV 265",

R'l(") £ any subset of gg") \Rg") with size |Cy' (n) —1Gs n)|,
R’Q(") £ any subset of gln) \Rén) with size |C§TL2) - |g(()n)|7

)

and 7'\’,'1(3) £ (). Therefore, according to (5.30)—(5.32), we have

R(S”) = any subset of an) \ (Rén) U R/Z(n))
with size |G5" | — [c{™] — ([c{y| - |65
I(n) =g\ (R UR™),
26000 @\ (Y OB URLY)

).

From (5.27), all previous sets exist. For ¢ € [1, L], we define \Ilgvz) £ \IIEV), (:)g‘;) £ (:)EV)
and \I/S;-) = é;‘;‘) £ @ for p € [2,3]; and Fg‘;) and f(1‘,/i) as any part of ng) and fgv)
respectively, with size |g(§") |, Fé‘)/i) and fé";) as the remaining parts with size |C ™) |Qén) |,
and T = T4 2 2. From (5.36)(5.39), for i € [1, L] we have 113, = A,[Z") N G§"]

(2)
with size ]g n)| |C(n)‘ — (|C£"2)’ — \gé") ), HEY))Z = Ai[ AONg Q(" ] = &, and we have
A(V) A(V) — .

(1), (2),i

According to Algorithm 5.2, for ¢ € [1, L], I‘(V) 1P F(lvlzrl is repeated in A; [Rg’g], where

(") =T1") = @. On the other hand, now rgV} (e (2,L) and T, (i€ [1,L— 1))

are repeated in A [R'(")] and A; [R/(”)] respectively. The inner-layer carries confidential

information S 1 ;, intended for Recelver 1, and for ¢ € [2, L] the encoder repeats H(z) i1
in A4; [R( )] Indeed since Z(") C Q , we have HE2) =5; V) for i € [1, L]. Finally, for
i € [2, L], the encoder repeats A( U1 in AR [ ] and, hence, A ) is replicated in all blocks.

This particular encoding procedure is graphically represented in Chapter 4 (Figure 4.4).

. Achievability of (RS(U ) RS(Q),R?,[%(I),R?,[%@)) C 9‘{1(\/2[% wrpe- Define Rﬁ”), Rgn), RYLQ), R/Q(n)

and R1(2 as for the previous corner point, and R/(n) £ (). From (5.30), (5.33) and (5.34):

R(S”) = any subset of g{”) \ (Rén) U R;(n)) with size \g§”>| — ¢
7 = (¢ u g\ (R U RS URS™ URYY),
Ry =61
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For i € [1, L], define \TI(V) = @(V) @(V) £ @(V and \II(V) @év) @ for p € [2,3].
(") as the remainin t
» Iy i g par

Also, we define Fg l) as any part of F( ) with size \go
with size ’6172‘ - ’Qén)‘, and F:(x £ @. On the other hand, now we define I‘g’i) as
any part of FZ(-V) with size |QO") |, Fé‘;) £ & and Fg‘)fi) as the remaining part with size
|C§TL2) — }gé”)|. According to (5.36)—(5.39), for i € [1, L] we have HEV). =A; [Z™n gé”’]
with size ’Qén)‘ - |C§n)’ - (’C§n)‘ \gé ), sequence H(1 = A [Z(™ N g(” | with size

]g@\ - ’C(n)‘ - (’QQn)} - |C(n) ) Ag) ;= F(V) with size ‘C |gO”)| and A(2) ;=9

According to Algorithm 5.2, the inner-layer carries confidential information S )
intended for Receiver 2. For i € [2, L] HEQ)) _, s repeated in A;[R n)] and A %
fli[RE\n)]. Now, for i € [1, L — 1] both IT' )) , and A(1) i

T(l),i associated to Receiver 1. This partlcular encoding is represented in Figure 5.3.

1 will be repeated in outer-layer

* K K K N %
ﬁ?ﬁ(ﬁsﬁ(***

© 0.0 Ooog S
0c09vV oooogX
o0 o/vvvv| DoOood

Figure 5.3: Case B when I(V; Z) < I(V;Y(1)) < I(V;Y(3)): inner-layer encoding to achieve the corner point
of 9‘%1(\2 wrec that leads to the construction of ALL[H&)} when L = 3. Consider Block 2: the sets ’Rgn),

R(n) Ry "(n) Rg"z) , R(") and R( ™) are those areas filled with yellow squares, blue circles, blue triangles, blue

and yellow dlamonds7 pink crosses, and gray pentagons, respectively; and Z(") is the green filled area. At
@(V)

Block ¢ € [1, L], ) s represented by symbols of the same color (e.g., red symbols at Block 2), and
(2),

\IJ(V) and F( ) are represented by squares, circles and triangles respectively. Also, \I/(V) and F(V) are denoted
by circles and triangles, respectively, with a line through them. At Block ¢ € [2, L — 1], the diamonds denote

F( l) 1 D ngz-l For ¢ € [1, L — 1], the elements of I‘E+z that do not belong to F( Zl_l are not repeated in

n vy  _p() ; ()
A; [g( )], but A(l) i41 = I'3.i41 Will be sent to the outer-layer T(l) ;- In Block) i €[1,L], S(Z) _ is stored into

those entries whose indices belong to the green filled area. For i € [2, L], H (2),i is denoted by crosses and

is repeated in A; [”R( )] For ¢ € [1, L — 1], the sequence HEU) ;41 i denoted by hexagons, and it will be send
%

also to T(l),z' At Block 1, Ag ) is denoted by gray pentagons and is repeated in all blocks. Finally, T(l)) and

—1

T( ) are those entries inside the red curve at Block 1 and the blue curve at Block L, respectively.

(2)

Case B when I(V;Y(1)) < I(V; Z) < I(V;Y(2))

. . (1) L . .
1. Achievability of (Rg}l) RS(Q) RW(l) RW(2>) C Rywrsce- In this situation, according to
condition (5.28), ‘ ’C(" ! < ’C ‘ - |Q0n)|. Therefore, for i € [1, L — 1], sequence
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f‘fg cannot be repeated entirely in A, [Q(gn) U (QQ") \Rgn))] Thus, we define

RYL) £ any subset of Qén) with size ’ ]
R{Y £ any subset of G\ with size ’Cén)
RIS 265",

R £ G\ R,

RI™ 2 any subset of g™ \ RS with size |C§TL2) - |g(§”)|,

)

and 7'\’,'1(’721) £ (). Therefore, according to (5.30)—(5.32), we have Rén) =7 = and
R 26000 67 (RS UIY))

For i € [1, L], we define w{") £ \1/<V) @<V) 2 6) and \1/<V> 6'") 2 g for p € [2,3].
Also, we deﬁne 1"1 Z) as any part of F ) with size |g0”)} I‘ as the remaining part with
‘(]O ’ and F(V) @; and Fg 2) as any part ofF( ) with size |Q( | I‘ ) as any
part of fgv) that is not included in Fg’i) with size ]g;‘) |- ’C%”) ‘, and ng as the remaining
part of 1:(\/) with size |C(") |- |Q(n) |- (}gén) |- |C£n) |). Thus, according to (5.36)—(5.39), for
i €[, L] wehave 1)), = 4;[Ing{"] = 2,11}, = A4, [2Vng("] = @, A}, = T{")
and Ag)) =g. Accordlng to Algorithm 5.2, since Z") = () then ;12sz1 [gW} does not
carry confidential information S(1) 9.7 Forie[1,L —1], AEY)),H-I will be repeated in
outer-layer T(’i) This particular encoding is graphically represented in Figure 5.4.

2. Achievability of (RS(U,RS(Q),Rﬁ(l),Rﬁ(z)) C Sﬁﬁ%_WTBC. Construction of Ay, [GM™] is
the same as the one to achieve this rate tuple when I(V; Z) < I(V;Y(1)) < I(V;Y(2)).

Case B when I(V;Y(y)) < I(V;Y(2)) < I(V; Z)

1. Achievability of (RS(I) RS(2),RW(1),RW(2)) C %&%_WTBC. In this situation, define

R%n) £ any subset of Qé") with size |C§n)|,
R(n) £ any subset of Q%") with size
Rl ) & gon)7

R 2 G\ RY

R 2 I\ RY

and R/l(g) £ (). Thus, according to (5.30)—(5.32), Rg") =70 = and Rg\") = g@

In this situation we have defined Rll(n) and R/Q(n) as above because, according to
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77 O@%g}oooooo o Og}oooooo
v
VYV /oo v VY 0 o[V YV
NNE 0009y vvv 000y vvVvV
NNN 000000 0000000
SININ 00000 000000
N N 00000 AN O 0000
Block 2 Block 3

Figure 5.4: Case B when I(V;Y(y)) < I(V;Z) < I(V;Y(2)): inner-layer encoding to achieve the corner
point of %1(\/1[;-WTBC that leads to the construction of ALL[’Hgl)} when L = 3. Consider Block 2: the sets

Rgn), Rll(n), R;n), R;(m, Rgg) and Rﬁ\n) are those areas filled with yellow squares, yellow triangles, blue
circles, blue triangles, blue and yellow diamonds, and gray pentagons, respectively. At Block 4 € [1, L], W((l‘; )i

is represented by symbols of the same color (e.g., red symbols at Block 2), and @EV), \IIZ(.V) and ng) are
(:)EV) f‘gv> are denoted by squares and
triangles, respectively, with a line through them. At Block ¢ € [2, L — 1], the diamonds denote FEY; (<] I_‘E_‘Q
For i € [2, L — 1], A;[G(™)] does not carry confidential information SEY)?W but only A1[G(™] and Ay [G(™)]
;‘C)‘rl that do not fit in fli[’Rll(n)] will be sent to outer-layer
Tﬁ)yi. At Block 1, A(1V> is denoted by gray pentagons, and is repeated in all blocks. Finally, sequences TE‘I/))

and T are those entries inside the red curve at Block 1 and the blue curve at Block L, respectively.

(2)

represented by squares, circles and triangles respectively. Also, and

does (into the green area). The elements of T

condition (5.29), |G5"| — |c{™| < [efy] — |65 | and |1 | — e | < €] — |G5™)-
Therefore, neither FEY% (for ¢ € [2,L]) nor fgﬁ (for ¢ € [1,L — 1]) can be repeated

entirely in A; [Q((,n) U (Qi") \Rg"))] or 4; [(gé") U ( én) \R(ln))}, respectively.
For i € [1, L], we define \Ilg‘j) £ \IIEV), C:)g‘;) £ (:)EV) and \If(vi) = é(Vi) £ g for p € [2,3];

P, P,
we define Fg‘;—) as any part of ng) with size ]gé”) , Fg‘;) as any part of FEV) that
is not included in I‘g‘;) with size |Q§")| - |C§") |, and Fé‘)/i) as the remaining part of

FZ(-V) with size |C£"2)| - ]gé”)| - (|g§")] - }Cén)|); and we define f‘g‘;) as any part of
f‘EV) with size \gé") , f‘;‘;) as any part of f‘gv) that is not included in l:‘g‘;) with size
|g§”> |- ’CYL) , and fé? as the remaining part with size ’CYQ |- \gé”) |- (\gé”) |- |C§”) ).
Hence, according to (5.36)—(5.39), for i € [1, L] we have Hg))l =47 n gé”)] =,

HEY))Z. = A, [I(")ﬂgin)] = @, and we have A%)i = f‘g‘;) and AE‘Q/))Z. = I‘é‘;). According to

Algorithm 5.2, since Z") = () then A%, | [G™] does not carry confidential information

S((Y)?Q:L_l. For i € [1,L — 1], AEY))J_‘_l will be repeated in T{i)’i, while Ag))ﬂ,_l,

i € [2, L], will be repeated in T(’;) ;- This particular encoding is represented in Figure 5.5.

for

2. Achievability of (Rgfl),Rg?m,R{ﬁ(l),Ra%m) C %ﬁ%_WTBC. Construction of Aj.7, [g<”>]

is almost the same as that to achieve the previous corner point of region ml(\/ll%—WTBC: to

approach this rate tuple the encoder repeats [\if(-v) f(Y%] and [@EQ, I‘EKN in Block .

1—17" 14
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%
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DO ]<<d<[00 0\ X
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Figure 5.5: Case B when I(V;Y(y)) < I(V;Y(2)) < I(V;Z): inner-layer encoding to achieve the corner
point of %1(\/1[;-WTBC that leads to the construction of ALL[’Hgl)} when L = 3. Consider Block 2: the sets
Rgn), Rll(n), R;n), R;(n), RYE and Rﬁ\n) are those areas filled with yellow squares, yellow triangles, blue
circles, blue triangles, blue and yellow diamonds, and gray pentagons, respectively. At Block ¢ € [1, L],
W(lv)i is represented by symbols of the same color (e.g., red symbols at Block 2), and GEV), \IIEV) and
Fz(. }7are represented by squares, circles and triangles respectively. Also, égV) and f‘gv> are denoted by
squares and triangles, respectively, with a line through them. The diamonds at Block ¢ € [2, L — 1] denote
V) )

F(l,i—l D fg‘iil For i € [2, L — 1], A;[G("™)] does not carry confidential information S(l)ﬂ" but only A;[G(™)]

and A7 [G(™)] does (into the green area). The elements of ng%, or fﬁri, which do not fit in A; [Rgfg u Rg(n)],
or A; [R§n2) u Rll(")}, will be sent to the outer-layer T&) 45 OF T(Ti) ;» respectively. At Block 1, Agv) is denoted
by gray pentagons and is replicated in all blocks. Finally, sequences TE‘l/)) and TE;/)) are those entries inside

the red curve at Block 1 and the blue curve at Block L, respectively.

Case C when I(V; Z) < I(V;Y(q)) < I(V;Y(2)

In Case C, we have |G\ | > |c5)], |G5”)] < €] and |G§™| > |c)).
1. Achievability of (Rgt),Rg}?) , RI*,I}(D , RI*/‘}@)) C ml(\/ll%—WTBC' The construction of A;.7,[G™ ]
in this case is the same as that in Chapter 4 (Section 4.2.2, Case C). Since |g§")| < |C£") |,

now for ¢ € [1, L — 1] we have that (:)E_‘Q fills all the elements of A; [Qén)]. Therefore:

)

Rgnz) £ any subset of gé’” with size |C§"2)

'Rgn) £ the union of Q’én) with any subset of go") \ Rg@ with size |C§n)| - ’gén)

b

R 2 any subset of G\ with size |C§n) |,
and er(n) = R;(n) = R'l(,g) 2 (). Hence, according to (5.30)—(5.32), we have R(Sn) = and
200 — g\ =),

R = 600U (617 \RYY).

From condition (5.27), all previous sets exist. For ¢ € [1, L], we define \I/g‘? = \IIEV),

|I>
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ri") 2 e 26 1) 2 ") and o) = 1) = 6 = T") 2 & for
p € [2,3]. According to (5.36)—(5.39), for ¢ € [1, L] we have ng)) =4[ n gén)} =g,
H%) =A; [I(") N g§”)] =g, and Ag‘l/))l Ag) ; = 9. According to Algorithm 5.2, the
inner-layer carries confidential information S 1))1: ;, intended for Receiver 1. For i € [2, L],
the encoder repeats AEY% in A; [RXL)] and, therefore, Agv) is replicated in all blocks. This

particular encoding procedure is graphically represented in Chapter 4 (Figure 4.5).

2. Achievability of (RE2, , REZ, , Ri2  Ri2, ) C Rl wrpo- Define R, RYY, RY{™, RY™

and RLZ) as for the previous corner point, and define Rﬁ")

(5.30), (5.33) and (5.34), we have RS = ) and

2 g™ Thus, according to

70 = (G UG\ (RS URLY),
Ry =G,

Fori € [1,L ]MmﬂWA@W>ﬂWArW>ﬁWA*W and B =T =) £ 5

for p € [2,3]. Now, we define @1 ;/ as any part of 6( ) with size |Q§”)| S)) V) A @, and
@g‘;) as the remaining part of 6( ) with size |C§”)} - |g§”){. According to (5.36)7(5.39),
for i € [1,L] we have H( 0y = = A, [I(" N g ] =g, HEY))@‘ = A, [I(") N Q:g")} with size
1] = 1e”], AR
information S((Q))1 ., intended for Receiver 2. For i € [1, L — 1], both AY

= @é‘i , and Ag) = @. Now, the inner-layer carries confidential

(1) i1 and H(l) i+l
will be repeated in outer-layer Tﬁ) ;- This particular encoding is represented in Figure 5.6.

Case C when I(V;Y(1)) < I(V;Z) < I(V;Y(2))

1. Achievability of (Rg%l) RS(Z) RW(l) RW@)) C %i}[%_WTBC. In this situaition, according
o (5.28), g2”)| ‘C;n)| < ’CY?‘ }g0”>|. Hence, for i € [1,L — 1], @EQ cannot be
repeated entirely in zzli[ én) U (Qon) \RYLQ) )]. Therefore, define

(n) &

1,2 = any subset of Q(") with size |C§n2) )
26" u(Gg" \R‘"))
é”) £ any subset of gl with size ’Cén) ;

JA AN A

and R'l(") = R;(") = ’Rll(’g) £ (). Then, according to (5.30)—(5.32), Ré") =7 =) and
Rﬁ\n) _ gﬁg) U (gln) \Rén))

Fori € [1,L], let 0" 2 v, F(V) 2 0 AT and o) =11 =T 2
for p € [2, 3]. Also, we define (91  as any part of @( ) with size |g§")]+ (|Qon)| |C(n) ),



114 Polar coding for the wiretap broadcast channel with multiple messages

(:)9;) = @ and (:)gvz) as the remaining part with size |C§")| — |g2")] - (|Qén)| — |C£T12) )
According to (5.36)—(5.39), for i € [1,L] we have Hg))i = A1 n gén)} = o,
Hg))i =4 [I(n) N gfn)] =, Agf))i = ég’;), and A(V)l. = @. Since Z") = () then
AS:L_l[Q(”)] does not carry confidential information S((K?Q:L_l. For i € [1,L — 1],

sequence AE‘())z , will be repeated in outer-layer Tﬁ),i associated to Receiver 1.

+

2. Achievability of (Rg?l),Rgi),Ra%m,R?,g(z)) C %ﬁ%_WTBC. Construction of A;.p, [g<">]
is the same as that to achieve this rate tuple when I(V;2) < I(V;Y(y)) < I(V;Y(2)).

W R R K KK A AR AR I AR A
KW Ym0\ 4 W W o0 00N\ &

w500, Xd000o Y500 X0000d
0500/ v\OOOOO 0500/ v\OOOOoO
0o o0/yyv\OOO OO 0o~ 00/yvy\OODO OO
D000000/ee0888 R R
DDDDOOOO SESESESES) 000/9090 00

s R0 0g000 A 2000009
¢ Y-X°) - 000

4 A

8 A

Block 1 Block 2 Block 3

Figure 5.6: Case C when I(V;Z) < I(V;Y(1)) < I(V;Y(g)): inner-layer encoding to achieve the corner
point of %ﬁ%_WTBC that leads to the construction of Al:L[HEf)] when L = 3. Consider the Block 2: Rgn),
Rén), RgnQ) and 725\”) are those areas filled with yellow squares, blue circles, blue and yellow diamonds, and
Vv

2)7)1. is represented by

gray pentagons, respectively, and Z(") is the green filled area. At Block i € [1, L], W((
symbols of the same color (e.g., red symbols at Block 2), and @5‘/), \IIEV) and FEV) are represented by squares,

circles and triangles respectively. Also, @EV) and f‘gv) are denoted by circles and triangles, respectively,

with a line through them. At Block ¢ € [2, L — 1], the diamonds denote f‘g‘?_l &) ngii-l' For: e [1,L — 1],
EI% that d? not belong to 9;‘;11 are not repeated in A;[G(™], but AEY)),Z.JA = @é‘;.lrl will
be sent to the outer-layer T(yy ;. For i € [1, L], confidential information S((;/))i is stored into those entries
belonging to the green area. For ¢ € [1, L — 1], sequence HE‘I/))H—I
also to T(l),i- At Block 1, Agv) is denoted by gray pentagons and is replicated in all blocks. Finally,

the elements of ©

is denoted by hexagons, and it will be send

(V)
o T
and T are those entries inside the red curve at Block 1 and the blue curve at Block L, respectively.

(2)
Case D when I(V;Z) < I(V;Y(y)) <I(V;Y(2))
In Case D, we have |G| < |c§™)], |65 < €™ and |G| > €Y.

1. Achievability of (R’é%l) , R;ﬁz) , R}}}(l) , R{}}(z)) C %&%_WTBC. In this case, the construction

of Ay.p, [g<">] is the same as the one described in Chapter 4 (Section 4.2.2, Case D).

Since |Q1")| < |C£n) |, now for i € [2, L] only a part of \Ilgi can be repeated entirely in
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A; [Qin)]. Consequently, we define T\’,én) £ YL),

Rgng) £ any subset of g(()”) with size |C§"2) ,
R 2 any subset of G \ R with size [¢§")| - 64",
T\’,gn) £ the union of g(”) with any subset of

G5\ (RYy URYY) with size |Ci] - 165" | - (|c5”] - IGY”I)%
and '™ = R\ 2 (. Hence, according to (5.30)—(5.32), we have R = () and
1 2 g to ( ) ),
109 = 6§\ (RYJURLY),

Ry =gty

)

From condition (5.27), all previous sets exist. For i € [1, L], let F(V) = F(V) f‘(v) = f‘(v)

and f%) = F]()Vz) £ @ for p € [2,3]. On the other hand, define \Ilg Z) as any part \Il( )
with size \g§ ;‘z) as the remaining part with size ‘CQ | | ) g’i) = @; and

(:)g‘j as any part of (:)(V with size |C n)| — (|C(n)’ — ’ ) C:)g‘;) as the remaining part
with size [C5" | - |g§")y and 64 £ . Thus, from (5.36)-(5.39), for i € [1, L] we have

(V) n (n) (V n () _ V) _ A _
M), = &I NGV ] =2, 1), = LI NG™] = 2, and Ay, = A, = 2.

According to Algorithm 5.2, the inner-layer carries conﬁdential information S((I/)?l I
intended for Receiver 1. Also, instead of repeatmg \112 i1 (the part of \IIEV% that does
not fit in A7 [an ]) in a specific part of A, [go ], the encoder stores \I/é i1 ® @2 it
into A; [R (n)] C A [Q(" |, where @g +1 denotes the elements of (:)(V that do not fit
in Ai[ 5 ] Finally, for i € [2, L], A( V) is repeated in A;[R{M] and, hence, A{") i

replicated in all blocks. This particular encoding is represented in Chapter 4 (Figure 4.6).

. 0 . 2

2. Achievability of (RsflyRs(g)’RW(IyRW(z)) C %&%_WTBC. Define R(") RYLQ), R/(")
R';n) and Rll(g) as for the previous corner point, and define Rgn) = g(”) Thus,
according to (5.30), (5.33) and (5.34), we have Rén) = () and

g(n) \ ( gn2) U R/(n))
= g1,2-

For i € [1, L], let Fg‘;) = FEV), f‘g‘;) = f‘gv) and f‘;‘;) = F%) £ & for p € [2,3]; and
, \ilg‘i) as the remaining part with size
|C§n)‘ — ]g@\, and \I/ V £ . On the other hand, define @91 as any part of @(V) with
size |g§") E @é) as any part of 81" that is not included in ©!") with size |C(")| |g§")|

and @:(,:/i) as the remaining part of @g ) with size |C£n | |g§")} — (!Cén)| - |gl |)

define \ilg‘z) as any part \ill(-v) with size ]gl")
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Therefore, according to (5.36)—(5.39), for ¢ € [1, L] we have Hg))i = A; [I<”>mg§")] =g,
nv) — A, [I<">mg§”)] =g, AE;)i = @g‘;), and Ag))i = . Now, the inner-layer carries

(1),
confidential information S((;/))l: ; intended for Receiver 2. For i € [1, L — 1], sequence
A%)l 41 Will be repeated in outer-layer Ta% ;- This particular encoding procedure is

graphically represented in Figure 5.7.

% % % % /DOoooo Y % % Y /00000
% W #/0Booo0 Y% W /00000
% oo X0ooooo Yo gooXoooooo
0500 /yY\EOOO O 0500 /~N\OOOO O
0o 00 (vv\mOomOoOo 00 00 (vv\nOoooo
EIEEEREY R 00/00 ®0
ooooNg/e ©® 9/9 ©9
0 ljl:l[ll:I A
8 & A ®
o [ al e

®
ol s Al e

Block 1 Block 2 Block 3

Figure 5.7: Case D when I(V;Z2) < I(V;Y(1)) < I(V;Y(3)): inner-layer encoding to achieve the corner
point of mﬁ%_WTBC that leads to the construction of A~1;L[’H§,n)} when L = 3. Consider Block 2: Rgn), Rgn),
’Rgtg s ’R/l(g) and RXA”) are those areas filled with yellow squares, blue circles, blue and yellow diamonds, yellow
squares overlapped by blue circles, and gray pentagons, respectively, and Z(") is the green filled area. At
Block ¢ € [1, L], W((;;?i is represented by symbols of the same color, and G)EV), \I/Z(.V> and FEV) are represented
by squares, circles and triangles respectively. Also, \i/l(.v) and I:EV) are denoted by circles and triangles,

respectively, with a line through them. At Block ¢ € [2, L — 1], the diamonds denote 1:‘5‘/111 @ ngizrl, while

the yellow squares overlapped by blue circles denote \i;‘ill D @é‘zll. For ¢ € [1, L — 1], the elements of 65‘;;
that are included neither in @g‘;ll nor 692&-1 are not repeated in A4;[G(™], but AE‘I/)),Z'-H = 6:(3‘,/1'1—1 will be
sent to outer-layer T(y) ;. For ¢ € 1, L], S((;/))i is stored into those entries belonging to the green area. At
Block 1, sequence A(IV) is denoted by gray pentagons and is replicated in all blocks. Finally, TEY)) and TE;)

are those entries inside the red curve at Block 1 and the blue curve at Block L, respectively.

Case D when I(V;Y(1)) < I(V;Z) <I(V;Y(2))

1. Achievability of (Rg%lwRgéwR{‘,‘}(lea}m) C %&}[%_WTBC. In this situation, according
to (5.28), |g§”)| - ‘C£H)| < ’CYLQ)‘ - }gé”)|. Hence, for i € [1,L — 1], G)Z(Q cannot be
repeated entirely in A; [gé") U (gé’” \R(lnz))} Therefore, define R(Q") = YL)’

R £ any subset of G)") with size |C{%
RIS & any subsct of 67 \ RYY with size [¢§”] 6",

Ry £ 6,7 U (G \ (R URYY)),

)
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Case

and R\™ = RI™ 2 (). Then, from (5.30)—(5.32), R(n) =7 = () and REX") = QYLQ)
For i € [1,L], let T1") 2 TV, T{") 2 1" and r“’) = F(V) 2 g for p € [2,3]; and
define \Ilg‘? as any part \I/EV) , \IJ;VZ) as the remaining part with size
|C§")| - |g§")|, and \Ilévl) £ @. On the other hand, we define ég‘? as any part of
(:)EV) with size |Q§n)| + |Qén)| - |C£"2)| - (’Cén)| + |Q§n)|), (:)9/;) as any part of (:)EV)
that is not included in (:)g‘;—) with size |C(n)’ - \g@ , and ég‘;) as the remaining part
with size ’C(n | - (’Q(n | + |G n)| Cy n)|) According to (5.36)—(5.39), for i € [1, L]
we have Ty, = 4,[70W ng{"] = o, M}, = A4,[20) ng{"] = &, A[}), = 6f"),
and A(V) = @. Since ™ =0, Ay, | [Q( )] does not carry confidential information

with size |Q1

S((Y)?Q:Lfl. For i € [1, L — 1], sequence A(l),i+1 will be repeated in outer-layer T(l),i‘

. Achievability of (RS(U,RS@),RW(I),RW@)) C mﬁ}_WTBC. Construction of Aj.7, [g<”>]

is the same as that to achieve this rate tuple when I(V;Z) < I(V;Y(q)) < I(V;Y(2)).

D when I(V;Y(q)) < I(V;Y(2) < I(V; Z)
1 o
Achievability of (Rs(l) , RS(Q),R‘*,[}(I) , R?,[}(Q)) C %&%_WTBC. In this situation, from (5.29),

we have ]go”)| - ’CYL2)| < {C;n)| - ]gé”)| and ]gé")| - ’CYL2)| < |C§n)| - ]g§”’|. Therefore:

R§"§ £ any subset of gé’” with size |c§fl2) ,
RS 2 G\ RYY,

R £ g;’ R 2 g and R{™ = R{™ 2 . Then, from (5.30)-(5.32), we have
RYY =Z() = 0 and R{Y = G{"y. For i e [1, L], let I'{) 2 T, T 2 T) and
I‘I(jvz) Fz()vz) L gforpe [ ,3]. Also, we define ég,i) as any part of (:)EV) with size ‘gén) |,
@é,i as any part of @i that is not included in (:)(1‘;-) with size \gé”)] - ‘C%)
C:)g? as the remaining part of (") with size ‘an)| - ]gé”)| - (|QO")’ - ‘Cfg) ). On the
other hand, define \Ilgv;) as any part of \IJEV) with size |gl” | \I/ V as any part of \IIEV)

that is not included in \I/gvz) with size |Q(()" { |C1 5 | and \II( ) as the remaining part
with size ‘C(n)| - ]g§”>| - (]gé”)\ ’Cg |). According to (5. 36) (5.39), for i € [1, L] we
) i n n ) n (n) (V) (V)
ha\‘;eH(Q), V_A M NGt _‘iz 0y, = A4[ZMNnGg"] =g, A(m_@&l, and
A(Q))l = \Il( ). The sequence A(l)) .11 (@ € [1,L —1]) will be repeated in 17} ;, while

AE;)’iil (i € [2,L]) will be stored in T(2)7i. Since Z(™) = ), then A%, [G™] does not

carry confidential information. This particular encoding is represented in Figure 5.8.

. Achievability of (RS(I),RS(2>,RW(1),RW(2)) C mﬁ}_WTBC. Construction of Aj.7, [g<”>]

is almost the same as that to achieve the previous corner point of region 9%1\/1[1 wTsc: to

approach this rate tuple the encoder repeats [\IIEVL F(V)] and [@ZQ, I‘EIN in Block 4.
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Figure 5.8: Case D when I(V;Y(1)) < I(V;Y(2)) < I(V; Z): inner-layer encoding to achieve the corner point
of ml(\ﬂ-WTBC that leads to the construction of ALL[’Hg/n)} when L = 3. Consider Block 2: the sets ’Rgn),
Rén), RETLQ) , 72’1(3) and 725\”) are those areas filled with yellow squares, blue circles, blue and yellow diamonds,
yellow squares overlapped by blue circles, and gray pentagons, respectively. At Block ¢ € [1, L], W((l‘; ,)Z is
represented by symbols of the same color (red symbols at Block 2), and @gv), \IIEV) and I‘EV) are represented
by squares, circles and triangles respectively. Also, C:)Z(.V) and T §V> are denoted by squares and triangles,

respectively, with a line through them. The diamonds at Block ¢ € [2, L — 1] represent Fi‘?fl [} v

1,i4+1>
while the squares overlapped by circles denote \Ifévl)_l &) C:);Vill. For i € [2, L — 1], A;[G(™)] does not carry
confidential information S((Y))i, but only A;[G(™] and AL[G(")] does (into the green area). The elements

of ‘ILEY%, or C:)El/i, which do not fit in A; [R;(le) U 'R;n)], or A; [Rll(g) U Rgn)], will be sent to T&)’i, or T(’;)’i,

respectively. At Block 1, AEV) is denoted by gray pentagons and is repeated in all blocks. Finally, sequences

TEY)) and Tg)) are those entries inside the red curve at Block 1 and the blue curve at Block L, respectively.

Case E when I(V;Y(y)) < I(V;Z) < I(V;Y(2))
In Case E, we have |an)\ > |C§n)|, |Q§n)| < |C§n)| and |Q0")| < |C£ng)|
S 1 :
1. Achievability of (R‘g%l),Rg%z),Rw(l),R‘*,[}m) C %&%_WTBC. In this case, we define
Rgn) S gzn)’
R 2 any subset of G\™) with size |C§n)
R £ g4,
RA™ £ any subset of G{™ \ RY with size }Cﬁg - |Qén)|,

)

and R™ = R/l(g) £ @. Then, from (5.30)—(5.32), we have Rén) =7 = () and

R = 63U @7\ RY)

V)

and \Il;‘;) £ g for p € [2,3]. Also, we define (:)(1‘;) as any part of (:)EV) with size ’Qén)},
@g‘? 2 &, and O as the remaining part with size |C§")| - |92n) |. We define Fg‘)/i) as

any part of FEV) with size |Q(g") |, I’%) as the remaining part with size |C£712)| - |g(§”) ‘, and

From condition (5.28), all previous sets exist. For i € [1,L], we define \Ilgvz) 2y
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F(V) @. Finally, I‘( ) is defined as any part of I‘( with size |Qén)| F(V) £ & and

f‘g‘;) as the remaining part of 1"( ) with size ‘C |g0”>| According to (5 36)—(5.39),
for i € [1,L] we have HEQ)) = A; [I(") ng n)] = g, HEl) = A, [I(" ng n)] = @,

A%)l = [@gvl),l“(v)] with size |C(")| |g n)| + |C(n) |g ")| and A(Q) ;, = 9. Since
= {), A [Q( )] does not carry confidential information S 1))2 - Fori e [1, L—1],

sequence A +1 will be repeated in outer-layer T(1) i

2. Achievability of (Rsm,RSQ),RQ%“),R%@) C %ﬁ%_WTBC. Construction of A;.y, [Q(”)} is
similar to the previous one to achieve the previous corner point of region %g\/ll%-WTBC' We
define Rgn), Rgn), R§n2) ) R'l("), R;(n) and Rll(g) as for the previous corner point. Thus,
according to (5.30), (5.33) and (5.34), we have Rén) = and

I(n) _ g§”) \ (Rg”) U R;(n)),
R(”) g(”).

Now, for i € [1, L] we define \I/(V) 23V and \I/(V) @ for p € [2,3]. Also, @1 ; is defined
as any part of 6( ) with size |Q§”)| @gvl') 2 g, nd @( ) as the remalmng part with size
’C§n)| |QQ" ’ We define Fl,i as any part of I‘i Wlth size |g§")} F ) as the remaining
f(v) £ &. Finally, we define F( ) as any part of F(V)

part with size |C§n2 ’ ‘Qon
with size ’g0”)| Févl) £ & and ngz) as the remaining part with size ‘C | — |g0” ‘ From
(5.36)-(5.39), for i € [1, L] we have I, ). = 4; [T ng{"] = g, HEV)) = A, NG
with size |G\ | - [c5”| — (|c} ”)| 1657]), AL, = @ and A(V = [0, 1{")] with
size ’C(n ‘ |g(" ‘ + |C§712 ‘(]O ’ According to Algorithm 5.2, now ALL [Q(")] carries

confidential information 5(2))1 - Forie[l,L—1], AV

(1)i+1 will be repeated in T(’i)l

Case E when I(V;Y(y)) < I(V;Y(2)) < I(V; Z)

1 . s

1. Achievability of (RSm’RS(2>’R§&(1>’R§&(2)> C ERM_WTBC. According to condition (5.29),
now we have |g§")| - |C2 | < |C§"2) — |g(§")| and |Q§")| - |C£")| < |C§"2) - |g(()")’. Now,
all the elements of FEY{, i € [2, L], cannot be repeated in /L[ YL) \Ré")] as before. Thus:

Rgn) vy gén),

R{™ £ any subset of G\ with size |C§n)
RIZ 26",

R;(n) 2 g%”) \Rgﬂ),

)
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and R/l(n) R/(") £ @. Then, from (5.30)—(5.32), we have T\’,(n) =ZIM = § and
Rs\n) = g§”2 For i € [1, L] we define \II(V) = \I/(V) and \II(V) & for p € [2 3]. Also,
(:)g‘;) is defined as any part of @E with size |92n)|, 2’1. ) 2 & and @:(m‘ as the
remaining part with size |C§")| - |g§")|. We define f‘g‘)/i) as any part of I_“EV) with size
]gé”)|, fé‘;) £ o, and f‘g‘;) as the remaining part with size |C§TL2) - ]gé")|. Finally,
, Fg‘;) as any part of 1—‘1(_\/) that is

we define Fg‘;) as any part of FEV) with size ’QOH)
not included in Fg‘;) with size ‘Qin)’ — }Cé
size |C1"2 = |g(§")| (| n)| ’C(")D According to (5.36)-(5.39), for i € [1, L] we have
), = A [I(" NG = o, HEV)) AL g =, AL) = [657, 1] with size
’C(n)‘ ’ggn | + |C(n | - |QO ;/)) = F(V) with size ’C(n) |g0n)| ‘gln)|+|C§n)|.
Since (M = (), A%, | does not carry confidential information S(l))2 11~ Lastly, A%)Hl
(¢ € [1, L —1]) will be repeated in T( 1),i and A(Q) ;_q (i €[2,L]) will be repeated in T, (2).i°

, and Fg‘;—) as the remaining part with

2. Achievability of (RS(1>,RS(Q),RWm,RW(Z)) C %MI wTrpc- Construction of Arr [g<">} is

exactly the same as the one to achieve the previous corner point of region mﬁi_WTBC.

Case F when I(V;Y (1) < I(V;Y(2) < I(V;Z)
In Case F, we have |G| < [c{")], |65 | < |c{™] and |G{™| < [c{Y)].

1. Achievability of (Rs(l),RS@),RI*,I}(U,RI*/I}(Q)) - 9%1(\/1[%—WTBC' In this case, for i € [2, L] the
PCS can repeat entirely neither F(Vi in A, [g“"] nor \PEY% in A; [ in)]. Also, fori € [1, L—
1], it can repeat entirely neither I‘ 1 in A; [Go n)] nor (:)Eﬁ in A, [gé”)]. Thus, we define
R 26, R 2 i, RYY £ g§”>, and R{™ = R = R £ & For i € [1,1),
we define \Ilg’i) as any part of \IIEV) with size |Q1n) |, \I/(lvz) £ &, and \Ilé‘? as the remaining
part with size fCé")| - |g§”)|. Also, we define égvl) as any part of @Z(-V) with size |g§") |,
ég‘? £ & and @g‘? as the remaining part with size |C n) | |g2" | Finally, we define Pg‘;)

) fg‘;) 2 o

)

and f‘g‘;-) as any part of FZ(-V) and 1:‘1(- ) , respectively, with size |g0” { F
and Fé‘;) and fg‘? as the remaining parts with size Cf"Q | |g0" ’ Accordlng to (5.36)7

(5.39), for i € [1,L] we have I}, = 4, [T nG{"] = o, H(lv)) — A[ZM g™ =

14 |4 n n n \%4 \%4 \%4
AL = 857, 157 with size || — |05 + [c{Y] — |66, and A, = [w, 1 >]
with size |02n)| |Q1n) |+ |C{?2) - |g0”) |. Since Z(") = (), A%, | does not carry confidential
information S((Y)?Q:L—l' Lastly, AEY))’Z,_H (i € [1,L — 1]) will be repeated in T’l) ;» and

Ag))ﬂ,_l (i € [2, L]) will be repeated in T(’;)l

2 . = .
2. Achievability of (RS(1>,RS(Q),RWm,RW(z)) C %&%_WTBC. Construction of Aj.p, [g<">} is
almost the same as that to achieve the previous corner point of region ml\/ll%-WTBC: to

approach this rate tuple the encoder repeats [\Ilgvi, F(V)] and [@Eg, I’EQ] in Block 7.
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Summary of the construction of A;.r, [G(™)]

From (5.30)—(5.39); and from the definition of Ri”), Ré ") R%), Rl(n) R/(n) and Rl o', and
o) g (V) TV o) and éz(n‘,/i) for p € [1,3] and ¢ € [1, L] in each case, we have:

Pt 7 TPt ) TPt ) T pe ) p;t

1. when I(V;2) < I(V;Y(y)) < I(V;Y(2),

e if the PCS operates to achieve (Rs(l) , RS(Q) , R;&(l) , Ra}(g)) C %MI WTBC:

— the inner-layer carries S(l) L and |[IM] = |g§")} + |g§")| - |C1 = |C(n)
— we have Hgl)) = @ and AS/)) =
— we have A 2)7, =g.

e if the PCS operates to achieve (RS(1> , RS(2) , RW(l) , RW(2>) - %1(\/2& WTBG:

— the inner-layer carries S 2) 1.1» and |I | = |gé")} + |Q£")| |C(n)| - |C(n)
— the overall size of [ . 1,AEY) J] is ]gln)‘ + ’q"” _ ‘an)’ _ ‘CQ
— we have A 2)7 =g.

2. when I(V;Y(y)) < I(V; Z) < I(V;Y(2)),

o if the PCS operates to achieve (RS(1> ; RS(Q) , Rﬁ}(l) , R%@)) C 9{1(\/1[% WTBG:

— the inner-layer carries 5(1) 1.1 but ‘I(")‘ =0

— we have H%). = @, and the size of A(V is |C§n)| + |C§712) - |gén){ - |g2n)’;

— we have A(Q)i = 0.
(2) .
o if the PCS operates to achieve (RS, , RS, , R}, Ri, ) C Rywrec:

— the inner-layer carries 5(2) 1.1, and |I | = |g0")} + |g1")| - |Cén)| - |C£772)|;

— the overall size of |II [ Y))’Z,A(V ] is ’g;fn)‘ + |C£n)’ - |g2n)’ - ‘Cé

— we have A(;/))Z

= .

3. when I(V;Y(y)) < I(V;Y(g) < I(V; Z),

e if the PCS operates to achieve (RS(1> Rs(z) , RW(l) , RW(2>) C 931(\,[% WTBC:

— the inner-layer carries S 1) 1., but |I(”)| = 0;

— we have H%) = @, and the size of A%)z is |C§")| + |C§"2)} - |g(()n)| - |g2n)|;

— the length of A V)i is ’C(" ’ + ‘C _ ‘gO”)’ _ |g£n)|.
e if the PCS operates to achieve (RS(1> , RS(Q) , R?"%m , Rg&(z)) C ml(\?[% WIBC:

— the inner-layer carries S 2) 1.1» but |I(”)‘ =0;

— we have Hél)) = @, and the size of A(V) is |C§n)| + |C§"2) - |g(()")| - |g§n)|;

— the length of A(Q) is |C(n |+ ‘C ‘gon)| - |g£n)|-
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5.2.2 Construction of the outer-layers

Consider that the PCS must achieve (R5(1> , Rs(z) , Ra’}m , Rg{}m ) SRV WTBCS

(k) where k € [1,2].

In order to achieve this corner point, for i € [1, L] the PCS first constructs T&) , associated

to Receiver k, and then forms T(T;Q) i

1. New sets associated to T&) 1.1 The sets H

associated to outer-layer T

2
n) 'y (n)
HU(k)

(n) Py (n)
HU(M

To
(n) & 4/(n)
Te = Hyg,

For i € [1, L], T(W ['H%w

dom sequences that are independent of f/i”, and T(k) [.7-' My ]—',gn)]

~associated to Receiver k, where recall that k = [1,2] \ k.

(n)
U k)\V’

(n)
Uy |V

(n)

(n)
Uno |V Z and £

Ui VY (k)

= U Gn are deﬁned as in (5.11)—(5.14). Besides the

previous sets, define the followmg partition of "

U< V'
(n)
vz UleY(k)’ 5.40
5.41

vz \ U(k)|VY(k)

(n) (n)

\% (HU(k)|VZ) m£U(k)|vy(k) 5.42
(n) (n)

v G ) NES 5.43

] will be suitable for storing uniformly distributed ran-

= T(k),i [H(L;zi)\vz]

is suitable for storing information to be secured from the eavesdropper. Moreover,

Tiry.i [F

independent of VZ" that is needed by Receiver k to reliably reconstruct

kn) U Jk(n)] = T(k [’Hg(k)‘v \ U(k)IVY(m] is the uniformly distributed part

T’n

(k)i from

observations 37(’,3) , and sequence V” by performing SC decoding.

We consider that I(Ugpy; Yi|V) >

I(Uawy; Z|V) (see Remark 5.8 and Remark 5.9).

Therefore, besides the partltlon defined in (5.40)—(5.43), we define

D A&
ﬁgn)

any subset of fén) \D,g")

any subset of J—‘S") with size |~7;§n) |,

The set D,(Cn) exists because we have

571~ 4 = [ vz £

= ‘HU(k>\VZ N

|y

UmIVZz

N

(5.44)
with size {|C{"] +[C{y] — |65 — |6}, (5.45)
(n) (n) (n) C (n)
Ui [VY(r) _‘ UV (HU<k>\VZ) \ LU Ivye
(n) (n) C (n)
Ut VY (k) _)(HUW\VZ) \£U<k>|VY<k>
(n) c

where the positivity holds by assumption and from applying Theorem 2.1 because

2™
UV Z

(n)
U<k>|VY<k>

a4 -l

) == HUwIVZ) - HUwIVYR).  (547)
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On the other hand, according to (5.27)-(5.29), if k= 1 and k = 2 then C,(JL) =0 in
Situation 1, where I(V;2) < I(V;Y(y)) < I(V;Y(2)); and Eén) # () in Situation 2, where
I(V; Y1) <I(V; Z)<1(V;Y(2)), and Situation 3, where I(V;Y{(1)) < I(V;Y(9)) < I(V; Z).
Otherwise, if k = 2 and k = 1, then we have Eé") = () in Situation 1 and Situation 2,
while E(n) # () in Situation 3. In situations where ﬁ,(:b) # (b, if we consider only input
distributions that imply (RS(I) RS(Q) R*Wk<1) R*Wk(2)) € Ri, set E,(Cn) exists because for
i € [1, L] the entries A;(j) such that j € ]:0 \ (D,(cn) U jk(n)) will be intended for storing
S(k), and the rate of S carried in the inner-layer is is negligible (see Section 5.3.1).

n (n) (n) (n) (n)
2. New sets associated to T(k) 1. Sets ’HU( VUG LU(;;)\VU(k)’ HU(;;)IVU<k)Z and LU(,;)\VYW

associated to T = U G are defined in (5.15)—(5.18). Besides the previous sets, define:

QY £ UTZ)\VU(MZ N Egg’c)w’/@)’ (548)
QI(_cn) = U<k>\VU(k)Z\ U<k>|VY<k> (549)
B(() g /HggﬂVU(k) (Hg:;lVU(k)Z)C ES?E)"’”@)’ (5.50)
Bl%n) = H§Z;>\VU(k) (H((Z;HVUUQZ)C \EEZ;)IVY@' (5:51)

For i € [1,L], the entries of T(,;) ’[Hgf(m\VU(k)} will be suitable for ~storing uniformly
distributed random sequences that are independent of (V;, U7: (ki) and Tz ; [Q(()n) U Q](;")]
will be suitable for storing information to be secured from the eavesdropper. Moreover,
the elements of T(,;) [ B™ u Q(n)] are required by Receiver k to reliably construct the

entire sequence T&) from (v Y(k) ) by using SC decoding. Additionally, define

“n £l . (5.52)

(n) & (n) _ - . (n)
O/E = any subset of Q' with size ‘</HU<;;)IVU<1<)) U(k)IV \ L U V¥,

()
NE

1>

any subset of Q(()n) \(’)I%n) with size ’Blgn) ) (5.53)

and /\/l]%"), which is defined as follows. If k = 1 and k = 2, then

Mé") £ any subset of Q(()n)\(Oén) U]\/'Q(n)) with size {|C§n)| + |C§n2) — ‘gén)| — |Q§n)|}+.
(5.54)

Consequently, Mé”) # () only in Situation 3, where I(V;Y(y)) < I(V;Y(9)) < I(V; Z).
On the other hand, if £ = 2 and k = 1, then

j\/lg") S any subset of Qén) \ (Oﬁn) UN1(n))
6]+ 167 | - || €1V 2) < 10V Vo),

5.55
]+ 1621~ [g8”] - 1987] otherwise o

with size {
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Recall that I(V;Z) < I(V;Y(9)) in Situation 1, where I(V;Z) < I(V;Y(1)) < I(V;Y(9)),
and in Situation 2, where I(V;Y(y)) < I(V;Z) < I(V;Y(g)).

If we consider only distributions implying (Rs(l) , Rs<2) ) me , RW(2)) € R4, then Ol%n)7
(n) (n) (n) (M)\T -
J\/‘]—C and MIE must exist because, for ¢ € [1, L], T(k)’i [QO \ ( 1} N;} UM, )] is

the only part that will be intended for storing confidential information S(E).

Construction of T(1) 1.z and T, (2) 1., for (Rg% " REZ) R;‘l,(l) R;[}.@)) e ml(\jl)-WTBC

In this case (k = 1 and k = 2), given V", for i € [1, L] the encoder first constructs Tﬁ)i

associated to Receiver 1. Then, given ‘71” and T(”l) ;» it forms T@) , associated to Receiver 2.

1. Construction of Tﬁ) Associated to T(l) ., we have defined the sets }‘én), .7-"1(”), jo(”) and

Jl(n) as in (5.40)—(5.43), and D(n) and £ ™) as in (5.44) and (5.45) respectively.

For i € [1, L], let W((l)) be a uniformly distributed vector of length |j0 U ~71 | that
represents part of the private message intended for Receiver 1. The encoder forms
T(1 [\70 U jl(n)] by simply storing W((l)) We define @EIU) = T(1 [«71 ], which is
required by Receiver 1 to reliably estimate T’ (1)32». Hence, for i € [1, L—1], sequence @EIU))JH
is repeated in T(l) [ (")] - T(l) [.7-" (n )] This sequence is not repeated directly, but
the encoder copies instead @(%) ;1 that is obtained as follows. Let /<; Y be a uniformly
distributed key with length |j1 n)| that is prlvately shared between transmitter and
Receiver 1. Then, for i € [1, L], we obtain @Eij) = @(1) ;@ /i@ ) Since I{g]) is reused in

all blocks, it is clear that its size becomes negligible in terms of rate for L large enough.

For i € [1,L], let S(i])) be a uniformly distributed vector that represents part of the
confidential message intended for legitimate Receiver 1. At Block 1, S 1 has size
[(FPUFM)N (DM U £{™M)] and is stored in Tiyy 1 [(Fo™ UF™)\ (D(”) u c‘">)], for
i€(2,L-1], S((l)) has size |}"(")\( (n)Uﬁ(" )| and is stored in Ty F, n)\( Y”uﬁ@)};
and at Block L, S(l) L has size |]:0 ‘ and is stored into Tl) L[]—' } Moreover, for

€ [1, L], we define A(r) =Ty, [.7-"1 ] For i € [2, L], Agl))z | is repeated in T(y), [.7:1 ]

and, therefore, A(1) 1> which contains part of 5(1)317 is replicated in all blocks.

Furtherrnore7 forz € [1, L — 1], the encoder repeats’ [HEY))JHAEY))J—H]’ whic~h contain
part of A7, |, in T(y); [ﬁg")} . According to the summary of the construction of Ay.z,[G™ ]

in the last part of Section 5.2.1, notice that the length of A%)’Hl is ’5(1") ’

Then, for ¢ € [1,L], given T(l),i [’Hg:i)lv] and V;* the encoder forms the remaining

entries of Tg) ;, by using SC encoding: deterministic SC encoding for the elements of

1From Section 5.2.1, HEY)) = @ when the PCS operates to achieve the corner point of m{vﬁ_WTBc.
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~ (n) : : n (n) O\ p(n)
Ty, [£U<1)IV] and random SC encoding for the entries of Ty, -[(’HU(UW) \EUu)IV]'

For i € [1, L], the encoder obtains @Ei]))l e T(l),i [( Ua )‘V) \L 82)1)|VY<1>]' Also, it obtains
TE1)) = T(l) 1 [’Hgﬁ)lv \ ng)\VY(l)} from Block 1. The transmitter additionally sends
(TEIU)), <I>E1U))1 L) ® K(U) to Receiver 1, where IQEI-[Q is a uniformly distributed key with
size L (Hg2>\v) \E(L;:)l)IVYm’ + ”ngl)lv \ ﬁU(n\VYm that is privately shared between

transmitter and Receiver 1.

Figure 5.10 graphically represents this construction of Tﬁ) 1., if we do the following
substitutions: .Fén) — Qé"), ]_-1(n) Q(n) j(n) B(()"), 1(”) — Bi"), Di”) — Nl(n),

(n) (n) (n) (n) C C H)
L7 — MY 0+~ 0, (HU(MV) (HU(1)|VU(2)) ; Oy ¢ @ Moreover, at

Block i € [1, L — 1], the encoder repeats ol g H(e ) instead of OV

(1),i+1 (1) z+1

2. Construction of T(g) Associated to T(%) , we have defined the sets Qo , (Qn), B(()n)

and B as in (5.48)—(5.51), and O, N§™ and M{™ as in (5.52)—(5.54) respectively.

The construction of T(g) 1.7, is graphically summarized in Figure 5.9. For i € [1, L], let

W((Q)) be a uniformly distributed vector of length |B(n) UBén)‘ that represents the entire

private message intended for Receiver 2. The encoder forms T(Q)’Z- [Bén) UBgn)] by simply
storing W((Q) We define \IIEZ)) = T(g),i [Bén)} , which is required by Receiver 2 to reliably

estimate T(g),i. Thus, for i € [2, L], \Iig)),i—l is repeated in T(z) [./\/Q(n)] - T(Q),i [Qé")].

For i € [1, L], let S(g ) be a uniformly distributed vector that represents part of the

confidential message intended for legitimate Receiver 2. At Block 1, SU has size

(2) 1
|Qo U Q2 ’ and is stored in T\g) [Q "y QQ ]; and for ¢ € [2,L], S((Q) has size
!Qén) \ (Oén) SRYAREY M§”>)| and is stored in T(2 [Q(") \ ((9(") UN™M U /\/1(2”))]
MOfeover, for i € [1, L] we define A(2),i = T(Q),i [QQ ] Fori € [2, L], AE2))2 1
in T2y, [Qé")] and, hence, AEQU))l, which contains part of S((Q) 1» is replicated in all blocks.

is repeated

Furthermore, for ¢ € [2, L] the encoder repeats Ag))i—v which recall that contains part
of A% |, in T(g))i [./\/lé")] According to the summary of the construction of Ay, [Q(”)]
in the last part of Section 5.2.1, the length of A(V). , matches with |/\/l(2n)|

Then, for i € [1,L], given T(s), -[ng)‘VU(l)}

remaining entries of T(z) by using SC encoding. Now, notice that T(g) [(’H( )

V and T(1) ., the encoder forms the

n c
U(z) |VU(1) ) ]
must depend not only on sequence VZ-”7 but also on sequence U (1), that was constructed

before. Moreover, T(2)7i [E(")

U(2)|VU(1)] is formed by performing deterministic SC encoding,
while T(2)7Z [(H(n)

(n)

U(2>\VU(1>) \ U(z)\VU(lJ is drawn randomly.

. U) a7 (n) 2™ £
For i € [1, L], we define sequeélces Oy = T(2), '[(HU(z)\VU(l)) U(2)|V\ U(Q)IVY@)]
) (n) (n) ) (U) G
and @), £ £ T, [(HU<2)|V) \LU@)‘VY&J where notice that [O,);, ®,);] contains
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Inner-layer fl’f _(v) Inner-layer fl? —(z Inner-layer fl’z
Ay Ay
AV ) (V)
Set M c ol @1 | Set MY c OfY Aar- | Set M c o™
Contains S((:E]))l Contains Ag))iq Contains AE;/))L_l
g Q(") , AEU)) g Q(”)7 AEU)> S Q(n),
et Oy 2),1 et Oy 2)3 et Oy
Contains S'¥) ./‘\'(U) Contains A < s ) ‘A(U> Contains AY) . c s
(2),1 (2),i—1 (2),i—1 (2),1 (2),L—1 (2),L—1 (2),1
N\ OF UNFUME) N\ O UNF UME) AN\ OF UNE UME)
Contains Ség)?l Contains Sé;J))l Contains S((g)) i
() )
Set N\ c o Uioio1 | Set Mg c Q5 Vigye-1| Set MA™ c of
Contains ng))l .z Contains \Ilg))’ifl Contains \IlgzU)) il
(U) (U) (U) )
Set 05 € QY | O ®%g | Set OfY ¢ OfY | “@r-19rg | Set O ¢ OfY
Contains S((g)?l KRy Contains Og]))’i_l - . Contains Og})) 1
\I/(U) * 1\ ;

Set B @11 Set B @i Set B
Contains part of Wég )1 Contains part of W((g?i Contains part of W(g,)L
Set B Set B Set B
Contains part of W(g )1 . Contains part of W((g )i K Contains part of W((ng )L

— o — (W) ’

@) C | Oya (n) C 1Oy (n) @

Set (HU<2>|VU<1>) —> Set (HU@)\VUu)) —(>) ' e <HU<2>|VU<1>)
formed by SC decoding formed by SC decoding formed by SC decoding
Block 1 Block ¢ Block L
Figure 5.9: Construction of outer-layer T<2>’1:L associated to Receiver 2 when the PCS must aproach
s * * * * (1) .

the corner point (Rsh) , Rstz) , Rv‘}(l) , RV[}@)) C RyLwrsec- For any Block i € [1, L], blue and green colors

are used to represent the elements of T(” that contain independent private and confidential information,

2),i
respectively. For i € [2, L], orange, brown, red-purple and blue-purple colors represent those entries that
contain information repeated from Block ¢ — 1: T(2)7,L-[M§n)] (in orange) repeats information from AP |,
= . U = . ~(U - .

T<2>’i[/\f2(n)] (in brown) repeats \IIEQ)),i—l’ T(g)yi[Oén)} (in blue-purple) repeats 052))’1._1, and T(Q)J[an)] (in

,- Finally, for i € [1, L], T@)’i[(?{(n) €] (in red) is drawn by SC encoding.

red-purple) repeats A o U2y VU1

(
(2),i—

those entries of T<2>,i[(’*¢$i>\vy(1>)0] that are needed by Receiver 2 to reliably es-

. Fn o ) U7 _ 7 (n) c (n) (%)
timate T(2)7i, that is, [0(2)71.,(1)(2),1.] = T@%Z’KHU(Z)\VU(U) \£U(2)|VY(2):|. Let kg

: . S (n) C (n) (n)
be a uniformly distributed key with size ‘(HU@)\VU(U) N HU<2)|V \ EU(2)|VY(2)‘ that
is privately-shared between transmitter and Receiver 2. For i € [1, L], we define
o 2 Og))i @ kY. Since Og]). is required by Receiver 2 to estimate T(Z) ;» for

(2),i — @] )%
)

i € [2, L] the encoder repeats O_g))jq in T(Q)J- [Oén)] Notice that k., ’ is reused in all

blocks, so it is clear that its size becomes negligible in terms of rate for L large enough.

Furthermore, the encoder obtains TE;J)) 2T 1 [’Hgg) \V\ESL(Z)WY(Z)] from Block L, and
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the transmitter additionally sends (T(g)), (I)g))1 L) &) /ﬁ%f(g(z) to Receiver 2, /igf(g(z) being

(n) C\ pn) () ()
U(g)‘V) \ U(z)‘VY@) | |HU(2)|V\£U(2)‘VY(2>

that is privately shared between transmitter and Receiver 2.

a uniformly distributed key with size L| (7-[,

Finally, for ¢ € [1, L], the encoder obtains Xz” £ f(f/fﬁ U(’i)w ﬁ@)ﬁi), where recall that
f(-) may be any deterministic one-to-one function. The transmitter sends X! over the

WTBC, which induces the channel outputs ()7(?)71., 17(’2‘)7i, ZZ")

Remark 5.7. For i € [2, L], notice that Ogg))i_l, which is not negligible in terms of rate, is
almost uniformly distributed and independent of ‘7[11, but is dependent on (‘Zﬁl,fﬁ)7i_l).
Since T2y, [Oén)] C T(Q)Vi[Qén)] is suitable for storing sequences that are uniform and
independent of (f/i",fﬁm), the secret-key H(OU) is used to ensure that O _, is totally
random (see Section 5.3.2).

Construction of T(}, ., and T(3, |, for (RS, RS, Ry Ry ) € R vrec

In this case (k = 2 and k = 1), given V;*, for z' € [1, L] the encoder first constructs T&)i

associated to Receiver 2. Then, given V and T (2) , it forms T(’?l) ; associated to Receiver 1.

1. Construction of T(g) Associated to T( 5,00 We have defined the sets .7:0 ) n) A ™) a

(n) as in (5.40)—(5.43), and D(") and E(n) as in (5.44) and (5.45) respectlvely
For i € [1, L], let W((2U) ) be a uniformly distributed vector of length ’»70 U J2 ’ that
represents part of the private message intended for Receiver 2. The encoder forms

T(2 []0 U jQ(n)] by simply storing W((Q))7 Then, now we define \IJEQ)) = ~(2)7i [j;")],
)

which is required by Receiver 2 to reliably estimate T(2),i' Thus, for i € [2, L], \11(2) i1
is repeated in T(Q)yi [Dé")] - T(g) -[}"én)] This sequence is not repeated directly, but

)

the encoder copies instead \i'g)) that is obtained as follows. Let kg’ be a uniformly

distributed key with length |j2(”)|. Then, for i € [1, L], we obtain \I/E;]))z £ \IJE;])) o sl
Since HSI,U) is reused in all blocks, its size is negligible in terms of rate for L large enough.
For i € [1, L], let S((zU))Z be a uniformly distributed vector that represents the confidential
message intended for Receiver 2. At Block 1, S(;J) 1 has size ’]-'én) U F n)’ and is stored
in To) 1 []—"é") u ]—"2(”)]; and for i € [2, L], S((2) ; has size |.7-"(") \ (DU L "))| and is stored
into T(2)7i [}'(()") \ (D U E("))] Moreover, for i € [1, L] we define A( = T(g) Z[}'(")]
For i € [2, L], AE2))1 , is repeated in F [.7—' ] and, therefore, A

part of the confidential message s

2),17 Wthh contains

), 1, is replicated in all blocks.
Furthermore, for i € [2, L], the encoder repeats Ag))_i_l, which recall that contains part
of A;Ll, in T@)J [E(Qn)]. According to the summary of the construction of A;.r, [g(n)} in

the last part of Section 5.2.1, the length of sequence Ag))’iil is |£g") |
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For i € [1, L], given T(2),i [ng)

2>\V} and V” the encoder forms T(2 [(Hé( )IV) } by using

andrandomforT 2. [ (M U<2)|V) \L £ ].

SC encoding: deterministic for T(Q) i [E( Upay IV

n)
2)|V]’

For i € [1, L], the encoder obtains @EQ)) = T(Q),i [(H gg)‘v) \L gg)IVYu)]' Also, it obtains

U) & 4 (n) n . ..
T(Q) £ Teo),L [HU( N \EU(Q)WY&J from Block L. The transmitter additionally sends

(T(g))7<1>(;]))1 L) &) H(U)( » éo Receiver 2, where H%qu(z) now is a uniformly distributed
(n) (n) (n) PR

key with size L| (’HU(Z)‘V) \£U<2)|Vy(2)| + |7—LU(2)|V \ £U(2)|VY(2) | that is privately shared

between transmitter and Receiver 2.

Figure 5.9 may graphically represent this construction of T(Q) 1., if we do the following
substitutions: ]-'én) — Qén), ]-'Q(n) — an), J()(n) (n) j(n) — B Dén) — NQ(n)v

(n) (n) (n) (n) N )
L5 — M5", 0+ 05", (’HU(Q)W) (HU(2)|VU(1)) , 0(2) 1., & 9. Moreover, at
Block i € [2, L], the encoder repeats \IIEQ))Z L © HSI,U) instead of \1122))1 1

. Construction of Tﬁ) Associated to T(”) now we have defined Q Q(n n) and B(n)

as in (5.48)-(5.51), and O™ N{™ and M(") as in (5.52), (5.53) and (5.55) respectwely.

The construction of T('é) 1.1, is graphically summarized in Figure 5.10. For i € [1, L], let
W((g )Z. be a uniformly distributed vector of length |B(()n) U BE")| that represents the entire
private message intended for legitimate Receiver 1. The encoder forms 7| (1),i [Bén) U Bgn)]

by simply storing W((g)i. Then, we define @g]))i = T(l),i [Bg")], which is required by

Receiver 1 to reliably estimate Ta) Hence, for i € [1,L — 1], sequence @glU))i_H is
repeated in T(l) ‘[N( )] - T(l [QO ]
For i € [1,L], let 5(1) be a uniform vector that represents the confidential message

intended for Receiver 1. At Block 1, S(l),1 has size |(Qé") U Q(ln)) \ (O§") Uj\/l(") U./\/l("))}
and is stored in T(lm [(Q(()n) U an)) \ ((9§") uN™ UMY”)]; forie [2,L—1], S((ij))z has
size |Q0n \ (O3 RACFYAONY M:(Ln))| and is stored in T(y), [Q(()") \ ((’)yl) uN™ UM )]s
and at Block L, S((1) L has size |Q0n ‘ and is stored into T(l)’L[Q(()n)] Moreover, for
i€ [l,L] we deﬁne A(1) ;= Tl) [Ql ] For i € (2, L], Agj))’i_l is repeated in T(l),i [an)].

Hence, A 1) 1» which contains part of S(ij)?l, is replicated in all blocks.

Furthermore, for 7 € [1, L—1], the encoder repeats [H%)ZHA%)Z.H
of A?—H» in T(l)yi [Mﬁ”)] According to the summary of the construction of Aj.r, [g(”)] in

the last part of Section 5.2.1, the overall length of [H(V) AY) ] is ‘M(n ‘

(1),i+1° 2(1),i4+1
Then, for ¢ € [1,L], given T(l)yi [H(Urg)l‘,U(z)]

] , which contains part

V- and U(Q) ., the encoder forms the

remaining entries of Tﬁ) ; by using SC encoding. Now, T(l)ﬂ- [(7—[1]72) WU(Q))C} must depend

not only on V” but also on U(”Q) Moreover, T(l),i [E(

(}2)|VU(2)] is formed by performing

deterministic SC encoding, while 1) [(ngl)lVU(z)) \‘ng)ml‘/U(z)] is drawn randomly.
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Inner-layer [1711 W) Afv_ Inner-layer Af ) Al (V<— Inner-layer A’Ll
[H(l ,i? ] [ (1),L° }
(V) V) (v) (V)
Set M™ c o |MwaAmal [ get M c o | My Ayl [ Set MM ¢ Q ™)
Contains [H(l) o AE‘I/))Z] . Contains [Hf;{i+17AE%) ol o Contains S(l) L
() A, ) AL ()
Set Q7 ), Set 9 (1), Set Q;
. ) > ... > L5 —> -
Contains Sy AE[;)),i—1 Contains A<l))1 1 € S(1))1 AE%)L | Contains A(1) i © S(1>)1
AN\ O UM UML) MO UM UML) N OF U UM
Contains S(({J)?l Contains S((ij))l Contains S((K?L
U U
Set N c 7D | o), Set N c 7| o) Set N  FM
Contains @§1))2 . Contains 6(1) i+ Contains S((K?L
7 ) ~ o (U)
Set O c of™ |0, er5) | Set O c Q(”) O1).i+1 @ 0 Set O{™ ¢ Qi
Clasatiting Og])?z . Contains 0(1) ann Contains S((g) @
Set B{™ Set B{™ Set B{"™
Contains part of w () | Contains part of w) (U) | Contains part of w
(1).1 (—)(1) i (1),i @(1) L (1),L
Set B Set B Set B
Contains part of W(1) 2 '-.( : Contains part of W(1) p o) Contains part of W((K?L
) c oY) @) c O (n) €
e (HU<1>|VU<2>). (<>—Z e (HUu)lVU(z)) Q"— St (HUleU(z))
formed by SC decoding formed by SC decoding formed by SC decoding
Block 1 Block i Block L

Figure 5.10: Construction of outer-layer T<1> 1.1, associated to Receiver 1 when the PCS must aproach
the corner point (Rg? by’ R§?2) R{‘/g(l) R{;‘g(z)) - SR%V& wrpe- For any Block 4 € [1, L], blue and green colors
are used to represent the elements of T (1> that contain independent private and confidential information,
respectively. For ¢ € [1, L — 1], orange, brown and blue-purple colors represent those entries that contain
information repeated from Block ¢ + 1: T(l) Z[M ") | (in orange) repeats information from Az+1’ T(l)yi[Nl(n)}
i1 and T(l),i[(’)( ] (in blue-purple) repeats OEI) i41- Recall that A(l)),l’ which
contain part of the confidential information of Block 1, is replicated in T<1)72:L[Q1 >} (in red-purple). Finally,

for i € [1, L], the elements of T(l) i[(H

(in brown) repeats @E

U(1)|VU<2)) ] (in red) are drawn by SC encoding.

; . W) a7 (n) (n) (n)
For i € [1, L], we define sequences O, = T(1), '[(’HU(I)‘VU@)) NHy v \ U<1>|VY<1>]

and ¢E1U))7 = T(l),i[( H™ ) \ L £ ], where notice that [O(U )

U |V Uy VY 1),i0 L), ;] contains

those entries of T(1) '[(HEJJ)\VU@))C] that are needed by Receiver 1 to reliably estimate
" ; ) W) _ (n (U) .

Td) ;> that is, [0(1) Py, ] = T(l)Vi[(,HU(l)H/U(z)) \L U(l)IVYu)] Let k)’ be a uniformly

distributed key with size ‘(ngi)\VU(g)) Hg:l)lv \ L U(1>|Vy( N ’ that is privately-shared

between transmitter and Receiver 1. For ¢ € [1, L], we define O(U) = 0(1) i (U). Since

OElU))A is required by Receiver 1 to estimate T ;, fori e[, L — 1] the encoder repeats
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~AWU)
Oyt

size becomes negligible in terms of rate for L large enough. Furthermore, the encoder

in T(1 [(’)( } Notice that ngU) is reused in all blocks, so it is clear that its

obtains Tgl)) = T(l) [ngﬂV \LEZL‘VYU)] from Block 1. The transmitter additionally

sends (TE% , ) ) ® ngﬁ}?(l) to Receiver 1, where Ii—(r[{{z(n is a uniformly distributed

(1),1:L
: () \C\ pn) (n) (n) o
key with size L| (HU(I)‘V) \£U<1)|Vy(1)| + |’HU(1)|V \ £U(1)|VY(1> ’ that is privately shared

between transmitter and Receiver 1.

Finally, for i € [1, L], the encoder obtains X £ f(V" Uﬁ) P U&)’i), where recall that
f(-) may be any deterministic one-to-one function. The transmitter sends X! over the

WTBC, which induces the channel outputs (Y(’ll) P Y(g) P Z”)

Remark 5.8. Consider the construction of T (k) 1.1, for the achievability of the corner point
(REh Ry, R Rt ) € R ywrpor If we consider that I(Uy; Yo |V) < I(Ugy; ZIV),
according to (5.46) and (5.47), notice that |.7-"0n)‘ - |jkn)| <0. Consequently, if k=1, for
iv1 Of length |j1(")} mn
some elements of T(l) [ } Similarly, if k = 2, for i € |2, L] the encoder cannot repeat the
sequence \1'22)71._1 of length ’._72 )| n T(Q)’i[]:o ]

Therefore, under this assumption, the encoding strategy will be as follows. If k =1, for
i € [1, L] we will define A(l) as any part of@%)Z with size |j1(")’ _ |_7:én)|‘ Forie[1,L—1],
the sequence AEU) will be repeated in some part of the inner-layer A; [I(")], whereas the

1),i+1 W 5
remaining elements of @Ellj)) 1 will be stored in T(y) ; []-'é”)]. Similarly, if k = 2, fori € [1, L]

i€ [1,L —1] the encoder cannot repeat entirely the sequence égllj))

we will define A(z) as any part of \I'(z) . with size IJQ(”)| — ’fén) | Fori € [2, L], the sequence

(U
Alyyia will -
elements of \I!E;]))jil will be repeated in T2y ; [}"én)].

will be repeated in some part of the inner-layer A, [I(”)], whereas the remaining

Remark 5.9. If we consider input distributions that imply (Rg’fl),RS(2),RW(1),RW(2)) € Rﬁ_
for some k € [1,2], it is clear that if I(Ugyy; Yy|V) < I(Uwy; Z|V) then we must only
consider those Situations (among 1 to 8) in the inner-layer where I(V;Y ) > 1(V; Z).
In this case, part of the elements of the inner-layer that previously carried confidential
information could be used now to carry A(l) 9. OT A(2) L1

We will not go into the details of the encoding/decoding when I(Uyy; Yy |V) <I(Uy; Z|V)
because both the construction and the performance analysis will be very similar to those of the

the contemplated cases such that the outer-layer must repeat some elements of the inner-layer.

5.2.3 Decoding

By using /i(jn‘;?(k) and /@%IQ(M, consider that (@E‘k/))l L,T% ) and (@EZ)),LL,T(,C)) have been

reliably obtained by Receiver k € [1, 2] before starting the decoding process.
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Decoding at Receiver 1
This receiver forms the estimates fl’lﬂ 1, and T(’i)

forward, i.e., from (A?,Tﬁ))l) to (Aﬁ’fﬁ)@)' For i € [1, L], it forms A” first, and then Tﬁ))i.

The decoding process at Receiver 1 when the PCS must achieve the corner point of

1.p of ;171‘: 1, and Tﬁ) 1.1, Tespectively by going

%ﬁ%_WTBC or %ﬁ%_WTBC is summarized in Algorithm 5.3. Despite A7, does not carry

information intended for Receiver 1 when the PCS operates to achieve the corner point of

Eﬁﬁ%_WTBC, recall that this receiver needs fl{‘: 1, to reliably reconstruct T(Ti),r I

In both cases, Receiver 1 constructs A? and T(’i),l as follows. Given (TEY)), fIJ%)l) and

) W)y A (n) \C i (n) c :
(T(l) ,@(1)71), it kn~ows Al[(ﬁy\Ym) } and T(1) [(EU(MVY(U) ], re?pectlvely. Therefore,
from observations Y(?)J and A; [(ﬁ%)y(l)
decoding. Then, from }7(7{)’1, T(l)’l [(ﬁg:)l)\VY(l))c] and ‘71" = A{"Gn, this receiver form T{i

Recall that Agv) and AE(1]))1 have been replicated in all blocks. Thus, Receiver 1 obtains
Ang) = A [RE{')] , while it obtains IAXE%)’LL = T(lm [}'1(")} or /A\g]))vli = T(l)J [an)] depending

on whether the PCS must achieve the corner point of mﬁ}_WTBC or %NZH_WTBC respectively.

)C], it entirely constructs A} by performing SC

)L

For i € [1, L — 1], consider that A?. and Ta) 1.; have already been constructed. Then, the

2

construction of A?H and ’f’ﬁ) i41 1s slightly different depending on whether the PCS must

achieve the corner point of %ﬁ%_WTBC (k=1)or %ﬁ%_WTBC (k=2):
k = 1) From A? and T(q)ﬂ., (1),i+1
Notice in Algorithm 5.3 that secret-keys K@V)
V) W)
i+1 i—1
and notice that they are available because (A7, T, ,_1) has already been constructed.
Recall that part of (:)EQ and f‘g_‘g are obtained from Tﬁ) ;- On the other hand, from

fn : "y s W) AD) () )
T(l))i, it obtains T(1)7i+1 = (@(1)7i+1,A(1)’i+1), and kg SIRE

. . v (V) &) V) AV) A(V) AV
it obtains V) A (\Ilg_’i),Fgwi),Hgg)L,Gg_’_{’FE_i_%,Ag_i_i).
and K{ﬂv) are needed to obtain @EQ and

respectively. Moreover, \IIE‘_/i and I’ may also be necessary for this purpose,

is needed to get éE1U)

n - . . (v (V) A(V) A(V) AWV) »~(V) 2 (V
k = 2) From A] Aand T(l),j’ it obtzims T/((l),)iJrl = (\Ilgvi),ngi),ﬂgm)’i’@l&i,FE+%,AE+%)
and T/((lr)J,)i-‘,-l £ (955])),¢+1’A§1U)),i+17OE%),¢+1)~ Now, for ¢ € [1,L — 1] the encoder have

repeated an encrypted version of \IJEV and FEV) at Block i + 1, whereas @E_‘Q, I‘E_‘Q and

oW have been repeated in Block i directly. Hence, notice in Algorithm 5.3 that

(1),i+1
secret-keys HEI,V) and KJ%V) are needed, whereas neither KJ(@V) nor Klgj) are used in this case.

Moreover, notice that Receiver 1 now obtains OA%)J._H = T(l),i[oﬁn)] @ /@'(OU), which recall
that have been drawn by performing SC

that contains part of the elements of Tﬁ)z 41

encoding and are needed by Receiver 1 to reliably reconstruct Tﬁ) i1

. . (V) W) A (n) \C o .
Finally, given (T(l)ﬂ.ﬂ,(l)(l))i“) B} Ai+1[(£v‘y(l)) ] and Y<1M+D it performs SC

. in . U U " n C
decoding to construct A7, ;. Then, given (T/( ) o) ) ) T(l)vi"rl[(ﬁé(i)\VY(l)) ],

N > ¢ (1),i417 = (1),i+1 :
Vit = Ay Gn and Y 1y, it performs SC decoding to construct 17 ;4.
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Algorithm 5.3 Decoding at Receiver 1 when PCS operates to achieve the corner point of ml(\{;I)—WTBC

Require: T V) T(U), <I>EU) and Y

Py Ty 1),1:L (1)1L

Require: 1f k =1 then {H V) ,K;(@V), Ea )} else {IiF ,Ii\(l,v)7l€gj)}

=

=

1%
(9% zzi-17

1%
@g ’L<)‘rl7

1%
FL(’> 22&-1

v
Fg z)+1

> by using SC decoding

]

]

) &)
1: (T(1)(£’(1)(1’ Y(Tf) 1)
2: (1) 1 (T(l) ,<I>(1) 1 A"Gn,Yl) 1) > by using SC decoding
3: A(V) — A1 [R(n)]
4 if k=1 then A} « Ty, [F1V] else AY) « Ty, [Q1"]
5. fori=1to L —1do
6 )« AT ngi]
7 if £ =1 then
: GV AjlesM] and TV« Al
0 617, AR and 60, + AR & 04 iy
10: T« 4R et and I, « 4 [R'l(")]
11: AEl))zH = T(l) [ﬁ( )] A&U i+l
v 1% v v
12: 9(+1 « [95 A-lve)é A-lve)g 111} é) )
13: F(ﬁ « [FE‘Q&-DFQQFDF:(SVZEH] (V)
v V) a(V) AV) A V) AV
14: Tz(l),)i—i-l = ( gz)J‘é z)vHEQ))z’®£+%aF§+i’A( ))
AWU) (n) U)
15: @((1[)]7;_’_1 — T( 2 [D ] f?];‘ﬁ
S~/
16: T(l),i+1 A (@(1) 2+1’A(1) 1+1)
17: else
18: GV AjlesM) and T8 Al
19: vV 0V @ k) and 1)« 1) @ k)
20: 9§V)+1 « A [R(")] and @ng)H « AR! ”)] o) |
21: P - A RN eT) | and I, « A4 [R’(" ]
v U U)
22 (H&))HpAEU)m) «Th). M) Agm i1 =
V) (V) AV \% v A% V) 4
23: 2(1 i1 (‘111 z)aF2 1)71_[52)) aH51>),i+1795+%7Ff+%aAf )
24: 6E1U)l+ — A() IV
25: OE% i & Ty RET
1(0) A (U) ) )
26: Ty (@(1) z+1’A(1) i+1° 0(1) is1)
27: end if
P SV v n
28: Ay (T(g),)iﬂ"pgl))zﬂvyu) is1)
n ~1(U) ) n
29: T(1) it1 (T(l),i+17(1>(1) H—l’A (G, Y, ), L+1)
30: end for

31: Return (W(1)71;L,»§(1),1:L) — (A¢+1T

(1), H—l)
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Decoding at Receiver 2

This receiver forms the estimates A7, and T@),l: , of A7, and T&)’l: 1, Tespectively by going
backward, that is, from (A’LL,T&%L) to (AT, 15 1)

The decoding process at Receiver 2 when the PCS must achieve the corner point of
%ﬁ%_WTBC or %ﬁ%_WTBC is summarized in Algorithm 5.4. Despite A7, does not carry
information intended for Receiver 2 when the PCS operates to achieve the corner point of
%g\/l[%-WTB(N recall that this receiver needs A7, to reliably reconstruct T(%),L L

In both cases, Receiver 2 constructs A% and T (2),, as follows. Given (Tg))7 CDE;/)) ;) and

U) U\ i (n) \C n (n) C :
(T(2) ,<I>(2)’L)~, it knows 14L [(EV\Y@))C } and T(o) 1, [(KU@)IVY@)A) ]7 respectively. Hence, from
observations Y(g”) pand Ap [(‘CE/TLI)Y@)) ], it entirely constructs A} by performing SC decoding.

Vg0 T n C n An : : T,
Then, from Y(Q%L, Ti2),L [(ng(l)‘vy(z)) } and V' = A} Gy, this receiver form T(2),L'
Recall that A(lv) and Ag))l have been replicated in all blocks. Thus, Receiver 2 obtains

/A\ng) = A [Rg\n)L while it gets /AXEQU))’LL = T(Q)VL [_7-'2(”)] or /AXEQU))’I:L = T(Q)yL [Qén)] depending

on whether the PCS must achieve the corner point of %ﬁ%_WTBC or mﬁI_WTBC respectively.
For i € [2,L], consider that A7, and TA(%)J: ;, have already been formed. Then, the

construction of 4?71 and T(g) ;1 is slightly different depending on whether the PCS must

achieve the corner point of %ﬁ%_WTBC (k=1)or %ﬁ%_WTBC (k=2):

k =1) From fl:‘ and T(’é) ;» it obtains TV A (ég‘?f‘g‘?, 1 \ilgri?f‘gg, ]\52)

) (2),i—1 (2),i—1°
and T/((;)Jl_l £ (‘DgzU))i—l’AgzU))i—l’ Og))i_l). Notice in Algorithm 5.4 that Iig/) and m%v)

are needed because the encoder have repeated an encrypted version of (:)EV) and fEV)
at Block ¢ — 1. In order to obtain \TIEQ and f‘l(g, recall that part of these sequences

may have been repeated in T&y ;- Moreover, notice that part of the encrypted versions

of (:)EQ and f‘gﬁ may also be needed to obtain @52 and fgﬂ, which are available

) has already been constructed. Now Receiver 2 obtains \I/E;]))i_l

where recall that OE;)Z

because (A?H,TA(;) -
AU ) y "
and OEz)),z‘ﬂ = T(2),z‘[(9§n)} @ k3 from T3y 0 B

the elements of T@)yifl that have been drawn by performing SC encoding.

contains part of

k = 2) From A? and T(’;)wi, it obtains T/((Q‘)/)%1 = ((:)gvz)7f‘9/z), ﬂg)),ifp @EY%f‘EY%, ]\52)
and T'((;)])i_l 4 (\I/E;J))i_l, AE2U))_1,_1). Now, the Receiver 2 uses KSI,V), H{ﬂv) and HEPU) because
the encoder have repeated an encrypted version of @52, f‘gg and @52 in Block i.

. . (V) (V) A (n)
Finally, given (Y55 1. @) ) 2 Az’—l[(ﬁvw@)

: Ain : 1(U) ) 7 (n) c
decoding to construct A? ;. Then, given (T(Z),i—l’q)(Q),i—l) ») T(Q)vifl[(LU@)\VY(z)) 1,

)C] and }7(’2%_1, it performs SC

Vi’ll = fl?flGn and Y(g),i—p it performs SC decoding to construct T(Z)7i_1.
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Algorithm 5.4 Decoding at Receiver 2 when PCS operates to achieve the corner point of ml(\{;I)—WTBC

Require: T (;/))1 . T(U), <I>EU) and Y(z) 1L

2 ®@),1L

Require: 1f k =1 then {ﬁ{y ,K;(@V), E) )} else {IiF ,KJ\(IIV)7 n‘(I,U)}

1:

2:

I AN

10:
11:
12:
13:
14:
15:

16:
17:
18:

19:
20:
21:
22:
23:
24:
25:

26:
27:
28:

29:
30:

A” (TEV)) (IDE;/))L, N(g)’L) > by using SC decoding
T(”) L (TE2)), CI)EQU))L,A%G,,, }7(3)&) > by using SC decoding

if k: =1 then A§: )= Ty o [FM] else AY) | Tig) 1 [Q5]
: for i =L to 2 do

1% 2 n
0y« AR

if £ =1 then
O« Ajlci™) and TV « A;[c{y)]
(:)(V) — @(V) ® Ii(v) and I‘(V) — F(V) & /<; V)
fo(V) L AR )] and \11<V> L AR @ @;‘;Ll
F(V) L AR @ r§ "y and 1Y) o A [RY™)]

AE2>)71' e Tl al M) > AE2U)),1'—1 =[98, 157 ]
T e O T G, e b AN

\I/g))l L Ty V™)

O(;J)Z - T(2) [O( )] EB,%(U)

"(U) ) A (0) AWU)
T(2),i 1 (‘I’(z)z l’A(2),i—1’O(2),i—1)

else
O« Ajlci™) and TV « A;[c{y)]
) AR and U |« ARG @),
")« 4RM e rml and T | « A,[R{™)]
AEQU))»L 4 ToyalLs™) > A(2U))z 1= [@S,VR 1arz(a‘,?—1]
‘Ijgvi A [‘f’g‘;) 17&’9? 1 ‘I’E),Vz') 1] & "DEI/V)
PO e [, T8 T8 ] @ )
T (O LAY 6 N A
W)y TP @ k§)
T« (U5 AL )
end if

in (V) (V)
Al (T(Q),i—l’q’(Q) i1

Y5)io1)
7 +/(U) )
Ty o1 < (T(Q),i—l’(b(Q)z 1 A, G, (2)2 1)

end for

31: Return (W(Q),I:La§(2),l:[/) — (A?71T&)7i_1)
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Remark 5.10. According to the previous decoding algorithms, Receiver k € [1,2] decodes
both A” and T ; from Block i € [1,L] before moving to adjacent blocks (polar-based
jointly decodmg). Indeed Receiver 1 needs to obtain first T ; before decoding AH_1 because

[HEY))H—P Ag‘l/))zﬂ} , which is requzred by this receiver to relzably estimate Az+1f 18 repea,ted in
T( . Similarly, Receiver 2 needs A 1 to reliably decode Al 1, but it is repeated in T (2) i

C’onszder another decoding stmtegy for Receiver k € [1,2] that obtains first A1 .1, and then
decodes the outer-layer T(k) 1...- We refer to this decoding strategy as polar-based successive
decoding. Clearly, (Rgfl),RS(Q),R{‘A%(U,R{‘%Q)) - mﬁ)]_WTBC is not achievable by using succes-
sive decoding because, according to the summary of the construction of Ay.p, [g(”>] in the last
part of Section 5.2.1, in all cases T&) contains elements required by Receiver 1 to reliably
decode A}, . Furthermore, for the same reason, all situations where I(V; Y(k)) < I(V;Z) for
some k € [1,2] are not possible by using this strategy. Consequently, it is clear that joint

decoding enlarges the inner-bound on the achievable region for a particular distribution?.

5.3 Performance of the polar coding scheme

The analysis of the polar coding scheme of Section 5.2 leads to the following theorem.

Theorem 5.1. Let (X, DYy Yy 21X V(1) X Y (2) X Z) be an arbitrary WTBC where X € {0,1}.
The PCS in Section 5.2 achieves any corner point (Rs(l) RS&) Rf,{,“(l),R;{fm) - %S\];)I_WTBC
given in (5.3)—(5.6) for any k € [1,2].

Corollary 5.1. The PCS achieves any rate tuple of 9‘{5\]})] wrsc defined in Proposition 5.2.

The proof of Theorem 5.1 follows in four steps and is provided in the following subsections.
In Section 5.3.1 we show that the PCS approaches <R5<1) , RS(Z) , R}‘,{}'(l) , Ra’}m) C fﬁgﬁ_WTBc
for any k € [1,2]. In Section 5.3.2 we prove that, for all ¢ € [1, L], the joint distribution of
(V U(1) i U(g),w X Y(l) P Y(Z),z‘? ZZ") is asymptotically indistinguishable of the one of the
original DMS that is used for the polar code construction. Finally, in Section 5.3.3 and
Section 5.3.4 we show that the polar coding scheme satisfies the reliability and the secrecy

conditions given in (5.1) and (5.2) respectively.

5.3.1 Transmission rates

We prove that the polar coding scheme described in Section 5.2 approaches the rate tuple
k .
(RS(I) RS<2) RW(I) RW(z)) C %&%_WTBC defined in (5.3)-(5.6) for any k € [1,2]. Also, we

2 Although for a particular distribution the inner-bound is strictly larger with joint decoding, we cannot
affirm that this decoding strategy enlarges SRy.wTBc: rate points that are not achievable with successive
decoding for this particular distribution may be achievable under another distribution.
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show that the overall length of secret keys n(v), /{&Q(D, I{—(;Qu), I{(OU), K&IQ(U /{%&3(2) is

asymptotically negligible in terms of rate, and so is the overall length of /ig/) and H(U) if the
PCS operates to achieve the corner point of E)%l(vl[%_WTBC, or that of KSI,V) and /-@EI,U) if the PCS
operates to achieve the corner point of %ﬁ%_WTBC. Moreover, we show that so is the amount

of randomness required by the encoding (number of entries drawn by random SC encoding).

Private message rate

1. Rate of W(y). For i € [1, L], we have W), = [W(%)Z,W((Ig)] where W((k)) A;[c™]
and W(U). = T(k) ,-[jo(") U jk(n)]. Therefore, we obtain

(!W o+ W) <

(k)i *(‘H(n \HV\Z‘ + ‘HUMV\HUW'VZ’)

® 1 n
(’H( } - |HV\Z‘ + |HU(k)|V’ ‘ U(mvz’)

113% H(V)—=H(V|Z)+ HUw)|V) — HUw)|V 2),

where (a) holds because C(™) = 7—[( v|z and by the definition of j ) and j(n) (5.42) and
(5.43) respectively; (b) follows from the fact that ’H(n 2 H v|z and H(n Upo [V = ngnvz?
and the limit holds by Theorem 2.1.

2. Rate of W,. For i € [1, L], all private information Wiry,; is carried in layer T(k) .

Specifically, we have W((k)) T(k [B(n) B,(C" ] Hence, we obtain

@) | @ L1 m (n)
nlL Z |W(k) il U(k>\VU<k) \/HU(,;)WU(;C)Z‘

Sl |

| U(k)|VU(k)| Uy VU Z

TH_OO) HU i VUwy) — HU VU Z),

where (a) hOldb by definition of B(n) and Bgn) in (5.50) and (5.51) respectively; (b) holds

because ’H )\VU(M 2 ngl)ww 7 and the limit holds by Theorem 2.1.

Therefore, the PCS attains RW(k) and R*Wk(,;) defined in (5.5) and (5.6) respectively.

Confidential message rate

According to the PCS described in Section 5.2, in order to approach the corner point
(k) : A

(RS(I),RS<2) RW“),RW@)) C RyLwrpes the inner-layer A7, and the outer-layer T(k) LI

carry confidential information S intended for Receiver k, while the outer-layer T&) LI

carries confidential information S(,;) intended for Receiver k.
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1. Rate of S(y. First, consider the confidential information S((;/)) that is carried in the
inner-layer A7, . From Section 5.2.1, in all cases we have S(%)l = A [Z™u QYL) U Qﬁ?};
for i € [2, L — 1], we have S(%)z = A;[Z™]; and S((,‘c/) L =A™ U Qén)]. Recall that
the definition of the set Z(™ depends on whether the PCS must achieve the corner point

of regions %&%_WTBC or %ﬁ%_WTBC.
If the PCS operates to achieve the corner point of %ﬁ%_WTBC, we have
0] (G5 + (957 — [RD] = [RY| = [RE] = [RY™|
+
2 {19571+ 1657 — e - et}
n n et
() 0 (e, )}
n et
= {0 = 10 1} (5.56)

where (a) holds by the definition of Z(™ in (5.31); (b) holds because, in all cases when
I(V;Yy) < I(V; Z), we have [G5"] + [65”] = |R{Y| + [R\D| + |RY”| + |RY™| and
]gé”)| + ]gé”)\ < ‘C%n)| ’C(n) (see conditions in (5.28) and (5.29)) and, otherwise, we
nave (R + R = [C21, R+ R = [ef™| and 667 +[687 | > Jei™)| |3

(see condition in (5.27)); and (c¢) follows from the partition of ’HV) defined in (5.19)—(5.26).

(c) (n) n)
HHWZQLWWU

Similarly, if the PCS operates to achieve the corner point of %ﬁ%_WTBC, we have

20 21657 + 16| + |68 - [RYD] — [RY
— [R = [R] — [REV| — [RE™| — [REY)
D 16571 + |60 - |RY] — [RID)| — [REV] — [RA™)|

(C) n n n n +
2 {1087+ 1917 - e — et}
(d) n n n n cYt
D e, |- |0 0 el
n n cnt
= {0 = 1) 1} (5.57)

where (a) holds by the definition of Z(") in (5.33); (b) follows from (5.30) because the
set R(Sn) has size \gé”)] — \RY”] ‘R/(n |, (c) holds because, in all cases contemplated
in Section 5.2.1 when I(V;Y(s)) < I(V; Z), we have |G5"| + |G| = |Rs | + [RYS)| +
|R(n)|+|72/(")‘ and |g(")|+|g§")| < |C(")’ |C(n) (see condition in (5.29)) and, otherwise,
we have |R( } + |R'(’" ’ = ‘C n)| and ‘R n)| + |R/(n) = |C§"2)} (see conditions in (5.27)
and (5.28)); and (d) follows from the partition of H&}l) defined in (5.19)—(5.26).
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Consequently, the rate of S((k)), which is carried by the inner-layer A7, is

L
% Z (k), |1 n)| + ([I(n) U gYL) U gg)| + |I(n) U ggn)’)

:n| O+ (160 +165] + 1613))

@ 1|I(")1+ ‘H‘;?Zm (ci}lly(l) ES?Y&)) ‘

S Lz L (|- | s?ym /)

QI = e )T} o (0 = 128, )°))
220 {H(V|Z) — HV V) )} +1( H(V|Z) - H(V[Yq)))
L2 {H(V|2) — HV|Y)} (5.:58)

where (a) holds by the partition of 7—[(") in (5.19)-(5.26); (b) follows from applying
elementary set operations and because |£V|Y o N EE?I)Y@J < |E§;L|)YM)’ for any ¢ € [1,2];
(c) follows from (5.56) and (5.57); and the limit when n goes to infinity follows from
applying Theorem 2.1.

Now, consider the confidential information .S, ((g ) that is carried in the outer-layer T&) 1L
According to Section 5.2.2,if i € [2,L — ] we have S U = T(k) []—'(n) \ (D,(Cn) U EEC"))].
At Block 1, if k = 1 then we have S{})); = Tjy), [(]—‘O" UFM) N\ (DM U £8™)] and,
otherwise, we have 5(2) ) =Tio)1 [.Fé "y ]—"(”)] Fmally7 at Block L, if k = 1 then we

have S(1)), = Ty [F5"], while if k = 2 then (), = Tia) 1 [F5" \ (D(") uLs)].
Consequently, the rate of S((k) , which is carried by the outer-layer T(k) Lol

LS o)
oL 2 Sl
=1
~ Lo @ v )+ L v e u )

= (1M w2l = 128 ) T = L1+ 1e63] - 1667 - 163 )

1 (10 . § ) o
o (1 v |+ {167 e = 10”1 - 16271} )

n—00

2, H<U<k>|v2> H(Uuw|[VYy) — {H(V|Y ) — H(V|2)} "

L—)oo

( Uy IVYiy) + {H(V|Yy) — H(V|Z)}T)
H(

UwlVZ) — HUVYs) — {H(V|Ye) - H(V|2)}, (5.59)



5.3. Performance of the polar coding scheme 139

where (a) holds by (5.40)—(5.46) and recall that |D,;" | + |F,™| = |HU(k~>\V \ L"U(k)IVYUC) B

which is greater or equal to |HU(k)|VY(k) | and the limit when n goes to infinity follows

from applying Theorem 2.1, where we have used similar reasoning as in (5.56) and (5.57)
. n n n n + n—oo +

to obtain {’C,(C )‘ + |C§2){ - |g0 )’ - |g,£C )|} - {H V|Y(k)) (V‘Z)} :

Finally, by combining (5.58) and (5.59), we obtain that the rate of S is

L
1 1 n oo
EZ (k] = 72 (k)z|+}S(k) ) 25 HV U Z) — H(VU @)Yk,

i=1

which is equal to the rate R:‘g’:k) defined in (5.3).

2. Rate of S(,;). The confidential message S R s carried entirely in ~(7;€) 1.1~ According to
Section 5.2.2, if ¢ € [2, L — 1], we have S(k) T,;)’i[Qén) \ ( oM UN, (n) UM}%ﬂ))] At
Block 1, if k = 1 then S((ié = T (1),1 [(Q(n) UQEH)) \ (Ogn) U./\/'l(n) U./\/lgn))] and, otherwise,
S(U = T(Q) 1[Q "y Q2 ] At Block L, if k = 1 then we have S((S?L = T(l),L [Qén)],

Whlle if & = 2 then S 2) L= (Q)VL [Q((Jn) \ (Oén) UN;n) uMé"))}. Consequently, we obtain

LS o)
TTLZ|S<W|
= Jof\ (0 gm/v,gmm,gm)\+niL|o,g">uNf">uMﬂn>ug,g")1

@ l (n) ()
n (‘ Uiyl VUw) 2 M EU@)'VY(E)

. rH(n) (n)
‘( U(:@)“/U(k)) U(MV\ U(kﬂVY(k)

- ’Hl(}g)wU(k) ( gz)@\VU(k)Z)C\ z(;z;)wy(,;) - | 55”)})
- niL|O,%") UM UM U o]
(g %(’H((J?NVU(MZ ne U(k)‘VY(k) ’ gi)"/UU»)Z \Eg:;ﬂvy@ B |M’(5n)|)
+ i(’ﬁﬂ%’c)'vﬁm + ‘M](_: D
B %(‘/Hggﬂ‘mmz‘ B ‘<£81(32>‘VY(E>)C‘ B ’M%n)D + %(‘Hg?%)‘vy@) * |M§5n)|)

125 HU G VU Z) — HU VY (gy) = (H(V[Yg) — min{H(V|Y(y), H(V|2)})
+ 1 (H UG VYg) ~ (HVIY) ~ min{ H(V|Y), H(V|Z)))

L—oo

—— H(U VU Z) = HUG VY (i) = (HVIY) - min{H (V|Y2), HV|2)}),

where (a) holds by the definition of sets in (5.48)—(5.53); (b) follows from the fact

(n) (n) (n) c s i
that sets (H,’ ‘VU(M) NHy v an nd HU(k)l‘/U(k) N (HU(,;)\VU(,C)Z) are disjoint and
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and because ‘(’) n)’—l—‘/\/' ’—|—|Q(n)‘ = ’”H(L?

@)
which is greater or equal to ’H[(}:;)IVY% |; and the limit when n goes to infinity follows

(n)
subsets of (7—[ )IVU(k)Z) Iv\ U(k)lvym

from applying Theorem 2.1 and the definition of M]%n). If k = 1, according to (5.55)
we have M| = |G| + [e™| = |657| — eS| if I(V;Z) < I(V;Y(s), whereas
M| = (e8] + (e = 65| — |68 | if I(V'; Z) > I(V;Y(z)), and we have

iV ]+ lei2] = 166" = 1627 #== H(VYw) ~ H(V|2)),
which follows from (5.56), while from the partition of ’H(") (5.19)—(5.26) we obtain

n n n n n C n n C n
1617+ 16| = 1657 = 167 | = 1(£¥,,) ™ N Ly | = [(E0,) " N LV, |

n C
_| V|Y(1)) ’ ‘(ﬁg/\)ym) }7

T H(VIYy) — H(V[Y ).
Otherwise, if k = 2, from (5.54) we have |M§") ! :{‘Cé”)| + |C§"2)’ - |Q0")’ - |an) |} and

{lef”] + [y = g8 — o™ |} 222 {H(VIY) — H(V|2)}
= H(V|Y(g)) - min{ H(V|Y()), H(V|Z)}.

Therefore, the PCS attains REI(CE) defined in (5.4).

Private-shared sequence rate

First, recall that in Chapter 4 (Section 4.3.1) we have proved that
n,L—o0
(|,.; |+ s3] +Z [, ) ZE= 0.

If we substitute |I€8/)‘ by |I€‘(I,V) |7 it is very easy to prove, by applying similar reasoning, that
the overall length is negligible in terms of rate as well.

If Kk =1, we have ‘Hg])’ = ’._71(”)| and |/€ | = 0, whereas ’KJ@ )‘ =0 and |/€ | = |B(n ‘
if k = 2. From the definition of «71(”) and Bgn in (5.43) and (5.51) respectively, we obtain

n—oo. 1 L—o0
E’ U)| = ‘( U(1)|VY(1)) ’ = ZH(U(1)|VY(1)) —=0,
1 C 1
*L"‘JEPUW < (Lo wvye) | THU)|VY () L2 0.

where the limit when n goes to infinity follows from applying Theorem 2.1.
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Finally, we have

1 & o) L @
E; “Y<I><z>|+nj|”o |

_71 (n) £m
7( (n) \ (n) ‘ | (n) \ (n) |)
L U(k)"/ Uiy VY () Uiy IV Y TU g VY (g
1 c
+ E( U<k>|VU<k> U(k)"/\ U(k)“”’(m‘)
<ii><w> VL) v+ 1 ) 2L e )]
—_— n = U(g)|V U(g)lVY(g) nL U(k)‘VY(k) nL U(L)‘VY@)
2
@1 0 Cr, 2,0 C
n—oo 1 L—oo

—_— E(H(U(k)‘vy(kﬂ + QH(U(,*C)|VY(];))> — 0,

where (a) holds because HU(@)WYM) C HEJ@)\V

to infinity follows from applying Theorem 2.1.

for any ¢ € [1,2]; and the limit when n goes

Therefore, the amount of private-shared information between transmitter and legitimate

receivers is negligible in terms of rate, and so is the rate of the additional transmissions.

Rate of the additional randomness

For i € [1, L], the encoder randomly draws (by SC encoding) the elements A; [(’Hg/"))c \ng)},

7 (n) (n) 7 (n) Cy\ pn)
Tiky,i [(’HU(MV) \EU(k)lv] and T, ; [(HU(,;>\VU(k)) \EU@\VU(/@)}' Nevertheless, we have

1 (n\C\ p(n) (n) £ (n) C\ pn) n—o0
;(‘(HV ) \ Ly ’Jr‘(%U(k)\V) \ U(k)|V’ ‘(HU(E)|VU(;Q)) \EU(,;)|VU<k) ) —0,

where the limit as n approaches infinity follows from applying Theorem 2.1.

5.3.2 Distribution of the DMS after the polar encoding

For i € [1, L], let QA;LTG),iTZl denote the distribution of (A7, Tﬁ) i T(") ) after the encoding.

2),i

The following lemma proves that § APT T, and the marginal distribution p AnTn

(2.1 0T
of the original DMS are nearly statistically indistinguishable for sufficiently large n and,
consequently, so are qvnT(l) T XIS Yo 2r and PVTa I XnY Y 20 This result is
crucial for the reliability and secrecy performance of the polar coding scheme.
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Lemma 5.1. For any i € [1, L], we obtain

IN

n n 7 (*)
Vidapy, 1, o PanTy Ts)) < O
5)

b

*

V(Gynrn 1n <
(v, T, X0 Y, 20 PVRT T Xov Y 2 ) S 0

b

3
where 57(L*) 2 Z \/2\/€n5n2 ln2(€n — log \/#nd,21n 2) + 6, +V3y/nd,21In 2.
=1

Proof. For the first claim, see Lemma 2.3 taking Ty £ 3. The second holds by Corollary 2.2
because, for all i € [1, L], sequence X!* and X are deterministic functions of (A, T, (1,47 T(%) )

n mn n
and (A ,T( T(Q)) respectively, and Gy» T0 Tl XEYE Y3 2 QX"pY(q)Y(g)Z | X7 O

Remark 5.11. Consider the PCS operating to achieve the corner point of %&f%_WTBC for some

k € [1,2]. In this case, O ; C T(k) [(ng)k)\VUw)) ﬂ?—l( n) \V] is repeated, fori € [2, L]
" (sz =1) or, for i E [1,L—1], in T" (sz: = 2) In both situations, O'¥

(k),i— (k) (k)7
drawn by performing SC encoding and is repeated in some of the elements of the correspondmg

adjacent block whose indices correspond to 7—[ k)\VU 5+ Nevertheless, Oék)) is not repeated

directly, but the encoder copies O(k) = Ogg)) &) ’<°'o u) (see Figure 5.9 and Figure 5.10). Hence,
()

notice that kg’ ensures that OEE))z' is uniformly distributed and, consequently, we can consider

that (jAgT{;) 7 is equivalent to (2.16) and apply Lemma 2.3 in the previous proof.

(2),d

5.3.3 Reliability analysis

. . . k . .
Consider that the PCS must achieve <R5<1) ) RS(Z) , Ra’,“m , R*ka) C %%A%_WTBC. In this section
we prove that Receiver k is able to reconstruct (W), Sw)) with arbitrary small error
probability, while Receiver k is able to reconstruct (W(,-c), S(,;)) Recall that the inner-layer

fi’f:L and the outer-layer T(k) 1. carry (W, Sy), and the outer-layer T(k) 1., carries

(W, (k) S(,;)). Although A” .1, only contains information intended for Recelver k, the other

receiver must reliably reconstruct them in order to be able to decode T ( P

Counsider the probability of incorrectly decoding (A1 L,T(l) 1. L) at Receiver ¢ € [1,2].

For i € 1Llet~nn »n and n yn be marginals of
(L, L], QrTE, Y pvnTy Y g qvp Ty Tl XTY S Y e 20

and pynpn 7n xnyn yn zn respectively, and define an optimal coupling [LPWO09]

m'@ mr@
(Proposition 4.7) between qvrrn yo and anTn)Y(n such that P[é’vnT&) (4)1]

(£),i" (€)1 £)
V(qv "T Yo, PV T(z)y(?)) where EV " T, Y(0),i {(Vn T(e)’Y(f)i) a (V T(TZ)’ (f))} Ad-

ditionally, define

A n C S n C < n C ~ n (@]
€2 { (A (€)1 T (5 ) 1) # (AL (£5h) T T (82 1vve) ) -
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Recall that (T(V) P (v ) and (T(U) V) ) is available to legitimate Receiver £. Thus,

(0),1:L 0 %) g

PIE ), 1(]) IE”[:;,'(Q%L] =0 becau(se)glven (Egl))’(bgl))xli) and ET)EU),((I))EI){LL) Recei(ve)r 1 (kr;ows
i ~ a % U) (U

Al[(ﬁ‘fly(l)) | and T(l)al[(ﬁlzl)l\/Y(l)) |, while given (T(Q) P, ;) and (T(Q) Py, 1)

. . ~ (n) \C ~ (n c
legitimate Receiver 2 knows Ap, [(EV"IY )( } amiJ T(QN),L [(‘CU(@))WY(Q)) (]; Furthermore, due to
the chai~ning s;tructure7 recall that (Al [(EV\Y(U) ],T(l)ﬂv [(L:U(l)IVY(l)) ]) can be constructed
from (A?_l,T(’?l) .,) for i € [2, L]. Therefore, at legitimate Receiver 1, for i € [2, L] we have

PlEy i) < P[(A71, T8y im) # (A1, Thyac)]- (5.60)

Similarly, we have seen that (/L-[(E(") )C],T(Q)J[(L',gg)lvy(z))c]) is repeated, for i €

[1,L—1], in (A?H,T&)JH). Thus, at legitimate Receiver 2, for ¢ € [1, L — 1] we obtain

PlE).] < P[(A?-va(g),i-&-l) # (A?+17T(g),i+1)]- (5.61)

Hence, the probability of incorrectly decoding (A?, T(Z),z‘) at the Receiver £ € [1,2] is

P[(A?E),i7f72),i) # (/NV-I,T" ol
= P{( (0.0 Tl.0) # (A2 T ) |EGr vy QE&LJP{E%"U@W&M ”5<Ce>,i]

+ P{(A?Z) i’T&) i) # (A7, T(Z )‘EV"U(AYM) u g(f),i}P{gV?UuW&) U g(l)ﬂ}

n C
< P|(Afy 0o Tihy) # (AT ) |EGnuy vy . N EG ] +PlEvrviva,| +P|€w]
(a)
< 20, +P[Evru, ve ve J+PEw.)
S 26, + 0% + P[]
c)
< i(20, + 67
where (a) holds by Theorem 2.1; (b) follows from the optimal coupling and Lemma 5.1; and

(¢) holds by induction and (5.60)—(5.61). Therefore, by the union bound, we obtain

L
P{(We) 1.2 Sy1:2) # Wigy 100 Sioy1:n)] <Y PUAL o Tl 0) # (A7 T )]
=1

IN
h

(L+ L+l (2nd,, +657),

and, consequently, for sufficiently large n the PCS satisfies the reliability condition in (5.1).
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5.3.4 Secrecy analysis

Since the encoding of Section 5.2 takes place over L blocks of size n, we need to prove that
nli_)H;OI (Say1:2S@).1:03 27 = 0.

. . k
Consider that the PCS operates to achieve (Rg’fl),Rgz),R{}’}(U,R{‘,Il}&)) - D‘ig/&_WTBC,

A

and T(k)ﬂv [ngi)\vz]’ and Sy ; is stored in T(,;)ﬂ- [HEZ?Q\VU(;)Z]' Hence, the following lemma

where k € [1,2]. For any i € [1, L], the confidential message S ; is stored in A; [7—[

shows that strong secrecy holds for any Block ¢ € [1, L].

Lemma 5.2. For any i € [1, L] and sufficiently large n, we have
A [2y(m) 17 (n) 7 (n) . on S
I(Ai [HV\Z]TU@)J [HU(k)l\/Z]T(k),i [HUr:,;)\VU(k)Z] 1 Zi ) < 5& 2
where 57(LS) £ 3n6, + 267(:) (3n — log 57(:)) and (5&*) is defined as in Lemma 5.1.

Proof. See Appendix 5.A. O

The following step is to prove asymptotically statistically independence between eaves-
dropper’s observations from Blocks 1 to L. We address this part slightly differently depending

on whether the PCS must achieve the corner point of %ﬁ%_WTBC or %ﬁ}_WTBC.

Secrecy analysis when polar code operates to achieve the corner point of S)%,(V},)_WTBC

For convenience and with slight abuse of notation, for i € [1, L] let I??lm £ (A?,T{i)’i),
which carries Wy ; = [W((K’)f7 W((g?i] and S(1) ; = [~S((I/)?Z., S((f))l] According to the previous
encoding, we have W((l‘;)i = A;[c™] and w0 = Ty, [‘70(") U Jl(")]. Therefore, we define

Wy, = [W(ll),i’ W(li),i]v where W(/1) 2 [W/(V) W,S].?L being W(/S/z) = 4; [an) U CYQ] and

K (1),2° (1),i
W) = Toya [ Then, W(p, 2 WS wi{7], being W) = A;[c§™ uci™] and
W(’i()L? =Ty, [jo(n)] Recall that, for i € [1, L — 1], an encrypted version of W(,) ;. ,,

Qay,it1 £ [égg, f‘g‘ﬁ, (:)Ellj)))iﬂ], is repeated in R?l)l In fact, from A?_H, recall that sequence

1% (V) =V = . . m .
Aél))ﬂ.ﬂ = [@éii_l,l“é,ill] C Q1),i+1 is repeated in T(l),i but now this dependency appears

implicitly. Furthermore, for i € [1, L] define =) ; = [\IIEV),FEV), Hg;{i,AEV), Agllj))z], which

denotes the entire sequence depending on ]??1)’1. that is repeated in Ra)’iﬂ ifiell,L—1].

namely

Finally, for i € [1, L] we have T(’é) ; that carries W(3) ; and S(y) ;. For convenience, define

E(2).i = [\I/Eg))i, AEQU))J, which, together with OE;)i, will be repeated in T(’é) ipp ifi €L, L—1].
According to these previous definitions and setting ko = [n(@v), Ii%v), Ii(@U)], notice that
Figure 5.11 represents a Bayesian graph that describes the dependencies between the variables

involved in the PCS of Section 5.2 when it operates to achieve the corner point of %ﬁ%_WTBC.
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Although we have seen that the PCS introduces bidirectional dependencies, we have
reformulated the encoding to obtain that they take place forward only. To do so, additionally
we regard Q(1),¢ as an independent random sequence generated at Block ¢ — 1 and properly

stored in R?ﬁl. Then, by using kg, the encoder obtains W(’l) ; that is repeated in Block 4.

Block i — 1 Block i Block i + 1

Wiy i Q1),i42

W(q),i+1
(@)

N

| T8 1

N

OZinH

S2),i+1

Figure 5.11: Graphical representation (Bayesian graph) of the dependencies between random variables
involved in the PCS when it operates to achieve the corner point of ER&}&WTBC.
are indicated by white nodes, whereas those that are dependent are indicated by gray nodes.

Independent random variables

The following lemma shows that eavesdropper observations Zf are asymptotically statis-

tically independent of observations Z7; ; from previous blocks.

Lemma 5.3. For any i € [2, L] and sufficiently large n, we have

I(Say1:080) 10 2113 Z7) < 5,

where 57(LS) is defined as in Lemma 5.2.

Proof. See Appendix 5.B. O

Therefore, we obtain

L
I(SayapSe2) s 21 ) = I(Saya0S@)1.0; Z7) + 21(5(1),1:L5(2),1:L3 ZM 27 0)

=2
(a) N
< I(SyaS@ai Z3) + (L —1)5)

< 15,
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where (@) holds by Lemma 5.3; and (b) holds by independence between (S(1) 2.1,5(2),2:1.) and
any random variable from Block 1, and from applying Lemma 5.2 to bound I(S(1),15(2),1; Z{L)
Thus, for sufficiently large n, the PCS satisfies the strong secrecy condition in (5.2).

Secrecy analysis when polar code operates to achieve the corner point of mr(\i).wmc

Now, for convenience and with slight abuse of notation, for ¢ € [1, L] let R&) (A" T, (’;) ),
which carries Wy ; = [W(Q) . W((g?i] and S(2) ; £ [S(;/))w S( ] According to the previous
encoding, we have W((z) = A [C(")] and W(g)i = T(Q) [\70 U Iy n)] Therefore, we define
2 (V) "(V) (n) (n)
Wiy, & [W(lz) W('é) .], where Wiy = [W@) wW(Q) ] being Wiy, i = A;lcs” uc 5] and

W(’S” 2 [T ] Then, Wiy . 2 | (';gvg,wg;gfi] being W(’;()‘? = 4A;[c{M ucf"’] and

W(/;()UZ) = T(Q) i [jo } Recall that, for i € [2, L], now an encrypted version of W/. (2),i—1>

Q(g)ﬂ-_l £ [\Ilgvi,Ffvi7\I/(U) ] is repeated in R(2 . Indeed, A ;)Z 1= [‘Ifé‘?_pl“é‘i)_l] -

namely

B (2),i—1
Q(2),i—1 1s repeated in T %) ;» and now this dependency appears implicitly.
Recall that, for ¢ € [1, L — 1], Hg)) = A [I(”) N g " ] which contains part of S’((;/))i, is

repeated in zzliﬂ [Rén)], while A%V A, [RE\ )] which contains part of 5(2) 1» is replicated
in As.p, [Rs\n)]. For convenience, now we would like to have backward dependencies only.
Therefore, we can consider that 52(2‘)/)1 =A™ U QYL)) \ (T\’,Xl) U R(S"))], for i € [2,L — 1]
then S(%) = A;[(Z0)\ G{) URS'], and S(3)) = A2 UREY URSY]. Then, for
i€ 2 L] we have that H((Q‘)/ = 4,7 n R(n} and A;(V) = A [Rg\n)] are repeated in
A1 [(ZM N gg")) U R(")} Snmlarly, we can regard SE(QI)J)l =Ty []:én)}, for i € [2 L—1]
U U n n n s n
then S(y) = S = Ty i [F§\ (DS U £5” UOLY)], and S5, = T(2)7L[~]-'(§ U F >].
Then, for 7 € [2,L] we can consider that A/( = Tg) []:2 } is repeated in T{2) ;1 []:2 ]
V) p(v) (V) (V) A1(U) ;
i1 Ll H(2),1‘+1’ Ay ,A(2) +1] which
that is repeated in R(Q) i

Therefore, for i € [1, L — 1] we define Z(3) ;41 = [@
denotes the entire sequence depending on R(Q)J. 41

Finally, we have T(") that carries W(y); and S(yy;. Now, for i € [1,L — 1], we regard
S = Tya 28"\ (WM umM™ U 0“”)], and S5 = Tj1).[QF U Q{"]. Then, for
i € [2, L] we consider that A( = T(l) [Q( ] is repeated in T(l)ﬂv_l [an)] Thus, we define
), & [GEIU){WAQ(I) )] which, together with Ogj))ﬂ,, will be repeated in T(’i) Lifi e [2,L].
Also, define V) 2 [A(V) ") |, which denotes the part of A7 that is repeated in Tﬁ%i_l.

1),i 1),60 (1) i
According(t; these ;r)ewow(ue) definitions and setting kg = [HEI,V), n% ) KEI, )], notice that
Figure 5.12 represents a Bayesian graph that describes the dependencies between the variables
involved in the PCS of Section 5.2 when it operate to achieve the corner point of SR%_VVTBC.
In order to obtain that dependencies take place backward only, we regard Q(gm, for
i € [2, L], as an independent random sequence that is generated at Block ¢+ 1 and is properly

stored in R?z) Then, by using kg, the encoder obtains W(’2) ; that is repeated in Block i.

i1
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Block i — 1

Q(2>7i*2 W(IQ),i—l
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Figure 5.12: Graphical representation (Bayesian graph) of the dependencies between random variables
involved in the PCS when it operates to achieve the corner point of mﬁ%-WTBC' Independent random variables
are indicated by white nodes, whereas those that are dependent are indicated by gray nodes.

The following lemma shows that eavesdropper observations Z{L are asymptotically statis-

tically independent of observations Z7, ;. .

Lemma 5.4. For any i € [1,L — 1] and sufficiently large n, we have

I(S(l),lzLS(2),1:LZin+1:L; Zzn) < 5'518)7

where 57(18) is defined as in Lemma 5.2.

Proof. See Appendix 5.C. O

Therefore, we obtain

I(Say1:050) 103 215) L1
=1(Say1:082).1.0: 27) + Z I(Sy:LS@)1Ls 21—l 27 —iri1.1)

/=1

(a) N
< I(Sy1:050)1:0; Z1) + (L — 1)6(®

< 15

where (a) holds by Lemma 5.4; and (b) holds by independence between (S(1 1.1, S(2),1:0-1)

and variables from Block L, and from applying Lemma 5.2 to bound I(S(1,1S2y,1; Z7)-
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Thus, for sufficiently large n, the PCS satisfies the strong secrecy condition in (5.2).

Remark 5.12. Fori € [1, L], recall that Og]))i is not generated independently, but drawn by
using SC encoding. Hence, if the PCS operates to achieve the corner point of 9‘%&?1 wTBC) We
only can obtain a causal Bayesian graph by reformulating the encoding so that dependencies

between blocks take place backward only.

Remark 5.13. We conjecture that only the secret-key /QEDU) is needed for the PCS to satisfy
the strong secrecy condition when operates to achieve any of the corner points. However, the

others are required to prove this condition by means of analyzing a causal Bayesian graph.

5.4 Concluding remarks

A strongly secure PCS has been proposed for the WTBC with two legitimate receivers
and one eavesdropper. We have compared two inner-bounds on the achievable region of the
MI-WTBC model, where a transmitter wants to send different information (private and
confidential) intended for each receiver. Then, we have provided a polar code that achieves
the inner-bound that is strictly larger for a particular input distribution. The only difference
between the random coding techniques used to characterize the two bounds is the decoding
strategy: joint decoding in the stronger inner-bound, and successive decoding in the other.

Our scheme uses polar-based Marton’s coding, which requires three encoding layers: one
inner-layer that must be reliably decoded by both receivers, and two outer-layers associated
to each legitimate receiver. Due to the non-degradedness assumption of the channel, the
encoder builds a chaining construction that induces bidirectional dependencies between
adjacent blocks, which need to be taken carefully into account in the secrecy analysis.

In order to achieve the larger inner-bound for a particular distribution, the chaining
construction must repeat some elements from the inner-layer to the outer-layers of adjacent
blocks, and turns out that this cross-dependency between encoding layers makes the use
of polar-based joint decoding crucial. As in Chapter 4, the use of a negligible secret-key
is required to prove that eavesdropper’s observations for different blocks are statistically
independent of one another, which is necessary to show that the polar code satisfies the
strong secrecy condition. Furthermore, now the PCS needs to use another secret-key that
also becomes negligible in terms of rate as the number of blocks grows indefinitely. This
key is required to randomize a non-negligible set of elements of one outer-layer that are
drawn by means of SC encoding and are needed by the corresponding receiver. In this way,
the chaining construction can repeat these elements in adjacent blocks without causing a

significant distortion on the input distribution.



Appendix

5.A Proof of Lemma 5.2

For n sufficiently large, we have

(A [HV\Z]T(k) [ngn(i)\vz]f(k) [HSZZ)WU(MZLZz )
< |Hy), ]+ |ngi>|vz| + |ngi)|vrj(k>z}

- H(Ai [HXZ)Z} Tik),i [HEJ(M\VZ]T(E)J [H((JT:;)WU(,C)Z] |Zzn)

| vzl + ‘HU(,C)\VZ’ + ‘ng)\vuwﬂ
- H(A [H%)Z]T(k) [ng(l)wz} T(IE) [Hg:i)WU(k)Z} ’Zn) + 67“57(1*) - 257(1*) log 57(1*)

(b)
< 3n6, + 6ndL) — 200 log 60
where (a) holds by Lemma 2.4 (where Tyy = 3 and To = 1) and Lemma 5.1; and (b) because

H(A [Hgﬁ)z]T(k) [ng)wz]T(fc) [HSZ?;)IVUWZ] |Zn)

H(A[MY)]|2") + H (T [Hy5,) 2] [V 27) + H (T(k) [’Hgﬁl)\v%z} VUG 2")

> Y HAMAY Tz + Y H(Tw ()T v z")
]E’Hi/"‘)z ]E’ngn()k)lvz
+ >, H(TyWITE VT, 2
JGH“ZL)WU(MZ
Z ’Hif\z| —0n) ‘ngiwz“l )+ ‘HU(k)\VU(k)z|(1 —0n)
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where we have used the fact that conditioning does not increase entropy, the invertibility
of G,, and the definition of ”HV‘Z, H,(}zi)‘vz and H&;)IVU@)Z in (5.9), (5.13) and (5.17)

respectively.

5.B Proof of Lemma 5.3

For any i € [2, L] and sufficiently large n, we have

I(Sya.0S@2) 1.0 2113 Z1)
= I(S(1)1:8@) 142113 Z) + I(S1),it1:52) 04015 20| S(1),1:48@),1:4 21 -1)

@ I(Say1:S2) 10271 Z7)
< I(S)uiS@) it a2 <1>z 1AL 1E@i10(); 15 27)
= I1(S().iS2). 21180 ; 1 E@).i-10) ;- 1»Z")
+I(Sm71:i—15<2>71:i—1Z1:z'—1?Zi S5 EW.a-180)i-1E@.-10(35_1)

2 6 + I(5(1),1;1‘715(2),1:1‘—12?;1‘—1? Zin‘S(l),i5(2)’iE(l)’iflAg)),i—lg(z)’iflég)),i—l)

g 5(8) + I(S(l) 1i—15(2), 1-i—1Z{l-¢ 15 Zn‘&'—l)

<6 + I(S(1),1:i-15@) 1501 2113 27 Wi, ‘Bz 1)

=0 + I(Sy 118011231 W, (1, ‘|Bi71)
+1(S),1i-15@), -1 21515 21 [BicaW(hy 4)

@ 5 + I(Sa)1i-15@) -1 271 W(/1)7i‘Bi—1)

< 57(18) + I(R(1),1:z‘715(2),1:z‘71; Z{L;Z'AW(/U,JBFQ

=06 + I(R),1:-152), - 15 W(y).i|Bic1) + I(Z1y W(/1)7i|Bi*lR(l),l:i—lS(2),1:i—1)

© 5 + I(Ray1:i-18@),1:-1; W(&)J‘Bi—l)

= 5(8) + I(R(1),1:i—15(2),1:i—1; Q(l),i S2) Fégzv)|Bi71)

(f)5

where (a) holds by independence between (S(1)i4+1.1,5S(2),i+1:.) and any random variable

from Blocks 1 to i; (b) holds by Lemma 5.2 because, according to Section 5.2, we have

= (V) — ~(U)
[S(1),i82),iZ1),i-18 ()i 122),i-10(2) 1]

= [4; [Hgﬁ)z]jﬂ(l)»i [Hgf(i)wz] T2y, [Hgg)\VU(l)ZH?
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in (¢) we have defined B;_; = [S(l) i5(2),iZ(1),i— 1A 2) i 12(2)i— 10 2) ] (d) follows from
applying d-separation [Pea09] over the Bayesian graph in Flgure 5.11 to obtain that Zi"
and (S(l)’1@,15(2)’1:%12{‘%71) are conditionally independent given (Bi_l, W(’l)ﬂ.); (e) also
follows from applying d-separation to obtain that W(’l) and Z7',_; are conditionally inde-
pendent given (BH,R(l)yl:i_l,s@),l:i_l); and (f) holds because le))l is independent of
Bi—1, S(2),1:i—1 and any random variable from Block 1 to (i —2), and because from applying

crypto-lemma [G.D03] we obtain that Qg/)) g/) is independent of R?l)ﬂ.fl.

5.C Proof of Lemma 5.4

For any i € [2, L] and sufficiently large n, we have

I(SoyeSeae 2l Z7)
= I(SEI),lzLSEQ),l:LZin+1:L; Zzn)
= I(S£1)7i:LSE2),i:LZz'n+1:L§ Zzn) + 1(521),1;1‘—15&),1;1‘—1; Zin|SE1)71‘:LSEQ),¢:LZZL+1:L)
I(Sfl),i:Lséz) i LZin+1 L3 Z”)

< I(S(1).i:5(2) a0 2102 @)1 @El))m 1), z+10(1) e 28
= I(Sgl)’isé),i:@)’i“ 651)),141 :(1),i+10(1),z‘+19 Zzn)

+ I(Sél),i+1:LS£2),i+1:LZin+l:L; ZZL|S€1),¢S£2),Z'E(2),1'+1 @8/)),”1 5(1),i+108]))’i+1)
<0 (S 1Sty 2010t 20|y 00y B0 61 By 10 )
© o) + I(Sél),iJrl:LSE2),i+1~LZz'n+1~L§ Z-"|Bi+1)
<6+ 1(521) 1‘+1-LS/2) i+1: LZ +1:L5 zy W(z) |Bit1)
=5+ I(S(y,i1:0502) 0010 248515 Wia) 1| Bit1)

+1(Sty 1050 s 10 28510 21| BiaW(a) )
5£LS + I(Szl),i-&-l:LSEZ),@‘+1:LZZZ+1:L; W(/2),i|Bi+1)
< 57(18) + I(R(Q),i+1iLSE1),i+1:LZzn+1:L; W(lz),i|Bi+1)

=6® 4 I(R(Z),i+1:LS/1) 1.5 Wia, i|Biv1) + I( 281 Wis).i B”lR(Q)vi“’LSEU’i“:L)
(6)

(@

58 4 I(R(z i1 LS(1y ig1:n Wiy, i|Bi+1)
=60 + I(R(2),i+1:LS(1)7i+1:L; Q)i ® ralBis)
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where (a) holds by independence between (57;) ;1,5 1,,-1) and any random variable
from Blocks ¢ to L; (b) holds by Lemma 5.2 because

[Sgl),isé),iE(2),i+1@8/))7¢+1a E), i+logj))i+1]
= [Ai [Hg/nﬁz]f(?)»i [Hgg)wz] T(l) [,HU(L\VU(Q)Z]]

in (¢) we have defined B;,; = [5(1) 15(2) i2(2), z+1@(1) i1 (), l+10(1 Z+1] (d) follows from
applying d-separation [Pea09] over the Bayesian graph in Figure 5.12 to obtain that Z
and (S(y) ;11.25(2) i1 .. Z"1.;) are conditionally independent given (Bji1, W(’QM); (e) also
follows from applying d-separation to obtain that W(’Q)J and Z}' ;. are conditionally inde-
pendent given (Bi+1’é(2)7i+11L7SEl),i+1:L); and (f) holds because Qg/))l is independent of
Bit+1, S(1),1:i—1 and any random variable from Block i + 2 to L, and because from applying

crypto-lemma [G.D03] we obtain that Q( ) 8/) is independent of R?Q)

(2),1 i+l
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Conclusion and final remarks

In this thesis we have presented and analyzed polar coding schemes for different channel
models over the wiretap broadcast channel. This channel is characterized by one transmitter
that wishes to send confidential (and non-confidential) information to different legitimate
receivers in the presence of eavesdroppers. Besides reliability, all the channel models considered
in this dissertation impose the polar coding scheme to satisfy the strong secrecy condition,
which is an information-theoretic security condition that requires asymptotically independence
between the confidential information transmitted over the channel and the eavesdropper’s
observations. In the following, we summarize the main contributions of this thesis and propose
possible directions for future work.

In Chapter 2, we have revisited the fundamental theorems of polar codes and their
application for different channel models from the viewpoint of source polarization. Specifically,
we have seen the source polarization theorem, which states that the elements of a random
vector can be divided into two disjoint sets after applying the polar transform: one which
contains practically all the randomness, and another one that is almost deterministic. However,
there is a negligible (in terms of rate) set of elements that have not polarized, that is, neither
are practically random nor deterministic. This theorem is crucial for source coding because,
given the random elements, one can reliably reconstruct the entire vector by performing
successive cancellation decoding. Furthermore, for those models where the broadcast channel
is degraded, we have seen that the subset property of the polarized elements is important.
Otherwise, if the broadcast channel is non-degraded, the subset property does not hold and,

therefore, we must consider that transmission takes place over several blocks and a chaining
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construction that allows different receivers to decode their corresponding messages reliably
and confidentially. In channel coding, the polar-based encoder must construct codewords
whose joint distribution matches with the one used for the polar code construction. In
this sense, in the last part of this chapter we provided a generic polar-based encoding for
multi-user settings that satisfies the previous requirement making use of a randomness which
is asymptotically negligible in terms of rate.

In Chapter 3, we described two different polar coding schemes for two different settings
over the degraded wiretap broadcast channel, where a transmitter wishes to send confidential
information to an arbitrary number of receivers with the presence of an arbitrary number
of eavesdroppers. In these models, a layered decoding structure requires receivers with
better channel quality to reliably decode more messages, and a layered secrecy structure
requires eavesdroppers with worse channel quality to be kept ignorant of more messages. The
degradedness condition of the broadcast channel allows to avoid any chaining construction,
and the polar coding scheme is able to satisfy the reliability and secrecy condition in one
single block. Furthermore, in this chapter we proposed practical methods for the construction
of polar codes under reliability and secrecy constraints. Although we focused in particular
settings, our methods can be extended to any channel model with secrecy constraints. Indeed,
as far as we know, this is the first time that the secrecy performance of a polar coding scheme
has been evaluated in terms of an information-theoretic security measure.

In Chapter 4, we described a polar coding scheme for a model over the general wiretap
broadcast channel, were the transmitter wishes to send confidential (and non-confidential)
information to two legitimate receivers in the presence of one eavesdropper. We do not
make any assumption regarding the degraded nature of the broadcast channel, which implies
building a chaining construction to achieve the best-known inner bound on the achievable
region of this model. This chaining construction in the encoding introduces bidirectional
dependencies between blocks. Consequently, a secret key with negligible size in terms of rate
is necessary to represent all these dependencies by means of a causal Bayesian graph that
allows us proving that the polar code satisfies the strong secrecy condition.

Finally, in Chapter 5 we extended the results of the previous chapter by considering a
model over the wiretap broadcast channel in which the transmitter sends different confiden-
tial (and non-confidential) information to each legitimate receiver in the presence of one
eavesdropper. We proposed a polar coding scheme that achieves the best-known inner-bound
on the achievable region of this model. In the proposed scheme, the encoding uses polar-
based Marton’s coding where one inner-layer must be reliably decoded by both legitimate
receivers, and each receiver must decode its own corresponding outer-layer. Due to the non-

degradedness condition of the broadcast channel, the encoder builds a chaining construction
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that induces bidirectional dependencies between adjacent blocks. Indeed, we showed that
these dependencies can occur between different encoding layers of different blocks. As in
Chapter 4, the use of a negligible secret-key (in terms of rate) is required to prove that the
polar code satisfies the strong secrecy condition. Moreover, now we need another secret-key
that incurs a negligible rate penalty to ensure that the joint distribution induced by the
encoder is close to the one used for the code construction, which is crucial for the reliability
and secrecy performance of the coding scheme.

Despite polar codes look promising for forthcoming communication scenarios requiring
information-theoretic security, some questions remain open and need to be addressed in the

future:

1. In Chapter 2 we provided a generic polar-based encoder that minimizes the amount of
randomness required at the transmitter. Nevertheless, how to completely remove all the
random decisions is a problem that remains open. Specifically, this random decisions
are needed for the elements that have not polarized. Unfortunately, the behavior of

these elements after applying the polar transform is still not properly understood.

2. The need for additional secret transmissions. The polar coding scheme of Chapter 3
must separately send those elements that are not uniformly distributed and are required
by the corresponding receivers to reliably decode the information. Despite the size of
this additional transmission becomes negligible in terms of rate when the blocklength
grows to infinity, it may be a drawback in practical scenarios. Again, notice that it is

the set of elements that have not polarized the one that is problematic.

On the other hand, the polar coding schemes described in Chapter 4 and Chapter 5
must separately send those non-uniformly distributed elements that are required by
the corresponding receivers of each encoding block. Moreover, in these coding schemes
the chaining construction requires an additional transmission of a non-negligible set of
elements (with respect to the blocklength) that are needed to initialize the decoding
algorithms. Indeed, when we consider the transmission taking place over several blocks,
it may be possible to convey those non-uniformly distributed elements by means of the
chaining construction as long as we use an additional secret-key that randomizes them.
Hence, part of the elements that previously contained confidential information could be
used to convey the randomized version of these problematic elements without causing
significant distortion. Since they are negligible in terms of rate with respect to the
blocklength, the polar coding schemes will still approach the capacity asymptotically.

However, notice that this means having to use another secret-key.
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3. The need for secret-keys. Despite the length of the secret-keys required by the polar

coding schemes described in this dissertation are asymptotically negligible in terms of
rate, their use may seem contradictory in the context of keyless secret communication.
We must distinguish three different uses of these secret-keys. First, they may be required
to send the previous additional transmissions confidentially to the corresponding
receivers (one-time pad encryption). Second, in Chapter 4 and Chapter 5 we have
described polar coding schemes that induce bidirectional dependencies between blocks,
and secret-keys are required to prove statistical independence between eavesdropper’s
observations of each block and, hence, to prove that the polar coding scheme satisfy
the corresponding strong secrecy condition. Third, due to the polar-based Marton’s
coding, the polar coding scheme of Chapter 5 needs to repeat some elements that are
drawn by means of successive cancellation decoding. However, in order to introduce

insignificant distortion, only a randomized version of these elements can be repeated.

Regarding the use of secret-keys to prove statistical independence between eavesdrop-
per’s observations, we have conjectured indeed that they may not be necessary for this
purpose. Nevertheless, without using these secret-keys, probably one should evaluate
the information leakage differently. The following example may help to understand

why we use them and why we conjecture that they may not be necessary.

Consider the Bayesian network of Figure 6.1. Clearly, random variables W7 and W5 make
7y and Zy dependent. Moreover, we assume that I(W71; Z3) < €, and I(Wa; Z1) < €y,
where €, “—=5 0. Notice that this Bayesian graph may be an oversimplification of
the bidirectional dependencies induced by the polar coding schemes of Chapter 4
and Chapter 5, where W7 and W5 may denote private messages that are stored in
non-confidential elements corresponding to Block 1 and Block 2 respectively, and part
of these elements are properly repeated in confidential positions of the other block. We

would like to show that Z; and Zs are asymptotically independent, and we obtain

I(Zy1; Z) < 1(Z1 W13 Zs)
< en + 1(Z1; Z2|Wh)
< en + 1(Z1; WaZa|Wh)
en + I(Wa; Z1|W1).

IN

where the last inequality holds because I(Z7; Z2|W1Ws) = 0 by applying d-separation.
Although I(Ws; Z7) < €,, we are not able to upper-bound I(Ws; Z1|W1) and, con-

sequently, we are not able to prove asymptotic independence between Z; and Zs.
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Z Zy

Figure 6.1: Bayesian graph that represents an oversimplification of the dependencies between random

variables involved in the polar coding schemes of Chapter 4 and Chapter 5.

In fact, if only W; is repeated in confidential positions of Block 2, or only W5 is
repeated in confidential positions of Block 1, we would have I(Zy; Z3|W;) = 0 or
1(Z4; Z2|W5) = 0, respectively. Hence, despite it seems reasonable to expect that Z;

and Z, are independent, we are not able to found an upper-bound on I(Z;; Z).

4. Practical aspects of the coding schemes. Despite in Chapter 3 we proposed practical
methods for constructing polar coding schemes for models with secrecy constraints,
further work still remains to be done in this direction. For instance, it seems important
to find tighter bounds on the information-theoretic measures that we have used to
construct good polar codes. Moreover, notice that the chaining construction of the
polar coding schemes described in Chapter 4 and Chapter 5 implies a large memory
capacity requirement at either the transmitter or one of the receivers side. For instance,
consider that the encoder sends the codeword corresponding to each block as soon
as it is constructed. Then, in the proposed coding schemes, Receiver 1 can start the
decoding after receiving the corresponding observations of each block but Receiver 2

must await the observations of the last block.
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